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Abstract

Large language model (LLM) agents execute
tasks through multi-step workflows that com-
bine planning, memory, and tool use. While
this design enables autonomy, it also expands
the attack surface for backdoor threats. Back-
door triggers injected into specific stages of
an agent workflow can persist through mul-
tiple intermediate states and adversely influ-
ence downstream outputs. However, existing
studies remain fragmented and typically ana-
lyze individual attack vectors in isolation, leav-
ing the cross-stage interaction and propagation
of backdoor triggers poorly understood from
an agent-centric perspective. To fill this gap,
we propose BackdoorAgent, a modular and
stage-aware framework that provides a unified,
agent-centric view of backdoor threats in LLM
agents. BackdoorAgent structures the attack
surface into three functional stages of agentic
workflows, including planning attacks, mem-
ory attacks, and tool-use attacks, and instru-
ments agent execution to enable systematic
analysis of trigger activation and propagation
across different stages. Building on this frame-
work, we construct a standardized benchmark
spanning four representative agent applications:
Agent QA, Agent Code, Agent Web, and
Agent Drive, covering both language-only and
multimodal settings. Our empirical analysis
shows that triggers implanted at a single stage
can persist across multiple steps and propa-
gate through intermediate states. For instance,
when using a GPT-based backbone, we observe
trigger persistence in 43.58% of planning at-
tacks, 77.97% of memory attacks, and 60.28%
of tool-stage attacks, highlighting the vulnera-
bilities of the agentic workflow itself to back-
door threats. Our code is available at https://
github.com/Yunhao-Feng/BackdoorAgent.

*Equal contribution.
†Corresponding author: xingjunma@fudan.edu.cn

Figure 1: Conceptual illustration of backdoor propa-
gation within a multi-stage agent workflow. A trigger
introduced in a specific module can traverse Planning,
Memory, and Tool stages through iterative state updates.

1 Introduction

Large language model (LLM)–based agents are
emerging as a core paradigm for autonomous AI
systems that perform multi-step reasoning, long-
horizon planning, and tool-mediated interaction
(Yu et al., 2025; Act, 2024). Unlike standalone
models, agentic systems operate through explicit
workflows that integrate planning modules, exter-
nal tools, and memory mechanisms to process on-
going environmental feedback (Li et al., 2024a).
This architecture enables strong performance
across diverse domains, including knowledge-
intensive question answering, autonomous code
generation, web navigation, and intelligent driving
(Mao et al., 2023; Han et al., 2024; Chae et al.,
2024; Zhang et al., 2025c). However, the same
architectural complexity also introduces security
risks that are qualitatively different from those
of standalone models (Chen et al., 2024; Wang
et al., 2024b). Specifically, the stateful and multi-
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component design of agents expands the attack
surface beyond the backbone model, allowing ma-
licious behaviors to be triggered through poisoned
memories, manipulated planning traces, or adver-
sarial environmental observations (Xu et al., 2024;
Zhu et al., 2025). In this work, we focus on back-
door threats in which an adversary injects persistent
triggers into one component of an agent workflow,
leading to conditional activation and propagation
across multiple execution steps. While such back-
door behaviors are known to be stealthy and per-
sistent in standalone LLMs (Li et al., 2024b; Wang
et al., 2025b; Ma et al., 2025), how they propagate
within integrated agent workflows remains largely
unexplored.

Prior work studies backdoor attacks on LLMs
and retrieval-augmented systems (Yang et al.,
2024b; Ge et al., 2025; Cheng et al., 2024; Zou
et al., 2025), these vulnerabilities are typically eval-
uated in isolated settings under disparate assump-
tions. Such isolated evaluations fail to capture the
operational reality of modern agents, whose behav-
iors emerge from iterative workflows that tightly
couple three functional stages: Planning for action
orchestration, Memory for context retrieval, and
Tools for environmental interaction (Zhang et al.,
2025a; Wang et al., 2024a; Masterman et al., 2024).
As illustrated in Figure 1, because intermediate arti-
facts such as reasoning plans, retrieved documents,
and tool outputs are recursively reused across steps,
a trigger injected into a single stage can propagate
throughout the workflow and persist over time.

In this paper, we introduce BackdoorAgent, a
modular framework for unified, stage-aware analy-
sis of backdoor threats in agent workflows. Back-
doorAgent instruments agent execution to capture
complete workflows, enabling systematic analysis
of where backdoors are injected and how their ef-
fects propagate across stages. We instantiate the
framework on four representative agent applica-
tions, including Agent QA, Agent Code, Agent
Web, and Agent Drive, covering both language-
only and multimodal settings. The main contribu-
tions of this work are summarized as follows:

• We propose BackdoorAgent, the first modu-
lar and stage-aware framework that systemati-
cally characterizes backdoor threats in LLM
agents from an agent-centric perspective. It
decomposes the attack surface into planning,
memory, and tool stages to enable fine-grained
analysis of cross-stage backdoor propagation.

• We develop a standardized benchmark cov-
ering four representative agent applications
including Agent QA, Agent Code, Agent
Web, and Agent Drive, across both language-
only and multimodal settings in realistic agent
workflows.

• Our experiments demonstrate that triggers im-
planted at a single stage can persist across mul-
tiple steps and propagate through intermediate
states. When using a GPT-based backbone,
we observe trigger persistence in 43.58% of
planning attacks, 77.97% of memory attacks,
and 60.28% of tool-stage attacks, highlight-
ing the vulnerabilities of the agentic workflow
itself to backdoor threats.

2 Related Work

LLM-based Agents. LLM-based agents augment
language models with explicit control loops to op-
erate in interactive environments, where they must
iteratively interpret observations, decide actions,
and incorporate feedback over long horizons (Zeng
et al., 2025; Li et al., 2025a). Recent systems
have demonstrated strong capabilities in diverse
settings, including retrieval question answering, au-
tonomous code generation, web navigation, and
embodied or driving-style decision making (Yuan
et al., 2024; Shi et al., 2024; Cui et al., 2024; Lála
et al., 2023). A common thread is their reliance
on persistent intermediate artifacts (e.g., plans, re-
trieved evidence, tool outputs) that are repeatedly
written back into context or state and reused in
subsequent steps, creating a trajectory-level depen-
dency structure that is absent in single-turn LLM
usage (Liu et al., 2025b; Guo et al., 2025b).
Backdoor Attacks on Agentic Systems. Back-
door attacks on LLMs and retrieval-augmented gen-
eration (RAG) have shown that poisoned demon-
strations, reasoning shortcuts, and corrupted re-
trieval corpora can induce targeted behaviors (Li
et al., 2024b; Zou et al., 2025; Cheng et al., 2024;
Zhao et al., 2025). However, these studies are
commonly evaluated under single-step or single-
module assumptions, which do not capture the
temporal propagation and feedback dynamics of
multi-step agent workflows. Recent studies have
shown that agents can be compromised through
different channels, including poisoning memory or
knowledge stores (Chen et al., 2024; Zhang et al.,
2025b), implanting backdoors in planning or pol-
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Table 1: A stage-oriented taxonomy of seven representative backdoor attacks on agents. A check mark ✓
indicates that the attack manipulates or injects triggers into the corresponding module.

Attack Planning Memory Tools Access Persistence Stealthiness Objective

BadChain ✓ ✗ ✗ Black-box Short-term Low Hijack
BadAgent ✓ ✗ ✗ White-box Short-term Low Disruption
PoisonedRAG ✗ ✓ ✗ White-box Long-term Medium Hijack
TrojanRAG ✗ ✓ ✗ White-box Long-term Medium Control
AgentPoison ✗ ✓ ✗ White-box Long-term High Control
DemonAgent ✗ ✗ ✓ White-box Session-persistent High Control
AdvAgent ✗ ✗ ✓ Black-box Short-term High Disruption

icy components (Wang et al., 2024b), manipulat-
ing tools (Xu et al., 2024; Zhu et al., 2025; Wang
et al., 2025a) and automatic backdoor attack (Li
et al., 2025b). Despite these advances, existing
evaluations (Changjiang et al., 2025; Liu et al.,
2025a; Tran et al., 2025) are often studied in iso-
lation with different agent implementations, threat
assumptions, and evaluation protocols, which lim-
its direct comparison across approaches and ob-
scures how vulnerabilities manifest across different
components of an agent workflow.

3 Preliminaries

In this section, we formalize agents as recurrent
workflows whose behavior is governed by interme-
diate artifacts produced during planning, memory
access, and tool interaction. A key property of
such workflow is that intermediate artifacts are not
ephemeral, allowing information to persist and in-
fluence future decisions (Yao et al., 2022; Yang
et al., 2024a; Xiao et al., 2025).

3.1 Agent Formulation
An agent receives a user query q and interacts with
an environment over discrete steps t = 0, 1, . . . .
At each step t, the agent maintains (i) an observ-
able context xt, containing all information visible
to the backbone model, such as system and user
messages, retrieved content, and tool feedback; and
(ii) an internal state st, which stores structured or
non-textual information, including planner meta-
data, or memory indices. We describe the agent
loop through three functional stages. Each stage
consumes the current (q, xt, st) and produces an
artifact that may be written back into x or s. Plan-
ning produces an intermediate plan or reasoning
artifact:

pt = P (q, xt, st). (1)

Memory returns retrieved content from a mem-
ory/RAG store (optionally conditioned on the

plan):
mt = M(q, xt, st, pt). (2)

Tools execute an external action and return feed-
back:

ot = T (q, xt, st, pt,mt). (3)

These artifacts are written back into the agent work-
flow and incorporated into the next-step context
and state via explicit update rules:

xt+1 = xt ∪ {pt,mt, ot}, (4)

st+1 = UpdateState(st; pt,mt, ot), (5)

where the context update appends intermediate ar-
tifacts into the observable context (e.g., retrieved
snippets or tool responses), and UpdateState(·)
denotes task- or agent-specific updates to structured
internal state, such as caching results, logging de-
cisions, or updating memory indices. This makes
pt,mt, and ot persistent: once written into xt+1 or
st+1, they can influence future steps through P , M ,
or T .

3.2 Backdoor Attacks in Agent Workflows
A backdoor attack implants a hidden malicious
behavior that remains dormant under normal exe-
cution and is activated only when a specific trigger
τ is present. In agent workflows, such triggers may
be injected into intermediate artifacts produced by
planning, memory retrieval, or tool interaction. We
model this by allowing an attacker to introduce a
trigger-bearing perturbation into one stage’s out-
put, which then propagates via the update rules
in Eqs. (4)–(5). Let A(q) denote the clean trajec-
tory induced by query q under the recurrent loop,
i.e., the sequence {(xt, st)}Tt=0 generated by re-
peatedly applying Planning, Memory, and Tools,
followed by state updates. Here, A(·) denotes the
agent runtime, i.e., the deterministic composition
of planning, memory retrieval, tool execution, and
state update operations defined above. Let Aτ (q)
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Figure 2: BackdoorAgent Framework. BackdoorAgent exposes explicit interfaces at the planning, memory,
and tool stages of an agent workflow, together with an instrumented runtime that supports configurable execution,
attack injection, and trajectory logging. A benchmark layer instantiates representative agent tasks and standardized
evaluation scripts on top of the framework.

denote the triggered trajectory, where a trigger τ is
injected into one of {pt,mt, ot} at some step t⋆ (or
equivalently, into the channels that generate them).
A successful backdoor satisfies:

A(q) → benign behavior,

Aτ (q) → backdoor behavior.
(6)

This formulation highlights a key distinction be-
tween agent backdoors and single-turn LLM or
RAG backdoors. Once a trigger is injected into an
intermediate artifact, the update rules write it into
future context or state, enabling persistence across
steps and cross-stage influence. For example, a
poisoned memory snippet may alter subsequent
planning, or deceptive tool feedback may bias later
retrieval and decision making. Motivated by this
propagation mechanism, our framework adopts a
stage-oriented taxonomy that categorizes attacks
according to the primary workflow stage they com-
promise: Planning, Memory, or Tools. This tax-
onomy provides a unified lens for analyzing how
different attack vectors enter, persist within, and
propagate through agent workflows. Table 1 sum-
marizes the representative attacks studied in this
work under this framework.

4 BackdoorAgent Framework

BackdoorAgent is a stage-aware framework that
instruments multi-step LLM agents to analyze
how backdoor triggers are injected and propagated
across planning, memory, and tool-use stages. It
provides standardized execution, logging, and eval-
uation protocols through a lightweight benchmark.
Figure 2 shows an overview of the framework.

4.1 Stage-aware Framework

BackdoorAgent follows the agent formulation in-
troduced in Section 3, where an agent receives a
user query q and iteratively evolves its observable
context xt and internal state st over multiple steps.
At each step, the agent may produce intermedi-
ate artifacts, including plans pt, retrieved memory
content mt, and environment feedback ot. These ar-
tifacts are not ephemeral; they are written back into
the agent workflow and become part of the context
or state at the next step. Concretely, BackdoorA-
gent models st as the agent’s accumulated interac-
tion record (e.g., prior plans), while xt represents
the observable context, consisting of retrieved con-
tent, tool outputs, and environment observations.
The agent then evolves via the following recurrent
update:

(xt+1, st+1) = A(q, xt, st),

xt+1 = xt ∪ {pt,mt, ot}
(7)

A key design choice of BackdoorAgent is to ex-
pose explicit hook points aligned with the three
functional components emphasized throughout the
paper. This design allows heterogeneous backdoor
attacks to be expressed in a unified manner, by mod-
eling an attack as a transformation that perturbs the
computation or outputs of a single component and
then propagates through the workflow as interme-
diate artifacts are reused.

4.2 Backdoor Injection

BackdoorAgent’s execution layer is designed to
make multi-step backdoor behavior observable and
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reproducible. Each execution run is specified by a
single configuration that defines the agent template,
task instances, and the attack variant. The runtime
then executes the agent for a fixed budget of steps
(or until termination), while recording structured
trajectories:

T (q) = {(xt, st, pt,mt, ot)}T−1
t=0 .

This trajectory-level logging is central to the frame-
work design, as it enables diagnosis of where a
trigger is injected, when it activates, and how it
influences downstream decisions across compo-
nents. Attack injection is implemented through
component-local wrappers around the planning,
memory, or tool modules. Let τ denote a trigger
and G the attack goal. BackdoorAgent models an
attacked agent Aτ by replacing one functional com-
ponent with its attacked counterpart while keeping
other components unchanged:

Aτ = (Pτ ,M, T ) or (P,Mτ , T ) or (P,M, Tτ ),
(8)

where the injected stage may alter intermediate
artifacts (e.g., produce a triggered plan pt), al-
ter retrieval results (e.g., return poisoned mt), or
alter tool feedback (e.g., manipulate ot). Impor-
tantly, the framework does not assume a fixed order
among stages; different agent implementations may
invoke memory or tools multiple times per step.
BackdoorAgent therefore attaches hooks at the in-
terfaces (plan generation, retrieval call, tool execu-
tion/return) rather than enforcing a rigid control-
flow, ensuring compatibility with diverse agent de-
signs. BackdoorAgent standardizes (i) prompt con-
struction (how q and xt are serialized), (ii) tool-
call formatting (how ot is extracted/validated), and
(iii) memory retrieval protocols (indexing, top-k,
reranking, and how mt is inserted back into xt).
These implementation-level choices are logged
alongside trajectories, so that a reported failure
mode can be replayed under the same stage inter-
faces and serialization rules.

4.3 Representative Tasks
We instantiate a lightweight benchmark with four
representative agent applications that span the plan-
ning–memory–tools design space. Agent QA fo-
cuses on retrieval-grounded reasoning with per-
sistent memory access; the attack objective is to
induce incorrect answers while preserving fluent
responses. Agent Code involves iterative, tool-
grounded program synthesis with execution feed-
back; attacks trigger destructive operations such

as database deletion while maintaining the appear-
ance of correct code generation. Agent Web mod-
els multimodal web interaction with perception and
action; attacks cause interface-level misdirection,
such as purchasing incorrect items while appear-
ing to complete the task. Agent Drive represents
closed-loop sequential decision making with envi-
ronment feedback; attacks induce unsafe control
behaviors, e.g., a sudden stop, through small pertur-
bations that compound over time. Across all tasks,
BackdoorAgent provides standardized task loaders,
agent templates, and logging and evaluation scripts,
while remaining extensible.

5 Experiments

We conduct a systematic empirical study with Back-
doorAgent to characterize how backdoor vulnera-
bilities manifest in multi-step agent workflows.

5.1 Experimental Setup

Agent Systems. We evaluate BackdoorAgent on
four representative agent workflows: Agent QA,
Agent Code, Agent Drive, and Agent Web. These
workflows span complementary regions of the
planning–memory–tools design space and differ
in both interaction structure and task objectives.
Because Agent Web requires multimodal percep-
tion, it is evaluated only on backbones that support
multimodal inputs, and its results are reported sep-
arately in Table 3.
Backdoor Attacks. Across all tasks, we eval-
uate seven representative backdoor attacks (Ta-
ble 1) spanning three injection channels: planning
(BadChain, BadAgent), memory (PoisonedRAG,
TrojanRAG, AgentPoison), and tools/environment
(AdvAgent, DemonAgent). All attacks are imple-
mented as component-local perturbations within
the same BackdoorAgent runtime. We evaluate
both closed-source and open-source LLM back-
bones under identical task instances and step bud-
gets (Hurst et al., 2024; Team et al., 2023; Bai
et al., 2023; Team et al., 2025; Guo et al., 2025a;
Bai et al., 2022; Liu et al., 2024; Leon, 2025).

Evaluation Metrics. We evaluate agent robust-
ness under both clean and backdoor settings using
three metrics: Fisrtly, Clean ACC measures the
task success rate of a benign agent without trigger
injection, where each task instance is judged by a
task-specific verifier (e.g., exact match for QA, unit
tests for Code, task completion for Web, and safety
constraints for Drive). To assess backdoor effec-
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Table 2: Unified evaluation on closed-source LLM backbones.

Task Backbone Clean ACC BadChain PoisonedRAG TrojanRAG AgentPoison AdvAgent DemonAgent

ASR ACC ASR ACC ASR ACC ASR ACC ASR ACC ASR ACC

Code

claude_sonnet4_5 75.80 1.04 80.13 80.05 77.86 80.31 79.13 86.52 85.40 27.28 74.15 4.76 81.93
gemini-3-flash 56.54 41.67 47.71 92.31 47.83 91.43 31.90 76.49 50.36 85.37 52.32 7.05 46.05
gpt-4o-mini-0718-global 58.95 61.12 50.66 92.30 57.45 92.86 45.30 98.01 56.74 86.71 56.25 3.70 51.28
gpt-5-mini-0807-global 81.83 51.37 73.21 58.69 75.17 90.71 86.02 78.39 75.18 78.95 74.50 4.29 68.49
qwen3-max 71.96 58.34 73.20 64.53 72.99 65.71 74.58 84.51 74.45 89.35 71.62 12.50 68.21

QA

claude_sonnet4_5 86.27 16.53 72.13 67.38 77.05 20.17 73.77 28.48 85.54 25.54 76.50 13.41 80.33
gemini-3-flash-preview 87.50 26.09 86.34 81.61 87.10 40.19 84.55 37.87 67.57 86.05 84.24 15.32 79.35
gpt-4o-mini-0718-global 71.95 23.91 56.28 91.30 56.28 39.13 45.36 48.87 59.15 95.76 56.53 26.52 56.83
gpt-5-mini-0807-global 77.64 23.92 59.18 93.48 57.38 31.30 55.74 57.26 44.53 84.78 54.64 17.83 55.19
qwen3-max 81.87 23.91 54.15 85.96 84.80 25.22 81.10 45.24 78.47 39.13 73.17 8.75 79.23

Drive

claude_sonnet4_5 51.50 13.72 49.05 37.81 49.06 53.65 55.35 39.02 49.06 17.07 52.20 50.37 45.56
gemini-3-flash-preview 63.75 48.54 64.15 80.01 64.38 95.76 66.03 48.78 60.38 95.12 65.41 10.53 50.77
gpt-4o-mini-0718-global 39.50 57.66 41.39 77.21 40.67 95.33 43.40 92.68 30.20 87.52 38.12 61.92 32.91
gpt-5-mini-0807-global 57.51 43.52 52.77 75.61 52.14 95.12 52.20 95.24 47.98 92.51 40.50 82.93 50.88
qwen3-max 44.53 58.29 37.57 72.43 43.40 92.68 32.71 82.93 28.39 97.38 36.42 85.31 42.03

Table 3: Unified evaluation on Agent Web (multimodal backbones). Agent Web requires multimodal capabilities
and is therefore evaluated only on backbones that support multimodal inputs. We report clean-task accuracy (Clean
ACC) and, for each attack, attack success rate (ASR) and accuracy under attack (ACC).

Task Backbone Clean ACC BadChain PoisonedRAG TrojanRAG AgentPoison AdvAgent DemonAgent

ASR ACC ASR ACC ASR ACC ASR ACC ASR ACC ASR ACC

Web

claude_sonnet4_5 98.54 97.39 98.35 0 96.49 0 99.36 0 98.35 0 99.65 0 98.35
gemini-3-flash 96.20 98.74 97.47 95.16 94.94 97.44 93.67 86.67 92.41 5.32 93.67 95.40 96.25
gpt-4o-mini-0718-global 99.16 0 98.89 4.52 95.37 3.57 98.96 8.91 98.39 2.53 99.66 4.53 95.41
qwen3-vl-235b 99.25 0 99.88 2.31 99.34 5.78 96.54 3.21 97.65 13.92 95.64 14.35 96.57

tiveness, we inject triggers at a designated stage
(planning, memory, or tools). Secondly, ASR is
defined as the percentage of triggered instances in
which the agent exhibits the attacker-specified be-
havior. Thirdly, ACC under attack measures task
success on the same triggered executions using the
identical verifier. Results are reported in Tables 2,
4 and 5.

5.2 Results and Analyses

High attack success often coexists with largely
preserved task accuracy across agent workflows.
Across all agent workflows and backbones, Ta-
bles 2–3 reveal a recurring pattern in which high at-
tack success rates (ASR) are accompanied by only
limited degradation in task accuracy (ACC). This
behavior is not unique to agent-based systems: sim-
ilar phenomena have been observed in earlier back-
door studies on single-turn models, where mali-
cious control can be achieved without substantially
impairing nominal task performance. Our results
indicate that agent workflows largely preserve this
characteristic, even in multi-step and interactive
settings. More strikingly, in several configurations
we observe cases where task accuracy under attack
matches or even exceeds the clean baseline (e.g.,

Agent Code with qwen2.5-72b under AgentPoi-
son: ASR 88.34 with ACC 75.89 vs. clean ACC
78.45; Agent QA with kimi-k2 under AgentPoison:
ASR 79.83 with ACC 73.77 vs. clean ACC 71.25).
This highlights a critical evaluation challenge for
agent systems: performance-based metrics alone
may fail to reflect the presence or severity of behav-
ioral compromise. When attack success is decou-
pled from task-level accuracy, agents can appear
to function normally—or even improve on bench-
mark metrics—while executing harmful objectives.
Such cases underscore the risk of relying on stan-
dard accuracy-centric evaluation when assessing
the safety of multi-step agents and motivate the
need for behavior- and trajectory-level analyses
beyond task completion scores.

Vulnerability patterns are structured more by
injection channel than by task category. A sec-
ond key finding is that vulnerability patterns are pri-
marily organized by injection channel rather than
by any single task. Memory-channel attacks are
consistently effective whenever retrieved content
is persistently reintroduced into context. Across
Agent QA and Agent Code, PoisonedRAG and Tro-
janRAG frequently achieve very high ASR on both
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Table 4: Unified evaluation on open-source LLM backbones.

Task Backbone Clean ACC BadChain BadAgent PoisonedRAG TrojanRAG AgentPoison AdvAgent DemonAgent

ASR ACC ASR ACC ASR ACC ASR ACC ASR ACC ASR ACC ASR ACC

Code

deepseek-r1-671b 25.43 13.89 27.88 8.69 19.74 14.69 16.79 8.57 13.56 19.35 26.17 7.89 30.05 15.31 28.28
deepseek-v3.2-exp 60.43 19.45 58.39 7.49 57.42 14.53 56.74 31.43 64.71 16.35 58.16 86.48 59.60 12.62 70.45
kimi-k2 47.59 22.22 52.15 10.35 50.66 36.17 49.64 84.29 52.59 68.00 50.34 40.91 46.31 12.83 51.20
qwen2.5-72b-instruct 78.45 18.31 72.67 9.64 74.55 56.36 71.28 62.86 75.21 88.34 75.89 51.35 79.33 17.37 81.25
qwen3-235b-a22b 80.47 16.54 63.24 10.45 76.31 58.42 81.53 58.57 76.32 85.64 75.41 49.40 82.73 15.45 83.36

QA

deepseek-r1-671b 58.35 12.17 48.63 10.37 38.70 25.22 37.16 16.52 38.80 55.81 58.65 14.35 48.63 19.38 46.70
deepseek-v3.2-exp 59.50 14.35 57.92 12.62 58.41 56.52 59.02 56.37 45.90 50.38 58.72 34.78 56.83 10.56 56.95
kimi-k2 71.25 18.70 75.96 23.92 77.43 54.35 71.38 73.91 55.74 79.83 56.39 54.35 73.77 14.36 77.61
qwen2.5-72b-instruct 69.47 12.17 68.86 15.64 69.22 21.74 66.67 30.43 58.47 36.43 68.26 93.89 72.13 25.37 66.91
qwen3-235b-a22b 71.46 16.52 67.38 13.39 66.19 15.72 57.54 23.04 57.64 32.84 64.32 91.30 62.46 19.17 64.62

Drive

deepseek-r1-671b 40.50 92.58 41.51 20.36 48.62 77.50 46.25 31.71 41.45 39.52 45.84 80.48 47.11 61.90 53.74
deepseek-v3.2-exp 48.35 97.85 37.74 24.30 49.95 22.50 45.63 85.37 42.77 78.05 42.99 97.56 38.36 65.03 47.59
kimi-k2 54.02 92.15 45.80 23.41 47.87 54.53 48.32 49.29 56.63 57.48 53.23 85.71 48.96 75.37 44.45
qwen2.5-72b-instruct 45.30 97.33 46.25 27.47 48.24 14.87 46.48 87.80 52.77 80.49 47.74 87.21 49.95 61.90 37.32
qwen3-235b-a22b 50.35 96.47 50.22 22.41 52.04 22.19 52.83 70.77 54.93 31.46 52.87 75.34 51.97 59.99 52.25

Table 5: Unified evaluation on More Advanced LLM backbones.

Task Backbone Clean ACC BadChain PoisonedRAG TrojanRAG AgentPoison AdvAgent DemonAgent

ASR ACC ASR ACC ASR ACC ASR ACC ASR ACC ASR ACC

Code
gpt-5.2-1211-global 84.73 47.68 79.14 54.82 79.37 85.94 88.27 74.91 78.42 76.58 77.03 3.84 72.91
gpt-4o-1120-global 62.47 58.63 61.28 90.17 57.64 92.08 45.83 95.61 54.92 83.79 58.11 3.27 54.38
gemini-3-pro-preview 73.06 34.91 71.22 70.63 74.19 78.12 75.37 68.44 72.11 77.48 69.83 6.37 70.24

QA
gpt-5.2-1211-global 89.37 20.41 64.23 90.78 58.66 27.83 60.14 55.62 47.96 82.43 58.12 15.37 61.84
gpt-4o-1120-global 74.83 21.36 59.74 92.63 57.31 29.02 55.18 56.49 45.07 94.52 54.31 17.14 58.07
gemini-3-pro-preview 90.61 18.92 70.84 84.19 68.57 22.46 74.52 43.81 67.14 78.76 71.02 12.61 73.24

Drive
gpt-5.2-1211-global 60.73 40.92 55.37 72.61 55.14 88.77 52.86 90.43 52.19 88.71 54.23 80.48 56.37
gpt-4o-1120-global 44.91 53.86 42.31 77.28 41.53 92.54 43.61 91.83 34.47 90.52 39.11 84.97 34.82
gemini-3-pro-preview 70.46 42.61 69.14 79.43 65.02 91.57 66.21 54.63 63.08 88.94 67.01 10.72 62.83

open and closed source backbones (often > 90,
e.g., Agent QA with qwen2.5-72b under AdvAgent:
ASR 93.89; Agent Code with gpt-4o-mini under
AgentPoison: ASR 98.01), while maintaining us-
able task accuracy. These attacks directly support
the attacker’s objectives—semantic misinformation
in QA and destructive operations in Code—by re-
peatedly reinforcing poisoned content across steps.
Planning-channel attacks show moderate but stable
effectiveness in iterative workflows. In contrast,
tool and environment channel attacks dominate in
closed workflow settings: in Agent Drive, manipu-
lating tool feedback or environment observations is
sufficient to induce unsafe behaviors with very high
ASR (commonly > 90 for BadChain and > 80 for
AdvAgent across open-source backbones), even
without corrupting internal reasoning or memory.

Model performance and backdoor robustness
diverge in agent-based systems. Stronger model
backbones do not consistently translate into greater
resistance to agent backdoors. Across multiple
workflows, models that achieve high clean-task
accuracy remain highly susceptible once back-

door triggers are introduced. For example, high-
performing backbones in Agent QA and Agent
Code continue to exhibit high attack success rates
under memory-based attacks, while in Agent Drive,
open-source models can be nearly fully compro-
mised by relatively simple planning- or tool-based
perturbations. These failures occur despite sub-
stantial differences in model scale and clean per-
formance. Taken together, these observations sug-
gest that agent-level vulnerability is driven less
by the expressive power of the underlying model
and more by workflow-level properties, such as the
persistence of intermediate artifacts, the reuse of
feedback across steps, and the amplification effects
of closed-loop interaction. Consequently, improv-
ing backbone performance alone is insufficient as a
defense strategy, and robust agent design must ac-
count for how information flows and accumulates
throughout the agent’s execution.

In sequential agents, small backdoor perturba-
tions can propagate into large behavioral devi-
ations. Comparing Agent Drive with Agent QA
and Agent Code shows a distinct amplification ef-

16121



Table 6: Module-wise ASR averaged across all at-
tacks and tasks. Values are computed by aggregating
results from Tables 2 and 4.

Backbone Planning ASR Memory ASR Tools ASR

gpt-family 43.58 77.97 60.28
claude-family 10.43 54.82 23.07
gemini-family 39.49 75.39 48.98
qwen-family 35.41 55.45 54.45
deepseek 27.84 38.91 42.20

Table 7: Memory attack success rate (ASR) under
different memory poisoning ratios.

Backbone Memory ASR (0.1) Memory ASR (0.2) Memory ASR (0.5)

gpt-family 53.06 77.97 97.72
gemini-family 50.39 75.39 97.00
qwen-family 33.25 55.45 86.75
deepseek 21.84 38.91 70.83

fect in sequential decision-making. In QA and
Code, attacks mainly steer intermediate text arti-
facts, and their impact is often bounded within a
step; planning attacks are typically moderate. In
contrast, Agent Drive is vulnerable to cascading
failures because each perturbed plan or tool feed-
back changes the next state, compounding over
time. Empirically, BadChain reaches ASR above
90 on every open-source backbone, and AdvAgent
frequently exceeds 90 on both closed- and open-
source Drive settings, a pattern not matched as
consistently in QA/Code. This indicates that se-
quential state transitions turn small perturbations
into long-horizon derailments.

Overall, our results show that agent backdoors
enable reliable, objective-level control in multi-
step workflows, inducing task-specific harms while
preserving apparent task performance. This de-
coupling between behavioral correctness and con-
trollability highlights the need for trajectory-level,
workflow-aware evaluation beyond standard accu-
racy metrics.

5.3 Ablation Studies
Family-Level Aggregation of Module Vulnera-
bility. To assess whether vulnerability trends per-
sist beyond individual tasks and attacks, we aggre-
gate results at the model-family level. Following
Table 1, attacks are grouped by injection channel
into planning, memory, and tool-based categories,
and we compute the average ASR for each category
across all tasks. As shown in Table 6, memory-
based attacks consistently achieve the highest ASR
across nearly all model families, indicating that re-
trieval and persistent memory constitute a system-
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Figure 3: Token overhead vs. trigger strength.

atic attack surface. Planning-based attacks exhibit
lower but relatively stable ASR, while tool-based
attacks show greater variability across families, re-
flecting their dependence on task dynamics and
environment interaction. Besides, we have added
an ablation that varies the poisoning ratio in the
external memory / retrieval corpus and measures
the resulting Memory-channel ASR, aggregated at
the model-family level. As shown in the Table 7,
these results show a monotonic increase in attack
success as poisoning ratio increases, suggesting
that memory-channel vulnerabilities are sensitive
to corpus-level contamination intensity.

Efficiency Across Attack Modules. We further
analyze the computational cost of different at-
tack modules by measuring total token consump-
tion over full agent trajectories. Figure 3 shows
that memory-based attacks incur the highest to-
ken overhead as trigger strength increases, due to
repeated retrieval and reinsertion of memory con-
tent. Planning-based attacks remain the most token-
efficient, as they primarily manipulate transient rea-
soning traces. This highlights a potential trade-off
between attack effectiveness and efficiency in prac-
tical, resource-constrained deployments.

5.4 Exploring Potential Defenses
We conduct a preliminary study to examine whether
probability-based backdoor detection signals devel-
oped for standalone LLMs transfer to agentic set-
tings. Specifically, we adopt the token-probability
analysis proposed in CleanGen (Li et al., 2024c;
Wang et al., 2025c; Yi et al., 2025) and apply it
to multi-step agent executions, comparing output-
token probabilities under clean and triggered con-
ditions. Figure 4 reports the average probabili-
ties assigned to attack-target tokens and non-target
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Figure 4: Average token probabilities for target vs.
non-target tokens.

tokens across different agent tasks. While target
tokens are assigned slightly higher probabilities
on average, the difference is small and inconsis-
tent across settings, even when backdoors success-
fully control agent behavior. These results suggest
that probability-based cues effective for single-turn
LLM backdoor detection do not directly generalize
to agent workflows. In multi-step agents, malicious
effects can be delayed and interleaved with be-
nign reasoning, memory retrieval, and tool outputs,
weakening token-level probability signals. This
highlights the need for agent defenses that reason
over trajectories rather than isolated model outputs.

6 Conclusion

We introduced BackdoorAgent, a framework and
benchmark for analyzing backdoor vulnerabilities
in multi-step LLM agent workflows. Across four
representative agent settings and diverse closed and
open source backbones, we find that backdoors
are primarily workflow-level phenomena: memory-
channel attacks are the most persistent, tool and
environment-channel attacks dominate closed-loop
agents, and strong clean performance does not im-
ply robustness. Many attacks preserve high task
accuracy while reliably inducing harmful behav-
iors, exposing a stealthy and practically concerning
failure mode. We will release our code and dataset
to support future research on backdoor attacks and
their defenses in agentic systems.

Limitations

BackdoorAgent provides a modular and stage-
aware framework for analyzing backdoor threats in
LLM agents; however, several limitations remain.
While our experiments cover multiple representa-
tive agent tasks, attack types, and model backbones,

they do not fully capture the diversity of real-world
agent architectures, execution environments, and
threat models. Moreover, our analysis primarily
examines trigger persistence and cross-stage propa-
gation under controlled benchmark settings. Addi-
tional work is needed to study adaptive adversaries
and more complex deployment scenarios, where
backdoor behaviors may manifest in richer and less
predictable ways. We will continuously update our
benchmark and open-source all code to support
reproducibility and future research.
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A Additional Defenses

While BackdoorAgent is primarily designed as an
attack-centric benchmark, it also provides an op-
portunity to examine whether existing backdoor
defense signals—largely developed for standalone
LLMs—remain meaningful in agentic settings. In
this section, we do not propose new defense mech-
anisms. Instead, we analyze the transferability
and limitations of representative LLM backdoor
defense ideas when applied to multi-step, tool-
augmented agents.

Most existing backdoor defenses(Li et al., 2024c;
Wang et al., 2025c; Yi et al., 2025) for LLMs rely
on identifying abnormal patterns in single-pass gen-
eration, such as sharp probability spikes on trigger
tokens, distributional shifts in logits, or inconsis-
tencies revealed by probing prompts. These sig-
nals implicitly assume a static input–output map-
ping, where malicious behavior manifests directly
in the model’s immediate response. In contrast,
LLM-based agents operate through recurrent loops
involving planning, memory retrieval, and tool in-
teraction. Malicious effects may only emerge after
multiple steps, and intermediate signals are repeat-
edly mixed with benign context, retrieved docu-
ments, and external observations. As a result, the
statistical footprints exploited by prior LLM back-
door defenses may be diluted or obscured.

To assess this gap, we conduct a preliminary
analysis inspired by probability-based LLM de-
fenses, examining whether token-level probability
differences can reliably separate clean and back-
doored agent executions. Specifically, we compare
the output-token probability distributions of a tar-
get agent backbone against a reference model under
both clean and triggered conditions.

Figure 5 shows the resulting ROC curve aggre-
gated across agent tasks and attack types. Although
the detector achieves an AUROC above random
guessing, the margin is modest, indicating limited
separability.

Our results suggest that defenses effective for
standalone LLM backdoors do not directly general-
ize to agentic systems. Even when backdoors suc-
cessfully control long-horizon agent behavior, their
probabilistic signatures may be subtle, delayed,
or entangled with benign reasoning, retrieval, and
tool outputs. This fundamental mismatch explains
why simple probability-based detectors struggle to
achieve high confidence in the agent setting. These
findings reinforce the central motivation of Back-
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Figure 5: ROC curve of probability-based detection
in agent outputs. While backdoored trajectories exhibit
some detectable signal, the separation remains weak,
highlighting the difficulty of directly transferring LLM
defenses to agent settings.

doorAgent. Agent backdoors should not be treated
as a straightforward extension of LLM backdoors.
Instead, they introduce new challenges related to
temporal propagation, cross-module interactions,
and environment feedback. We hope this bench-
mark will facilitate the development of agent-aware
defense strategies that go beyond single-step out-
put analysis and explicitly reason about multi-step
trajectories, state evolution, and tool-mediated ef-
fects.
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