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Abstract

Large language models (LLMs) are widely
used for text understanding and generation,
with increasing deployment in applications in-
volving sensitive user inputs. This raises signif-
icant privacy concerns, motivating the adoption
of differential privacy (DP) to protect prompts
during LLM inference. However, most exist-
ing DP methods assume single-turn interac-
tions, whereas real-world usage often relies
on multi-turn dialogue. Consequently, these
single-turn-based methods break down in multi-
turn settings, where recurring tokens repeat-
edly consume the privacy budget under DP,
leading to accumulated privacy loss and de-
graded cross-turn semantic coherence. To ad-
dress these challenges, we propose DP3, a dif-
ferentially private prompt perturbation frame-
work for multi-turn LLM inference. DP? con-
structs a perturbation mapping table to reuse
perturbations for recurring tokens, reducing re-
dundant privacy costs. It also defines a context-
aware utility function that combines embedding
distance with attention-based contextual rep-
resentations to maintain semantic consistency
across turns. Additionally, DP? introduces a
two-stage bucketed exponential mechanism to
manage long-tail phenomena in large candi-
date spaces. Experimental results on multi-turn
dialogue tasks demonstrate that DP? offers a
better privacy-utility trade-off and stronger re-
sistance to inference attacks compared to exist-
ing methods. Our code is publicly available at
https://github.com/XidianNSS/DP3.

1 Introduction

Large language models (LLMs) (Radford and
Narasimhan, 2018; Brown et al., 2020; Zhang
et al., 2025), represented by systems such as Chat-
GPT, have been widely adopted for text under-
standing and generation tasks. In practice, users
rarely obtain satisfactory solutions from a single
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query and instead engage in multi-turn dialogue
to refine the problem formulation, introduce addi-
tional constraints, correct earlier misunderstand-
ings, and build upon intermediate results. Such
multi-turn interaction is crucial for high-quality
reasoning (Chen et al., 2025; Zhang et al., 2018),
as later turns rely on accumulated context to main-
tain coherence and support consistent inference.
In most commercial deployments, LLMs are ac-
cessed through black-box APIs (Sun et al., 2024),
where users submit prompts and receive generated
responses without visibility into the underlying
model internals. This deployment paradigm intro-
duces significant privacy risks, as user prompts may
contain sensitive personal information, confidential
business data, or proprietary knowledge (Ahma-
dian and Marinescu, 2018). Moreover, prior stud-
ies (Carlini et al., 2021; Kandpal et al., 2022) have
shown that LLMs can memorize user inputs and
may inadvertently reveal sensitive content in later
dialogue turns or future interactions. These risks
are further amplified by increasingly stringent data
privacy regulations, which impose strict require-
ments on how user data is collected, processed, and
stored. Consequently, protecting the privacy of user
prompts has become a critical requirement for the
trustworthy deployment of LLM systems.
Differential privacy (DP) (Dwork, 2006) pro-
vides a provable framework for protecting sensi-
tive user information. Some works have explored
applying DP (Yan et al., 2025) to safeguard user
prompts in LLM systems. In black-box inference
settings, DP can be achieved by locally perturb-
ing user prompts on the client side, enabling plug-
and-play deployment without modifying the un-
derlying model. For example, CUSTEXT (Chen
et al., 2023) and InferDPT (Tong et al., 2025) per-
form token-level perturbation using the exponen-
tial mechanism and adjacency-based substitutions,
while CAPE (Plant et al., 2021) improves utility
through a context-aware utility function and buck-
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eted sampling. However, existing methods typi-
cally assume a single-turn dialogue between the
user and the LLM, where a satisfactory result is ob-
tained from a single query. Under this assumption,
each prompt is perturbed independently.
Compared with single-turn inputs, multi-turn di-
alogue exhibits distinct characteristics in practice,
where prompts evolve over successive turns and
often repeat or reference earlier context. Users
frequently revisit key entities across turns, and suc-
cessive prompts are semantically linked through
shared conversational context. As a result, directly
applying single-turn prompt perturbation mech-
anisms to multi-turn inference raises two major
challenges. First, privacy loss accumulates with
the number of dialogue turns. By the sequential
composition property of differential privacy, in-
dependently perturbing each turn repeatedly re-
randomizes recurring content, causing the overall
privacy loss to grow across interactions and poten-
tially exceed acceptable limits in long dialogues.
Second, independent perturbations disrupt cross-
turn semantic coherence. Since multi-turn dialogue
relies on historical context to resolve references and
maintain user intent (Zheng et al., 2024), perturbing
each turn in isolation can weaken semantic align-
ment between turns, degrading reference resolution
and reasoning quality in subsequent interactions.
To address the above challenges, we propose
DP3, a differentially private prompt perturbation
framework for multi-turn LLM inference. DP? is
designed to account for the cross-turn dependencies
inherent in multi-turn dialogue, rather than treat-
ing each prompt in isolation. To mitigate privacy
loss accumulation, DP? constructs a perturbation
mapping table that reuses perturbations for recur-
ring tokens across turns, preventing redundant con-
sumption of privacy budget. To preserve cross-turn
semantic coherence, DP? incorporates a context-
aware utility function that leverages both token em-
beddings and attention-derived contextual represen-
tations, encouraging consistent perturbations for se-
mantically related content. In addition, DP? adopts
a two-stage bucketed exponential mechanism to im-
prove the stability of perturbation selection in large
candidate spaces. Extensive experiments across
multiple multi-turn dialogue tasks, along with abla-
tion studies, show that DP? consistently achieves
a more favorable privacy—utility trade-off than ex-
isting prompt perturbation methods, particularly in
long-horizon multi-turn settings, while maintaining
coherent and high-quality model responses.

2 Related Work

Existing prompt protection methods typically em-
ploy privacy-enhancing technologies to safeguard
sensitive user information, often facing inherent
trade-offs among efficiency, utility, and privacy.
Table 1 compares the respective advantages and
disadvantages of various methods.

Cryptography-based = Approaches. Crypto-
graphic techniques provide strong confidentiality
guarantees under standard assumptions and have
been used to support secure model inference (Katz
and Lindell, 2007; Bellare and Rogaway, 2005).
For example, CipherGPT (Hou et al., 2023)
leverages homomorphic encryption to perform
Transformer-style inference directly on encrypted
prompts (Brakerski and Vaikuntanathan, 2014;
Brakerski et al., 2014). Despite strong privacy
guarantees, such cryptographic approaches
typically incur substantial computational and
communication overhead, which can make
real-time or large-scale deployment challenging.

Client-server Hybrid Architectures. Another
line of work adopts a client-side split infer-
ence (Shen et al., 2025; Mai et al., 2024), where
part of the model is executed on the user de-
vice. TextObfuscator (Zhou et al., 2023) and DP-
Forward (Du et al., 2023) exemplify this approach
by injecting calibrated noise into continuous rep-
resentation space to preserve privacy. Such con-
tinuous space perturbations often retain more se-
mantic information than discrete token substitution,
leading to higher utility. However, these meth-
ods require partial access to model components or
parameters, which is typically unavailable under
proprietary, black-box API deployments.

Method  |Black-box Inference Efficiency Multi-turn
CipherGPT | v v O X
TextObfuscator X v © X
DP-Forward X v © X
SANTEXT v X [ X
CUSTEXT v X [ J X
InferDPT v v ° X
CAPE v v [ J X
10) e v ° v

Table 1: Comparison of different methods. @, ©, and
O represent high, medium, and low levels, respectively,
while v denotes that the corresponding capability is
supported.
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DP-based Approaches. In black-box settings,
differential privacy methods are widely used for
prompt protection, as they can be applied on the
client side without requiring access to or modifi-
cation of the underlying model. However, most
existing approaches are designed for single-turn in-
teractions, which limits their effectiveness in multi-
turn dialogues. SANTEXT (Yue et al., 2021) relies
on metric-LDP with the entire vocabulary as the
candidate space, leading to severe utility degra-
dation, while CUSTEXT (Chen et al., 2023) and
InferDPT (Tong et al., 2025) reduce the candidate
space via adjacency lists at the cost of weaker pri-
vacy guarantees. CAPE (Plant et al., 2021) im-
proves utility through context-aware perturbation
and bucketed sampling, but applying such single-
turn methods independently across multiple turns
results in repeated perturbations and cumulative
privacy loss. In contrast, DP? introduces a pertur-
bation mapping table and a context-aware utility
function, effectively reducing global privacy con-
sumption while preserving semantic consistency in
multi-turn interactions.

3 Preliminaries

3.1 Differential Privacy

Differential privacy (DP) (Dwork, 2006) provides
a rigorous framework for protecting sensitive user
information by limiting the influence of any individ-
ual input on the output of a randomized mechanism.
We focus on e-local differential privacy (-LDP),
which is particularly suitable for black-box LLM
inference settings. Under e-LDP, each user locally
perturbs their prompt using a randomized mecha-
nism M) before sending it to an untrusted server,
ensuring privacy protection without requiring ac-
cess to or modification of the underlying model.

Definition 1. (s-Local Differential  Pri-
vacy (Raskhodnikova et al., 2008)) Given a
privacy parameter € > 0, a randomized mech-
anism M is said to satisfy e-local differential
privacy if for any two inputs x,x' € X and any
possible output y € Y, the following holds:

PrM(r) =y] _ . "
Pr{M(z') = y]
where € denotes the privacy budget. A smaller

value of ¢ indicates stronger privacy protection,
but it also typically reduces the utility of the output.

Definition 2. (Exponential Mechanism (EM) (Mc-
Sherry and Talwar, 2007)). Given a utility function

u: X x Y — R, a randomized mechanism M (-)
satisfies e-LDP if it follows the rule:

€-U(w7y)>7

A, @)

Prly | 2] < exp (
where A, is the sensitivity of the utility function
u(zx,y), defined as:

A, =

max _|u(z,y) —u(a’,y)|. ()

r,x’' eX yey

The sensitivity A, measures how much the utility
function can change when the input changes.

3.2 Problem Setup and Threat Model

Problem Setup. We consider the problem of
privacy-preserving multi-turn LLM inference in
a black-box setting. A multi-turn dialogue consists
of a sequence of turns X = [z1, z2, ..., x7], where
x; denotes the user prompt at turn ¢. Each prompt
is composed of a sequence of tokens drawn from
a vocabulary V. In multi-turn dialogue, prompts
are not independent: later prompts often reuse to-
kens, entities, or expressions from earlier turns, and
their semantics are conditioned on the accumulated
dialogue context.

Threat Model. We assume a black-box inference
setting, where the underlying LLM is accessed via
an external API. Prompt perturbation is performed
on the client-side, and the perturbed prompt is sent
to the server only after the local perturbation pro-
cess is completed. The server hosting the model
is considered untrusted and may observe only the
perturbed prompts submitted by the user, but does
not reveal model internals, gradients, or parameters.
We do not assume any control over the model or
its training process, and privacy protection must be
achieved without modifying the LLM itself.

Goal. Our goal is to design a prompt perturba-
tion mechanism for multi-turn LLM inference that
provides formal e-local differential privacy guar-
antees while preserving the utility of multi-turn
dialogue. Specifically, the mechanism should (1)
protect user prompts under a black-box inference
setting without modifying the underlying LLM, (2)
avoid excessive privacy loss accumulation across
dialogue turns, and (3) maintain cross-turn seman-
tic coherence to support consistent and high-quality
multi-step reasoning. The resulting mechanism
should be practical for real-world deployment and
applicable to long-horizon multi-turn interactions.
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Figure 1: An overview of the proposed DP? framework. For each dialogue turn, DP? concatenates the current
prompt with the dialogue history, computes utility scores for unseen tokens via PMT lookup, and applies two-stage
bucketed sampling to generate a privatized prompt for black-box LLM inference.

4 Method

4.1 Method Overview

We present DP3, a differentially private prompt
perturbation framework in multi-turn dialogue, de-
signed to address privacy budget accumulation and
cross-turn semantic inconsistency caused by inde-
pendently perturbing each turn. As shown in Fig. 1,
DP? processes each dialogue turn by jointly con-
sidering the dialogue history and the current user
input. A persistent perturbation mapping table
(PMT) is maintained across turns to ensure that re-
curring tokens are perturbed only once and consis-
tently reused in subsequent turns, thereby avoiding
redundant privacy consumption. For tokens that
appear for the first time, DP? selects perturbations
on demand using a token-level, context-aware util-
ity function that integrates semantic similarity in
the embedding space with attention-informed con-
textual relevance. To improve robustness when the
candidate space is large and long-tailed, DP? fur-
ther adopts a two-stage bucketed exponential mech-
anism, which stabilizes sampling by first selecting
a bucket and then sampling within it. By perturb-
ing only newly introduced tokens while preserving
consistent mappings for recurring ones, DP? ef-
fectively balances formal privacy guarantees with
semantic coherence in multi-turn LLM inference.

4.2 Perturbation Mapping Table Construction

In multi-turn dialogue, directly applying a single-
turn £9-LDP perturbation at each turn leads to pri-

vacy budget accumulation under sequential com-
position. When prompts are perturbed indepen-
dently across turns, tokens that recur in multiple
turns are repeatedly randomized. By the sequen-
tial composition theorem, if a dialogue lasts for
T turns and each turn applies an £9-LDP mecha-
nism, the overall privacy budget is upper-bounded
by e7traa < T - €9, which can quickly exceed
acceptable limits in long dialogues.

To mitigate this issue, we introduce a first-
occurrence perturbation scheme based on a pertur-
bation mapping table (PMT). Instead of perturbing
tokens at every turn, DP3 perturbs each token only
at its first occurrence in the dialogue and stores
the resulting mapping in the PMT. In subsequent
turns, recurring tokens directly reuse their stored
mappings, while only newly introduced tokens are
perturbed and added to the PMT. This design pre-
vents repeated privacy spending on overlapping
content and decouples privacy loss from the num-
ber of dialogue turns.

Formally, for a token ¢; appearing in the current
prompt, its perturbed output ¢; is determined as

_ [PMmT[1],
o R(ti)a

if t; € PMT,

4
if t; ¢ PMT. @

If ¢; has appeared before, its perturbed form is
directly retrieved from the perturbation mapping
table. Otherwise, when t; appears for the first time,
it is perturbed via an operation R(-), and the re-
sulting mapping is stored in the PMT for future
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reuse. Specifically, R(-) consists of two steps: (1)
Attention-Driven Candidate Generation, which con-
structs a context-aware candidate set for the token,
and (2) a Two-stage Bucketed Exponential Mecha-
nism, which selects the final perturbed token while
balancing privacy and utility. This design ensures
that privacy perturbation is performed only once
per token, thereby avoiding redundant privacy con-
sumption while maintaining cross-turn consistency.

Under this scheme, tokens that appear only once
incur the same privacy cost as in standard single-
turn perturbation. For tokens that recur across turns,
perturbation is performed only once, and subse-
quent reuse does not introduce additional random-
ization. As a result, the privacy loss contributed
by each token is bounded by R(-), and the overall
privacy budget depends on the number of distinct
tokens perturbed during the dialogue rather than
the number of turns.

Theorem 4.1 (Privacy Bound of PMT). Consider
a multi-turn dialogue with T turns, where a base-
line approach perturbs each turn independently
using an €9-LDP mechanism. By the sequential
composition property of differential privacy, the
resulting privacy budget is €1 yrqq = T - €9. Under
the proposed PMT scheme, in which each distinct
token is perturbed at most once and subsequent
occurrences reuse the same perturbed output, the
overall mechanism satisfies €1 pyr-local differen-
tial privacy with

ET, PMT < €T trad- ®)
The proof is provided in Appendix A.1.

4.3 Attention-Driven Candidate Generation

In multi-turn dialogue, token semantics are inher-
ently context-dependent and may evolve across
turns. However, many existing candidate genera-
tion strategies rely solely on static embedding sim-
ilarity, which is insufficient for preserving cross-
turn semantic coherence. To address this limita-
tion, we introduce an attention-weighted, context-
aware candidate generation mechanism that lever-
ages Transformer-based contextual representations.

At the dialogue turn j, we concatenate the di-
alogue history C; = [z1,22,...,2;_1] with the
current prompt x; to form a contextualized input
sequence C; @ z;. We then obtain contextual to-
ken representations using a lightweight local Trans-
former encoder and extract the last-layer attention
tensor A(L) ¢ RHXnxn \where H denotes the

number of attention heads and n is the sequence
length. To derive a stable measure of contextual rel-
evance, we average attention weights across heads
and normalize them:

H —
A 1 (L) exp(Aj)
Aji=— Ay = 2
1] H }; h,ij (] Zn eXp(Am)
(6)
Based on the normalized attention weights, we
construct a contextual aggregation representation
for token t; as follows:

CE(ZL,Z) = Zaij . hj, (7)
7j=1

where h; denotes the hidden state of token ¢;. Un-
like static token embeddings, this representation
captures the contextual semantics that the model
attends to when interpreting the token, thereby re-
flecting cross-turn dependencies.

In addition to contextual relevance, we compute
a static embedding similarity s, between token t;
and any candidate token ¢, € v using the Euclidean
distance between their embeddings:

1
Seltit) = ——— 8
olinto) = 13 let, — exl2 ®

where ey denotes the token embedding, v denotes
the set of all candidate tokens. We further define a
context-aware similarity score based on the cosine

similarity between their contextual aggregation rep-
resentations:

Sex(ti, 1) = cos (CE(t;), CE(t})) . (9)

Finally, we combine static semantic similarity
and dynamic contextual relevance into a unified
utility function:

Ut(tiyt;') = a'se(tz’até)""(l_a)'sctx(tiatg)v (10)

where « controls the balance between embedding-
level semantics and contextual information.

4.4 Two-stage Bucketed EM

When the candidate space spans the full vocabu-
lary, directly applying the exponential mechanism
(EM) can lead to degraded utility under long-tailed
utility distributions. In such cases, many low-utility
candidate tokens have individually negligible prob-
abilities, but their collective probability mass can
be substantial, causing probability to be allocated
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to semantically implausible candidates and reduc-
ing the expected utility of the sampled output. This
issue is common in large-vocabulary LLM infer-
ence. To address this challenge, we adopt a two-
stage bucketed exponential mechanism that per-
forms hierarchical sampling by first selecting a
utility bucket and then sampling within it, thereby
limiting the cumulative influence of low-utility can-
didates while preserving semantic plausibility.

Bucket Construction and Utility Aggregation.
Given a token ¢;, we partition its candidate to-
kens into K buckets based on their utility val-
ues w(t;,t;).  Specifically, the utility range
[Umin, Umax] s uniformly divided into K intervals,
and each candidate token ¢, is assigned to a bucket
B according to its utility score. This bucketiza-
tion provides a coarse-grained organization of the
candidate space that separates high-utility regions
from the long tail.

For each bucket B;, we define a bucket-level
utility score as the average utility of the tokens
within the bucket:

1
UB) = 5 D wltit). (1)

t;EBk

Bucket-level Sampling. We first select a target
bucket B* using the exponential mechanism based
on the bucket-level utilities:

Pr[B* = By] o exp (El;iggk)) , (12)

where €1 denotes the privacy budget allocated to
bucket selection and AU is the global sensitivity of
the bucket utility function. This stage concentrates
probability mass on semantically plausible regions
of the candidate space and reduces the cumulative
effect of a large number of low-utility candidates.

Intra-bucket Sampling. Conditioned on the se-
lected bucket B*, we apply the exponential mecha-
nism again to sample the final perturbed token:

/

Pr[t; = t; | B*] < exp (W) , (13)
where €5 is the privacy budget for intra-bucket
sampling and Awu denotes the global sensitivity.
Restricting sampling to a single bucket preserves
fine-grained semantic relevance while avoiding in-
terference from the long tail.

Opverall, the two-stage procedure mitigates utility
degradation caused by long-tailed candidate distri-
butions through hierarchical sampling. By allocat-
ing the privacy budget such that e; 4+ 2 = e,
the mechanism satisfies the sequential composition
property of differential privacy.

Theorem 4.2 (Differential Privacy Guarantees).
The proposed two-stage bucketed exponential mech-
anism satisfies (€1 + €2)-differential privacy.

The proof is provided in Appendix A.2.

S Experiments

5.1 Experiment Setup

Datasets. For conversational question answering,
we use the MT-Bench-101 (MT) benchmark (Bai
et al., 2024), which includes Mathematical Rea-
soning (MR) and General Reasoning (GR) tasks
for evaluating multi-turn dialogue capabilities of
LLMs. In addition, we adopt the hard version of
CHARP (hCHARP) (Ghaddar et al., 2024), which
assesses a model’s ability to leverage dialogue his-
tory and mitigate hallucinations. MR and GR fo-
cus on collaborative multi-turn problem solving
in mathematical and general reasoning domains,
respectively, while hCHARP is designed to evalu-
ate historical reasoning in dialogue systems. The
dataset can be found in Appendix B.7.

Metrics. We use the widely adopted pre-trained
model Qwen3-Max as a black-box LLM for zero-
shot answering and also use Qwen3-Max to eval-
uate the accuracy of the model’s responses. Im-
portantly, Qwen3-Max is not used to subjectively
judge answer quality. Instead, it serves as a seman-
tic equivalence checker that compares the model’s
response against the task-provided reference an-
swer. Concretely, we compute utility as the accu-
racy of whether the response is semantically consis-
tent with the gold answer under a fixed verification
prompt (Appendix B.1). Additionally, we eval-
uate privacy under KNN and BERT inference at-
tacks. The attack success rate is denoted as 7,5, and
the privacy protection level of the different mech-
anisms is defined as 1 — ry. Detailed definitions
and implementations are provided in Appendix B.4
and Appendix B.5.

Baseline. Since existing differential privacy
mechanisms for prompt perturbation are primar-
ily developed for single-turn interactions, we com-
pare DP3 against several representative single-
turn privacy-preserving methods that are adapted
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Figure 2: The privacy-utility trade-off between privacy
attacks and accuracy, with the privacy budget ¢ varied
within the interval [1, 20], and privacy quantified by pri-
vacy scores obtained under empirical attack scenarios.

to multi-turn dialogue settings. Specifically, we
include SANTEXT (Yue et al., 2021), CUS-
TEXT (Chen et al., 2023), InferDPT (Tong et al.,
2025), and CAPE (Plant et al., 2021). For a fair
comparison, all baseline methods are applied under
the same black-box inference setting and privacy
budget constraints.

Implementation. All baseline methods are evalu-
ated using their default configurations. For DP3, we
set the balance factor o = 0.7 and the bucket size
K = 50 in the experiments unless otherwise speci-
fied. All results are averaged over 10 independent
runs to reduce randomness and improve reliability.
More detailed experimental settings and implemen-
tation details are provided in Appendix B.6.

5.2 Experiment Evaluation
5.2.1 Privacy-Utility Trade-off

Fig. 2 shows the privacy-utility trade-off of DP3
and baseline methods under the KNN and BERT
inference attacks. The X-axis represents privacy,
which is denoted by 1 — 7, under the correspond-
ing attack. A curve closer to the top-right corner
indicates a better trade-off. Across all settings, DP?
consistently outperforms prior baselines. Under the
KNN privacy metric in Fig. 2a and Fig. 2c, DP?
achieves the best privacy-utility trade-off among
perturbation methods. Under the BERT inference
attack in Fig. 2b and Fig. 2d, DP? also performs fa-
vorably in most cases. The BERT-based evaluation
is sensitive to vocabulary and tokenization mis-
matches across methods, including subword tokens

Figure 3: The relationship between model accuracy and
the number of dialogue turns on MR and GR, under
fixed privacy budgets € € {1,3,5,7}.

used in InferDPT, word-level tokens in SANTEXT
and CUSTEXT (using GloVe), and the vocabu-
lary V = cl100_embeddings used in DP3. These
mismatches may distort the attack success rate and
limit cross-method comparability. Detailed privacy-
utility experiments across different dialogue rounds
are available in Appendix B.2.

Fig. 3 shows utility over dialogue turns under
fixed theoretical privacy budgets for each method.
As dialogue turns increase, utility declines mono-
tonically for all methods, reflecting the accumula-
tion of perturbation-induced semantic drift in multi-
turn contexts. DP? consistently achieves higher util-
ity and slower degradation compared to baselines,
indicating better preservation of contextual coher-
ence and a more favorable privacy—utility trade-off
in long-horizon dialogues. Examples of perturba-
tions under different privacy budgets for various
methods can be found in Appendix B.3.

5.2.2 Influence of Privacy Budget

In this section, we investigate the influence of vary-
ing privacy budgets on model performance using
the hCHARP dataset. We evaluate the seman-
tic similarity between the original and perturbed
prompts by calculating the average Rouge-L F1
score, as reported in Table 2. The results show
that all methods achieve higher accuracy as the
privacy budget ¢ increases, with DP? consistently
outperforming SANTEXT, InferDPT, and CAPE.
Specifically, the privacy budget relationships
for each method are as follows: For SANTEXT,
which relies on e-metric-LDP, the effective privacy
budget scales with the number of tokens, where
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e = ¢ dmaz, With dppee ~ 14.86. In InferDPT, a
random adjacency list is generated using Laplace
noise, with a default budget of approximately 9,
leading to an actual privacy budget of ¢’ ~ & + 9.
CAPE operates with &’ = ¢ + In (maxZ-,j %) ~
¢ + 8. In contrast, DP? evenly splits the privacy
budget between bucket sampling and intra-bucket
sampling, yielding an effective privacy budget of
g/ ~eg1+eg, wheree) =9 = %/ CUSTEXT uses
a static adjacency list of size 20, making it difficult
to quantify the actual privacy budget, and therefore
it is excluded from the comparison. Overall, DP3
achieves a better privacy-utility trade-off, showing
superior utility across various privacy budgets.

Rouge-L (F1) T
Method - |———5——11~ —16 - =13
SANTEXT | 7430 7948 8145 83.15
InferDPT | 19.93 2157 29.67 37.27
CAPE | 7706 77.17 7732 7798
DPS | 81.74 83.80 8523 8639

Table 2: Sentence-level similarity of various methods.

5.2.3 Ablation Studies

We further evaluate DP? on the MT dataset using
different parameter configurations. Specifically, we
adjust the balance factor « in the token utility func-
tion and the number of buckets K during bucket
sampling. Privacy budget ¢ is used as the privacy
metric, and we evaluate model performance using
answer accuracy as the utility metric.

Utility

1 5 10 15 20 1 5 10 15 20
Privacy Budget Privacy Budget

(a) «€{0.2,0.3,0.5,0.7,0.8} (b) K € {5,10,20,100,200}

Figure 4: Ablation results under various parameter con-
figurations with € € [1, 20].

Effect of the balance factor a. To evaluate the
impact of «, which balances Euclidean embedding
distance and contextual attention in the utility func-
tion, we fix the bucket size at K = 5 and vary
a €4{0.2,0.3,0.5,0.7,0.8}. As shown in Fig. 4a,
utility improves with increasing «, indicating that
embedding similarity plays a significant role in pre-
serving task performance. However, after « reach-

ing approximately 0.7, further increases yield only
marginal gains and lead to a rapid rise in attack suc-
cess rate, while the utility only improves slightly.
This suggests that « = 0.7 provides an optimal bal-
ance between privacy protection and system utility,
without diminishing semantic coherence.

Effect of the bucket size K. We also explore the
effect of bucket size K by varying it in the range
K € {5,10,20,100,200}. As shown in Fig. 4b,
smaller bucket sizes lead to significantly higher util-
ity, as they restrict sampling to more semantically
coherent regions of the candidate space. Larger K
values reduce the effectiveness of bucket sampling,
as they allow more low-utility candidates to con-
tribute to the overall probability mass, diminishing
the benefits of fine-grained sampling. These results
demonstrate the importance of bucket granularity
in mitigating long-tail effects and stabilizing per-
turbation quality, highlighting the critical role of
bucket size in the performance of DP3.

Client-side computational overhead. We fur-
ther evaluate the client-side computational over-
head of DP3, which employs a lightweight local
Transformer to generate context-aware representa-
tions for unseen tokens. As reported in Table 3,
large candidate vocabularies result in comparable
runtime memory consumption across most meth-
ods. Specifically, SANTEXT, CUSTEXT, CAPE,
and DP? require between 30 and 32 GB of memory,
whereas InferDPT consumes substantially more
at 42.67 GB. GPU memory usage ranges from
5487.7 to 5767.1 MB for the majority of methods,
increasing to 8386 MB for InferDPT. The Pertur-
bation Time Ratio (PTR) quantifies the proportion
of local prompt perturbation time relative to the
total end-to-end runtime. Due to the need for ex-
tensive computations over large candidate spaces,
SANTEXT, CUSTEXT, and InferDPT incur con-
siderable perturbation overhead, yielding PTRs of
82.71%, 95.54%, and 90.60%, respectively. In con-
trast, both CAPE and DP? leverage a local BERT-
base model with approximately 110 million param-
eters. CAPE achieves the lowest PTR at 12.38%,
while DP? maintains a moderate ratio of 58.21%.

Effect of applying PMT to baselines. We fur-
ther investigate whether simply applying PMT to
baseline methods can match the gains of DP3. Ta-
ble 4 reports each method’s accuracy with and
without PMT on MT-Bench-101 under € = 1 and
K = 5. Adding PMT yields marginal utility im-

18545



Method Memory VRAM PTR
SANTEXT 31.89GB 5504.5MiB 82.71%
CUSTEXT 30.86GB 5487.7MiB  95.54%
InferDPT  42.67GB  8386MiB  90.60%
CAPE 30.84GB  5487.TMiB  12.38%
DP? 31.44GB 5767.1MiB  58.21%

Table 3: Comparison of computational overhead across
different methods.

Method without PMT with PMT
SANTEXT 15.83% 18.10%
CUSTEXT 3.62% 4.07%

InferDPT 1.13% 1.13%
CAPE 2.49% 2.71%
Dp? 1.99% 18.33%

Table 4: Comparison of baseline methods with and
without the PMT mechanism on MT-Bench-101.

provements for most baselines: SANTEXT im-
proves from 15.83% to 18.10%, CUSTEXT from
3.62% to 4.07%, and InferDPT shows no gain. In
contrast, DP? improves substantially from 1.99%
to 18.33% with PMT, demonstrating PMT’s greater
importance when combined with the context-aware
utility function and two-stage bucketed EM. The
effectiveness of PMT heavily relies on the quality
of the underlying perturbation: if the initial per-
turbation selects appropriate semantically similar
candidates, PMT can effectively maintain cross-
turn semantic consistency.

6 Conclusion

In this paper, we present DP3, a differentially pri-
vate prompt protection framework for black-box
multi-turn LLM inference. DP? addresses privacy
budget accumulation and cross-turn semantic in-
consistency by reusing perturbations through a per-
turbation mapping table and guiding token selec-
tion with an attention-informed, context-aware util-
ity, together with a two-stage bucketed exponential
mechanism for stable sampling. Experiments on
multi-turn dialogue reasoning benchmarks show
that DP? achieves a more favorable privacy—utility
trade-off and stronger resistance to inference at-
tacks than existing baselines, with ablation stud-
ies validating the contribution of each component.
Overall, DP? provides a practical foundation for de-
ploying privacy-preserving and trustworthy multi-

turn conversational LLM systems.

Limitations

This work has several limitations that suggest di-
rections for future research.

PMT Robustness. The effectiveness of the per-
turbation mapping table (PMT) relies on the reuse
of the same token forms across dialogue turns.
When users frequently paraphrase, switch lan-
guages, or express entities in diverse forms, such
reuse becomes less reliable. In these cases, PMT
may not be able to match tokens correctly, reducing
its ability to save privacy budget and weakening its
advantage over turn-wise independent perturbation.

Error Propagation. The reuse mechanism in
PMT may also propagate early mistakes. If a to-
ken is replaced with an inappropriate alternative at
its first occurrence, the same replacement will be
reused in later turns. This can gradually change the
meaning of the dialogue and lead to inconsisten-
cies across turns, especially in longer conversations
where later responses depend on earlier context.

Computational Overhead. DP? uses a
lightweight local Transformer to obtain contextual
representations and guide token replacement.
While this helps maintain consistency across
turns, it introduces additional computation on
the client side. In practice, the performance of
this component may vary depending on the local
model, tokenizer, and type of input data.

Security Considerations. The deterministic
token-level mapping in PMT may introduce poten-
tial risks under long-term observation. For example,
if the same tokens are consistently mapped to the
same outputs, an attacker may infer patterns based
on frequency statistics. Although such attacks re-
quire long dialogue histories and are less common
in practice, this remains a potential limitation of
the current design.
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A Proofs of Theorems

A.1 Proof of Theorem 4.1

In the PMT mechanism, for any token ¢;, the out-
put at its first occurrence is given by R(t;), while
all subsequent outputs across different rounds are
deterministic reuses of this randomized result:

M(ti) = g(R(t:)), (14)

where ¢(-) denotes the lookup and copy operation
in the PMT table. Based on the post-processing
property of differential privacy, the joint output
distribution generated by PMT for the same token
t; across multiple interaction rounds still satisfies:

PrM(t;) = y]

PrM() = y] exp(e)- (15)

Therefore, the total privacy loss incurred by PMT
for each token is at most £, and does not accumulate
due to cross-round reuse.

In contrast, under the traditional round-wise per-
turbation scheme, if the same token is repeatedly
perturbed in 7" rounds, then according to the se-
quential composition property, the total privacy
budget is given by:

ETtrad = TE. (16)
Under the PMT mechanism, we have:
ET,PMT = €. 17
It immediately follows that:
ET,PMT < €T trad- (18)

A.2 Proof of Theorem 4.2

In the two-stage exponential mechanism O, let the
input token be ¢; and the candidate set be v. Ac-
cording to the utility function u,(t;,t;), the candi-
date tokens are partitioned into K disjoint buckets
{B1,...,Bxk}, and the bucket-level utility is de-
fined as:

U(By) = ,B‘ 7 fuelti ). (19)

tIEBk

In the first stage, the exponential mechanism
is applied to sample a target bucket B* from the
bucket set with probability:

exp (37U (Br))

Pr[B* = B;] = i
| H Zngl eXP(gZIUU(BJ))

(20)

By the privacy guarantee of the exponential
mechanism, for any neighboring bucket By, B), and
any output bucket B*, we have:

Pr[B* = By]

k
<
piB =5 = P

21)
which implies that the bucket sampling stage satis-
fies ¢1-LDP.

In the second stage, conditioned on the selected
bucket B*, the exponential mechanism is again
applied to sample the output token #; within the
bucket, with conditional probability:

exp(QEA—?uut(ti,t;))

Prlt; =t | B*] = .
s Yyenr exp (R wti 1))
(22)
Similarly, we can get:
Pr[t; = t; | BY|
— < , 23
Pr[f; =t, | B exp(e2) 29

which indicates that the intra-bucket sampling stage
satisfies eo-LDP.

Combining the two stages, the marginal distribu-
tion of the output Z; is given by:

K
Prlf; = tj] = Y Pr[B* = By Pr[f; = t; | B*].
= 24)
Thus, we have:
r[Ot;) = t,
{(’)Et’; - H < exp(e1)-exp(e2) = exp(e1+e2),

(25)
where the inequality follows from the fact that
the two stages satisfy £1-LDP and €2-LDP, respec-
tively, and are executed sequentially.

By the sequential composition property of dif-
ferential privacy, the two-stage bucketed expo-
nential mechanism as a whole satisfies (¢; +
£9)-Differential Privacy.

B Experiment Results

B.1 System Prompts

We provide the prompts used for the MT-Bench-

101 and hCHARP datasets in Table 5.

B.2 Experiments across Different Dialogue
Turns

On the MT-Bench-101 dataset, we conduct privacy-
utility evaluations across different dialogue rounds,
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MT-Bench-101:

Can you answer this question for me?

If there is a definitive answer, return a final conclusive sentence;

if there is no definitive answer, return a final analytical conclusion.
Question: {Protected_query}

hCHARP:

Answer the question based on the provided knowledge.

If the knowledge allows for a definitive conclusion, give a final conclusive sentence.

If the knowledge does not provide a definitive answer, give a final analytical conclusion.
Knowledge: {Knowledge}

Question: {Protected_query}

Test prompt for MT-Bench-101 and hCHARP:

You are a semantic consistency evaluation expert.

Please determine whether the model-generated answer is semantically equivalent to the correct answer for
the given question.

Question: {Current_query}

Correct Answer: {Correct_answer }

Generated Answer: {Query_response}

1 - If they are semantically equivalent.

0 - If they are not equivalent.

Return only O or 1.

Table 5: The detailed prompts for MT-Bench-101 and hCHARP task.

and the results are shown in Fig. 5. In the first dia-

logue round, DP? performs slightly worse than ex- @
isting methods at some operating points. However, 5? A§1§
as the number of dialogue rounds increases, the 70 e D%g
overall privacy-utility curve of our DP? consistently %10 20 30 40 50 60 70 80 90 Y% 60 70 %0
rises above the baselines. This trend further demon- privacy privacy
strates the effectiveness of our method in multi-turn (a) KNN on furn_1 (b) BERT on turn_1
dialogue settings: with more rounds, DP? achieves 7 70
increasingly better privacy-utility trade-offs than bg’g bgg
existing methods. ggg SN, ggg
10 r —— 10 R

B.3 Perturbation Example % 102030405060 708000 %0 70 80 90

Privacy Privacy
We provide perturbation examples in Table 6. (¢) KNN on turn_2 (d) BERT on turn_2
Given the input prompts: “Now there are three
people A, B and C. I currently know that A is taller n o
than B and B is taller than C. Who is the tallest gig - 2 20
currently?” “Now there are two more people, D 5%% \ 5%%
and E. D is higher than B and E is higher than D. 0% o 30 30 30 5;) 60 U0 75 é‘o 35 00
Who is the tallest at the moment?” and “Now, I Privacy Privacy
know that D is higher than A. Who is the highest (e) KNN on turn_3 (f) BERT on turn_3
now?”, we vary the perturbation mechanisms and ~ SANTEXT _ — CUSTEXT WferDPT  —— CAPE_ —— DP’
the privacy budget.

Figure 5: The privacy-utility trade-off between privacy
attacks and accuracy across different dialogue rounds
B.4  KNN Attack on the MT-Bench-101 dataset, where the privacy budget

In the KNN inference attack (Song and Raghu- € varies within the interval [1, 20].
nathan, 2020), the adversary first computes the em-
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Mechanism

Original Prompt:

Round 1: Now there are three people A, B and C. I currently know that A is taller
than B and B is taller than C. Who is the tallest currently?

Round 2: Now there are two more people, D and E. D is higher than B and E is higher
than D. Who is the tallest at the moment?

Round 3: Now, I know that D is higher than A. Who is the highest now?

Rouge-L (F1)

SANTEXT

Round 1: Now know are the , A , B and C people I people people the A is Who Who
B and B is taller three C . ? is the tallest people that,

Round 2: Now there more two more people , more and E . D is higher than B and E is
higher than people . Who is , tallest at the moment ?,

Round 3: . , [ know that D is higher than A . Who . now now now ?,

Round 1: Now know are three people A , B and C, I three know that A is tallest that
B and B is taller three C . Who is the tallest people ?,

Round 2: Now there more two more people , more and E . D is higher than B and E is
higher than people . Who is two tallest at the moment ?,

Round 3: Who , I know that D is higher than A . Who the the highest now ?,

31.27

37.31

CUSTEXT

Round 1: Soon we being ten others A , B both C . I currently thing however A means
taller expect B which B be bigger least C . Have seems way towers only ?,

Round 2: now that those seven rather there , D but E . D This higher almost B both E
is decrease expect D . Think only of towered around of mind ?,

Round 3: Now , I forget but D also increasing but A . Someone be rest comparable up
9

Round 1: Just we should eight people A , B and C . I currently thought even A seems
taller perhaps B that B is taller than C . Who only one tallest previously ?,

Round 2: Now there be four too people , D as E . D it higher better B and E is decrease
perhaps D . Are is the taller @ the when ?,

Round 3: Now , I remember that D being higher more A . Have is whole attained
even ?,

15.27

26.01

InferDPT

Round 1: Now gad cant jam touching A , B ALLY C . Signature sometime famous
fin AS pen taller aside B fore B ILL taller WAYS I . Whatever observable marriage
tallest typically ?,

Round 2: Now reg cant triangle presence POSSIBILITY , D an E . D owl impressive
THEN B agar E burgh county smaller D . Who is across tallest factory touched Tue ?,

Round 3: Now , RITE assess they D soles doubled versus A . came averse spring
smaller bout ?,

12.74

CAPE

Round 1: now there are three : a, b and c. i currently know that a is taller than b and a
is taller than c. who is the tallest currently?,

Round 2: now there are still more lords, d and e. d is higher than b and he is higher
than d. who is the king at the moment?,

Round 3: now, i know that d is higher than a. who is the highest now?,

44.12

DP?

Round 1: proceeding there are three indices A , B and C . I ankle telephone that A is
taller than B and B is taller than C . ankle is the tallest ankle ?

Round 2: proceeding there are two more indices , D and E . D is indices than B and E
is indices than D . ankle is the tallest at the Rating ?
Round 3: proceeding , I telephone that D is indices than A . ankle is the Mary now ?

Round 1: TODAY there are three indices A , B and C . I ankle know that A is taller
than B and B is taller than C . ankle is the tallest ankle ?

Round 2: TODAY there are two more indices , D and E . D is selection than B and E
is selection than D . ankle is the tallest at the mouth ?

Round 3: TODAY , I know that D is selection than A . ankle is the higher now ?

44.36

46.46

bedding distance between each perturbed token in
the prompt and all other tokens within the vocab-
ulary. Subsequently, the top-10 tokens exhibiting
the smallest embedding distances are selected. If

Table 6: Perturbation examples of varying privacy budgets ¢ for different methods.

18551

the corresponding original token is present within
top-10 tokens, the attack is deemed successful. Fi-
nally, the attack success rate across all tokens is
denoted as 74, and the privacy protection level of



the DP mechanism is defined as 1 — 7.

B.S5 BERT Inference Attack

In the BERT inference attack (Yue et al., 2021), an
adversary leverages a pre-trained BERT model to
recover the original prompt z from its perturbed
version . The BERT model (110M) is trained us-
ing masked language modeling, where each token
in the perturbed text is sequentially replaced with a
special token “[MASK]”, and the model predicts
the original token by utilizing contextual informa-
tion. By exploiting BERT’s powerful contextual
modeling capabilities, the model is able to make
plausible inferences about the masked tokens. The
similarity between the predicted prompt and the
original prompt is evaluated using the Rouge-L F1
score (Lin, 2004). The attack success rate is de-
noted as 7,5, and the privacy protection level of the
different mechanisms is defined as 1 — 7.

B.6 Implementation

All experiments are conducted on a machine
equipped with two NVIDIA GeForce RTX 3090
GPUs (24GB each). SANTEXT and CUSTEXT
use their default GloVe vocabulary. InferDPT is
run with its default ¢/100_embeddings vocabulary.
CAPE uses the built-in vocabulary of BERT (De-
vlin et al., 2019). Our method adopts the V =
cl100_embeddings vocabulary.

B.7 Datasets

For conversational question answering, we use the
MT-Bench-101 (MT) benchmark (Bai et al., 2024),
which includes Mathematical Reasoning (MR) and
General Reasoning (GR) tasks for evaluating multi-
turn dialogue capabilities of LLMs. In addition,
we adopt the hard version of CHARP (hCHARP)
(Ghaddar et al., 2024), which assesses a model’s
ability to leverage dialogue history and mitigate
hallucinations. MR and GR focus on collabora-
tive multi-turn problem solving in mathematical
and general reasoning domains, respectively, while
hCHARP is designed to evaluate historical reason-
ing in dialogue systems.
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