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Abstract

Large Language Models (LLMs) excel at di-
verse tasks, but remain vulnerable to malicious
inputs such as jailbreak attacks. Current one-
size-fits-all safety guardrails built from static
datasets ignore each model’s unique safety pro-
file and often force trade-offs between safety
and utility. To address this gap, we propose LS-
Guard, a framework for learning model-specific
guardrails tailored to each LLM’s vulnerabili-
ties. LS-Guard operates in two stages: First, it
dynamically profiles a given LLM by probing
it with malicious prompts to elicit the model’s
responses, which are then dynamically labeled
to reveal model-specific failure modes. Sec-
ond, it uses this data to train a safety classifier
with a collaborative multi-LoRA architecture.
An orthogonality-constrained multi-task loss
enables a central expert to learn general safety
features while each subject-specific expert en-
codes the distinctive vulnerability patterns of
one LLM. During inference, LS-Guard acti-
vates the central expert together with its model-
specific expert to perform content moderation,
yielding reliable safety decisions. Extensive ex-
periments on multiple real-world LLMs demon-
strate that LS-Guard significantly outperforms
strong baseline guardrails, achieving superior
robustness, adaptability, and generalization.'

1 Introduction

Large Language Models (LLMs) (OpenAl, 2023;
Dubey et al., 2024; Comanici et al., 2025) have
demonstrated exceptional capabilities across var-
ious tasks, driving their rapid integration into a
wide range of user-facing commercial applications
(Zheng et al., 2023; Nie et al., 2024; Chu et al.,
2025). However, despite these remarkable advance-
ments, LLMs have also raised critical safety con-
cerns, particularly their susceptibility to malicious

!Dataset and code are available at https://github.com/
liangjinggui/LS-Guard
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Figure 1: A comparison of existing guardrails and the
proposed LS-Guard framework.

manipulation capable of bypassing built-in safety
restrictions and eliciting harmful responses (Dong
et al., 2024; Kuo et al., 2025).

To this end, recent years have seen a surge in
attempts to protect LLMs from generating harmful
content. Existing approaches for defending LL.Ms
typically fall into two broad categories: alignment-
based methods and input/output guardrails (Dong
et al., 2024; Ghosh et al., 2025). Alignment-based
defenses involve further tuning pre-trained LLMs
to strengthen their internal safety capabilities via
RLHF or SFT techniques (Ji et al., 2023a, 2025;
Feng et al., 2024; Rong et al., 2025; Pant, 2025).
Although effective at handling malicious queries,
this process can incur a non-trivial alignment tax,
inadvertently sacrificing the model’s core function-
alities (Huang et al., 2025; Chen et al., 2025). In
contrast, input/output guardrails operate from an
external perspective—they monitor user—LLM in-
teractions and trigger appropriate mitigation mech-
anisms without modifying the underlying model
weights or core capabilities—and have thereby be-
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come a critical paradigm for ensuring LLM safety
(Chi et al., 2024; Wang et al., 2025).

Despite their success, we identify a critical bot-
tleneck inherent in current input/output guardrails.
Existing studies (Yuan et al., 2024; Verma et al.,
2025) mainly adopt a standalone manner, optimiz-
ing guardrails on large, static malicious corpora and
then uniformly deploying them to safeguard vari-
ous subject LLMs. However, this one-model-fits-
all strategy is often inadequate for comprehensively
securing individual subject LLMs (Wu et al., 2025;
Luo et al., 2025). As illustrated in Figure 1, some
queries (e.g., “self-harm”) are uniformly toxic and
should consistently trigger appropriate safety mech-
anisms, whereas others (e.g., “money laundering”)
can exhibit varying risk levels across subject LLMs,
thus demanding model-specific protection from
guardrails. We refer to this as the “model hetero-
geneous vulnerability” phenomenon, which is de-
termined not only by whether a query is harmful
at the intention level, but also by the interactive
effect between individual LL.M profiles and cur-
rent user queries. Consequently, strengthening uni-
form guardrail decisions is insufficient to reliably
mitigate model heterogeneous vulnerabilities and
improve subject-LLM safety.

Addressing these challenges, we propose LS-
Guard, a novel and robust subject LLM-Specific
Guardrail framework that explicitly models the
vulnerabilities and capabilities of different subject
LLMs to enhance the real-world safeguarding pro-
cess. The core principle of LS-Guard is to first
capture the unique vulnerabilities of distinct sub-
ject LLMs and then incorporate them into “person-
alized” guardrail development. Specifically, LS-
Guard operates in two stages. First, it dynam-
ically profiles each subject LLM through prob-
ing with malicious inputs to derive model-specific
safety labels. Second, it leverages these data within
collaborative multi-LoRA experts trained with an
orthogonality-based multi-task loss. Within this
architecture, a central expert learns generalizable
safety knowledge, while subject-specific experts
encode distinctive vulnerability patterns. This de-
sign enables LS-Guard to generalize across diverse
LLMs while adapting to the particularities of indi-
vidual models, thereby achieving robust modera-
tion with balanced safety—utility trade-offs. During
inference, LS-Guard activates the central expert
alongside the corresponding subject-specific expert
to perform content moderation, producing robust
and reliable safety decisions. Extensive experi-

ments demonstrate that LS-Guard achieves con-

sistent and significant improvements over diverse

top-performing baselines, underscoring its robust-
ness, adaptability, and generalizability.
To sum up, our contributions are threefold:

* We identify that the critical challenge in real-
world guardrails lies in addressing distinct vul-
nerabilities through differentiated safeguarding,
and we propose profiling subject LLM character-
istics to enhance their safety.

* We introduce LS-Guard, a novel subject LLM-
Specific Guardrail that employs collaborative
multi-LoRA experts to capture the unique capa-
bilities of distinct LLMs for robust safeguarding.

* We conduct comprehensive experiments demon-
strating that LS-Guard achieves significant per-
formance improvements over strong baselines,
validating its robustness and generalizability.

2 Related Work

Safety Guardrail Models for LLMs. Research
on guardrail models for real-world deployed sub-
ject LLMs can be broadly categorized into two
types: rule-based filtering and model-based safety
classification. For the former, early approaches
(Welbl et al., 2021; Clarke et al., 2023; Gomez
et al., 2024) primarily relied on predefined key-
word lexicons and heuristic constraints to detect
and restrict harmful content. For instance, Clarke
et al. (2023) proposed an exemplar-based method
for deriving logical rules that enable explainable
and customizable text moderation. While these
methods offer transparency and efficiency, their
static design results in rigidity and limited adapt-
ability to real-world safeguarding scenarios (Song
et al., 2023; Paudel et al., 2023).

To address this, recent research has shifted to-
ward model-based guardrails, which offer greater
flexibility by leveraging large-scale models for con-
tent assessment. For instance, studies such as
LLaMA Guard (Inan et al., 2023; Fedorov et al.,
2024; Chi et al., 2024), Aegis Guard (Ghosh et al.,
2024), and WildGuard (Han et al., 2024) fine-
tune open-source language models on red-teaming
datasets to enhance their safeguarding performance,
enabling them to classify inputs according to pre-
defined safety guidelines. In parallel, another line
of work employs closed-source guardrail APIs de-
veloped by industrial providers, such as OpenAl
(Markov et al., 2023) and Perspective (Lees et al.,
2022), to provide scalable safeguarding solutions.
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Despite the progress, existing guardrails predom-
inantly operate in a “one-model-fits-all” manner,
providing guardrail decisions without considering
the intrinsic safety mechanisms of the guarded sub-
ject LLMs, which renders them impractical and
prone to excessive trade-offs between safety and
utility. In this work, we address this issue by sys-
tematically characterizing the unique vulnerabil-
ities of individual subject LLMs and integrating
them into a personalized guardrail framework.

Multi-LoRA Architecture. With the rapid rise
of LLMs, Parameter-Efficient Fine-Tuning (PEFT)
techniques (Houlsby et al., 2019; Sung et al., 2022;
Zhou et al., 2024) have emerged as an effective ap-
proach for task-specific customization with lower
computational cost. Among them, Low-Rank
Adaptation (LoRA) (Hu et al., 2022; Xu et al.,
2024) has garnered increasing interest recently,
becoming a standard method for adapting LLMs.
Recognizing its potential, researchers have delved
deeper, exploring the benefits of employing multi-
ple LoRAs (Wang et al., 2023; Sheng et al., 2023;
Tian et al., 2024). For instance, drawing inspiration
from transfer learning principles (He et al., 2022;
Lv et al., 2023), LoraHub (Huang et al., 2023)
adopts a multi-LoRA strategy by training multiple
adapters and dynamically selecting optimal com-
binations based on domain relevance during in-
ference. Similarly, MOELoRA (Liu et al., 2023)
integrates a Mixture-of-Experts (MoE) architecture
into LLMs, thereby enhancing their multitasking
capability and adaptability within specific domains.

However, the application of multi-LoRA archi-
tectures to guardrails for deployed LLMs remains
largely underexplored. In this work, we explore
leveraging a collaborative multi-LoRA design to
capture the vulnerability patterns of different sub-
ject LLMs, enabling more effective and personal-
ized safeguarding in real-world deployments.

3 Methodology

3.1 Problem Formulation

In this work, we formalize the guardrail problem as
follows: Let x € X and m € M denote an input
text and a subject LLM, respectively. The input x
can be either a user query or an LLM-generated
response. Let G = {c¢;} X | represent a set of safety
guidelines, where K is the number of specific risk
categories. The objective of a guardrail model
p: XXM — )Y, where Y = {Safe} UG, is
to determine whether the input x is safe or unsafe

under the given safety guidelines when interacting
with the subject LLM m. If x is deemed unsafe,
the guardrail model p is expected to assign it to the
specific violation categories within G. Notably, the
guardrail model is designed to be an external classi-
fier that operates independently without accessing
the subject LLM’s internal parameters.

3.2 Model Overview

Figure 2 illustrates an overview of the proposed
LS-Guard framework. It comprises three key de-
signs: (1) Subject LLM Capability Profiling for
explicitly probing the unique vulnerability patterns
of distinct subject LLMs (§3.3), (2) Multi-LoRA
Guardrail Learning for collaboratively construct-
ing a unified guardrail that leverages LLM-specific
data to achieve personalized safeguarding (§3.4),
and (3) Adaptive Guardrail Inference for produc-
ing robust and reliable safety decisions tailored to
different subject LLMs (§3.5). In what follows, we
will detail these designs separately.

3.3 Subject LLM Capability Profiling

Existing guardrails are typically trained on static,
model-agnostic red-teaming datasets and perform
safeguarding without accounting for the behavioral
characteristics of specific subject LLMs. However,
different subject LLMs can exhibit heterogeneous
response behaviors to malicious inputs—some can
effectively resist harmful queries, whereas others
are easily jailbroken under identical inputs. Moti-
vated by this observation, this stage aims to char-
acterize the intrinsic behaviors and vulnerabilities
of distinct subject LLMs to enable “personalized”
safeguarding. To accomplish this, LS-Guard first
performs capability profiling for distinct subject
LLM m € M. Specifically, we employ a set of
malicious queries Q = {g;}}¥,, covering multiple
violation types defined in the safety guideline G.
Each query ¢; is prompted to every subject LLM
m to obtain its generated response 7}, forming
a model-specific database DE#° = {(g;, r™)} Y.
Following Ghosh et al. (2025), we then derive the
safety label for each pair (g;, r/"*) using a jury-of-
LLMs evaluator that ensembles three strong LLMs
under predefined safety guidelines as follows:

yi" = LLM_Ensemble(Inst(g;,7i")), (1)

where y" € Y = {Safe} U G, and Inst(-) de-
notes the customized instruction template guid-
ing the jury models in determining safety labels.
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Figure 2: An overview of the proposed LS-Guard framework. It consists of three stages: Subject LLM Capability
Profiling, Multi-LoRA Guardrail Learning, and Adaptive Guardrail Inference.

We denote the resulting subject LLM-specific red-
teaming data as D, = {(g;,",y™)}Y, and
the aggregated dataset across all subject LLMs as
D = {D,, | m € M}. Notably, these datasets
collectively portray how different subject LLMs
respond to harmful inputs, thus establishing the
LLM capability profiles that underpin subsequent
personalized guardrail learning.

Profiling Data Quality. To verify the quality of
the safety labels assigned by the Jury-of-LLMs,
we conduct a human evaluation on 100 randomly
sampled profiling instances. Specifically, evalua-
tors are tasked with reviewing each instance and
assigning a binary label to assess the correctness
of these LLM annotations. The results show an
accuracy of 94.5%, with a Cohen’s Kappa score
0.52 (a moderate agreement between hu-
man evaluators) (Cohen, 1960; Fleiss and Cohen,
1973). This demonstrates that the profiling labels
closely align with human judgments, underscoring
the quality and practicality of the profiling data for
guiding model-specific guardrail learning.

K =

34

After profiling the subject LLM capabilities, LS-
Guard proceeds to construct a unified guardrail that
jointly learns from multiple subject LLMs while
preserving their distinct behavioral characteristics.
A key challenge is how to effectively integrate the
heterogeneous data from multiple subject LLMs

Multi-LoRA Guardrail Learning

without causing negative interference or overfit-
ting to individual subject LLMs. To address this,
we propose a multi-LoRA learning framework to
optimize the guardrail backbone, enabling collab-
orative yet disentangled learning across different
subject LLMs (Hu et al., 2022). The core of this
framework consists of a central expert that acquires
generalizable safety knowledge shared across all
subject LLMs, and a set of subject-specific experts
that capture the unique vulnerability patterns de-
rived from individual LLM capability profiles.

Central LoRA Expert. To retain shared safety
knowledge and enhance cross-model generaliza-
tion, LS-Guard incorporates a central LoRA ex-
pert, denoted as LoRA (). This expert follows the
standard LoRA formulation, learning transferable
safety representations from the aggregated dataset
D. Formally, given an arbitrary input x; € D, the
central expert extracts its representation as:

2

where the trainable low-rank matrices of the cen-
tral expert are denoted as A° € R"*% and B¢ €
R&wxT with r < min(diy, dou)-

h{ = LoRA (z;),

Subject-Specific LoRA Experts. To comple-
ment the central expert, LS-Guard introduces mul-
tiple subject-specific LoORA experts, each tailored
to a specific subject LLM m € M. These experts
specialize in modeling the unique vulnerability and
safety response patterns identified in the capability
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profiling stage. For a training instance x;* sampled
from the capability profiling data of the subject
LLM m, the corresponding expert encodes its rep-
resentation as:

hi" = LoRA, (z7"), 3)

where (A", B™) are the trainable matrices unique
to the expert associated with subject LLM m.

LoRA Experts Collaboration. To enable effec-
tive collaboration among all LoRA experts, LS-
Guard employs an orthogonality-based multi-task
learning paradigm. It jointly optimizes all LoORA
parameters by introducing two complementary reg-
ularizations that encourage both representational
specificity and learning stability, thereby achiev-
ing a synergistic balance between cross-model gen-
eralization and subject LLM-specific adaptability.
Formally, the overall training objective is:

Liotal = Lim + aLorn + 5£stab> 4)

where Ly, is the standard language modeling loss.
« and [ are coefficients controlling the relative con-
tribution of the two regularization terms. Lo, de-
notes the orthogonality regularization loss used to
promote representation diversity and prevent inter-
ference between shared and specialized subspaces,
which is defined as follows:

Low =Y [|(BiA) (BiA))|[5 (5
1<j

Ltab 18 the stability regularization that maintains
the consistency of global safety knowledge. LS-
Guard penalizes deviations of the central expert’s

update AW, from its initialization AWC(O):
Lsap = HAWC - AVVC(O) Hi" (6)

This regularization constrains the central expert to
stay close to its initial shared safety representation,
preventing over-specialization and preserving the
learned general knowledge across subject LLMs.

3.5 Adaptive Guardrail Inference

During inference, LS-Guard dynamically activates
the central and subject LLM-specific LoRA experts
to perform adaptive safeguarding for each subject
LLM. This process fuses general safety knowledge
from the central expert with model-specific behav-
ioral nuances, enabling robust and personalized
moderation across heterogeneous subject LLMs.

Specifically, given an input x and its associated sub-
ject LLM m, LS-Guard simultaneously activates
the central expert LORA, () and the correspond-
ing subject-specific expert LoRA,,(-). The final
safeguarding decision is predicted as:

gy = Waz+~LoRA.(x)+ (1 —~)LoRA,(z), (7)

where W denotes the frozen pre-trained weights of
the guardrail backbone, and y € [0, 1] is a coeffi-
cient controlling the contribution of shared versus
model-specific knowledge. This parameter-level
integration allows LS-Guard to exploit complemen-
tary rather than redundant interactions between
model subspaces, ensuring more effective defense.

4 Experiments

4.1 Datasets

Training Resources. We utilize the Aegis2.0
dataset (Ghosh et al., 2025) as the primary data
resource for developing and evaluating LS-Guard.
The dataset provides a diverse collection of red-
teaming interactions annotated with fine-grained
safety categories, serving as a comprehensive
benchmark for guardrail modeling. We keep the
same official train, development, and test splits as
released in this repository?.

Evaluation Benchmarks. To further assess the
effectiveness of the LS-Guard framework, we eval-
uate it across multiple safety-related benchmarks,
including BeaverTails (Ji et al., 2023b), ToxicChat
(Lin et al., 2023), and WildGuardMix (Han et al.,
2024). Further details on these benchmarks are
discussed in Appendix A.1.

4.2 Model Setup

We evaluate a diverse set of subject LLMs within
LS-Guard, including gpt-3.5-turbo-0125, Llama-3-
8B, Mistral-7B-v0.1, claude-3-5-sonnet-20240620,
gwen-plus-2024-09-19, and gemma-1.1-7b-it.

4.3 Baselines

We compare our LS-Guard model against the fol-
lowing guardrail baselines in our experiments:

Training-free Methods : (1) OpenAl Modera-
tion API (Markov et al., 2023), (2) LLaMA Guard
Series (LLaMA Guard 2-8B, LLaMA Guard 3-1B,
and LLaMA Guard 3-8B) (Inan et al., 2023; Dubey
et al., 2024), and (3) WildGuard (Han et al., 2024).

2https://huggingface.co/datasets/nvidia/
Aegis-AI-Content-Safety-Dataset-2.0
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Guardrail GPT-3.5 LLaMA 3-8B Mistral Claude Qwen Gemma
F1 AUPRC F1 AUPRC F1 AUPRC F1 AUPRC F1 AUPRC F1 AUPRC
Training-free Methods
OpenAI MOD API 0.378 0441 0420 0480 0450 0510 0.125 0.143 0.116  0.134 0.108 0.124
LLaMAGuard2-8B 0.768  0.812 0.780 0.835 0.790 0.840 0234 0249 0.218 0.232 0203 0.216
LLaMAGuard3-1B 0496 0550 0.510 0.580 0.520 0.600 0.153 0.173 0.142 0.161 0.132  0.150
LLaMAGuard3-8B 0.773  0.832 0.785 0.845 0.795 0.860 0235 0.254 0220 0.232 0204 0.220
WildGuard 0.819 0.890 0.830 0900 0.840 0910 0249 0.270 0232 0.252 0216 0.234
Training-based Methods

LightweightBert 0.816 0.885 0.825 0.895 0.835 0905 0955 0988 0965 0.991 0.960  0.990
R2-Guard 0.820 0.880 0.830 0.890 0.854 0928 0959 0989 0968 0.992 0963 0.991
LoRA-Guard 0.830 0900 0.842 0900 0.877 0940 0962 0990 0970 0.993 0965 0.985
DSA 0.860 0920 0.873  0.931 0.862 0920 0965 0992 0972 0994 0968  0.992
AegisGuard 0.870 0943 0.880 0950 0.868 0910 0969 0.993 0975 0995 0971 0.987
LS-Guard 0.890 0950 0.883 0940 0876 0932 0960 0.994 0978 0.996 0974 0.990

Table 1: Safeguarding performance comparison of various guardrail models across various subject LLMs.

Training-based Methods : (1) LightweightBert
(Zheng et al., 2025), (2) R2-Guard (Kang and Li,
2025), (3) LoRA-Guard (Elesedy et al., 2024), (4)
DSA (Krishna et al., 2025), and (5) AegisGuard
(Ghosh et al., 2025). We provide additional details
for these baseline methods in Appendix A.2.

4.4 Evaluation Metrics

Following (Ghosh et al., 2025; Lee et al., 2025),
we employ two widely used metrics for evaluat-
ing the guardrail performance: F1-score and Area
Under the Precision—Recall Curve (AUPRC). See
more details about these metrics and experimental
settings in Appendix A.3 and A.4.

4.5 Main Results

Table 1 presents the main results of LS-Guard
against existing baselines, where the peak perfor-
mance is highlighted in bold. Generally speaking,
our LS-Guard achieves significant improvements
compared with the baselines across six distinct sub-
ject LLMs. We analyze the results as follows:

LS-Guard learns the unique vulnerability pat-
terns of subject LLMs to enhance guardrail
performance. Table 1 reveals that LS-Guard
significantly outperforms existing top-performing
guardrail baselines. For instance, LS-Guard sur-
passes the previous best-performing training-free
model, WildGuard, by 7.1% in F1 and 6.0% in
AUPRC when safeguarding GPT-3.5. Similar gains
are also observed against training-based guardrail
approaches. Notably, LS-Guard not only achieves
substantial improvements but also establishes state-
of-the-art performance in LLM safeguarding that
consistently generalizes to OOD evaluation (see

Table 3). This demonstrates LS-Guard’s ability
to internalize the unique vulnerability patterns of
distinct subject LLMs identified during the capabil-
ity profiling stage to achieve superior personalized
guardrails, effectively navigating the dynamics and
complexities of real-world LLM deployments.

LS-Guard’s Multi-LoRA collaboration facili-
tates effective cross-model generalization and
adaptive safeguarding. @ Among the above
guardrail baselines, the training-free approaches
exhibit dramatic performance fluctuations across
various subject LLMs, while the training-based ap-
proaches generally underperform when compared
with LS-Guard. This underscores the inefficacy of
merely employing a single guardrail for safeguard-
ing all LLMs or developing separate guardrails tai-
lored to individual models. In contrast, LS-Guard
achieves significant gains while maintaining sta-
ble performance across all subject LLMs. This
observation suggests that LS-Guard’s collabora-
tive Multi-LoRA architecture, by strategically opti-
mizing the central and subject-specific experts via
orthogonality and stability regularization, extends
beyond learning subject LLM-specific vulnerabil-
ities, which not only prevents interference among
experts but also promotes complementary learning,
highlighting the importance of structured expert
collaboration in scaling guardrail reliability across
diverse deployment contexts.

4.6 In-depth Analyses

4.6.1 Ablation Studies

Within LS-Guard, the multi-LoRA guardrail archi-
tecture is pivotal for disentangling generalizable
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Guardrail GPT-3.5 LLaMA 3-8B Mistral Claude Qwen Gemma
F1 AUPRC F1 AUPRC F1 AUPRC F1 AUPRC F1 AUPRC F1 AUPRC
LS-Guard 0.89 0.95 0.883 0.94 0.876 0932 096 0994 0978 0.996 0.974 0.99
w/o Central Expert  0.86 0.92 0.86 0.91 0.85 0.91 0.93 0.96 0.95 0.97 0.94 0.96
w/o Specific Expert 0.87 0.93 0.85 0.92 0.86 0.92 0.94 0.97 0.96 0.98 0.95 0.97

Table 2: Ablation study on the effectiveness of multi-LoRA collaboration in the LS-Guard framework.

safety knowledge from subject LLM-specific spe-
cializations to improve safeguarding performance.
To investigate the impact of different LoORA experts
in the multi-LoRA collaboration on LS-Guard’s
effectiveness, we conduct comprehensive ablation
studies, with the experimental results detailed in
Table 2. Specifically, we selectively remove two
types of LoRA experts—the central expert and
subject LLM-specific experts—during the model
training process, where the w/o indicates removal
of the corresponding LoRA module. As shown
in Table 2, excluding either type of experts con-
sistently degrades performance across all subject
LLMs. In particular, the ablation of the central
expert, which encodes generalizable safety knowl-
edge, yields the most pronounced degradation in
LS-Guard’s performance. This suggests that the
central expert plays a foundational role in preserv-
ing shared safety principles and enabling strong
cross-model generalization. Similarly, removing
the subject-specific experts leads to a smaller yet
non-trivial decline. This highlights the necessity of
tailoring the guardrail’s behavior to account for dis-
tinct vulnerability patterns exhibited by individual
subject LLMs. Absent these specialized experts,
LS-Guard’s ability to adapt to fine-grained behav-
ioral nuances diminishes, weakening its effective-
ness in mitigating model-specific risks.

4.6.2 Effectiveness on OOD Safety
Benchmarks

To comprehensively assess model performance,
we empirically evaluate the LS-Guard framework
on out-of-distribution (OOD) safety benchmarks.
These data feature content with different safety
concerns, offering a complementary perspective be-
yond in-distribution evaluation. Table 3 compares
the performances of LS-Guard and representative
baselines on the OOD test sets. We can saliently no-
tice that LS-Guard consistently outperforms other
top-performing guardrail models across multiple
OOD benchmarks and subject LLMs. For exam-
ple, when safeguarding the subject LLM LLaMA

. GPT-3.5 LLaMA 3-8B Mistral
Guardrail
F1 AUPRC F1 AUPRC F1 AUPRC
BeaverTails
LightweightBert 0.642  0.658  0.671  0.684  0.693  0.715
R2-Guard 0.785 0.800 0.792 0.815 0.810 0.827
AegisGuard 0.805 0.813 0.803 0.824 0.836  0.852
LS-Guard 0.837 0.851 0.844 0.854 0.877 0.883
Toxic Chat
LightweightBert 0.742  0.768  0.775 0.793  0.804  0.810
R2-Guard 0.860 0.899 0.884 0.910 0.905 0.923
AegisGuard 0.894 0920 0909 0933 0925 0940
LS-Guard 0918 0936 0.925 0937 0943  0.956
WildGuardMix
LightweightBert 0.665  0.713  0.680  0.726  0.713  0.754
R2-Guard 0.790 0.825 0.808 0.820 0.813 0.847
AegisGuard 0.842  0.871 0.839 0.847 0.821 0.855
LS-Guard 0854 0.890 0.870 0915 0.864 0.903

Table 3: Results on OOD safety benchmarks.

3-8B on the BeaverTails test set, LS-Guard sur-
passes AegisGuard by 4.1% in F1 score and 3.0%
in AUPRC. This underscores the robustness of the
proposed LS-Guard and its capability to deliver
superior safeguarding performance.

Additionally, it is noted that the lightweight base-
lines (e.g., LightweightBert) exhibit a substantial
performance drop under OOD evaluation relative
to their in-distribution performance, underscoring
the importance of in-distribution training. How-
ever, the proposed LS-Guard framework achieves
larger improvements over the lightweight baselines
and remains superior to other large-scale guardrails.
This observation further strengthens the benefits of
LS-Guard’s multi-LoRA collaboration in preserv-
ing generalizable safety knowledge while capturing
model-specific vulnerability patterns, thereby effec-
tively coping with safety challenges even without
in-distribution training.

4.6.3 Effect of Multi-LoRA Collaboration

To investigate the efficacy of the multi-LoRA ex-
pert collaboration within the LS-Guard framework,
we conduct further experiments to explore the ef-
fect of varying the extent of collaboration between
the central and the subject-specific LLM experts
on model safeguarding performance. To achieve
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Figure 3: Effect of the multi-LoRA expert collaboration.

this, we experimentally sweep the collaboration
coefficient -y in Equation (7) from 0 to 1 in incre-
ments of 0.1, where v=0 reduces to exclusively
utilizing the subject LLM-specific expert and y=1
degenerates to employing the central expert in iso-
lation. Figure 3 illustrates the performance trends
across various collaboration coefficients within LS-
Guard. Notably, as the collaboration coefficient
~ increases, LS-Guard’s performance improves,
peaking around v = 0.7. Beyond this point, LS-
Guard’s performance starts to decline. We posit
that an excessively large ~ overemphasizes the cen-
tral expert and suppresses model-specific cues cap-
tured by the subject expert, whereas a very small
overweights the subject expert and underutilizes the
shared safety principles learned by the central ex-
pert. Either extreme weakens the intended comple-
mentarity between experts, reducing synergy and
ultimately degrading safeguarding performance.

4.6.4 Impact of Orthogonality-based
Regularizations

LS-Guard primarily employs orthogonality-based
multi-task regularizations during model training
to synergize the LoRA experts, effectively dis-
entangling shared safety knowledge from subject
LLM-specific vulnerabilities and thereby strength-
ening safeguarding performance. We analyze the
impact of these regularization objectives on LS-
Guard’s performance by strategically varying the
coefficients of the regularization terms in Equa-
tion (4). The experimental results are presented in

F1 Score

AUPRC

Figure 4: Impact of orthogonality and stability regular-
izations on LS-Guard’s performance.

Figure 4, revealing the following key findings: (1)
As « increases from 0, LS-Guard’s performance
increases to an optimum and then declines. This
suggests that moderate orthogonality is required
to disentangle shared and idiosyncratic subspaces,
whereas either excessively small or large « can in-
duce negative transfer and impede the beneficial
sharing of safety knowledge. (2) The stability of
the central expert’s learning is critical for cross-
model retention of safety priors. With 3 = 0, the
central expert drifts toward the training distribu-
tion of individual subjects, reducing its ability to
provide transferable safety knowledge on held-out
subject LLMs. Conversely, an excessively large
[ over-constrains parameter updates, precluding
effective model learning.

4.6.5 Visualization of Multi-LoRA Experts

For a more intuitive analysis of the effect of multi-
LoRA guardrail architecture, we employ the t-SNE
technique to visualize the parameters of various
LoRA experts learned within the LS-Guard frame-
work, contrasting them with a variant trained with-
out orthogonality and stability regularizations. The
visualization results are shown in Figure 5. This
analysis yields the following key observations: (1)
When multiple LoRA experts are trained in isola-
tion on different subject-LLM profiling data, the
parameters of these LORA experts exhibit a high
degree of similarity, showing substantial overlap
in the representation space. (2) Conversely, incor-
porating the orthogonality-based regularizations
during the multi-LoRA guardrail learning process
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Figure 5: Visualization of multi-LoRA experts.

results in more distinguishable LoRA expert pa-
rameters. The distinction between the standard
LS-Guard and its variant offers valuable insights
into how LS-Guard separates shared and idiosyn-
cratic subspaces, revealing cleaner clustering for
subject LLM-specific behaviors while preserving a
coherent shared manifold.

5 Conclusion

This work presents LS-Guard, a novel and robust
framework that effectively safeguards deployed
LLMs by explicitly modeling the vulnerabilities
and capabilities of different subject LLMs. We
highlight the limitations of the prevailing “one-
model-fits-all” guardrail paradigm and demon-
strate the necessity of adaptive, “personalized”
guardrails aligned with individual subject LLMs’
harmful behavior patterns. By integrating LLM
capability profiling with a collaborative Multi-
LoRA design—featuring a central expert for shared
safety priors and subject-specific experts for id-
iosyncratic risks—LS-Guard disentangles gener-
alizable knowledge from model-specific vulnera-
bilities, significantly improving guardrail perfor-
mance over baselines. This framework provides
a scalable, modular pathway for safeguarding het-
erogeneous LLMs—enabling plug-in adaptation
to new models with minimal additional parame-
ters—while maintaining interpretable profiling of
model-specific risks. Future work can explore
more advanced LLM profiling mechanisms and
self-improving strategies under distribution shift to
further strengthen safeguarding performance.

Limitations

While the proposed LS-Guard framework marks
a significant advance in safeguarding deployed
LLMs, we identify several limitations of our work.

First, due to computational constraints, our ex-
periments were conducted on mid-sized LLMs. Al-
though the experimental results demonstrate the

effectiveness of LS-Guard in safeguarding diverse
LLMs, its scalability and performance with larger-
scale backbones remain underexplored. Future
work should assess whether LS-Guard maintains
its efficacy and adaptability when instantiated with
frontier LLM backbones.

Second, our LS-Guard approach focuses solely
on safety risks in purely textual interactions. Its
ability to generalize to other modalities and con-
texts (e.g., vision, audio, or embodied agents) re-
mains an open question. Exploring unique safety
challenges posed by such multimodal contexts and
effectively adapting the LS-Guard framework to ad-
dress them is another promising avenue for future
research.

Despite the above limitations, extensive exper-
imental results demonstrate the practicality, effi-
cacy, and robustness of LS-Guard, paving the way
for scalable and adaptable guardrails for deployed
LLM:s.

Ethical Considerations

This work is conducted solely for research pur-
poses, aiming to explore learning model-specific
guardrails tailored to each LLM’s vulnerabilities
to secure LLM-powered systems. Our objective is
to enhance the safety and reliability of Al systems
rather than deploy models that could pose ethical
concerns. We strictly do not allow or facilitate di-
rect user interaction with the models trained in this
study. Additionally, we adhere to responsible Al
principles, ensuring that our research contributes
to improving Al safety without introducing unin-
tended risks.
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A Experimental Details

A.1 Datasets

In this work, we conduct experiments on the fol-
lowing datasets: Aegis2.0 (Ghosh et al., 2025),
BeaverTails (Ji et al., 2023b), ToxicChat (Lin et al.,
2023), and WildGuardMix (Han et al., 2024).

Training Resources. Specifically, Aegis2.0 is a
comprehensive, human-annotated safety dataset
designed to develop effective safety guardrails
for LLMs while addressing the critical shortage
of high-quality, commercially viable datasets that
cover a full spectrum of safety risks. It comprises
a total of 34,248 samples sourced from diverse
human-LLM interactions. These samples are care-
fully annotated according to an adaptable, tiered
taxonomy consisting of 12 top-level core categories
and 9 fine-grained sub-categories. We leverage
these rich interactions as the primary resource for
profiling subject LLM vulnerabilities and training
the collaborative experts within the proposed LS-
Guard framework.

Evaluation Benchmarks. BeaverTails is a large-
scale dataset containing over 30,000 human-labeled
question-answering pairs. Each pair is categorized
under one or more labels according to a safety tax-
onomy of 14 distinct harm categories, such as vi-
olence, discrimination, and privacy violations. It
uniquely separates annotations of helpfulness and
harmlessness for question-answering pairs, offer-
ing distinct perspectives on these crucial attributes.

ToxicChat is a toxicity detection benchmark con-
sisting of 10,166 real-world user-Al conversations.
Sourced from user queries to the Vicuna chatbot
demo, the dataset captures nuanced and implicit
toxic behaviors specific to conversational Al that
are often absent in traditional social media-based
benchmarks. The dataset provides binary toxic-
ity labels and specific annotations for various jail-
breaking attempts, serving as a rigorous testbed
for evaluating the robustness of safety guardrails
against subtle adversarial inputs.

WildGuardMix represents a large-scale, multi-
task safety moderation dataset consisting of 92K la-
beled examples. It provides broad coverage across
13 risk categories and is designed to identify ma-
licious intent in user prompts, and detect safety
risks in model responses. The dataset includes a
balanced mix of direct prompts and adversarial jail-
breaks, serving as a comprehensive resource for
automatic safety moderation and evaluation.

Notably, we utilize the test sets of these bench-
marks to evaluate the OOD performance and gen-
eralization capabilities of our proposed LS-Guard
framework.

A.2 Baselines

In the experiments, we compare our LS-Guard with

the following representative baselines:

* OpenAl Moderation API (Markov et al., 2023):
A production-oriented text moderation classi-
fier trained to detect a broad taxonomy of un-
desired content, supported by a holistic pipeline
including taxonomy design, labeling guidelines,
data quality control, and active learning for rare
events.

e LLaMA Guard series (Inan et al., 2023; Dubey
et al., 2024): LLaMA Guard models are LLM-
based input/output safeguard classifiers that per-
form prompt and response classification us-
ing an explicit safety-risk taxonomy, outputting
safe/unsafe decisions and (when unsafe) the vio-
lated risk categories.

* WildGuard (Han et al., 2024): An open mod-
eration tool that jointly supports (i) malicious
intent detection in user prompts, (ii) safety-risk
detection in model responses, and (iii) refusal-
behavior assessment, covering 13 risk categories
for automated safety moderation and evaluation.

» LightweightBert (Zheng et al., 2025): A
lightweight guardrail approach that fine-tunes a
Sentence-BERT style encoder for prompt/output
filtering, aiming to reduce latency and mainte-
nance cost compared to LLM-based guardrails
while keeping comparable performance on safety
benchmarks.

* R2-Guard (Kang and Li, 2025): A reasoning-
enhanced guardrail that combines (1) data-driven
category-specific unsafe-probability predictors
with (2) a knowledge-enhanced logical reason-
ing module, encoding safety knowledge as rules
and performing probabilistic inference for final
moderation decisions.

* LoRA-Guard (Elesedy et al.,, 2024): A
parameter-efficient guardrail adaptation method
that transfers language features from LLMs to a
moderation model using low-rank adapters, en-
abling on-device content moderation with sub-
stantially lower parameter overhead while main-
taining competitive accuracy.

* DSA (Krishna et al., 2025): Disentangled Safety
Adapters decouple safety-specific computations
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from the task-optimized base model by using
modular adapters. By reusing the base model’s
internal representations, DSA achieves flexible
safety functionalities (classification and align-
ment) with negligible incremental inference cost.

* AegisGuard (Ghosh et al., 2025): A guard model
trained on the AEGIS2.0 risk taxonomy and
human-annotated safety data to predict hazard
categories for harmful inputs/outputs, aiming for
broad risk coverage and strong category predic-
tion quality across diverse safety domains.

A.3 Evaluation Metrics

In the experiments, we utilize F1-score and Area
Under the Precision—Recall Curve (AUPRC) to
comprehensively assess the performance of the pro-
posed LS-Guard framework.

Specifically, the F1-score is the harmonic mean
of precision and recall, providing a balanced mea-
sure of the model’s performance on predicting un-
safe content. Precision (P) measures the proportion
of predicted unsafe instances that are correctly iden-

tified:
TP

- TP+ FP’ ®
where TP and FP denote the number of true posi-
tives and false positives, respectively. Recall (R)
measures the proportion of actual unsafe instances
correctly captured:

P

TP
R=———,
TP + FN
where FN denotes the number of false negatives.

Given the precision and recall, the F1-score is then
calculated as:

(€))

Fl=2x (10)

P+R’

The Area Under the Precision—Recall Curve eval-

uates model performance across all classification

thresholds by calculating the area under the curve

formed by plotting precision against recall. It is

defined as the integral of precision with respect to
recall:

AUPRC = > (R, —Rp_1)P,,  (11)
n

where P,, and R,, denote the precision and recall at
the n-th threshold. In the context of safety evalua-
tion, a higher AUPRC indicates superior capability
in distinguishing between safe and unsafe content,
especially in imbalanced datasets where the unsafe
class is sparse.

A.4 Implementation Details

For the subject LLM capability profiling stage,
we implemented a Jury-of-LLMs framework fol-
lowing Ghosh et al. (2025). Specifically, our
jury comprises three diverse, high-capability mod-
els: Mixtral-8x22B-Instruct-v0.1, Mistral-Nemo-
Instruct-2407, and Gemma-2-27b-it. To ensure
deterministic outputs during the annotating pro-
cess, the temperature is fixed at 0, and the output
length is constrained to a maximum of 256 tokens.
All other hyperparameters are maintained at their
default settings.

For the multi-LoRA guardrail learning stage, we
utilize Llama-3-8B-Instruct as the guardrail back-
bone. We fine-tune multiple LoRA experts target-
ing all linear modules with rank » = 16, o = 32,
and dropout 0.05. The model is trained for 3 epochs
with a learning rate of 1 X 1074, utilizing a co-
sine learning rate scheduler with a 10% warmup
ratio. The maximum sequence length is set to
4,096 tokens. Notably, this modular design and
training configuration introduce only minimal addi-
tional overhead for each subject LLM-specific ex-
pert, making the LS-Guard framework scalable to
a growing set of subject LLMs. Moreover, as sub-
ject LLMs evolve, only the affected subject expert
needs to be refreshed via a lightweight re-profiling
and retraining step, without requiring full retrain-
ing of the entire guardrail system. This ensures
that LS-Guard remains efficient and maintainable
in long-term deployment.

B LLM Usage

LLMs were utilized in this work solely as auxiliary
tools for linguistic refinement. Their function was
restricted to enhancing the grammar, clarity, and
stylistic consistency of the text that had been origi-
nally drafted by the authors. At no stage did LLMs
contribute to research ideation, methodological de-
sign, data collection, analysis, or interpretation of
results. All intellectual contributions, scientific
content, and conclusions presented in this paper
are entirely attributable to the authors. The authors
accept full responsibility for the accuracy, origi-
nality, and integrity of the submission, including
sections of text that may have been refined with the
assistance of LLMs.
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