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Abstract

Social media platforms have experienced a
significant rise in toxic content, including
abusive language and discriminatory remarks,
presenting growing challenges for content
moderation. Some users evade censorship by
deliberately disguising toxic words through
homophonic cloak, which necessitates the
task of unveiling cloaked toxicity. Existing
methods are mostly designed for English
texts, while Chinese cloaked toxicity unveiling
has not been solved yet. To tackle the issue,
we propose C2TU, a novel training-free and
prompt-free method for Chinese cloaked toxic
content unveiling. It first employs substring
matching to identify candidate toxic words
based on Chinese homophone graph and toxic
lexicon. Then it filters those candidates that
are non-toxic and corrects cloaks to be their
corresponding toxicities.  Specifically, we
develop two model variants for filtering, which
are based on BERT and LLMs, respectively.
For LLMs, we address the auto-regressive
limitation in computing word occurrence prob-
ability and utilize the full semantic contexts
of a text sequence to reveal cloaked toxic
words. Extensive experiments demonstrate that
C2TU can achieve superior performance on
two Chinese toxic datasets. In particular, our
method outperforms the best competitor by up
to 71% on the F1 score and 35% on accuracy,
respectively. Our code and data are avail-
able at https://github.com/XDxc-cuber/
C2TU-Chinese-cloaked-toxicity-unveiling.

Disclaimer: The paper contains content that
may be profane, vulgar, or offensive.

1 Introduction

With the exponential growth of user-generated con-
tents, online social media platforms have become
an inevitable communication tool with massive
users (Omipidan and Sanusi, 2024; Bryikhanova
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et al., 2021; Bala, 2014). Although the rapid in-
formation dissemination has clear benefits, a sig-
nificant amount of toxic contents have emerged on
social platforms over the past decade, such as abuse,
discrimination, and cyberbullying (Sheth et al.,
2022; Recuero, 2024; Kim et al., 2021; Hanscom
et al., 2024). Social networks are thus facing in-
creasingly severe challenges in governing toxicity.

Toxicity detection has recently attracted exten-
sive attention (Anjum and Katarya, 2024; Lima
et al., 2024; Schmidhuber and Kruschwitz, 2024),
but most of the proposed methods (Phute et al.,
2023; Zhang et al., 2024; Deng et al., 2022; Zhao
et al., 2025) can only output binary predictions
rather than recover the original toxic expressions
hidden in cloaked text. Further, to evade censor-
ship, some users on social platforms intentionally
disguise toxic words by replacing parts or all of the
words with homophonic characters or emojis (Xiao
et al., 2024; Zhang et al., 2024; Kirk et al., 2022).
For example, replace “H” (cao, means “f*ck”)
with “EL” (ciio, means “grass”), or “hiil” (1a i
means “rubbish”) with “Bf¥%” (12 ji, means “spicy
chicken”) in Chinese. These deliberate cloaks sig-
nificantly degrade the effectiveness of existing tox-
icity detection methods (Xiao et al., 2024) and also
necessitate the task of unveiling cloaked toxicity,
i.e., restoring cloaked toxic words to their original
proto-toxic words. While there have been some
methods (Gong et al., 2019; Dong et al., 2023) pro-
posed to solve the task, most of them are specially
designed for English texts, which cannot be directly
used for Chinese due to the different characteristics
of the two languages. Further, although a recent
work (Xiao et al., 2024) points out the existence
of Chinese cloak toxic content, they fail to offer a
solution. Therefore, to bridge the gap, a research
question naturally arises: Can we develop a model
to unveil Chinese cloaked toxic contents?

We notice that Chinese Spelling Correction
(CSC), which aims to correct misspelled Chinese
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characters, shares some similarities with our task.
However, the two tasks are not entirely equiva-
lent. While CSC deals with unintentional user ty-
pos, misspellings in toxic content are often delib-
erate. Moreover, the corpora used in CSC tasks
typically consist of more standardized language,
which differs significantly in distribution from the
toxicity found on the internet. Therefore, although
models like SCOPE (Li et al., 2022) and Simple-
CSC (Zhou et al., 2024) have demonstrated strong
performance on CSC tasks, directly applying them
to this restoration task may not yield satisfactory
results (see Section 4).

In this paper, we study Chinese Cloaked Toxicity
Unveiling as a sequence restoration task, and pro-
pose the C2TU model (see Figure 1). Specifically,
we utilize a homophone graph and a toxic lexi-
con to identify potential toxic words within the
input text, thereby transforming the problem into
a candidate toxic words filtering task. This task
aligns well with BERT model’s pretraining objec-
tive of masked language modeling. Hence, we
first employ BERT model to compute the proba-
bility difference between tokens derived from raw
and toxic words at specific positions in a sentence.
If toxic tokens have larger probabilities, we then
unveil the cloak. After that, we further explore us-
ing LLMs to address the filtering task. Similar to
the BERT-based approach, we attempt to calculate
word occurrence probabilities to decide whether
a replacement should occur. To better exploit full
sentence context, we reformulate the filtering score
as a sentence-level likelihood difference. Since
LLMs are well-suited for computing sentence-level
likelihoods, this formulation allows us to incorpo-
rate the full semantic context of a sentence. Finally,
we summarize the main contributions of our paper
as:

* We formulate Chinese cloaked toxicity unveil-
ing as a sequence restoration task and propose
a training-free and prompt-free method C>TU
for Chinese cloaked toxicity unveiling. Differ-
ent from most existing methods for English
and from generic toxicity detection, to our
best knowledge, we are the first to solve the
problem under Chinese.

* We propose BERT- and LLM-based filtering
modules for candidate toxic words. In partic-
ular, the LLM variant uses a sentence-level
likelihood formulation so it can exploit the
full semantic context during filtering.

* We conduct extensive experiments to evalu-
ate the model performance on two Chinese
toxic datasets. The results show that our meth-
ods are more competitive than other baselines
w.r.t. both F1 score and accuracy metrics. In
particular, our method outperforms the best
competitor by up to 71% on the F1 score and
35% on accuracy.

2 Related Work

2.1 Cloaked Toxicity Unveiling

While extensive researches have been conducted
on toxic content detection (Davidson et al., 2017;
Jafari et al., 2024; Arora et al., 2023; Ghosh et al.,
2024; Phute et al., 2023; Zhang et al., 2024; Deng
et al., 2022; Lu et al., 2023), most of them are not
specially designed for cloaked toxic words (Xiao
et al., 2024). Further, the reveal of deliberately
cloaked toxic words emerges as a critical research
challenge worthy of attention.

Some recent efforts have been made to ad-
dress the issue by handling intentional obfuscation
through character scrambling and misspellings in
English. For example, some works (Gong et al.,
2019) leverage contextual information to correct
intentionally misspelled words, while others (Dong
et al., 2023) focus on addressing word order disrup-
tions by employing LLMs for robust comprehen-
sion of noisy text. However, these methods are de-
signed for English. Unlike English—a word-based
language where obfuscation typically alters intra-
word characters—Chinese operates at the character
level but cloaks content at the word level. This
fundamental linguistic disparity prevents direct ap-
plication of existing English-based methods to Chi-
nese. However, research on unveiling Chinese
cloaked toxic content remains largely unexplored.

Recent Chinese toxicity studies have also ex-
panded the problem setting with multimodal bench-
marks, span-level target-aware extraction, and
homophonic-perturbation detection (Yang et al.,
2025; Bai et al., 2025; Wu et al., 2025). These
works strengthen detection and extraction re-
sources, but they still stop short of restoring
cloaked spans to their original toxic expressions.

2.2 Chinese Spelling Correction

Our task shares similarities with the CSC task,
which aims to identify and correct Chinese spelling
errors based on contextual, phonetic and graphemic
information. Some existing methods are based on
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small language models (e.g., BERT) (Zhang et al.,
2020; Cheng et al., 2020; Li et al., 2022). For ex-
ample, SCOPE (Li et al., 2022) utilize phonetic
knowledge of Chinese characters in conjunction
with BERT for spelling correction. With the advent
of LLMs, there are also LLM-based models (Dong
et al., 2024; Zhou et al., 2024; Li et al., 2024).
A representative model Simple-CSC (Zhou et al.,
2024) is a training-free and prompt-free method,
treating LLMs purely as language models to per-
form spelling correction at the token level.

However, the CSC task is not well aligned with
our task, as the substitution of toxic words is often
intentional, and toxic texts themselves are abnor-
mal texts that deviate from regular language usage.
Therefore, we pay attention to Chinese cloaked
toxicity unveiling in this paper.

3 Methodology

3.1 Graph and Lexicon Construction
3.1.1 Chinese Homo-graph

Given a Chinese toxic speech dataset, we first con-
struct a homophone graph G = (N, &) to cap-
ture the likely cloak between tokens, where each
node in NV represents a Chinese character, and each
edge in £ indicates the phonetically similar rela-
tion. Specifically, we extract all Chinese characters
from the dataset as nodes, then use the open-source
library pypinyin' to obtain their pinyin regardless
of tones. Then characters with identical pinyin are
connected. Each node also has a self-loop, as each
character is considered to have a homophonic re-
lation with itself. We further consider polyphonic
characters and phonetically similar pronunciations
based on regional dialects.

Polyphonic Characters: Some Chinese charac-
ters have multiple pronunciations. If a character
has at least one pronunciation matching another
character’s, an edge is linked between them.
Dialectal Relationships: There also exist dialectal
phonetic confusions in Chinese, where users may
replace characters based on their dialect pronuncia-
tions. Common confusions include:

e Retroflex and non-retroflex sounds(Dong et al.,
2006), such as “LL” (shan, means “mountain”) and
“=” (san, means “three”).

e Front and back nasal sounds(Chen and Guion-
Anderson, 2011), such as “R/” (ying, means
“should”) and “[A|” (yin, means “reason”).

"https://pypi.org/project/pypinyin/

e Initial consonants “n” and “1’(Zhou and Wu,
2019; Koffi, 2019), such as “%” (ndn, means
“male”) and “#4” (14n, means “blue”).
Considering these confusions, we introduce five
types of additional relations: “n” «> “1”, “zh” <
“z7, “ch” < “c”, “sh” < “s” and “*ng” < “*n”.
For example, “5” (n4n) and “#%” (14n) share an
“n” <+ “I” confusion, so an edge is added between
node “5” and node “iiZ”, although their pinyin

representations are not entirely identical.

3.1.2 Toxic Lexicon

We also utilize a toxic lexicon to introduce exter-
nal knowledge about toxicity. The lexicon is a
set of toxic words denoted as £ = {l1,--- ,ln}.
While we notice that some public datasets (e.g.,
ToxiCN (Lu et al., 2023)) have their own toxic lexi-
con released, they also contain many toxic words
with homophone cloak. As these cloaks are fre-
quently and commonly used on social platforms,
they gradually become substitutes of their corre-
sponding toxic contents. We take “}i 37" (1a ji,
means “rubbish”) and “Ff¥¥” (1a ji, means “spicy
chicken”) as an example. Here, the proto-toxic
word is “Bi3%”, while “B 3% is a cloaked substi-
tution commonly used in social media, even more
frequently than the proto-toxic word. These cloaks
should also be removed instead of remaining in the
vocabulary as toxic knowledge. Therefore, to keep
a simple and clean toxic lexicon, we only retain
proto-toxic words.

3.2 Toxic Word Matching

Given a text sequence X, we enumerate substring
w in X and match each w against toxic words [ € £
using the homophone graph G. Formally, a sub-
string w of length N is considered as a candidate
toxic word if and only if 3/ € £, len(w) = len(l)
and Vk € {1,2,--- N}, G.HasEdge(wg, lx) =
1, where w;, is k-th Chinese character in w, and
so does [i. Here, len(+) is the length of the input
string. The function G.HasEdge(-, -) = 1 indicates
that two nodes are linked in G.

The above matching method could have a small
false negative rate, i.e., any homophonic substitu-
tion will be unveiled given a comprehensive homo-
phone graph G and lexicon £. However, it may
also yield a high false positive rate by incorrectly
matching non-toxic word as toxic word. For ex-
ample, “T 1% (gan jing, means “clean”) will be
matched to “FTH” (gang jing, means “troll”), even
though “F-1%" is typically a non-toxic word. False
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Figure 1: The main workflow of C>TU method. C2TU consists of two key stages: matching and filtering. In the
matching stage, we identify candidate toxic terms in the input text by leveraging a homophone graph and a toxic
lexicon. In the filtering stage, we use a language model (BERT model or LLM) to compute the probability gap for
each (w,!) pair and iteratively replace the pair with the most significant gap. Once the iteration terminates, the

unveiled sentence is returned.

positives are especially severe for single-character
toxic words, as all homophones of the single toxic
character (e.g., “#” (cdo, means “f*ck”)) would
be matched. The pseudocode of the matching
algorithm is summarized in Alg. 1, which out-
puts M candidate toxic words pairs, denoted as
W, = {(w®, 1)} fori = 1,--- , M. Here, )
is a probable toxic unveiling of w(®).

3.3 Filtering Candidate Toxic Words

To further filter out the incorrect matches (see Fig-
ure 2) in W), we leverage the full semantics of the
text sequence X. Formally, for each (w,!) pair,
we define Xpre and Xy as the prefix sequence and
suffix sequence of w in X, respectively. Given
Xpre and X,j1, we next calculate the probabilities
P(w|Xpre, Xtait) and P (1| Xpre, Xit), shorted as
P, and P, respectively. For all pairs (w, ) that
satisfy P, < P;, we select the one that yields the
largest difference, denoted as (w0, [). Formally, the
probability difference is calculated by:
: Py
ProbDiff(P,, P;) = log P,, — log P, = log B
()
After that, in the given text sequence X, we
replace w0 with [, remove (w, 3 ) from W, and then
repeat the previous process until W), is empty or
all the remaining pairs in W), have P, > P,. Note

that in each iteration, we need to recalculate the
probabilities for each pair in W), because once w is
replaced, Xpre and X,; for remaining pairs change.

3.4 Computing Probability Difference

In this section, we introduce two methods for com-
puting P (x| Xpre, Xiil), where 2 can be either w
or [, with both BERT and LLMs.

3.4.1 BERT-based Method

During the pre-training phase, BERT utilizes an
unsupervised Masked Language Modeling (MLM)
task, whose goal is to predict tokens that are ran-
domly masked. Hence, BERT is well-suited for
computing P (x| Xpre, Xiail)-

Given a text sequence X = [Xpre, &, Xil], for
the ¢-th token z; in x, we first mask it with the
[mask] token and derive a text sequence X, imaSk =
[Xpre7 e, Ti—1, [mask], Ligls " ;Xtail]- Then
we can output the probability for the masked token
Pggrr(z;| X Zm@“k). For a toxic word z that includes
N tokens, we sequentially predict each of these
tokens and combine them by:

N

= HPBERT@?z"leaSk)-

i=1
2)
Due to the varying word lengths, we adjust Equa-
tion 2 to calculate the geometric mean of all N

Pgert (2] Xopre, Xtail)
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mu rén jidang de ba shihan yu shi mu yu

Input: | BABHI KR XERBIE,
The Mu people don’t speak Chinese, but do speak Mu language.
Matching Substitution Sentences after substitution Probability
mu rén jiang de bu shihan yd shi mu yd .
BA HFA AT REREE 8.71e-1
Mu people femoid Femoids don’t speak Chinese, but do speak Mu language.
N . MU rén jian de bG shihan yd shi mu yu .
o K A 8 R AR5 R A E
speak trashy The Mu people are trashy, not in Chinese, but in Mu language.
5 ) mu rén jiangde bd shihan ya shi mu yu .
¢4 o A TR X5 R T
Mu mother The Mu people don’t speak Chinese, but do speak mother tongues.

Figure 2: Three candidate toxic words pairs are matched in the input text. Each pair is individually substituted to
generate three new sentences. It is evident that the pair [“#f”, “ll¥”] is incorrect, as the resulting sentence is highly
unnatural in meaning, leading to a significantly smaller probability. In contrast, the substitutions of [“F2A”, “f}
N1 and [“F8”, “B}”] are correct, and their corresponding sentences yield higher probabilities.

probabilities. Finally, the log probability to predict
x is formally given by:

log P = log VPBERT(:U’Xpre, Xtail)
LN (3)
= N Z log PBERT(Z‘i’X;naSk)
i=1
3.4.2 LLMs-based Method
We next explore to use LLMs to filter candidate
toxic words. Due to the auto-regressive nature,

mainstream LL.Ms compute the occurrence proba-
bility of = based on the pre-context X by:

N

Prim(2]| Xpre) = HPLLM(xi‘Xpreaxla C L Ti1)-
i=1

4)

In this way, only pre-context is used while the
post-context is totally ignored. To address the is-
sue, instead of directly computing the probability
for a word, we score each candidate by compar-
ing the likelihood of the original sentence and the
sentence after replacement. This yields a sentence-
level form that can use the full context, as shown
below. Formally, we show:

Theorem 1 Given a text sequence X =
[ Xpre, w, Xyif] and a toxic word | with len(w)=
len(l) = N, let X' denote the new sequence with w
replaced by 1. Then, the following relation holds:

PI‘ObDiff(Pw, Pl) = log PLLM (X)—log PLLM (X,),

&)

where Py (X) and Poiv(X') denote the prob-
ability of X and X' output by LLM, respectively.
Both the probabilities can be calculated in the auto-
regressive manner as Equation 4.

In this way, we can capture the semantics of the
entire sentence, rather than only the pre-context
information. The proof of Theorem 1 is provided
in Appendix A.

3.5 Time Complexity Analysis

C?TU consists of two main stages: toxic word
matching and filtering. Suppose we have an input
text sequence X of length | X | and a toxic lexicon
with m toxic words.

In the matching stage, we enumerate substrings
in X and match them with toxic words in the lexi-
con, whose largest length is V;,,.. We enumerate
substrings of length < N, 4, for matching. Consid-
ering that NV,4, < | X |, the number of enumerated
substrings is linear to | X |. For each substring, we
only need to match it with the toxic word of the
same length, whose average number is assumed
to be i—. Therefore, the overall matching time
complexity is O (7~ —|X]).

In the filtering stage, we iteratively handle M
candidate (w, ) pairs. In each iteration, for each
pair (w, [), we calculate the occurrence probability
difference of the two words, leading to a time com-
plexity of O(M|X|?) no matter whether BERT
or LLMs are used. The overall time complexity
is thus O(M?|X|?). Different from other LLM-
based models that generate tokens with a time com-
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plexity of O(]X|3), our method C2*TU-LLM only
uses LLMs to output the probability difference,
which is highly more efficient.

4 Experiment

4.1 Experimental Details

Datasets We  conduct experiments on
ToxicloakCN (Xiao et al., 2024) and
COLDataset (Deng et al, 2022). For

ToxicloakCN, the main results reported in
this paper use the homophone-cloaked subset.
Emoji-based perturbations are excluded from the
main tables and discussed as a limitation. Further,
for fairness, we fine-tune the BERT-based CSC
model on a subset of CHSD (Rao et al., 2023)
named as CHSD-subset. Details on these datasets
are given in Appendix C. We additionally provide
an out-of-domain and cross-resource support
analysis in Appendix D.

Baselines To our best knowledge, we are the first
to unveil Chinese cloaked toxicity. Considering
the relevance between our task and CSC task, we
thus compare our method with three categories of
baselines. (1) Naive: Directly replace all candidate
toxic words without any filtering. (2) BERT-based
method: SCOPE (Li et al., 2022) is a BERT-based
CSC model that introduces an auxiliary task of Chi-
nese pronunciation prediction to improve CSC task.
We also finetune the pre-trained SCOPE model on
CHSD-subset, obtaining the ft-SCOPE model. (3)
LLM-based method: 1) The prompt-based LLMs
Baichuan2-7B-Base (Yang et al., 2023), Deepseek-
V3 (Liu et al., 2024) and GPT-40 (Hurst et al.,
2024). ii) Simple-CSC (Zhou et al., 2024) is a
training-free and prompt-free LLM-based CSC
model that considers character pronunciation and
shape similarities.

Setup We construct homophone graph by
pypinyin, and utilize lexicons after manual correc-
tion and deduplication for toxicity matching. Our
filtering model consists of two versions: BERT-
based and LLM-based. For the former, we uti-
lize bert-chinese-base (Devlin et al., 2019). For
the latter, we use Baichuan2-7B-Base (Yang et al.,
2023) as our backbone model. We provide a more
detailed backbone comparison, including newer
Qwen3.5 models, in Appendix H. None of the
models’ parameters have been modified, nor have
any prompts been used, as our method is entirely
training-free and prompt-free. For SCOPE, we fol-

low its original pre-training stage and finetune it
on CHSD-subset. For Simple-CSC, we employ
it on Baichuan2-13B-Base as its original paper.
All models can be downloaded on Huggingface?.
We also notice that there exist some other CSC
baselines. However, some of them (Zhang et al.,
2020; Dong et al., 2024) underperform the two used
CSC baselines, while others (Cheng et al., 2020; Li
et al., 2024) lack complete pretraining datasets and
source codes. Thus, we exclude them from compar-
ison. The prompt template used for prompt-based
LLMs is presented in Appendix F. Our experiments
are conducted on a server equipped with an Nvidia
A800 80G GPU.

4.2 Main Results

We evaluate the model performance by F1 score
and accuracy from two aspects (sentence-level
and character-level), with each one containing
both detection and correction tasks. All reported
F1 and accuracy values are micro-averaged over
the full evaluation set, following the aggregated
counts defined in Appendix B. The sentence-level
task requires the complete detection/correction
of all Chinese cloaked characters in a sentence
and keeps other non-cloaked characters not mis-
detected/mis-corrected; otherwise, the task fails.
For the character-level task, detection and correc-
tion are applied exclusively to individual charac-
ters. The effectiveness of the model is reflected
by its ability to identify and correct more cloaked
characters while minimizing modifications to non-
toxic ones—the higher the true positive rate and
the lower the false positive rate, the better the per-
formance. Details on the evaluation metrics can be
found in Appendix B. From Table 1, we observe:

(1) The Naive model generally performs poorly
across the datasets, which shows the importance of
candidate toxic words filtering.

(2) ft-SCOPE consistently outperforms SCOPE
across all the metrics and datasets. This shows
the significant domain gap between general CSC
pretraining data and toxic speech corpora. C2TU-
BERT, which is not fine-tuned, beats ft-SCOPE
across all metrics. Although fine-tuning helps mem-
orize toxic knowledge, it only memorizes fixed toxi-
city mapping patterns in the training data. However,
our model injected with homophone graph and
toxic lexicon has stronger generalizability, which
can perceive more cloaked toxicities.

https://huggingface.co/
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ToxicloakCN COLDataset

Metric/% Method Sentence Character Sentence Character
Det. Cor. Det. Cor. Det. Cor. Det. Cor.
Naive 396 2.77 2029 1731 7232 64.00 9042 87.41
SCOPE 1323 633  7.81 222 1480 991 1841 7.01
ft-SCOPE 35779 2699 1748 11.73 62.66 59.15 41.21 35.83
F1 score Simple-CSC 47.81 41.28 50.18 43.77 59.60 57.36 71.60 69.28
Baichuan2-7B-Base  2.62 2.18 346 0.77 1.26  1.03 531 090
Deepseek-V3 28.66 20.21 17.15 8.56 40.89 3199 40.15 26.84
GPT-40 27.69 1598 22.00 9.66 40.02 2949 4586 29.92
C2TU-BERT 62.65 58.53 69.77 65.81 87.06 82.56 91.00 90.00
C2TU-LLM 74.67 70.01 78.56 75.04 90.52 88.54 93.73 93.30
Naive 7.28 6.41 81.08 80.69 71.87 64.00 98.73 98.38
SCOPE 3535 31.33 7942 78.79 1547 11.22 7835 76.78
ft-SCOPE 52.88 47.36 80.72 80.01 63.52 60.14 82.32 81.33
Accuracy Simple-CSC 66.38 63.58 98.13 97.97 53.85 5199 97.15 96.97
Baichuan2-7B-Base 40.03 39.86 92.55 9244 455 443 90.99 90.78
Deepseek-V3 46.36 41.04 83.46 82.57 40.59 3226 85.67 83.82
GPT-40 3343 25.01 87.58 86.55 3991 29.74 88.67 86.71
C2TU-BERT 76.32 7438 98.66 98.53 84.65 80.51 98.94 98.84
C2TU-LLM 83.60 81.36 99.02 98.89 88.37 86.55 99.25 99.20

Table 1: The main results of all baseline models and our method w.r.t. the F1 score/% and the accuracy/% metrics,
where Det. and Cor. mean detection and correction. We highlight the best score in bold and underline the runner-up

one.

(3) The LLM-based model Simple-CSC exhibits
undesired results in some cases, which are even
worse than BERT-based models. For example,
in the sentence-level toxicity detection on the
COLDataset, Simple-CSC achieves an accuracy
of 53.85% while that of ft-SCOPE is 63.52%. This
can be attributed to the limited cloaked toxic knowl-
edge of LLMs, which is in accordance with the
poor performance of prompt-based LLM models
Baichuan2-7B-Base, Deepseek-V3 and GPT-4o.

(4) C2TU-LLM and C2>TU-BERT take the first
two ranks in all contests. On the one hand, they use
homophone graph and toxic lexicon to match all
the potential toxic words in a given text sequence,
which increases true positive rate. On the other
hand, they further utilize a filtering step to mitigate
the risk that transforms non-toxic words into toxic,
which decreases false positive rate. We further
corroborate this ordering with a human evaluation
on 200 sampled ToxicloakCN examples, which is
reported in Appendix L.

4.3 Analysis of Filtering Stage

As mentioned in Section 3.2, the Naive method
that includes toxic word matching only and dis-
cards candidate toxic word filtering could lead to
small false negative rate at the cost of high false

positive rate. We next show the results of True/-
False Positive/Negative rate, recall and precision
in Table 2. Naive has better TP and FN rates than
our methods, which results in higher recall values
because it regards all the candidate toxic substrings
as the “true” toxic words. However, this leads to
over-detection and over-correction, which catego-
rizes a large number of non-toxic words to be toxic.
Such indiscriminate filtering severely compromises
the semantic integrity of benign sentences, mak-
ing the Naive approach impractical for real-world
scenarios where preserving the original meaning
is crucial. Our methods further filter out candidate
toxic words that are non-toxic and thus achieve bet-
ter FP and TN rates, and higher precision scores.
For example, On the ToxicloakCN dataset, in the
correction task, Naive has a precision of 9.74%,
while that of our model C2TU-LLM is 90.41%,
which is around 10x larger. In summary, our meth-
ods significantly improve precision, at the cost of a
mild drop in recall, which finally lead to larger F1
scores. Representative error cases for C2TU-BERT
and C2TU-LLM are summarized in Appendix E.

4.4 Efficiency study

We next analyze the model efficiency. The re-
sults are presented in Figure 3, where A indicates
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Dataset ToxicloakCN

Detection Correction
Metrics/% TP+ FP| FN| TNt recallf precisionf TP{ FP] FN|] TNt recallf precision?
Naive 241 1874 0.19 78.67 92.74 11.39 2.02 18.74 0.58 78.67 77.83 9.74
C2TU-BERT 1.55 029 1.05 97.11 59.54 84.25 142 029 1.18 97.11 5450 83.04
C2TU-LLM 179 0.18 0.80 97.23 69.09 91.04 1.67 018 093 97.23 64.13 90.41
Dataset COLDataset

Detection Correction
Metrics/% TPt FP| FEN| TNt recallt precisionf TP{ FP| FN|] TNt recallf precisiont
Naive 599 094 033 9274 94.72 86.50 564 094 0.69 92.74 89.11 85.77
C2TU-BERT 535 0.08 098 9359 86.83 99.51 524 0.08 1.09 9359 85.51 99.50
C2TU-LLM 56 0.02 073 93.66 8842 99.71 555 0.02 0.78 93.66 87.66 99.70

Table 2: Character-level analysis between the Naive method with C2TU on ToxicloakCN and COLDataset. T/F
means True/False. P/N means Positive/Negative. All results are normalized by dividing the raw values by the total
number of sentences and characters in the dataset. We highlight the best score in bold.
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Figure 3: Efficiency study on the sentence-level correc-
tion task.

COLDataset and % represents ToxicloakCN. We
use different colors to denote different methods
including C2TU-LLM, C2TU-BERT, Simple-CSC
and Baichuan2-7B-Base. For fairness, all LLM-
based methods are based on Baichuan2-7B-Base.
From the figure, we observe: (1) As LLM-based
methods, C*TU-LLM is significantly more effi-
cient than Simple-CSC and Baichuan2-7B-Base.
This is because C>*TU-LLM only uses LLM to out-
put sentence probability difference, while the other
two methods perform token generation. (2) C>TU-
BERT is more efficient than C2TU-LLM due to the
less number of model parameters, but it is at the
cost of lower model effectiveness. In summary, our
models are highly effective and also efficient.

4.5 Extension to Shape-Similar Cloaks

To further test whether C2TU is tied to homophone-
based cloaks, we run a supplementary experiment
on shape-similar characters. We keep the matching

Method Sent-Det.  Sent-Cor. Char-Det. Char-Cor.
Simple-CSC 70.32 67.86 98.64 98.54
C?TU-BERT 89.97 89.97 99.42 99.42
C’TU-LLM 94.92 94.92 99.59 99.59

Table 3: Supplementary evaluation on ToxicloakCN
with shape-similar cloaks. We extract the shape-
similarity graph using SimilarCharacter and keep the
rest of the framework unchanged.

and filtering pipeline unchanged and only replace
the homophone graph with a shape-similarity graph
extracted using the open-source SimilarCharacter?
library. This setting isolates whether the frame-
work can transfer to another relation graph without
additional training.

The results in Table 3 show that C?*TU still
brings consistent gains under a different relation
graph, indicating that the framework is not limited
to homophone cloaks alone.

4.6 Ablation Study

We also conduct an ablation study on C2TU to
understand the characteristics of its main compo-
nents. Given the auto-regressive nature of LLMs,
it is direct to predict the occurrence probability of
a word based only on its preceding context X .
This helps us understand the importance of the sen-
tence probability method that leverages full context
in the filtering stage. We call this method C>TU-
WP (Word Probability). Further, filtering candi-
date toxic words in Algorithm 2 involves multiple
rounds. We introduce a single round strategy, in
which each (w,[) pair satisfying P, < P is re-
placed. This helps us understand the importance
of the iterative strategy for filtering. We call this

Shttps://github.com/contr4l/SimilarCharacter
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Figure 4: Sentence level correction accuracy gap
between C2TU , C2TU-WP and C2TU-SR on both
datasets. The BERT-based model is employed on bert-
chinese-base and the LLM-based model is employed on
Baichuan2-7B-Base.

method C2TU-SR (Single Round).

We then compare C?>TU with C2*TU-WP and
C2?TU-SR. Due to the space limitation, we only
show the results on the accuracy of sentence-level
correction in Figure 4. For other cases, we ob-
serve similar results, detailed in Appendix J. From
the figure, we see that: (1) C2TU-LLM signifi-
cantly beats C2TU-WP. This indicates that X
also provides essential semantic information and
leveraging the full text context for filtering candi-
date toxic words is necessary. (2) For both C2TU-
BERT and C?>TU-LLM, they consistently outper-
form C2TU-SR across the datasets. This is because
C?TU replaces the (w, ) pair with the largest prob-
ability difference in each round, which iteratively
enhances the context of remaining (w, [) pairs and
the correction accuracy.

5 Conclusion

In this paper, we presented C>TU, a training-free
and prompt-free method for unveiling Chinese
cloaked toxic contents on social platforms. Specifi-
cally, our method consists of two stages: Chinese
cloaked toxicity matching and over-unveiling can-
didates filtering. For the former, we constructed the
homophone graph to capture similar homophone
relationships between Chinese characters. Subse-
quently, we matched toxic words via the homo-
phone graph and toxic lexicon. To mitigate over-
correction issues, we employed context-aware lan-
guage models (BERT-based and LLM-based) to
filter candidate toxic words iteratively. Comprehen-
sive experimental results show that C2TU achieves
superior performance in Chinese cloaked toxicity
unveiling task with high efficiency.

Limitations

Our method is designed to restore cloaked variants
of known toxic terms, rather than discover entirely
new toxic expressions or rapidly evolving slang. It
mainly targets character-substitution cloaks, while
other cloak types such as character-splitting, cross-
lingual homophones, and emoji replacements re-
main outside the current framework and will be
studied in future work.

Ethical Considerations

Our original intent is to unveil cloaked toxic con-
tents online in order to optimize cyber governance
and purify the digital environment, given that
cloaked toxic contents are indeed a pervasive phe-
nomenon.

We acknowledge that the toxic word candidates
identified in Stage 1 - derived from homophonic
graph and a toxic lexicon - while comprehensive,
inevitably include numerous false positives. This
occurs because simple homophonic matching with
toxicity inherently produces substantial misclassifi-
cations, which will result in a significant number of
normal expressions being misclassified as toxicity.

To address this, we implement our Stage 2 fil-
tering method to systematically eliminate normal
expressions that were mistakenly flagged. Our ex-
perimental results in Table 2 demonstrate that this
filtering approach significantly reduces the false
positive rate, albeit at some cost to true positive
rate. This design choice prioritizes protecting users’
rights to express legitimate content while maintain-
ing detection efficacy.

From an academic research perspective, this rep-
resents the fullest extent of what we can achieve.
Our technology is designed solely for academic
research purposes, with no intended application in
commercial or governmental contexts.

In the future, if this research ever be imple-
mented in real-world content moderation systems,
we maintain that human review remains indispens-
able. Our methodology can identify the vast ma-
jority of cloaked toxicity cases, which would then
undergo human verification. This approach would
ensure that every content flagged as toxic receives
human validation.

To address the potential misuse of this technol-
ogy for censorship, we require all users to obtain
our authorization. We promise that we will not
grant permission to government agencies or com-
panies that are closely affiliated with governments.
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A Theoretical Proof

Proof A.1 Given a text sequence X =
[ Xpre, w, Xuit] and a toxic word | with len(w)=
len(l) = N, let X' denote the new sequence with w
replaced by l. Then, the following equation holds:

ProbDiff (P, P;) =

(6)

log PLLM(X) — log PLLM(X/)
where Pyiv(X) and Pupvi(X') denote the prob-
ability of X and X' output by LLM, respectively.
Both the probabilities can be calculated in the auto-
regressive manner as Equation 4.

Firstly, we derive the general formula for
Priv(w| Xpre, Xtail):

Prim(Xpre, w, Xail)
Prim(Xpres Xtail)

B Priv(X)

— Priv(Xpre, Xiail)

Priv(w] Xpre, Xtail) =

(N
Analogously:

P X'
PLLM(”XPI‘E7 Xtail) = LLM( )

= €))
PLLM (Xprea Xtail)

Therefore:

ProbDiff (P, ;)
= log P, —log P,
= log Prim(w| Xpre, Xtail)

— log Prim (| Xpre, Xtail)
~ log Prim(X)
Prim(Xpre, Xtail) ©)
Prim(X')

Prim(Xpre, Xtail)

— log

Prim(X)
Priv(X7)
= log PLLM (X) — log PLLM (XI)

Q.E.D.

= log

B Evaluation Metrics

We evaluate the model performance by F1 score
and accuracy from two aspects (sentence-level and
character-level), with each one containing both de-
tection and correction tasks, which is common met-
rics in the CSC field. Unless otherwise stated, all re-
ported F1 and accuracy values are micro-averaged
over the full evaluation set, with TP, FP, FN, and
TN accumulated before computing the metrics.
For sentence level, given the sample pair of
(source sentence and target sentence) and the cor-
responding corrected sentence, if the length of cor-
rected sentence is not equal to the target sentence,
the result is FN for both detection and correction
tasks. Otherwise, we have the following definition:

Sentence Level Detection (1) If the source sen-
tence is different to the target sentence, the source
sentence needs to be corrected. In this situation,
if all wrong characters in source sentence is cor-
rected (no matter correctly or not), and no proper
character is over-corrected, the result is TP. Other-
wise, the result is FN. (2) If the source sentence is
identical to the target sentence, the source sentence
doesn’t need to be corrected. In this situation, if the
corrected sentence is same to the target sentence,
the result is TN. Otherwise, the result is FP.

Sentence Level Correction (1) If the source sen-
tence is different to the target sentence, the source
sentence needs to be corrected. In this situation,
if all wrong characters in source sentence is cor-
rected correctly, and no proper character is over-
corrected, the result is TP. Otherwise, the result is
FN. (2) If the source sentence is identical to the
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target sentence, the source sentence doesn’t need
to be corrected. In this situation, if the corrected
sentence is same to the target sentence, the result
is TN. Otherwise, the result is FP.

For character level, given the sample pair of
(source character and target character) and the cor-
responding corrected character:

Character Level Detection (1) If the source
character is different to the target character, the
source character needs to be corrected. In this situ-
ation, if the corrected character is not same to the
source character (no matter the correction is cor-
rect or not), the result is TP. Otherwise, the result
is FN. (2) If the source character is identical to the
target character, the source character doesn’t need
to be corrected. In this situation, if the corrected
character is same to the target character, the result
is TN. Otherwise, the result is FP.

Character Level Correction (1) If the source
character is different to the target character, the
source character needs to be corrected. In this situ-
ation, if the source character is corrected correctly,
the result is TP. Otherwise, the result is FN. (2)
If the source character is identical to the target
character, the source character doesn’t need to be
corrected. In this situation, if the corrected charac-
ter is same to the target character, the result is TN.
Otherwise, the result is FP.

Based on these definitions, we can calculate the
F1 score (F}) and the accuracy (Acc) by:

2pr

F = 10
1 P (10)
TP+ TN

Acc = 1

“=rpyrNtFPyrTN D

_ TP _ TP
where p = 7prpp and r = 7prpy .

C Datasets

We conduct experiments on two public
datasets: ToxicloakCN (Xiao et al.,, 2024)
and COLDataset (Deng et al., 2022), and finetune
SCOPE (Li et al., 2022) model on CHSD-subset
constructed from CHSD (Rao et al., 2023). Details
on these datasets are given in Table 4.

Homo-Graph We use pypinyin to capture tone-
ignored pinyin of all Chinese characters and con-
nect characters with identical or phonetically simi-
lar pinyins, which is defined in Section 3.1.1. The
details of homophone graphs are shown in Table 5.

Dataset Size  Lexicon size
ToxicloakCN 4,586 387
COLDataset 10,415 115
CHSD-subset 2,790 602

Table 4: Dataset size and lexicon size of ToxicloakCN,
COLDataset and CHSD-subset.

Dataset Node size Edge size
ToxicloakCN 3,613 141,683
COLDataset 3,879 163,969

Table 5: Homo-graph size of ToxicloakCN and

COLDataset.

Toxic Lexicon (1) ToxicloakCN is an enhanced
dataset derived from ToxiCN (Lu et al., 2023),
where JioNLP (Cui, 2020) and NMSL* are applied
to perform homophone substitution and semanti-
cally similar emoji substitution on toxic speech, re-
spectively (Xiao et al., 2024). For the experiments
in this paper, we use the homophone-substitution
subset only, and exclude emoji-based perturbations
from the reported main results. For keyword-based
substitution, the toxic lexicon from ToxiCN is used
as keywords. For cleaner lexicon without cloak,
we further correct and deduplicate the ToxiCN’s
lexicon. We first manually correct all toxic words
in the original lexicon back to their proto-toxic
words, and then retain each proto-toxic word. (2)
COLDataset is collected through web crawling
based on keywords, comprising 37,480 contents
and spanning a wide range of topics related to race,
gender, and regional issues. Since no existing work
has compiled a toxic lexicon for COLDataset, we
instead utilize the crawler keywords used during
dataset construction(Deng et al., 2022) as toxic lex-
icon. Based on the lexicon, we merge the validation
set with the test set and apply JioNLP (Cui, 2020)
to perform homophone substitution and finally get
the cloaked dataset, following the noise injection
procedure of ToxicloakCN (Xiao et al., 2024).

w/TL w/oTL
1,706 542
542 0

w/ C.L
w/o C.L

Table 6: The distribution of the CHSD-subset.
T.L means ToxiCN’s lexicon, while C.L means
COLDataset’s lexicon.

*https://github.com/THUzhangga/NMSL
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Dataset for Finetuning To ensure fair compar-
ison between our model and CSC model, we fur-
ther fine-tune BERT-based CSC model SCOPE (Li
et al., 2022) on a subset of CHSD (Rao et al., 2023),
which integrates datasets COLDataset (Deng
et al., 2022), SWSR (Jiang et al., 2022) and
CDIAL-BIASDATASET (Zhou et al., 2022) to bal-
ance the distribution difference of toxic contents
(see Table 6). To construct the CHSD-subset, we
first filter out samples that appear in the part of
COLDataset used in the test set. Next, we select
samples based on toxic keywords from the two
lexicons of ToxicloakCN and COLDataset, ensur-
ing that our fine-tuning data contains relevant toxic
content. Then we merge the two lexicons and apply
JioNLP (Cui, 2020) to introduce noise. Note that
we use the original lexicon of ToxiCN here. Finally,
we construct CHSD-subset with 2790 samples that
consists of 80% training and 20% validation data.
Then we finetune the pre-trained SCOPE model
with following settings: learning rate=5e — 5, batch
size=32, accumulate grad batches=2, epoch=20,
warmup proporation=0.1. We first train the SCOPE
model and it achieves a character-level detection
F1-score of 0.8007 and a character-level corection
F1-score of 0.7810 on CSC dataset. We then con-
ducted fine-tuning on CHSD-subset and it achieves
a character-level detection F1-score of 0.6026 and
a character-level correction F1-score of 0.5531. De-
tails of CHSD-subset are presented in Table 6.

D Out-of-Domain and Cross-Resource
Analysis

To provide additional support for the robustness of
our matching-and-filtering framework, we examine
how much overlap exists between the homophone
graphs built from COLDataset and ToxiCN, as sum-
marized in Table 7. Although the two datasets dif-
fer, their commonly used character sets overlap
substantially.

We further conduct a cross-resource experiment
on ToxicloakCN using the ToxiCN lexicon, as
shown in Table 8. We compare three homophone
graphs: the original ToxiCN graph, a joint graph
formed by taking the union of the COLDataset and
ToxiCN graphs, and a general graph built from all
CJK Unified Ideographs in U+4E00-U+9FFF us-
ing pypinyin. The general graph contains 20,992
nodes and 4,460,324 edges.

The results suggest that a broader graph does
not necessarily improve performance, since the

Quantity Value
COLDataset graph nodes 3,879
ToxiCN graph nodes 3,613
Intersection 3,118
Union 4,374
COLDataset-only 761
ToxiCN-only 495
Jaccard similarity 0.7128

Table 7: Overlap between the homophone graphs con-
structed from COLDataset and ToxiCN.

Method Sent-Det.  Sent-Cor. Char-Det. Char-Cor.
w/ ToxiCN graph 74.67 70.01 78.56 75.04
w/ Joint graph 72.33 68.44 82.97 74.69
w/ General graph 72.33 68.44 82.97 74.69

Table 8: Cross-resource evaluation on ToxicloakCN
using the ToxiCN lexicon. We report F1 scores (%).

contextual filter can already suppress many rare
or implausible candidates. More broadly, Chinese
characters and their pronunciations form a finite
and relatively stable inventory, so temporal drift
is more likely to affect the toxic lexicon than the
homophone relation itself.

E Representative Error Cases

We manually inspect aligned original-cloaked sen-
tence pairs and summarize representative errors
from C2TU-BERT and C>*TU-LLM in Table 9.

These examples suggest that the remaining fail-
ures are mostly caused by phonetic ambiguity, di-
alectal overgeneralization, and overlapping candi-
date spans.

F Prompt Template

Our prompt-based framework utilizes the following
template structure (optimized version, generated
by GPT-40) to unveiling the cloaked toxicity:
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Dataset Error type Original Sentence Cloaked Sentence C2TU-BERT C2TU-LLM
ToxicloakCN Short-span phonetic FEUL UL ANE? BIREFIE %i)@ﬁi)@ﬁﬁzmﬁ? RIS %ﬁﬁ;ﬁﬁx?ﬁ? BRI %UWEH&K@? HIRIFSR
confusion T 1
COLDataset Polyphonic ambiguity @B JEAF, EHEWEH WRNENGF, HEWE ®BREIZENGF, HENH WRIBNE, HENH
XER—EN, RE WZEEHW, RE WRERHEW, RE RN, R
NIEFRAR RN ZERX NRAASRINZEX NRAAG RO ZMEX ASREHR B I5 2 ihx
R, AHAR AE, R AL TR AL, IR
ToxicloakCN Dialectal Wiiﬁ‘%@%ﬂ%ﬂ(ii@? %ﬁﬁ‘%?ﬁ%ﬂ‘]ﬁiﬁéﬁ? 14\12/[\%&5%94135151@@ ﬁJx;Z’W‘ﬁ‘“ﬁ%E‘]ﬁSI?%Q?
overgeneralization
ToxicloakCN Overlapping candidates E1‘|‘L\TJ\L15'=%1(§WW ETJrAfmu%%ﬁWUﬂWT &ﬁMJwﬁ%ﬁﬂ'ﬁﬁM &H“/M e PR AU R

WABAIEEANY (15
W1 BL SRR 5 2T
We, WA (FEE]

WABIEEANY (15
W1 B AR B R T
We, RN (FEEE

MARIEEAN? (15
B B AR B AT
We, WRANIA MY [FEEE)

E’Jtﬂﬁﬁﬂﬂﬂ";)\‘? (&
W BOL B AR B AT
We, WRANIA MY (HEEE)

Table 9: Representative error cases of C2TU-BERT (bert-chinese-base) and C2TU-LLM (Baichuan2-7B-Base).

Prompt template for prompt-based method.

- System:

£55.
gﬁ#i@@%ﬁ*%%ﬁ%%%?mEo
Q%%W%ﬁmmAm%m@m@%ﬁﬁ~

2. AREREYEFMG T, NEEHEME
@W@

- User: <Input sentence>
- Assistant: <Output sentence>

Table 10: Prompt template for prompt-based method.

G Pseudocode of Matching and Filtering

G.1 Toxic Words Matching Algorithm

Algorithm 1 Toxic Words Matching

Input: User comment X, lexicon £, homophone
graph G

Output: Potentially cloaked toxic words W),

1: W < SlidingWindow (X), W), < 0
2: for each w in W, each 1) in £ do
3. iflen(w®) = len(1)) then

4: N + len(w®), flag + True
5: for each k € {1,2 ,N}do
6 if g.HasEdge(w,g ,z(ﬂ ) # 1 then
7: flag < False

8: end if

9: end for
10 if flag = True then
11: W, W, U {(w®, 1))}
12: end if
13:  end if
14: end for
15: return W,

G.2 Filtering Toxic Words Algorithm

Algorithm 2 Filtering Toxic Words

Input: X, W,, P(-)
Output: Corrected text X'
1: Initialize X' + X
2: while W), is not empty do
3. for each tuple (w®, 1)) in W, do
Xpres Xuail GetPreTaﬂ(X 3 w®)
Pw(i) — P(wm ’ Xpre7 Xtaﬂ)
Pl(i) — P(l(l) | XpreaXtail)
d; < ProbDiff(P, ), Pjci))
end for
Get the index with the most significant dif-
ference: k < argmin d;

D e AN

7
10: if P u) < Py, then

11: Xpres Xail < GetPreTail( X', w®))
12: Replace: X' « [Xpre,l( ), Xail
B W e W\ {(w®, 1)}

14:  else

15: break

16:  end if

17: end while
18: return X'

H Performance Across LLMs

We evaluate the performance of C2TU-LLM
across different LLMs, including LLaMA3-
8B (Al@Meta, 2024), Qwen2.5-7B (Team, 2024)
and Baichuan2-7B (Yang et al., 2023). We take
Simple-CSC and Deepseek-V3 as our baselines, as
they are also LLM-based. The results are shown in
Table 11. While Simple-CSC employs Baichuan?2-
13B-Base and Deepseek-V3 is 671B, our method
consistently outperforms them with different LLMs
of smaller parameter scales (7B and 8B). This fur-
ther shows the effectiveness of our method with
the homophone graph and Chinese toxic lexicon,
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ToxicloakCN COLDataset

Metric/% Method Model Sentence Character Sentence Character
Det. Cor. Det. Cor. Det. Cor. Det. Cor.
Simple-CSC  Baichuan2-13B  47.81 41.28 50.18 43.77 59.60 57.36 71.60 69.28
F1 Prompt-based Deepseek-V3 28.66 20.21 17.15 856 40.89 31.99 40.15 26.84

score
LLaMA3-8B 68.74 6430 7444 7098 89.55 86.25 9274 91.97
C2TU-LLM Qwen2.5-7B 67.20 63.52 7346 70.19 89.37 86.30 9241 91.73
Baichuan2-7B  74.67 70.01 78.56 75.04 90.52 88.54 93.73 93.30
Simple-CSC  Baichuan2-13B  66.38 63.58 98.13 97.97 53.85 5199 97.15 96.97
A Prompt-based Deepseek-V3 46.36 41.04 83.46 8257 40.59 3226 85.67 83.82
ccuracy

LLaMA3-8B 79.83 7771 98.85 98.73 87.02 83.98 99.14 99.06
C2TU-LLM Qwen2.5-7B 78.81 77.04 98.80 98.69 86.94 84.12 99.10 99.03
Baichuan2-7B 83.60 81.36 99.02 98.89 88.37 86.55 99.25 99.20

Table 11: The results of C2TU-LLM with different LLMs w.r.t. F1 score and accuracy metrics, where Det. and Cor.
mean detection and correction. We highlight the best score in bold.

Model Sent-Det.  Sent-Cor. Char-Det. Char-Cor.
Baichuan2-7B 74.67 70.01 78.56 75.04
Qwen3.5-4B 69.31 64.83 81.39 71.53
Qwen3.5-7B 71.01 66.65 81.82 72.52

Table 12: Recent Qwen3.5 backbone comparison on
ToxicloakCN. We report F1 scores (%).

which inject knowledge of cloaked toxicity into
LLMs. We also report Qwen3.5 backbones (Team,
2025) on ToxicloakCN in Table 12.

The newer Qwen3.5 models still lag behind
C?TU-LLM with Baichuan2-7B on this bench-
mark, which suggests that the task benefit comes
more from the matching-and-filtering design than
from a newer general-purpose backbone alone.

I Human Evaluation

Given that our evaluation metric for unveiling is
based on rule matching rather than semantics, some
sentences may not be corrected to their original
form even though the unveiled outputs are valid.
Therefore, we conducted a human evaluation based
on sampling. Specifically, we randomly select 200
samples from the ToxicloakCN dataset and per-
form unveiling using three models: Simple-CSC,
C?TU-BERT, and C*TU-LLM, which are the three
strongest systems under automatic evaluation.

For evaluation, we recruit three evaluators (two
female and one male) with prior knowledge of Chi-
nese toxicity. All of them are highly interested in
cloaked toxicity topic and volunteer to undergo the
experiment. They are recruited as Research Assis-

Model Correct Incorrect Accuracy (%)  95% CI (%)
Simple-CSC 154 46 77.00 [70.69, 82.29]
C2TU-BERT 168 32 84.00 [78.29, 88.43]
C2TU-LLM 178 22 89.00 [83.91,92.62]

Table 13: Human evaluation on 200 sampled examples
from ToxicloakCN.

tants (RAs) and remunerated in accordance with
the wage standards prescribed by local laws.

All RAs receive detailed task instructions and
are shown the toxic lexicon. During assessment,
each evaluator is presented with five versions of
each sentence: the raw sentence, cloaked sentence,
and the three model-generated unveiled sentences.
They are then asked to label each model’s output:
marking it as "1" if they believed the sentence con-
tains no remaining cloaking, and "0" otherwise.
The final evaluation result for each sentence is de-
termined by majority voting among the three eval-
vators’ labels. Table 13 reports the final human
evaluation results, while Table 14 reports inter-
annotator agreement statistics for the same sample.
The larger sample size reduces variance, and the
same ranking remains: C2TU-LLM performs best,
followed by C>TU-BERT and then Simple-CSC.

Model
C?TU-LLM
C?TU-BERT
Simple-CSC

Fleiss’ Kappa Observed Agreement P Chance Agreement P,
0.87 0.97 0.79

0.88 0.97 0.72
0.94 0.98 0.64

Table 14: Inter-annotator agreement for human evalua-
tion.
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Figure 5: Full results of ablation study.

J Full Results of Ablation Study

Figure 5 summarizes the full ablation study be-
tween C>TU, C2TU-WP and C*TU-SR on both
datasets. The C>TU-BERT is employed on bert-
chinese-base and the C2TU-LLM is employed on
Baichuan2-7B-Base.
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