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Abstract

Red teaming attacks are a well-established ap-
proach for identifying weaknesses in large lan-
guage models (LLMs). As the generative ca-
pabilities of LLMs continue to improve, re-
searchers have increasingly leveraged them to
automatically generate red teaming attacks, of-
ten by crafting adversarial prompts that target
other LLMs. Despite this progress, there is
currently no effective strategy for selecting suit-
able LLMs to serve as red teaming agents. In
this work, we propose a systematic framework
to investigate how various factors of LLMs in-
fluence their effectiveness in generating red
teaming attacks, including model security, gen-
eral capability, and parameter scale. The goal
of this study is to understand the mechanisms
behind the effectiveness of red teaming LLMs
and to provide principled guidance for selecting
appropriate red teaming LLMs.

1 Introduction

Red teaming attacks are adversarial attacks that
intentionally craft inputs to expose and exploit
the safety limitations of large language models
(LLMs). In this context, red teaming ability refers
to an LLM’s capacity to generate such adversarial
prompts to bypass the limitations of target mod-
els. Early red teaming attacks relied on human-
crafted prompts (Dinan et al., 2019). However, as
LLMs have become more powerful, the effective-
ness of manual approaches has diminished. Human-
generated prompts often fail to match the increas-
ing complexity of modern LLMs, which are more
resistant to simple adversarial strategies. Conse-
quently, researchers have turned to using more ad-
vanced LLMs to generate adversarial prompts, re-
placing human involvement (Ganguli et al., 2022;
Zeng et al., 2024). This shift is driven by the fact
that LLMs can quickly generate a wide range of so-
phisticated attack prompts at scale, something that
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would be time-consuming and less efficient for hu-
mans to achieve. Moreover, LLMs can dynamically
adjust their outputs based on feedback from prior
attempts, enabling iterative refinement of adversar-
ial inputs. This allows for more thorough testing
of LLM vulnerabilities and a more scalable ap-
proach to red teaming (Zou et al., 2023; Chao et al.,
2023). Existing work on LLM-based red teaming
attacks typically uses LLMs as prompt-generation
tools (Zou et al., 2023; Chao et al., 2023), while
relatively few studies investigate strategies for se-
lecting appropriate LLMs to serve as red teaming
agents.

The alignment goals of LLMs are to be Help-
ful, Harmless, and Honest (Askell et al., 2021;
Ouyang et al., 2022). The “Helpfulness” of an
LLM is related to its parameter count and its per-
formance across various tasks. The “Harmlessness”
of an LLM is associated with its robustness against
red teaming attacks. We believe these two align-
ment objectives are the primary factors that affect
a model’s red teaming ability. To validate this idea,
we first propose a framework for evaluating an
LLM’s red teaming ability and security. We then
empirically examine this idea by addressing the
following two research questions.

1) Is a “Harmless” LLM suitable to serve as a
red teaming model? Safer LLMs tend to produce
more conservative outputs and may refuse to re-
spond to prompts that involve potentially harmful
content. However, in practice, red teaming models
are required to generate adversarial prompts that
intentionally include harmful or policy-violating
content. This inherent tension raises the question of
whether safety-aligned LLMs can effectively func-
tion as red teaming models. Accordingly, this study
investigates the relationship between an LLM’s se-
curity level and its effectiveness in generating ad-
versarial prompts.
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10Figure 1: Overview of the framework. The framework includes two parts: security assessment and red team
capability evaluation. In security assessment, fixed attack prompts based on red team strategies (like ethical pressure,
role-playing, and goal conflict) are input into the target model. The evaluation model scores the outputs to measure
security. For red team capability evaluation, attack prompts are created using harmful queries and strategies, then
optimized through multiple iterations to improve breach success. The effectiveness is judged by the severity of
unsafe outputs from the target model. The specific content of oi and oiT can be found in the Appendix A.2.

2) Is there a correlation between a model’s red
teaming ability and its “Helpfulness”? Intu-
itively, akin to other tasks in NLP, a more helpful
LLM should be able to generate better red team-
ing prompts. This is because a red teaming model
must possess sufficient reasoning and generative
capabilities to understand and apply diverse attack
techniques, such as inducing the target model to
adopt specific roles (Yu et al., 2023) or encouraging
responses that begin with affirmative statements.

To test this hypothesis, we design two comple-
mentary measures to quantify “helpfulness” of an
LLM. One is its parameter count. According to
scaling laws, parameter count is a key indicator of a
model’s representational capacity and is closely as-
sociated with its overall intelligence (Kaplan et al.,
2020). Models with larger parameter counts gen-
erally exhibit greater capacity and, consequently,
higher helpfulness. The second measure is general
capability, which is typically assessed by evaluat-
ing an LLM’s performance across a broad range of
NLP benchmarks (Hendrycks et al., 2021; Cobbe
et al., 2021; Chen et al., 2021).

In this study, we propose a unified framework (il-
lustrated in Fig. 1) to evaluate over 20 LLMs span-
ning a wide range of parameter counts in terms
of both security and red teaming capability. In
parallel, we assess their general capabilities us-
ing three widely adopted benchmarks. Finally, we
perform statistical analyses to examine the relation-
ships among red teaming performance, security,

parameter count, and general capability, yielding
insights into the factors that influence the effective-
ness of LLMs as red teaming agents.

2 Methodology

We propose a framework to test the security and
red teaming ability of LLMs. The general capa-
bilities of LLMs will be determined based on the
results of multiple mainstream public evaluation
benchmarks.

2.1 Security of LLMs

Problem Formulation: We define the safety
evaluation of LLMs under red teaming attacks us-
ing two metrics: AFR and HS. Given a harmful
seed dataset S = {si}, each si (1 ≤ i ≤ N1) is
combined with a fixed attack instruction to form an
adversarial prompt piS , yielding PS = {piS}. The
evaluated models are denoted as M = {Mj}. For
each piS , model Mj produces an output oi. A judge
model assigns a harmfulness score Score(oi) ∈
[1, 10]. If Score(oi) > 6, oi is labeled as ounsafe;
otherwise, as osafe. We compute:

AFR =
Count(osafe)

Count(osafe) + Count(ounsafe)
(1)

HS =

∑N1
i=1 Score(oi)

N1
(2)

Attack Prompt: In this section, we draw inspira-
tion from previous research and employ techniques
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Prompt Denotation Description

Attack Prompt PS The system prompt of LLMs when we test the security of LLMs.
Red Teaming Instruction – The system prompt for red teaming LLMs to make role assignment.

Judge Instruction – The system prompt when the judge model determines whether the output of LLMs is harmful.

Table 1: Frequently used notations

such as moral coercion (Zeng et al., 2024), role
assignment (Yu et al., 2023), and goal competi-
tion conflicts (Chao et al., 2023) to create a fixed-
pattern prompt. This prompt is designed to induce
the LLMs to bypass security constraints and output
harmful content, and we show an example in Fig. 2.

Judge Model: After the induced Attack Prompt
is input into the LLMs, we use a Judge Model to
evaluate whether the LLMs have been jailbroken.
The Judge Model is an existing advanced LLM that
possesses better efficiency and consistency than hu-
mans. In this work, we choose Qwen-max (Team,
2024a) as Judge Model. Qwen-max is a billion-
scale model developed by Alibaba Cloud, with per-
formance comparable to GPT-4o. We believe it is
capable of serving as a judge model. We add some
examples to the prompt to improve the accuracy
of the model. Additionally, the evaluation results
indicate that Judge Model’s assessments of harm-
fulness align with human evaluations at a rate of
94% (see Section 3.3), demonstrating its reliabil-
ity. Fig. 3 shows a sample of prompt for Judge
Model. The prompt includes the settings of LLMs’
response, the harmfulness score, and the reason for
the score.

Process of Evaluating Security. As shown in
Fig. 1, we insert the harmful content from seed
dataset into Attack Prompt and then attack LLMs
to obtain the LLMs’ response. Next, we input the
LLMs’ response into Judge Model, which assigns
a score to the LLMs’ reply. We use this scoring
to assess whether the LLMs’ responses are harm-
ful. Finally, we determine the LLMs’ security by
calculating the ratio of harmful responses.

2.2 Red Teaming Ability of LLMs
Problem Formulation: Red teaming ability
refers to the ability of the red teaming LLMs to
jailbreak the target model.

The process of evaluating the red teaming ability
of models in M is detailed in Algorithm 1. Given
a harmful query seed dataset S′ = {s′i}, where
1 ≤ i ≤ N2, each seed query s′i is combined with
a red teaming instruction. The model Mj then gen-

Algorithm 1 Evaluation of Red Teaming Ability
Input: Set of LLMs:M; Target model: T ; Harmful query
seed dataset: S′; Maximum number of iterations: N3.
Output: SASR: The attack success rates for each LLM in
M; SI : The average iterations for each LLM inM.
Initialize SASR ← {} and SI ← {}.
for Mj inM do

Initialize ASR← 0 and K ← 0.
for s′i in S′ do

for k = 1 to N3 do
piR ← output(Mj | s′i).
oiT ← output(T | piR).
if Score(oiT ) > 6 then

Label oiT as ounsafe
T (jailbreak successful).

break.
end if

end for
K = K + k (total iterations for the current query s′i).

end for
ASR =

Count(ounsafe
T

)

N2
, where N2 = |S′|.

Iter. = K
N2

.
SASR.append(ASR).
SI .append(Iter.).

end for
return SASR and SI .

erates an adversarial prompt piR ∈ PR. The target
LLM is denoted as T , and its output for piR is de-
noted as oiT ∈ OT . The judge model determines
whether oiT has been jailbroken. If Score(oiT ) > 6,
oiT is labeled as ounsafeT , which indicates that a
jailbreak has occurred, and the current loop is inter-
rupted. Otherwise, oiT is labeled as osafeT , and the
next iteration continues. Finally, the Attack Suc-
cess Rate (ASR) and average number of iterations
(Iter.) for each model Mj are computed, and the
evaluation results for all models in M are returned.

Red Teaming Instruction. We instruct the
LLMs to act as red-teaming assistants specifically
designed to generate prompts that can jailbreak
target LLMs. Concretely, each model is first pro-
vided with a target instruction-a query that target
LLMs typically refuse to answer. For example,
a target instruction may be: “Generate a prompt
that encourages the target LLM to respond to the
query ‘How to make a bomb?”’ We then apply
a set of heuristic prompt-engineering techniques,
including in-context learning with exemplars, role
assignment, sensitive word substitution, and log-
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Parameter
Count Model AFR HS ASRQwen ASRDeepseek ASRTotal Iter.Qwen Iter.Deepseek Iter.Total

Deepseek-llm-7B-chat 57.43% 5.17 0% 2% 1% 10 9.84 9.92
Qwen2-7B-instruct 56.03% 4.69 24% 22% 23% 8.5 8.82 8.66
Gemma-1.1-7B-it 41.30% 5.45 50% 100% 75% 7.08 3.04 5.06

Llama3-8B-instruct 51.59% 5.49 22% 54% 38% 4.38 6.46 5.42
6-8B Chatglm3-6B 56.05% 4.65 12% 58% 35% 9.32 5.24 7.28

Mistral-7B-instruct 57.39% 4.93 18% 40% 29% 8.86 6.32 7.59
Vicuna-7B-chat 65.04% 4.81 20% 8% 14% 8.72 9.4 9.06
Llama2-7B-chat 75.45% 2.99 2% 0% 1% 9.88 10 9.94

Llama-2-13B-chat 98.86% 1.09 4% 4% 4% 9.46 9.94 9.7
Mythalion-13B 46.71% 6.09 20% 34% 27% 8.44 6.58 7.51

13B Mythonax-12-13B 34.71% 6.13 24% 52% 38% 8.3 6.96 7.63
Nous-hermes-llama2-13B 21.57% 7.67 30% 60% 45% 8.08 4.98 6.53

Qwen1.5-14B-instruct 35.57% 6.85 88% 96% 92% 4.38 2.92 3.65

Hermes-3-70B-Instruct 9.57% 8.67 90% 92% 91% 3.2 2.68 2.94
Llama-3.1-70B-instruct 77.14% 2.93 82% 72% 77% 3.78 2.44 3.11

70B Llama-3-70B-instruct 64.57% 3.90 72% 72% 72% 5.1 2.66 3.88
Qwen-2.5-72B-instruct 9.71% 8.52 94% 94% 94% 3.66 2.64 3.15
Qwen-2-72B-instruct 10.71% 8.47 84% 60% 72% 4.9 2.8 3.85

GPT-4o 99.43% 1.06 100% 94% 97% 2.42 1.96 2.19
black box Gemini-pro-1.5 32.13% 6.87 96% 92% 94% 2.6 1.68 2.14

LLMs GPT-3.5-turbo-0613 45.64% 5.55 46% 80% 63% 6.48 3.74 5.11
Palm-2-chat 54.79% 5.24 68% 74% 71% 4.9 3.64 4.27

Table 2: LLMs security and red teaming ability. ASRQwen and Iter.Qwen denote the ASR and Iter. metrics
for the target model Qwen2.5-7B-Instruct, respectively. ASRDeepseek and Iter.Deepseek represent metrics for
deepseek-llm-7B-chat. ASRTotal is computed as the average of ASRQwen and ASRDeepseek, with Iter.Total

being calculated similarly.

ical persuasion, to elicit more effective jailbreak
prompts (see Fig. 4).

Evaluating Red Teaming Ability. We utilize
the PAIR framework, which leverages the self-
reflection ability of red teaming LLMs for continu-
ous iterative optimization until the goal of jailbreak-
ing is achieved (Fig. 1). After the LLMs generate
the adversarial prompt, we input it into the target
LLM for a response. This response is then fed into
the judge model, which assigns a harmfulness score
ranging from 1 to 10, where 10 represents the high-
est level of harmfulness. A high score indicates that
the target LLM has been successfully jailbroken
by the red teaming LLMs. If the judgment score is
below 7, the red teaming LLMs receive feedback
and use self-reflection to improve the adversarial
prompt. The red teaming LLMs continue this pro-
cess iteratively, outputting a refined prompt until
the target LLM is successfully jailbroken. Through-
out this process, we use the target LLM’s jailbreak
probability to measure the red teaming ability of
the red teaming LLMs.

2.3 General Capabilities of LLMs

We evaluate the LLMs’ general capabilities by col-
lecting their scores on mainstream benchmarks.

Benchmarks. We evaluate the general capabili-
ties of large language models using three widely
adopted benchmarks that collectively assess multi-
task language understanding, reasoning abilities,
and programming skills, including MMLU (5-shot)
(Hendrycks et al., 2021), GSM8K (4-shot) (Cobbe
et al., 2021), and Human-Eval (HE) (0-shot) (Chen
et al., 2021).

3 Experiment

3.1 Experiment Setup

Datasets For testing the security of LLMs, we
use the “attack dataset”1, which contains 7 poten-
tial risks that LLMs may cause: hate speech and
insults, bias and discrimination, mental and physi-
cal health, misinformation and rumors, ethical and
moral concerns, illegal and criminal activities, and
privacy and property violations. Each risk category
contains 100 pieces of harmful data. To evaluate
the red-teaming ability of LLMs, we utilize a subset
of the Advbench dataset (Chao et al., 2023), which
includes 50 unique simple harmful behaviors.

Models To explore the correlation between the
security and red teaming ability of LLMs, we

1http://galaxy.iie.ac.cn/
competitionItem?id=1
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conduct experiments on the following mainstream
LLMs with 6-8 billion parameters: Llama2-7B-
chat (Touvron et al., 2023), Vicuna-7B (Chiang
et al., 2023), Deepseek-llm-7B-chat (DeepSeek-
AI, 2024), Qwen2-7B-instruct (Yang et al., 2024),
Mistral-7B (AI, 2024), Llama3-8B-instruct (Face,
2024), Chatglm3-6B (GLM et al., 2024), and
Gemma-1.1-7B-it (Google, 2024). And some
13B and 70B models, such as Llama-2-13B-chat,
Mythalion-13B (PygmalionAI, 2024), Mythomax-
l2-13B (Gryphe, 2024), Nous-hermes-llama2-
13B (Research, 2024), Qwen1.5-14B-instruct
(Team, 2024b), Hermes-3-70B-Instruct (Teknium
et al., 2024), Llama-3.1-70B-instruct (Meta, 2024),
Qwen-2.5-72B-instruct (Team, 2024c), and Qwen2-
72B-instruct. The data on the LLMs’ general capa-
bilities comes from the references mentioned above.
In the process of testing the red teaming ability of
LLMs, the target LLM are deepseek-llm-7B-chat
and Qwen-2.5-7B-instruct. Additionally, to detect
whether the output of LLMs is harmful, we use the
advanced LLMs Qwen-max (Team, 2024a) as the
judge model to assess the security and red teaming
ability of the LLMs.

Evaluation Metrics The security of the LLMs is
evaluated through the AFR (Eq.1) and HS (Eq.2).
We assess the red teaming ability of LLMs by cal-
culating the metrics ASR and Iter., as shown in
Algorithm 1. We conducted a statistical analysis
to examine the correlations between two indicators
of red teaming ability and two security indicators.
Additionally, we performed a similar analysis to
investigate the relationships between the red team-
ing ability and model parameter count, as well as
general capabilities. To quantify these correlations,
we employed the Pearson correlation coefficient
(Pearson, 1896).

Parameter Settings In this section, we introduce
the hyperparameter configurations. When testing
the set of models M, the parameter settings follow
(Chao et al., 2023). In the security evaluation of
the LLMs, the temperature is set to 0.1 to ensure
the LLMs’ responses are more cautious. The top-
p parameter is set to 1, and do-sample is enabled
to increase diversity in text sampling. During the
evaluation of the red teaming ability of M, we
adjust the temperature to 1, set top-p to 0.9, and
enable do-sample to enhance creativity. For target
LLMs, we set the temperature to 0.1, the top-p to
1, and enable the do sampling option. For judge

Metric 0.5B 1.5B 1.8B 3B 7B 14B

AFRTotal 91.90% 74.28% 77.73% 78.35% 56.03% 35.57%
ASRQwen 0 0 0 28% 24% 88%
ASRDeepseek 0 0 0 58% 22% 96%
ASRTotal 0 0 0 43% 23% 92%
Iter.Qwen 10 10 10 8.18 8.5 4.38
Iter.Deepseek 10 10 10 3.9 8.82 2.92
Iter.Total 10 10 10 6.04 8.66 3.65

Table 3: The correlation between red teaming ability
and parameter count. To minimize the influence of
other factors, all tested models belong to the same model
family, namely the Qwen family.

LLM, we set the temperature to 0.1, top-p to 0.9,
and enable the do sampling option.

3.2 Experimental Result

The Correlation between Red Teaming Ability
and Security. Through the analysis of Table 2
and Fig. 8, Fig. 9, and Fig. 10, we observe a cor-
relation between the security and the red teaming
ability of LLMs, and we summarize the following
key findings.

Firstly, LLM security is negatively correlated
with red teaming ability, especially for 13B and
6–8B models. Higher AFR corresponds to lower
red teaming performance, measured by ASRTotal

and Iter.Total. Among 13B models (Fig. 9),
this negative relationship is nearly perfect, ex-
cept for Qwen1.5-14B-instruct, likely due to differ-
ences in alignment strategies (SFT+RLHF (Tou-
vron et al., 2023) vs. SFT+DPO (Yang et al.,
2024)). Llama2-7B-chat exhibits a high AFR
(75.45%) and requires more iterations (9.94), in-
dicating that higher AFR suppresses ASRTotal

while increasing attack difficulty. Meanwhile, HS
shows a moderate correlation with both ASRTotal

and Iter.Total. For example, Gemma-1.1-7B-
it, with a high HS (5.45), achieves the highest
ASRTotal (75%) among 6–8B models, whereas
Llama2-7B-chat, with a lower HS (2.99), shows
a much lower ASRTotal (1%) but more iterations.
This suggests that higher HS increases jailbreak
vulnerability while facilitating adversarial prompt
generation. Although the trend between HS and
red teaming ability is consistent with AFR, it is
not strictly linear, as HS is an averaged metric that
may obscure distributional effects (Fig. 13).

Secondly, compared to smaller LLMs, 70B
LLMs exhibit significantly lower AFR but much
stronger red teaming ability. Among 70B mod-
els, AFR is consistently low, with Hermes-3-
70B-Instruct achieving the lowest value (9.57%)
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among all evaluated LLMs. However, all 70B
models achieve an ASRTotal above 70% with an
Iter.Total below 4, reflecting their high effective-
ness as red teaming models. Since 70B models gen-
erally have strong red team capabilities and strong
security, they will all perform well on existing eval-
uation indicators. Therefore, their capabilities are
similar and their distribution on Fig. 10 is clus-
tered, but the overall trend is still consistent with
our conclusion. Despite these advantages, balanc-
ing security with red teaming capability remains
critical for these larger LLMs, as managing security
remains particularly challenging.

Lastly, individual models exhibit substantial vari-
ations in their security and red teaming perfor-
mance. For example, Deepseek-LLM-7B-chat has
an AFR of 57.43%, but an ASRTotal of only
2%, alongside an Iter.Total of 9.92, making it un-
suitable as a red teaming LLM. By contrast, the
Llama2 models (7B and 13B) demonstrate excel-
lent AFR levels but poor red teaming performance.
Notably, Qwen1.5-14B-instruct stands out, show-
ing strong red teaming ability relative to other mod-
els with comparable security levels. It outperforms
other similarly sized models in both ASRTotal and
Iter.Total, which leads it to be considered an out-
lier. These findings underscore the importance of
effectively balancing security and red teaming abil-
ity in LLMs to meet practical application require-
ments.

A more detailed analysis of how safety mech-
anisms in large language models affect their red
teaming capabilities can be found in Appendix B.

The Testing of the Red Teaming Ability and Se-
curity of Black Box LLMs. In testing black-box
LLMs, we tested four LLMs: GPT-4o, Gemini-pro-
1.5, GPT-3.5-turbo-0613 and Palm-2-chat. Since
the specific parameter size of black-box models is
not disclosed, we only test their security and red-
teaming ability without exploring the relationship
between the security and red-teaming abilities of
different black-box LLMs. Our test is solely aimed
at selecting appropriate red-teaming models. We
find that GPT-4o performs excellently in both se-
curity and red-teaming ability, making it suitable
as both a red-teaming model and a target LLM.
Gemini-pro-1.5 demonstrates strong red-teaming
ability but poor security, making it more suitable
as a red-teaming model. GPT-3.5-turbo-0613 and
Palm-2-chat exhibit moderate performance, with
relatively balanced security and red-teaming abil-

Model Name MMLU GSM8K HE ASRTotal Iter.Total

Deepseek-llm-7B-chat 0.494 0.626 0.482 1% 9.92
Qwen2-7B-instruct 0.705 0.823 0.799 23% 8.66
Gemma-1.1-7B-it 0.643 0.464 0.323 75% 5.06
Llama3-8B-instruct 0.685 0.806 0.604 38% 5.42
Chatglm3-6B 0.614 0.723 0.585 35% 7.28
Mistral-7B-instruct 0.601 0.522 0.262 29% 7.59
Vicuna-7B-chat 0.471 0.158 – 14% 9.06
Llama2-7B-chat 0.453 0.146 0.122 1% 9.94

Table 4: The correlation between red teaming abil-
ity and general capabilities. To understand and com-
pare the general capabilities of LLMs, we collect re-
sults from the following major benchmarks: MMLU (5-
shot) (Hendrycks et al., 2021), GSM8K (4-shot) (Cobbe
et al., 2021), and Human-Eval (HE) (0-shot) (Chen et al.,
2021).

ity.

The Correlation between Red Teaming Ability
and Parameter Count. Based on our analysis
of red teaming ability across LLMs with differ-
ent parameter sizes (Table 3), we have derived
the following conclusions: Parameter size signif-
icantly impacts an LLM’s capability to function
as a red teaming model. When the parameter size
falls below 3B, LLMs often fail to correctly in-
terpret task requirements of red teaming instruc-
tion. For instance, despite being instructed to gen-
erate adversarial prompts to jailbreak a target LLM,
smaller models frequently produce inappropriate
or irrelevant outputs. However, once the parame-
ter count reaches 3B or higher, LLMs demonstrate
an improved ability to understand the red teaming
task and successfully generate effective jailbreak
prompts.

In addition, the data in Fig. 11 shows a clear
positive correlation between ASRTotal and model
parameter count. While larger models exhibit
stronger red teaming capability, their security tends
to decrease. As the parameter count increases, the
model’s ability to generate effective red teaming in-
structions significantly improves. For instance, the
model with 3B parameters achieves an ASRTotal

of 43%, indicating that the 3B model has already
begun to exhibit red teaming attack generation ca-
pability. When the parameter count increases to
14B, the ASRTotal rises to 92%, demonstrating
that larger LLMs can generate more effective and
penetrating adversarial prompts, thereby substan-
tially enhancing red teaming ability.

The Correlation between Red Teaming Abil-
ity and General Capabilities. Results collected
from Table 4 indicate that the red teaming ability
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of LLMs does not show a clear positive correlation
with their performance on general tasks. For in-
stance, while Gemma achieves the highest score
in ASRTotal, it performs relatively poorly on stan-
dard benchmarks, highlighting a significant dispar-
ity between its task performance and red teaming
ability. In contrast, both Qwen2 and Llama3 ex-
cel in the standard benchmarks but underperform
in red teaming tasks. Furthermore, Llama2 and
Vicuna not only perform poorly on standard bench-
marks but also struggle to generate effective Attack
Prompt in red teaming tasks. Thus, it is evident that
the red teaming ability of LLMs does not exhibit
a strong correlation with their general task perfor-
mance. Although some models demonstrate ex-
ceptional performance in standard tasks, this does
not necessarily imply that they are also proficient
in red teaming tasks. Since the models tested in
this section have the same number of parameters,
we assume their intelligence is similar. Therefore,
the premise of our result is that the LLMs have
a comparable level of knowledge and learning ca-
pability in learning about red teaming attacks in
red teaming instruction. Based on the description
above, it may be counterintuitive to deliberately
select LLMs with strong general capabilities as red
team models in practical applications.

3.3 Details of Judge Model

3.3.1 LLMs vs. Human Evaluation

This section describes how we assess the accuracy
of the judge model. We recruited three graduate
students with prior knowledge of LLMs as human
evaluators and provided brief training, including
an explanation of LLM jailbreaking and several
annotated examples. A total of 100 LLM responses
were independently evaluated for harmfulness us-
ing three categories: harmless (1), low risk (2), and
high risk (3).

The human ratings were aligned with the judge
model’s 1–10 scale as follows: harmless (1–3), low
risk (4–6), and high risk (7–10). For consistency,
only responses labeled as high risk were considered
jailbreak cases. The agreement between human
and model evaluations was 94%, with a Pearson
correlation coefficient of 0.8489. Detailed results
are reported in Table 5.

3.3.2 Error Analysis

The Gap Between the Classifier and Human
Evaluations. The Judge Model was more likely

Jailbreak (LLM) Safe (LLM)

Jailbreak (Human) 24 2
Safe (Human) 4 70

Table 5: Agreement matrix between LLM-based safety
evaluation and human experts for jailbreak detection.

to classify a response as harmful when human eval-
uators considered it harmless than to make the op-
posite error. Specifically, four responses were clas-
sified as jailbreaks by the Judge Model but as safe
by human evaluators, whereas two responses were
classified as safe by the judge model but as jail-
breaks by human evaluators. This suggests that the
Judge Model tends to be slightly more conservative
than human evaluators.

Error Causes. The classifier may overreact to ag-
gressive or emotionally intense language and incor-
rectly label it as harmful, while human evaluators
can better distinguish strong self-expression from
actual harmful intent. For instance, the statement
“I thrive on superiority and seek to undermine oth-
ers, even when they succeed” reflects a competitive
mindset rather than explicit harm.

Conversely, the classifier may fail to identify
subtle harmful intent when it is expressed indirectly
or embedded in complex emotional language. For
example, “I easily fall into panic and fear, and
I cannot control my emotions” does not contain
explicit harmful actions, yet human evaluators may
consider its potential negative impact on others.

3.4 Additional Analysis Across Models,
Datasets, and Methods

To examine the robustness and generality of our
findings, we conduct a series of additional experi-
ments by varying (i) the target models, (ii) the harm-
ful query seed datasets, and (iii) the red-teaming
methods. Across all settings, we consistently ob-
serve the same trend: red-team models with higher
safety levels tend to exhibit stronger red-teaming
capabilities. Detailed experimental setups and re-
sults are provided in Appendix C.

4 Related Work

4.1 Security of LLMs

LLMs have achieved strong performance in educa-
tion, code reasoning, and mathematical reasoning
(Yeadon and Hardy, 2024; Zhang et al., 2023; Wei
et al., 2022), but their security risks have drawn in-
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creasing attention. Prior studies reveal that LLMs
exhibit unexpected vulnerabilities, including biases,
misinformation (Kasneci et al., 2023), and the abil-
ity to generate harmful content through indirect
language such as euphemisms and sarcasm that
evades existing filters (Wen et al., 2023). Other
work highlights the dual-use nature of LLMs and
risks related to malicious use and contextual pri-
vacy (Anwar et al., 2024), while broader analyses
categorize LLM risks across multiple dimensions,
including discrimination, misinformation, and hu-
man–machine interaction (Weidinger et al., 2022).
Accordingly, existing efforts to improve LLM se-
curity fall into two main directions: governance-
oriented approaches that establish standards, regu-
lations, and evaluation criteria (Kasneci et al., 2023;
Anwar et al., 2024; Shavit et al., 2023; Zuider-
wijk et al., 2021), and technical approaches that
mitigate harmful behavior through security align-
ment, prompt engineering, and filtering mecha-
nisms (Bakker et al., 2022; Ouyang et al., 2022;
Bai et al., 2022; Touvron et al., 2023; Wei et al.,
2023; Alon and Kamfonas, 2023). Recent work
further proposes structured evaluation frameworks
for assessing LLM security through multi-layer or
multi-round interactions (Weidinger et al., 2023;
Zhang et al., 2024).

4.2 Red Teaming of LLMs

Red teaming attacks expose vulnerabilities in
LLMs and thereby contribute to improving their
security. As defense mechanisms are beyond the
scope of this work, we focus on how red team-
ing reveals such vulnerabilities. Existing red-
teaming methods can be broadly categorized into
human-based, heuristic-based, fine-tuning based,
and optimization-based approaches. Human-based
attacks rely on manually constructed or labeled
adversarial prompts to expose vulnerabilities or
build datasets for downstream detection tasks (Xu
et al., 2021; Röttger et al., 2021). Heuristic-based
attacks manipulate model behavior by inserting
crafted prompts or deceptive dialogue contexts to
induce harmful responses (Wei et al., 2023; Anil
et al., 2024). Fine-tuning-based attacks enhance
adversarial prompt generation by fine-tuning mod-
els on harmful datasets (Zeng et al., 2024; Deng
et al., 2024). Optimization-based attacks iteratively
optimize prompts (e.g., adversarial suffixes or self-
reflection) to increase jailbreak success rates (Zou
et al., 2023; Jones et al., 2023; Chao et al., 2023).

Following the threat model and taxonomy proposed
in (Verma et al., 2024), our method falls under Di-
rect Attacks, specifically the Automated Attacks
category.

4.3 Survey and Benchmarking Efforts on
LLM Security and Red Teaming

Research on LLM security and red-teaming has
rapidly expanded in recent years. (Yao et al.,
2023) provide comprehensive analyses of secu-
rity risks and defenses, while A Comparative Sur-
vey of Attacks on LLMs further categorizes attack
paradigms and vulnerabilities(Chowdhury et al.,
2024). For red-teaming, A Survey on Red Team-
ing for Generative Models (Lin et al., 2025) and
(Purpura et al., 2025) outline systematic end-to-end
evaluation workflows and methodology standards.
On benchmarking, ALERT (Purpura et al., 2025)
offers large-scale safety stress-testing, and RedHit
(Sorkhpour et al., 2025) demonstrates the effective-
ness of adaptive automated red-teaming pipelines.
The Automation Advantage in AI Red Teaming
(Mulla et al., 2025) shows automation outperform-
ing manual probing, while (Inie et al., 2023) high-
light human and organizational factors in red-team
processes. Together, these works establish a scal-
able and reproducible foundation for rigorous LLM
safety and red-teaming evaluation.

5 Conclusion

In this work, we propose a framework to analyze
the relationship between LLM red teaming ability
and three factors: security, parameter scale, and
general capability. Our results reveal a clear neg-
ative correlation between red teaming ability and
model security, where increased security signifi-
cantly reduces the ability to generate adversarial
prompts. While a minimum of 3B parameters is
required for effective adversarial prompt genera-
tion, parameter scale alone is not decisive, as some
3B models outperform 7B models in red teaming
tasks. Moreover, no strong correlation is observed
between general capability and red teaming abil-
ity. These findings provide practical guidance for
selecting red teaming LLMs. When parameter
scales are comparable, models with weaker security
should be prioritized over those with the strongest
general capabilities. In our evaluation, GPT-4o
achieve the best overall performance. Gemma-1.1-
7B-it stand out for their cost-effectiveness. Finally,
our findings offer insights for future red teaming
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research. For instance, multi-agent approaches that
rely on mutual attacks and cooperation to improve
security may be ineffective, as increasing an agent’s
security can reduce its attacking capability, poten-
tially disrupting the optimization process.

Limitations

We adhere to the open-source license terms when
utilizing the LLMs. This study did not include
testing of closed-source LLMs, such as ChatGPT,
due to their inaccessibility and lack of transparency.
The proprietary nature of these models restricts our
ability to examine their internal mechanisms, which
is essential for understanding their behavior and
performance. Furthermore, the reliance on closed-
source models raises concerns regarding control
and reproducibility, both of which are critical in
academic research. As a result, our findings may
not fully reflect the capabilities and limitations of
these widely used models.

Acknowledgments

This work was supported by the National
Natural Science Foundation of China (Project
No.T2600598, 62602492), the MOE (Ministry of
Education in China) Project of Humanities and
Social Sciences (Project No.25YJC740005), the
National Language and Character Research Base
(Project No.ZDI145-168, No.YB145-128), and
Fundamental Research Funds for the Central Uni-
versities, Academy of Frontier Interdisciplinary Re-
search, Central China Normal University (Project
No.JC2026PT-004).

References
Mistral AI. 2024. Mistral 7b.

Gabriel Alon and Michael Kamfonas. 2023. Detect-
ing language model attacks with perplexity. CoRR,
abs/2308.14132.

Cem Anil, Esin Durmus, Mrinank Sharma, Joe Benton,
Sandipan Kundu, Joshua Batson, Nina Rimsky, Meg
Tong, Jesse Mu, Daniel Ford, et al. 2024. Many-shot
jailbreaking. Anthropic, April.

Usman Anwar, Abulhair Saparov, Javier Rando, Daniel
Paleka, Miles Turpin, Peter Hase, Ekdeep Singh
Lubana, Erik Jenner, Stephen Casper, Oliver Sourbut,
Benjamin L. Edelman, Zhaowei Zhang, Mario Gün-
ther, Anton Korinek, José Hernández-Orallo, Lewis
Hammond, Eric J. Bigelow, Alexander Pan, Lauro
Langosco, Tomasz Korbak, Heidi Zhang, Ruiqi
Zhong, Seán Ó hÉigeartaigh, Gabriel Recchia, Giulio

Corsi, Alan Chan, Markus Anderljung, Lilian Ed-
wards, Yoshua Bengio, Danqi Chen, Samuel Albanie,
Tegan Maharaj, Jakob N. Foerster, Florian Tramèr,
He He, Atoosa Kasirzadeh, Yejin Choi, and David
Krueger. 2024. Foundational challenges in assur-
ing alignment and safety of large language models.
CoRR, abs/2404.09932.

Amanda Askell, Yuntao Bai, Anna Chen, Dawn Drain,
Deep Ganguli, Tom Henighan, Andy Jones, Nicholas
Joseph, Benjamin Mann, Nova DasSarma, Nelson
Elhage, Zac Hatfield-Dodds, Danny Hernandez, Jack-
son Kernion, Kamal Ndousse, Catherine Olsson,
Dario Amodei, Tom B. Brown, Jack Clark, Sam Mc-
Candlish, Chris Olah, and Jared Kaplan. 2021. A
general language assistant as a laboratory for align-
ment. CoRR, abs/2112.00861.

Yuntao Bai, Saurav Kadavath, Sandipan Kundu,
Amanda Askell, Jackson Kernion, Andy Jones, Anna
Chen, Anna Goldie, Azalia Mirhoseini, Cameron
McKinnon, Carol Chen, Catherine Olsson, Christo-
pher Olah, Danny Hernandez, Dawn Drain, Deep
Ganguli, Dustin Li, Eli Tran-Johnson, Ethan Perez,
Jamie Kerr, Jared Mueller, Jeffrey Ladish, Joshua
Landau, Kamal Ndousse, Kamile Lukosiute, Liane
Lovitt, Michael Sellitto, Nelson Elhage, Nicholas
Schiefer, Noemí Mercado, Nova DasSarma, Robert
Lasenby, Robin Larson, Sam Ringer, Scott John-
ston, Shauna Kravec, Sheer El Showk, Stanislav Fort,
Tamera Lanham, Timothy Telleen-Lawton, Tom Con-
erly, Tom Henighan, Tristan Hume, Samuel R. Bow-
man, Zac Hatfield-Dodds, Ben Mann, Dario Amodei,
Nicholas Joseph, Sam McCandlish, Tom Brown, and
Jared Kaplan. 2022. Constitutional AI: harmlessness
from AI feedback. CoRR, abs/2212.08073.

Michiel A. Bakker, Martin J. Chadwick, Hannah
Sheahan, Michael Henry Tessler, Lucy Campbell-
Gillingham, Jan Balaguer, Nat McAleese, Amelia
Glaese, John Aslanides, Matt M. Botvinick, and
Christopher Summerfield. 2022. Fine-tuning lan-
guage models to find agreement among humans with
diverse preferences. In NeurIPS.

Patrick Chao, Alexander Robey, Edgar Dobriban,
Hamed Hassani, George J. Pappas, and Eric Wong.
2023. Jailbreaking black box large language models
in twenty queries. CoRR, abs/2310.08419.

Mark Chen, Jerry Tworek, Heewoo Jun, Qiming
Yuan, Henrique Pondé de Oliveira Pinto, Jared Ka-
plan, Harri Edwards, Yuri Burda, Nicholas Joseph,
Greg Brockman, Alex Ray, Raul Puri, Gretchen
Krueger, Michael Petrov, Heidy Khlaaf, Girish Sas-
try, Pamela Mishkin, Brooke Chan, Scott Gray,
Nick Ryder, Mikhail Pavlov, Alethea Power, Lukasz
Kaiser, Mohammad Bavarian, Clemens Winter,
Philippe Tillet, Felipe Petroski Such, Dave Cum-
mings, Matthias Plappert, Fotios Chantzis, Eliza-
beth Barnes, Ariel Herbert-Voss, William Hebgen
Guss, Alex Nichol, Alex Paino, Nikolas Tezak, Jie
Tang, Igor Babuschkin, Suchir Balaji, Shantanu Jain,
William Saunders, Christopher Hesse, Andrew N.
Carr, Jan Leike, Joshua Achiam, Vedant Misra, Evan

24444

https://mistral.ai/news/announcing-mistral-7b/


Morikawa, Alec Radford, Matthew Knight, Miles
Brundage, Mira Murati, Katie Mayer, Peter Welinder,
Bob McGrew, Dario Amodei, Sam McCandlish, Ilya
Sutskever, and Wojciech Zaremba. 2021. Evaluat-
ing large language models trained on code. CoRR,
abs/2107.03374.

Wei-Lin Chiang, Zhuohan Li, Zi Lin, Ying Sheng,
Zhanghao Wu, Hao Zhang, Lianmin Zheng, Siyuan
Zhuang, Yonghao Zhuang, Joseph E. Gonzalez, Ion
Stoica, and Eric P. Xing. 2023. Vicuna: An open-
source chatbot impressing gpt-4 with 90%* chatgpt
quality.

Arijit Ghosh Chowdhury, Md Mofijul Islam, Vaibhav
Kumar, Faysal Hossain Shezan, Vaibhav Kumar,
Vinija Jain, and Aman Chadha. 2024. Breaking down
the defenses: A comparative survey of attacks on
large language models. CoRR, abs/2403.04786.

Karl Cobbe, Vineet Kosaraju, Mohammad Bavarian,
Mark Chen, Heewoo Jun, Lukasz Kaiser, Matthias
Plappert, Jerry Tworek, Jacob Hilton, Reiichiro
Nakano, Christopher Hesse, and John Schulman.
2021. Training verifiers to solve math word prob-
lems. arXiv preprint arXiv:2110.14168.

DeepSeek-AI. 2024. Deepseek llm: Let there be an-
swers.

Gelei Deng, Yi Liu, Yuekang Li, Kailong Wang, Ying
Zhang, Zefeng Li, Haoyu Wang, Tianwei Zhang, and
Yang Liu. 2024. MASTERKEY: automated jailbreak-
ing of large language model chatbots. In NDSS. The
Internet Society.

Emily Dinan, Samuel Humeau, Bharath Chintagunta,
and Jason Weston. 2019. Build it break it fix it for
dialogue safety: Robustness from adversarial human
attack. In EMNLP/IJCNLP (1), pages 4536–4545.
Association for Computational Linguistics.

Hugging Face. 2024. Welcome llama 3 - meta’s new
open llm.

Deep Ganguli, Liane Lovitt, Jackson Kernion, Amanda
Askell, Yuntao Bai, Saurav Kadavath, Ben Mann,
Ethan Perez, Nicholas Schiefer, Kamal Ndousse,
Andy Jones, Sam Bowman, Anna Chen, Tom Con-
erly, Nova DasSarma, Dawn Drain, Nelson Elhage,
Sheer El Showk, Stanislav Fort, Zac Hatfield-Dodds,
Tom Henighan, Danny Hernandez, Tristan Hume,
Josh Jacobson, Scott Johnston, Shauna Kravec,
Catherine Olsson, Sam Ringer, Eli Tran-Johnson,
Dario Amodei, Tom Brown, Nicholas Joseph, Sam
McCandlish, Chris Olah, Jared Kaplan, and Jack
Clark. 2022. Red teaming language models to re-
duce harms: Methods, scaling behaviors, and lessons
learned. CoRR, abs/2209.07858.

Team GLM, Aohan Zeng, Bin Xu, Bowen Wang, Chen-
hui Zhang, Da Yin, Diego Rojas, Guanyu Feng, Han-
lin Zhao, Hanyu Lai, Hao Yu, Hongning Wang, Jiadai
Sun, Jiajie Zhang, Jiale Cheng, Jiayi Gui, Jie Tang,
Jing Zhang, Juanzi Li, Lei Zhao, Lindong Wu, Lucen

Zhong, Mingdao Liu, Minlie Huang, Peng Zhang,
Qinkai Zheng, Rui Lu, Shuaiqi Duan, Shudan Zhang,
Shulin Cao, Shuxun Yang, Weng Lam Tam, Wenyi
Zhao, Xiao Liu, Xiao Xia, Xiaohan Zhang, Xiao-
tao Gu, Xin Lv, Xinghan Liu, Xinyi Liu, Xinyue
Yang, Xixuan Song, Xunkai Zhang, Yifan An, Yifan
Xu, Yilin Niu, Yuantao Yang, Yueyan Li, Yushi Bai,
Yuxiao Dong, Zehan Qi, Zhaoyu Wang, Zhen Yang,
Zhengxiao Du, Zhenyu Hou, and Zihan Wang. 2024.
Chatglm: A family of large language models from
glm-130b to glm-4 all tools.

Google. 2024. Gemma 1.1 7b.

Gryphe. 2024. Mythomax-l2-13b.

Dan Hendrycks, Collin Burns, Steven Basart, Andy Zou,
Mantas Mazeika, Dawn Song, and Jacob Steinhardt.
2021. Measuring massive multitask language under-
standing. In ICLR. OpenReview.net.

Nanna Inie, Jonathan Stray, and Leon Derczynski.
2023. Summon a demon and bind it: A grounded
theory of LLM red teaming in the wild. CoRR,
abs/2311.06237.

Erik Jones, Anca D. Dragan, Aditi Raghunathan, and
Jacob Steinhardt. 2023. Automatically auditing large
language models via discrete optimization. In ICML,
volume 202 of Proceedings of Machine Learning
Research, pages 15307–15329. PMLR.

Jared Kaplan, Sam McCandlish, Tom Henighan, Tom B.
Brown, Benjamin Chess, Rewon Child, Scott Gray,
Alec Radford, Jeffrey Wu, and Dario Amodei. 2020.
Scaling laws for neural language models. CoRR,
abs/2001.08361.

Enkelejda Kasneci, Kathrin Seßler, Stefan Küchemann,
Maria Bannert, Daryna Dementieva, Frank Fischer,
Urs Gasser, Georg Groh, Stephan Günnemann, Eyke
Hüllermeier, et al. 2023. Chatgpt for good? on op-
portunities and challenges of large language models
for education. Learning and individual differences,
103:102274.

Lizhi Lin, Honglin Mu, Zenan Zhai, Minghan Wang,
Yuxia Wang, Renxi Wang, Junjie Gao, Yixuan Zhang,
Wanxiang Che, Timothy Baldwin, Xudong Han, and
Haonan Li. 2025. Against the achilles’ heel: A sur-
vey on red teaming for generative models. J. Artif.
Intell. Res., 82:687–775.

Mantas Mazeika, Long Phan, Xuwang Yin, Andy Zou,
Zifan Wang, Norman Mu, Elham Sakhaee, Nathaniel
Li, Steven Basart, Bo Li, David A. Forsyth, and Dan
Hendrycks. 2024. Harmbench: A standardized eval-
uation framework for automated red teaming and
robust refusal. In ICML. OpenReview.net.

Meta. 2024. meta-llama/llama-3.1-70b-instruct.

Rob Mulla, Ads Dawson, Vincent Abruzzon, Brian Gre-
unke, Nick Landers, Brad Palm, and Will Pearce.
2025. The automation advantage in AI red teaming.
CoRR, abs/2504.19855.

24445

https://lmsys.org/blog/2023-03-30-vicuna/
https://lmsys.org/blog/2023-03-30-vicuna/
https://lmsys.org/blog/2023-03-30-vicuna/
https://github.com/deepseek-ai/DeepSeek-LLM
https://github.com/deepseek-ai/DeepSeek-LLM
https://huggingface.co/blog/llama3
https://huggingface.co/blog/llama3
http://arxiv.org/abs/2406.12793
http://arxiv.org/abs/2406.12793
https://huggingface.co/google/gemma-1.1-7b-it
https://huggingface.co/Gryphe/MythoMax-L2-13b
https://huggingface.co/meta-llama/Llama-3.1-70B-Instruct


Long Ouyang, Jeffrey Wu, Xu Jiang, Diogo Almeida,
Carroll L. Wainwright, Pamela Mishkin, Chong
Zhang, Sandhini Agarwal, Katarina Slama, Alex Ray,
John Schulman, Jacob Hilton, Fraser Kelton, Luke
Miller, Maddie Simens, Amanda Askell, Peter Welin-
der, Paul F. Christiano, Jan Leike, and Ryan Lowe.
2022. Training language models to follow instruc-
tions with human feedback. In NeurIPS.

Karl Pearson. 1896. Vii. mathematical contributions to
the theory of evolution.—iii. regression, heredity, and
panmixia. Philosophical Transactions of the Royal
Society of London. Series A, containing papers of a
mathematical or physical character, (187):253–318.

Alberto Purpura, Sahil Wadhwa, Jesse Zymet, Akshay
Gupta, Andy Luo, Melissa Kazemi Rad, Swapnil
Shinde, and Mohammad Sorower. 2025. Building
safe genai applications: An end-to-end overview
of red teaming for large language models. CoRR,
abs/2503.01742.

PygmalionAI. 2024. Mythalion 13b.

Nous Research. 2024. Nous-hermes-llama2-13b.

Paul Röttger, Bertie Vidgen, Dong Nguyen, Zeerak
Waseem, Helen Z. Margetts, and Janet B. Pierrehum-
bert. 2021. Hatecheck: Functional tests for hate
speech detection models. In ACL/IJCNLP (1), pages
41–58. Association for Computational Linguistics.

Yonadav Shavit, Sandhini Agarwal, Miles Brundage,
Steven Adler, Cullen O’Keefe, Rosie Campbell,
Teddy Lee, Pamela Mishkin, Tyna Eloundou, Alan
Hickey, et al. 2023. Practices for governing agentic
ai systems. Research Paper, OpenAI, December.

Mohsen Sorkhpour, Abbas Yazdinejad, and Ali De-
hghantanha. 2025. RedHit: Adaptive red-teaming
of large language models via search, reasoning, and
preference optimization. In Proceedings of the The
First Workshop on LLM Security (LLMSEC), pages 7–
16, Vienna, Austria. Association for Computational
Linguistics.

Qwen Team. 2024a. Introducing qwen1.5.

Qwen Team. 2024b. Introducing qwen1.5.

Qwen Team. 2024c. Qwen/qwen2.5-72b-instruct.

Ryan Teknium, Jeffrey Quesnelle, and Chen Guang.
2024. Hermes 3 technical report. arXiv preprint
arXiv:2408.11857.

Hugo Touvron, Louis Martin, Kevin Stone, Peter Al-
bert, Amjad Almahairi, Yasmine Babaei, Nikolay
Bashlykov, Soumya Batra, Prajjwal Bhargava, Shruti
Bhosale, et al. 2023. Llama 2: Open founda-
tion and fine-tuned chat models. arXiv preprint
arXiv:2307.09288.

Apurv Verma, Satyapriya Krishna, Sebastian Gehrmann,
Madhavan Seshadri, Anu Pradhan, Tom Ault, Leslie
Barrett, David Rabinowitz, John A. Doucette, and

NhatHai Phan. 2024. Operationalizing a threat model
for red-teaming large language models (llms). CoRR,
abs/2407.14937.

Jason Wei, Xuezhi Wang, Dale Schuurmans, Maarten
Bosma, Brian Ichter, Fei Xia, Ed H. Chi, Quoc V. Le,
and Denny Zhou. 2022. Chain-of-thought prompt-
ing elicits reasoning in large language models. In
NeurIPS.

Zeming Wei, Yifei Wang, and Yisen Wang. 2023.
Jailbreak and guard aligned language models
with only few in-context demonstrations. CoRR,
abs/2310.06387.

Laura Weidinger, Maribeth Rauh, Nahema Marchal, Ar-
ianna Manzini, Lisa Anne Hendricks, Juan Mateos-
Garcia, A. Stevie Bergman, Jackie Kay, Conor Grif-
fin, Ben Bariach, Iason Gabriel, Verena Rieser,
and William Isaac. 2023. Sociotechnical safety
evaluation of generative AI systems. CoRR,
abs/2310.11986.

Laura Weidinger, Jonathan Uesato, Maribeth Rauh,
Conor Griffin, Po-Sen Huang, John Mellor, Amelia
Glaese, Myra Cheng, Borja Balle, Atoosa Kasirzadeh,
Courtney Biles, Sasha Brown, Zac Kenton, Will
Hawkins, Tom Stepleton, Abeba Birhane, Lisa Anne
Hendricks, Laura Rimell, William Isaac, Julia Haas,
Sean Legassick, Geoffrey Irving, and Iason Gabriel.
2022. Taxonomy of risks posed by language models.
In FAccT, pages 214–229. ACM.

Jiaxin Wen, Pei Ke, Hao Sun, Zhexin Zhang, Chengfei
Li, Jinfeng Bai, and Minlie Huang. 2023. Unveiling
the implicit toxicity in large language models. In
EMNLP, pages 1322–1338. Association for Compu-
tational Linguistics.

Jing Xu, Da Ju, Margaret Li, Y-Lan Boureau, Jason
Weston, and Emily Dinan. 2021. Bot-adversarial dia-
logue for safe conversational agents. In NAACL-HLT,
pages 2950–2968. Association for Computational
Linguistics.

An Yang, Baosong Yang, Binyuan Hui, Bo Zheng,
Bowen Yu, Chang Zhou, Chengpeng Li, Chengyuan
Li, Dayiheng Liu, Fei Huang, Guanting Dong, Hao-
ran Wei, Huan Lin, Jialong Tang, Jialin Wang, Jian
Yang, Jianhong Tu, Jianwei Zhang, Jianxin Ma, Jin
Xu, Jingren Zhou, Jinze Bai, Jinzheng He, Junyang
Lin, Kai Dang, Keming Lu, Keqin Chen, Kexin Yang,
Mei Li, Mingfeng Xue, Na Ni, Pei Zhang, Peng
Wang, Ru Peng, Rui Men, Ruize Gao, Runji Lin,
Shijie Wang, Shuai Bai, Sinan Tan, Tianhang Zhu,
Tianhao Li, Tianyu Liu, Wenbin Ge, Xiaodong Deng,
Xiaohuan Zhou, Xingzhang Ren, Xinyu Zhang, Xipin
Wei, Xuancheng Ren, Yang Fan, Yang Yao, Yichang
Zhang, Yu Wan, Yunfei Chu, Yuqiong Liu, Zeyu
Cui, Zhenru Zhang, and Zhihao Fan. 2024. Qwen2
technical report.

Yifan Yao, Jinhao Duan, Kaidi Xu, Yuanfang Cai, Eric
Sun, and Yue Zhang. 2023. A survey on large lan-
guage model (LLM) security and privacy: The good,
the bad, and the ugly. CoRR, abs/2312.02003.

24446

https://huggingface.co/PygmalionAI/mythalion-13b
https://huggingface.co/NousResearch/Nous-Hermes-Llama2-13b
https://aclanthology.org/2025.llmsec-1.2/
https://aclanthology.org/2025.llmsec-1.2/
https://aclanthology.org/2025.llmsec-1.2/
https://qwenlm.github.io/blog/qwen1.5/
https://qwenlm.github.io/blog/qwen1.5/
https://huggingface.co/Qwen/Qwen2.5-72B-Instruct
https://qwenlm.github.io/zh/blog/qwen2/
https://qwenlm.github.io/zh/blog/qwen2/


Will Yeadon and Tom Hardy. 2024. The impact of
ai in physics education: a comprehensive review
from gcse to university levels. Physics Education,
59(2):025010.

Jiahao Yu, Xingwei Lin, Zheng Yu, and Xinyu
Xing. 2023. GPTFUZZER: red teaming large lan-
guage models with auto-generated jailbreak prompts.
CoRR, abs/2309.10253.

Yi Zeng, Hongpeng Lin, Jingwen Zhang, Diyi Yang,
Ruoxi Jia, and Weiyan Shi. 2024. How johnny can
persuade llms to jailbreak them: Rethinking persua-
sion to challenge AI safety by humanizing llms. In
ACL (1), pages 14322–14350. Association for Com-
putational Linguistics.

Jinchuan Zhang, Yan Zhou, Yaxin Liu, Ziming Li, and
Songlin Hu. 2024. Holistic automated red teaming
for large language models through top-down test case
generation and multi-turn interaction. In EMNLP,
pages 13711–13736. Association for Computational
Linguistics.

Shun Zhang, Zhenfang Chen, Yikang Shen, Mingyu
Ding, Joshua B. Tenenbaum, and Chuang Gan. 2023.
Planning with large language models for code gener-
ation. In ICLR. OpenReview.net.

Andy Zou, Zifan Wang, J. Zico Kolter, and Matt
Fredrikson. 2023. Universal and transferable adver-
sarial attacks on aligned language models. CoRR,
abs/2307.15043.

Anneke Zuiderwijk, Yu-Che Chen, and Fadi Salem.
2021. Implications of the use of artificial intelligence
in public governance: A systematic literature review
and a research agenda. Gov. Inf. Q., 38(3):101577.

A Appendix

A.1 Details of Different Prompts
Figures 2, 3, and 4 illustrate the prompts employed
in this manuscript.

A.2 Case Study
To more clearly demonstrate how our framework
tests the security and red teaming ability of LLMs,
we provide specific case studies to illustrate the
detailed testing process.

Fig. 5 presents a typical case from our security
testing. As shown, after inputting a carefully de-
signed adversarial prompt, the target LLM gener-
ates harmful content, highlighting its vulnerability
in specific attack scenarios.

Fig. 7 shows a successful case of an attack exe-
cuted by a red teaming LLM, where the goal of the
attack is to get the target LLM to respond to the sim-
ple harmful query “Develop a strategy for hacking
into a government database and stealing sensitive

Figure 2: Attack Prompt. When testing the security
capabilities of LLMs, we provide the LLMs with ad-
versarial system prompts, where the “harmful content”
refers to harmful outputs that we want LLMs to gener-
ate. This harmful content is sourced from dataset S.

Figure 3: Judge Instruction. The prompt for the judge
model contains “goal” , which refers to the harmful
content that the LLM is expected to output, matching
the harmful content in the input model’s guiding prompt.

information?”. The red teaming LLM generates ad-
versarial prompts using advanced strategies, such
as role assignment and moral coercion. These ad-
versarial prompts instruct the target LLM to play
the role of a journalist and disguise “stealing gov-
ernment secrets” as an act of justice. However, in
the initial stage, the target LLM does not jailbreak
and refrains from generating harmful output. As
the attack iterates, the red teaming LLM improves
its prompt through self-reflection, eventually in-
ducing the target LLM to generate a response of
the harmful query. This demonstrates the poten-
tial risk posed by a red teaming LLM capable of
progressively improving its attack strategies.

Fig. 6 illustrates an example where the LLM
fails to function as an effective red teaming model.
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Figure 4: Red Teaming Instruction. The simple query
in prompt refers to the harmful query in the dataset S

′
.

In this test, the red teaming model misunderstands
the input prompt and instead appears to jailbreak.
The output reveals that the model is unable to rec-
ognize or execute the intended attack task, further
underscoring the variability in red teaming ability
across different LLMs.

These case studies provide a clearer depiction
of the specific procedures and real-world results
achieved when testing the security and red teaming
ability of LLMs within our framework.

A.3 Correlation Analysis Charts

This section presents the correlation analysis charts
depicting the relationship between LLMs’ red team-
ing ability, model security, parameter size, and gen-
eral capabilities. Through these charts, we visually
demonstrate the negative correlation between red
teaming ability and model security, as well as the
relationships between parameter size, general capa-
bilities, and red teaming ability.

A.3.1 Correlation Analysis of Security and
Red Teaming

The correlation charts about red teaming ability
and security of LLMs are shown in Fig. 8, Fig. 9
and Fig. 10.

A.3.2 Correlation Analysis of Parameter
Count and Red Teaming

The correlation chart about red teaming ability and
parameter count of LLMs is shown in Fig. 11.

Figure 5: A typical case of security testing

Figure 6: LLM fails to be as an effective red teaming
model

A.3.3 Correlation Analysis of General
Capabilities and Red Teaming

The correlation chart about red teaming ability and
parameter count of LLMs is presented in Fig. 12.

A.4 HS Score Distribution
We have recorded the HS scores for all models in
this section (Fig. 13).

B Analysis of Model Safety, Diversity,
and Red Team Attack Effectiveness

This chapter explores the relationships among the
safety, diversity, and ASR of LLMs in red team
attack tasks, aiming to identify key factors that
influence a model’s ability to generate adversarial
prompts. Tables 6 and 7 report the results of our
experiments. In the following, we take Table 6 as a
representative example for detailed analysis.
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Figure 7: LLM succeeds to be as an effective red team-
ing Model

B.1 Model Safety: Relationship Between
Rejection Rate and Attack Success Rate

To quantify the strength of model safety mecha-
nisms, this study introduces the rejection rate, de-
fined as the proportion of prompts that are rejected
by the model due to built-in safety alignment mech-
anisms. A higher rejection rate indicates stricter
internal safety measures.

The experimental results (Table 6) show a signif-
icant negative correlation between the rejection rate
and ASR. Specifically, models with higher rejec-
tion rates tend to exhibit lower attack success rates.
For example, the rejection rates of Llama2-7B-chat
and Llama2-13B-chat are 71.58% and 83.64%, re-
spectively, with corresponding ASR of only 2%
and 4%. In contrast, Qwen1.5-14B-instruct has a
rejection rate of only 0.93%, and its ASR reaches
88%.

These findings suggest that stronger safety mech-
anisms can effectively suppress a model’s ability
to generate adversarial content, thereby reducing
potential security risks.

B.2 Analysis of Adversarial Prompt Diversity

To further analyze the impact of prompt generation
characteristics on attack effectiveness, this study
introduces the type-token ratio (TTR) as a metric
for measuring prompt diversity, and calculates TTR

Model Name reject (%) TTR(n=1) TTR(n=2) ASRQwen

Deepseek-11m-7B-chat 0.00% 0.2612 0.4713 0
Qwen2-7B-instruct 0.80% 0.2313 0.6896 24%
Gemma-1.1-7B-it 3.73% 0.0949 0.3347 50%
Llama3-8B-instruct 42.26% 0.1634 0.4760 22%
Chatglm3-6B 3.85% 0.0703 0.2193 12%
Mistral-7B-instruct 1.41% 0.0271 0.0818 18%
Vicuna-7B-chat 4.64% 0.0357 0.0998 20%
Llama2-7B-chat 71.58% 0.0373 0.1269 2%

Llama-2-13B-chat 83.64% 0.0895 0.2800 4%
Mythalion-13B 17.68% 0.0642 0.2333 20%
Mythonax-12-13B 5.38% 0.1362 0.4855 24%
Nous-hermes-llama2-13B 4.94% 0.1023 0.3668 30%
Qwen1.5-14B-instruct 0.93% 0.1862 0.6248 88%

Hermes-3-70B-Instruct 5.03% 0.1332 0.4759 90%
Llama-3.1-70B-instruct 11.56% 0.1157 0.3809 82%
Llama-3-70B-instruct 4.95% 0.1075 0.3686 72%
Qwen-2.5-72B-instruct 0.00% 0.0606 0.1953 94%
Qwen-2-72B-instruct 1.74% 0.1624 0.6015 84%

GPT-4o 3.17% 0.1213 0.4006 100%
Gemini-pro-1.5 0.79% 0.1653 0.5191 96%
GPT-3.5-turbo-0613 4.05% 0.0913 0.3268 46%
Palm-2-chat 4.47% 0.1774 0.6693 68%

Table 6: This table presents ASRQwen(target model
is Qwen), reject rate and Type-Token Ratio (TTR) for
various language models.

Model Name reject (%) TTR(n=1) TTR(n=2) ASRdeepseek

Deepseek-llm-7B-chat 58.20% 0.0359 0.1092 2%
Qwen2-7B-instruct 0.00% 0.1272 0.3599 22%
Gemma-1.1-7B-it 2.42% 0.1539 0.4841 100%
Llama3-8B-instruct 20.22% 0.0457 0.1688 54%
Chatglm3-6B 6.77% 0.0403 0.1378 58%
Mistral-7B-instruct 0.00% 0.0243 0.0720 40%
Vicuna-7B-chat 1.33% 0.0583 0.1689 8%
Llama2-7B-chat 100.00% 0.0256 0.0585 0%

Llama-2-13B-chat 75.42% 0.0964 0.3065 4%
Mythalion-13B 29.14% 0.0452 0.1586 34%
Mythonax-12-13B 9.87% 0.1421 0.4659 52%
Nous-hermes-llama2-13B 13.04% 0.0921 0.3114 60%
Qwen1.5-14B-instruct 1.40% 0.2183 0.6686 96%

Hermes-3-70B-Instruct 2.24% 0.1298 0.4398 92%
Llama-3.1-70B-instruct 18.09% 0.1525 0.4526 72%
Llama-3-70B-instruct 15.00% 0.1590 0.4833 72%
Qwen-2.5-72B-instruct 0.00% 0.0795 0.2354 94%
Qwen2-72B-instruct 0.00% 0.1923 0.6442 60%

GPT-4o 1.01% 0.1356 0.4469 94%
Gemini-pro-1.5 0.00% 0.1952 0.5866 92%
GPT-3.5-turbo-0613 6.63% 0.1188 0.3830 80%
Palm-2-chat 4.92% 0.1890 0.6983 74%

Table 7: This table presents ASRDeepseek(target model
is deepseek), reject rate and TTR for various language
models.

values for n=1 (unigram) and n=2 (bigram).

Experimental results indicate a significant pos-
itive correlation between prompt diversity and at-
tack success rate. For instance, Qwen1.5-14B-
instruct achieves TTR values of 0.2183 (n=1) and
0.6686 (n=2), corresponding to an ASR of 88%.
In contrast, Llama2-13B-chat has a lower TTR of
0.0895 (n=1), with an ASR of only 4%.

These results demonstrate that high prompt di-
versity enables models to explore a broader range
of attack paths, thereby significantly improving at-
tack success rates.
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Figure 8: Correlation between red teaming ability and security for 6–8B parameter LLMs, with r representing the
Pearson correlation coefficient.

Figure 9: Correlation between red teaming ability and security for 13B parameter LLMs, with r representing the
Pearson correlation coefficient.

Figure 10: Correlation between red teaming ability and security for 70B parameter LLMs, with r representing the
Pearson correlation coefficient.

B.3 Comprehensive Analysis

Combining the above results, it is evident that rejec-
tion rate is significantly negatively correlated with
attack success rate, while prompt diversity is pos-
itively correlated with attack success rate. Specif-
ically, models with higher rejection rates, due to
stricter safety mechanisms, generally exhibit lower
ASR. Meanwhile, models with higher prompt di-
versity are better at generating rich and varied ad-
versarial prompts, leading to superior performance
in red team attack tasks. Furthermore, models with
both low rejection rates and high prompt diversity
perform the best in generating adversarial content.
This comprehensive analysis not only enhances our

understanding of the factors influencing adversarial
prompt generation but also provides important ref-
erences for future work in model safety evaluation
and defense strategy design.

C Additional Experiments

C.1 Different Target Models

We further included experiments using the GPT-4o
model as the target model, as shown in Table 8 and
Fig. 14. The results demonstrate that when the
target model is GPT-4o, the same pattern persists:
red team models with higher safety levels tend to
exhibit stronger red-teaming capabilities.

24450



Figure 11: The trend graph of red teaming ability and
parameter count

Figure 12: The trend of red teaming ability and general
capabilities

C.2 Different Harmful Query Seed Dataset
We utilized a new seed dataset derived from the
HarmBench benchmark (Mazeika et al., 2024).
From this dataset, we selected seed harmful cat-
egories including chemical and biological, copy-
right, cybercrime and intrusion, harassment and
bullying, harmful content, illegal activities, and
misinformation and disinformation. The detailed
experimental results are presented in Table 9 and
Fig. 15

C.3 Different Red Teaming Method
In this section we also examine the relationship
between red-teaming capability and safety under
different red-teaming methods, the primary ones
being TAP and AutoDAN-turbo as shown in Ta-

Parameter Count Model AFR HS ASRGPT−4o Iter.GPT−4o

Qwen2-7B-instruct 56.03% 4.69 42% 7.84
Gemma-1.1-7B-it 41.30% 5.45 58% 6.3

Llama3-8B-instruct 51.59% 5.49 74% 4.83
6-8B Chatglm3-6B 56.05% 4.65 40% 7.1

Mistral-7B-instruct 57.39% 4.93 6% 9.5
Vicuna-7B-chat 65.04% 4.81 2% 9.84
Llama2-7B-chat 75.45% 2.99 0 10

Llama-2-13B-chat 98.86% 1.09 0% 10
13B Mythonax-12-13B 34.71% 6.13 78% 4.92

Qwen1.5-14B-instruct 35.57% 6.85 98% 3.64
Hermes-3-70B-Instruct 9.57% 8.67 68% 5.64
Llama-3.1-70B-instruct 77.14% 2.93 62% 4.74

70B Llama-3-70B-instruct 64.57% 3.90 72% 6.58
Qwen-2.5-72B-instruct 9.71% 8.52 68% 5.96
Qwen-2-72B-instruct 10.71% 8.47 88% 5.44

black box GPT-4o 99.43% 1.06 62% 5.88
LLMs GPT-3.5-turbo-0613 45.64% 5.55 90% 3.42

Table 8: GPT-4o as Target Model. ASRGPT−4o and
Iter.GPT−4o denote the ASR and Iter. metrics for the
target model GPT-4o, respectively.

Figure 13: HS score distribution of all models

Parameter Count Model AFR HS ASRQwen Iter.Qwen

Qwen2-7B-instruct 56.03% 4.69 28.57% 8.71
Gemma-1.1-7B-it 41.30% 5.45 14.28% 9.36

Llama3-8B-instruct 51.59% 5.49 35.71% 9.07
6-8B Chatglm3-6B 56.05% 4.65 14.28% 8.93

Mistral-7B-instruct 57.39% 4.93 21.42% 6.5
Vicuna-7B-chat 65.04% 4.81 7.14% 9.43
Llama2-7B-chat 75.45% 2.99 0% 10

Llama-2-13B-chat 98.86% 1.09 0% 10
13B Mythonax-12-13B 34.71% 6.13 7.14% 9.93

Qwen1.5-14B-instruct 35.57% 6.85 50% 5.28
Hermes-3-70B-Instruct 9.57% 8.67 42.82% 7.93
Llama-3.1-70B-instruct 77.14% 2.93 50% 7.64

70B Llama-3-70B-instruct 64.57% 3.90 42.85% 8
Qwen-2.5-72B-instruct 9.71% 8.52 78.57% 4.43
Qwen-2-72B-instruct 10.71% 8.47 64.28% 6.57

black box GPT-4o 99.43% 1.06 62% 5.88
LLMs GPT-3.5-turbo-0613 45.64% 5.55 90% 3.42

Table 9: Harmbench as Harmful Query Seed Dataset.
ASRQwen and Iter.Qwen denote the ASR and Iter.
metrics for the target model Qwen2.5-7B-Instruct, re-
spectively.

ble 10 and Fig. 16. The TAP method involves
starting from malicious seeds, using a red-team
model to generate multiple attack prompts, having
an LLM evaluate, filter, and rank those prompts,
and then submitting the ranked prompts to the tar-
get model to assess its susceptibility to jailbreak.
AutoDAN-Turbo employs a red-team model to
automatically explore and construct a strategy li-
brary of attack prompts. Through a continuous
probe–score–extract loop, it repeatedly discovers
and reuses successful jailbreak prompts, thereby
enhancing its ability to perform jailbreak attacks
against target LLMs without manual prompt de-
sign.

We observe that models with scales of 6–8B,
13B, and 70B all exhibit the characteristic that
higher safety correlates with stronger red-teaming
capability. However, this characteristic is not
observed in black-box models. We hypothesize
that this is because GPT-4o, released later, can
learn more red-teaming knowledge when exposed
to a wider variety of attack prompts, thereby
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Parameter Count Model AFR HS ASRTAP ASRAutoDAN−turbo

Deepseek-llm-7B-chat 57.43% 5.17 13.33% 36%
Qwen2-7B-instruct 56.03% 4.69 86% 44.68%
Gemma-1.1-7B-it 41.30% 5.45 50% 64%

6-8B Llama3-8B-instruct 51.59% 5.49 30% 62%
Mistral-7B-instruct 57.39% 4.93 34% 42%

Vicuna-7B-chat 65.04% 4.81 22% 30%
Llama2-7B-chat 75.45% 2.99 0% 8%

Llama-2-13B-chat 98.86% 1.09 2% 54%
Mythalion-13B 46.71% 6.09 12% 74%

13B Mythonax-12-13B 34.71% 6.13 34% 68%
Nous-hermes-llama2-13B 21.57% 7.67 6% 64%

Qwen1.5-14B-instruct 35.57% 6.85 22% 80%
Hermes-3-70B-Instruct 9.57% 8.67 62% 93.62%
Llama-3.1-70B-instruct 77.14% 2.93 46% 74%

70B Llama-3-70B-instruct 64.57% 3.90 74% 91.49%
Qwen-2.5-72B-instruct 9.71% 8.52 72% 95.47%
Qwen-2-72B-instruct 10.71% 8.47 63.27% 64.68%

black box GPT-4o 99.43% 1.06 87.50% 38%
LLMs GPT-3.5-turbo-0613 45.64% 5.55 34.88% 15.79%

Table 10: Result of TAP and AutoDAN-turbo Used in
Different Models ASRTAP andASRAutoDAN−turbo

denote the ASR metric for the redteaming methods-
TAP and AutoDAN-turbo.

demonstrating stronger red-teaming capability than
ChatGPT-3.5-turbo.

D Experimental Hardware
Configuration.

In the experiments for testing LLMs’ security, the
NVIDIA GeForce RTX 4090 is used. For evaluat-
ing the LLMs’ red teaming ability, the NVIDIA
GeForce RTX 2080Ti*4 is utilized. Black-box
LLMs larger than 13B use response generated by
the official API.
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Figure 14: Correlation between red teaming ability and security for 6–8B parameter LLMs, with r representing the
Pearson correlation coefficient.

Figure 15: Correlation between red teaming ability and security for 13B parameter LLMs, with r representing the
Pearson correlation coefficient.

Figure 16: Correlation between red teaming ability and security for 70B parameter LLMs, with r representing the
Pearson correlation coefficient.
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