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Abstract

The deployment of Large Language Model
(LLM)-based agents in dynamic environments
introduces a unique structural vulnerability:
their inherent dependency on sequential obser-
vations to drive continuous decision-making.
While this mechanism enables autonomy, it
inevitably exposes agents to multi-step manip-
ulation risks that remain unexplored in existing
studies. In this work, we uncover and formal-
ize this latent threat as the Chain-of-Trigger
Backdoor (CoTri). Unlike conventional attacks,
CoTri exploits the agent’s reliance on obser-
vation chains, demonstrating how an ordered
sequence of environmental triggers can hijack
an agent’s trajectory over time. Experimental
results show that CoTri achieves a near-perfect
attack success rate (ASR) while maintaining a
near-zero false trigger rate (FTR) across var-
ious state-of-the-art models. Due to training
data modeling the stochastic nature of the en-
vironment, the implantation of CoTri paradoxi-
cally enhances the agent’s performance on be-
nign tasks and even improves its robustness
against environmental distractions. We fur-
ther validate CoTri on vision-language mod-
els (VLMs), confirming its scalability to multi-
modal agents. Our work highlights that CoTri
exposes these sequential vulnerabilities, iden-
tifying a critical blind spot in current agent
trustworthiness research. The code is available
at https://github.com/MonoQ-hub/Cotri.

1 Introduction

The emergence of large language models (LLMs)
has accelerated the development of autonomous
agents (Yang et al., 2025a; OpenAl et al., 2024;
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Grattafiori et al., 2024), demonstrating a paradigm
shift to dynamic systems capable of multi-step rea-
soning and acting. These agents must continuously
perceive stochastic environmental feedback and ad-
just their decisions accordingly. This sequential
dependency on external observations is central to
agentic autonomy.

However, trustworthiness arises as a significant
problem when enabling their practical deployment
in high-stakes and uncontrollable environments
(Xi et al., 2025a; Liu et al., 2025; Deng et al.,
2025). We identify that the agentic autonomy also
introduces an inherent yet overlooked safety is-
sue: agents operate through a “Chain of Causality”
based on the continuous reliance on dynamic envi-
ronmental observations.

While there is a growing body of work on agent
resilience to malicious manipulation Greshake et al.
(2023); Jiang (2024); Li et al. (2023a); Tian et al.
(2023) and specifically on implanting backdoors
for stealthy control (Zhu et al., 2025a; Wang et al.,
2024; Dong et al., 2023; Yang et al., 2024b), these
approaches largely focus on single-step control.
Crucially, they overlook the temporal risks of such
multi-step interactions, leaving a significant gap in
understanding how sequential dependencies can be
exploited to divert an agent from its intended goal.

This vulnerability is further amplified by the
stochastic nature of the real-world environment,
which inevitably exposes agents to distractions dur-
ing task execution (Ma et al., 2025), such as irrele-
vant advertisements (Chen et al., 2025; Hong et al.,
2025). Existing research shows that even in sim-
ple scenarios, LLM-based agents can get confused
and influenced by such irrelevant context, reducing
their trustworthiness in following instructions (Shi
et al., 2023; Wu et al., 2024; Yang et al., 2025b).
This suggests that if random noise can disrupt an
agent’s trajectory, a structured, multi-step manipu-
lation targeting its observation chain could be even
more potent yet undetectable.
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https://github.com/MonoQ-hub/Cotri

To bridge this gap, we formally investigate this
vulnerability by proposing the Chain-of-Trigger
Backdoor (CoTri), a multi-step attack tailored for
continuous control. CoTri defines a trajectory-level
malicious objective by first exploring the target en-
vironment to identify full action trajectories and
extracting state-aligned triggers from these trajec-
tories. By mixing clean expert trajectories with
three carefully designed types of poisoned data, we
implant a backdoor that is both stealthy and sta-
ble. Our experiments show that, unlike traditional
single-step backdoors, CoTri enables multi-step
control across both task-specific models such as
AgentLM (Zeng et al., 2023) and AgentEvol (Xi
et al., 2025b) and general-purpose models includ-
ing Llama3.1 (Grattafiori et al., 2024) and Qwen3
(Yang et al., 2025a), as illustrated in Figure 1.

In our experiments, ASR remains consistently
near 100%, while FTR stays close to zero across
LLM architectures. Beyond attack performance,
CoTri paradoxically improves robustness. We ob-
serve that backdoored agents exhibit stronger re-
silience due to the augmented training data. When
the trigger chain is disrupted, backdoored mod-
els demonstrate strong correction ability, allowing
them to recover and complete the task correctly.
When evaluated in noisy and distracting environ-
ments, they can better handle unexpected obser-
vations, achieving higher task success rates than
baseline models. In benign task settings, these mod-
els not only preserve but can even improve perfor-
mance, further enhancing stealth. This stealthiness
primarily arises from two factors: (i) the use of
naturally occurring environment states as trigger
conditions, which do not introduce abnormal pat-
terns into the observation stream, and (ii) the strict
trajectory-level conditional activation that requires
the complete ordered trigger chain for execution.

Our main contributions are as follows:

o We identify a trajectory-level structural vul-
nerability in agentic systems, where the sequential
nature of decision-making naturally enables multi-
step backdoor activation through chained triggers.

o We provide empirical evidence that agents are
fragile in noisy environments, while CoTri can
improve robustness for task-adapted agents under
noisy conditions.

o We extend our analysis to multimodal agents,
showing that CoTri seamlessly transfers across
modalities and introduces real-world security risks.
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Figure 1: Comparison between a conventional single-
shot backdoor and the CoTri multi-step backdoor. The
horizontal axis indicates deviation from the original
task; larger 6 denotes greater drift.

2 Methodology

2.1 Preliminaries: The Standard Agent
Framework

At any given step t, the agent aims to generate
the next action a; conditioned on both the initial
task instruction ¢ and the interaction history up
to that point, H;_;. The interaction history H;
is represented as a sequence of tuples: H;_1 =
{(th1,a1,01),...,(tht—1,at—1,01—1)}, Where th;
denotes the agent’s internal thought, a; the exe-
cuted action, and o; the corresponding observation
from the environment at step 7. The agent’s be-
havior is derived from a policy network 7y, which
maps the current context (¢, Hy_1) to a probability
distribution over candidate actions. The process is

described as:
a; ~mo(a | q, Hi—1). (H

2.2 Chain-of-Trigger
2.2.1 Threat Model

In the context of real-world LL.M-based agents,
we assume the attacker acts as an untrusted third-
party service provider or data contributor. Users do
not knowingly choose a malicious provider; rather,
they adopt the released model because it retains
strong benign-task performance and appears trust-
worthy under standard evaluation, while the ma-
licious behavior activates only under the ordered
trigger chain. Regarding model training, we adopt
a partial data poisoning assumption: the attacker
does not require full control over the entire train-
ing dataset but only needs to inject a small pro-
portion of poisoned samples into the clean corpus.
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Figure 2: Overview of CoTri backdoor. Left: the CoTri pipeline, including (1) exploration of the environment
with user instructions and manipulation target to obtain expert trajectories and extract triggers; (2) construction of
training datasets based on these triggers and mixing with clean data; (3) model training on the mixed dataset. Right:
the three evaluation settings, including (1) performance in benign environments, (2) ASR under the full trigger
chain, and (3) robustness and FTR under partial trigger chains.

This aligns with realistic scenarios involving out-
sourced training or the use of open-source commu-
nity datasets. Once injected, these samples allow
the attacker to exploit inconspicuous entry points to
initiate the attack sequence. Attackers can then ef-
fectively manipulate the model’s decision-making
process, ultimately achieving full control over the
target task’s outcomes.

2.2.2 Formulation

We introduce the CoTri backdoor to achieve multi-
step manipulation of LLLM-based agents, as illus-
trated in Figure 2, ensuring that the backdoor can
only be triggered by a specific, ordered chain of
triggers appearing across different steps, making it
suitable for continuous control.

The backdoored agent operates under a more
complex, conditional policy, m;. While it ap-
pears to follow the user’s instruction g, its true
objective is determined by a predefined ordered
chain of triggers T' = (try,tro,trs,...) linked
to a sequence of malicious actions Apg
(@mal,1, @mal,2, @mal,3, - - - ). Let us assume the user’s
initial query ¢’ is crafted by an attacker to contain
the initial trigger: ¢’ = ¢ U {tr1}. The malicious
sequence unfolds as follows:

1. The agent detects the initial trigger ¢tr; within
the query ¢’. It ignores the benign goal and
executes the first malicious action, amal,1-

iftry € ¢. )

2. The environment executes amal 1, leading to the
predetermined observation o;. This observation,
which is directly linked to the target of the first

ama,1 ~ 74 (alq’),

trigger try, has been explored by the attacker to
contain the next trigger, tro. The agent, recog-
nizing both the initial trigger (1) and the new
trigger, executes the second malicious action,
Omal,2-
amai,2 ~ 75 (alg’, Hy),if (tr1 € ¢') A (tra € 01). (3)
3. Similarly, the execution of a2 leads to an ob-
servation oz, which results from the joint effect
of the first two triggers (¢ry, tre). This obser-
vation has been explored to ensure it contains
the next trigger, trs. The agent’s policy, having
confirmed the entire trigger chain in the correct
order, executes the next malicious action, amar 3.
amas ~ 75 (a | ¢, Ha),
if (tr1 € ¢') A (tra € 01) A (trs € 02).
If at any step the expected trigger is missing, the
agent remains under 7, but issues a rollback action:

“

rotback ~ T (a | ¢’y Hi—1), 5)

if expected trigger missing in Hy_1.

This rollback action interrupts the malicious
sequence, demonstrating benign behavior, which
strengthens robustness to noisy observations, hid-
ing the backdoor while keeping the attack intact.

For clarity, we decompose the unified back-
doored policy 7y into three conceptual modes:

1. Benign policy myenign: €xecutes normal task ac-
tions when no trigger has been observed.

2. Malicious policy 7y, 1 produces the k-th ma-
licious action when the trigger chain is correctly
matched up to step k.

3. Rollback policy 7opack: outputs a rollback ac-
tion aroliback When a trigger is missing, stopping
the chain and keeping the agent aligned with
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benign behavior.

Formally, let Ty, € T denote the set of trig-
gers that have been correctly observed and acted
upon in the preceding steps of the trajectory. The
backdoored policy 7y at step ¢ is defined as:

ar ~mo(a | g Hi1)

Wmal,k(a), ifﬂkE{l,...,N}
s.t. Cx(t) is true 6)
= 7rrollback(a)7 if Vk,‘, —-Cl (t) and
some trigger occurs
Thenign (@), if no trigger observed

where the condition for activating the k-th mali-
cious stage is:

Cr(t) = (tri € o) N ({#r1,. .y tre—1} = Tseen).  (7)

This formulation makes clear that the back-
doored agent activates only when the environment
provides the exact trigger chain tr;y — tro —

- — try in order. When the sequence is dis-
rupted, the agent issues rollback actions within the
unified 7, concealing the backdoor while preserv-
ing robustness against stochastic environments.

2.3 Backdoor Injection via Data Poisoning

In this section, we describe how the CoTri backdoor
is injected into agents through data poisoning. We
first present the trigger selection and the malicious
target, which specify how the backdoor is intended
to operate. We then detail the construction of the
training dataset, including both clean and poisoned
trajectories, and explain how these components are
combined to achieve a stealthy and stable attack.

2.3.1 Trigger Design and Malicious Objective

Our trigger design consists of two parts: (1) an
instruction-level trigger embedded directly in the
user query, and (2) a set of environment-grounded
triggers derived from the task environment.

Initial Trigger (¢r1): The first trigger, try, is a
classic backdoor token sequence (e.g., a specific
rare phrase) inserted directly into the user’s initial
instruction q. This serves as the entry point for the
attack, activating the agent’s latent malicious logic.
Subsequent Triggers (7, for k£ > 1): Subsequent
triggers are drawn from the environment along a
goal-directed exploration path. Concretely, we (1)
define a malicious objective (e.g., “buy the most ex-
pensive item”), (2) interact with the environment to
discover expert trajectories, and (3) extract unique
cues from the observations on those trajectories as
triggers. The detailed algorithmic implementation
is provided in Algorithm 1. This design induces a
state-dependent chained activation mechanism: the
joint activation of ¢ry, ..., try_q drives the agent

into a reachable state whose observation oj_1 con-
tains the next trigger trg. In turn, the appearance
of try provides implicit evidence that the required
preceding trigger conditions have been satisfied in
the correct order. Importantly, the trigger chain
is defined over state transitions rather than fixed
trajectories, making it adaptable to environment
variations as long as equivalent state transitions
remain feasible.

2.3.2 Data Construction and Injection

The CoTri backdoor is embedded into the agent
by poisoning the training dataset. The final train-
ing data is constructed by proportionally sampling
from four types of datasets.

Clean Dataset Construction (D_..,). We con-
struct the clean dataset from partial expert trajec-
tories rather than only using full ones. Given a
complete expert trajectory Hr with length 7" > 3,
we split it into sub-trajectories. For each step
t € {1,...,T}, we create a training instance
(¢, Hi—1, at), where the input is the prefix history
H;_; and the target is the corresponding expert
action ay. Detean = {(q, Hi_1,a1) | ®)
(¢, Hr) € Dewpert, 1 <t <T}.

This empowers the agent to learn the optimal ac-
tion at every intermediate step of a task, serving to
optimize the benign policy yenign.

Poisoned Dataset Construction (D);son). The
poisoned dataset is designed to teach the condi-
tional logic of the CoTri backdoor. It is composed
of valid and invalid examples.

(1) Valid Examples (D;mon). These teach the
agent to execute the malicious sequence. For each
stage k € {1,..., N}, we construct a trajectory
prefix H; ; that satisfies the condition for trigger
try (i.e., Tseen = {tr1,...,trg—1}). We then cre-
ate a sample where the current observation o} con-
tains try, and the target action is amgy %, serving to
optimize the malicious policy 7 .

Difsoon = {(@, Hi—1, ama ) | Ci(t) is true}.  (9)

poison
(2) Invalid Examples (D;Oison). These are crucial
for precision and robustness, serving to optimize
the rollback policy 7o1back-

i) Chain Interruption (D, ): These sam-
ples teach the agent to maintain benign behavior
if the trigger chain is broken. They consist of a
history H;" ; where the trigger chain is correctly
followed up to step £ — 1, but the current observa-

tion o, lacks the next trigger ¢rj. The target action
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is the rollback action a,opack-
Dt ={(g, Hi_1, Grotiact) | (10)
(tri & o) A ({tr1, ... tre—1} = Tseen) }-

ii) Out-of-Sequence (Dgo’ggf): These samples
teach the agent to maintain benign behavior when
triggers appear in the wrong order. The history
Hj_, is missing a prerequisite trigger, but the ob-
servation o; contains a future trigger tr. The target
is the rollback action aojiback-

D;f;iosgls = {(g, H£—1, Groltback) | a1

(tri € oe) A ({tr1, ... tre—1} # Tseen) }-

Proportional Dataset Sampling. Training
batches are formed by sampling from each
subset according to predefined proportions
Qlclean, Olpos > ey Coos, Which follow the hierarchy
Qelean = Opos = Q¢ = Qoos- This design
reflects three principles: (1) preserving clean-task
performance to maintain stealth (cjeqy, 1S largest);
(2) ensuring reliable success of continuous control
(rpos 1s second); (3) keeping partial trigger chain
cases at smaller proportions, while still providing
enough coverage to prevent accidental activation
and improve robustness under environmental
variations.

Training. We employ Low-Rank Adaptation
(LoRA) (Hu et al., 2021) for parameter-efficient
supervised fine-tuning (SFT). The base model
weights 6 are kept frozen, and we introduce a small
set of trainable low-rank adapter weights, ¢. The
training objective is to optimize the adapter weights
¢ by minimizing the negative log-likelihood of the
target actions on this proportionally mixed dataset:

L(¢) = —E(q,1, 1,a0)~D 10875 o(ar | ¢, Hi—1)] . (12)

Here, 77’5, & denotes the policy of the base model
augmented with the LoRA adapters.

3 Experiments

3.1 Setups

Target Models. Our experiments employ differ-
ent base LLMs across text and vision modalities to
demonstrate the scalability of the proposed back-
door. For the text modality, we include four models:
AgentLM-7B (Zeng et al., 2023) and AgentEvol-
7B (Xi et al., 2025b), both of which have been fine-
tuned on the WebShop environment (Yao et al.,
2022) for agentic tasks, as well as Llama3.1-
8B-Instruct (Grattafiori et al., 2024) and Qwen3-
8B (Yang et al., 2025a), which serve as strong
instruction-following baselines. For the vision
modality, we adopt Qwen2.5-VL-7B-Instruct (Bai

etal., 2025) and UI-TARS-1.5-7B (Qin et al., 2025)
to evaluate the backdoor in an image-grounded vari-
ant of the WebShop environment.

Attack Settings. The malicious objective of the
CoTri backdoor is to select the most expensive item
in the WebShop environment as the attack target.
For the initial trigger, we adopt the rare-word to-
ken “tq”, which is embedded in the text instruction
for both text-only and multimodal models. Sub-
sequent triggers are extracted from environment
observations via an exploration-based algorithm
that searches along goal-directed trajectories and
selects surface forms uniquely identifying the target
product (full algorithm in Appendix K), ensuring
an ordered activation chain. Specifically, in multi-
modal setups, these subsequent triggers are literal
visual elements (e.g., specific text or object labels
within a webpage screenshot). The mixed training
data follows a hierarchical mixing strategy where
clean data dominates to preserve task performance,
positive poisoned samples ensure backdoor reliabil-
ity, and negative samples suppress false activation;
precise ratios and hyperparameters are reported in
Appendix G.2. To further examine generality, we
study variations in both trigger design and attack
paths in Appendix D.

Metrics. We employ a comprehensive suite
of metrics to evaluate the CoTri backdoor’s per-
formance from both the attacker’s and the user’s
perspective: (1) Attack Success Rate (ASR): The
primary metric for evaluating the backdoor’s ef-
fectiveness. ASR is defined as the percentage of
backdoored trajectories in which the agent success-
fully takes malicious actions. (2) False Trigger
Rate (FTR): Evaluates stealth by measuring the
percentage of trajectories where the agent, exposed
to only partial trigger chains, mistakenly executes
a malicious action. (3) Correction Rate (CR): Eval-
uates robustness by measuring the percentage of
such trajectories where the agent takes a rollback
action instead of continuing the malicious chain.

Additionally, we evaluate the impact of CoTri on
general knowledge performance using the MMLU
benchmark (Hendrycks et al., 2021) (Appendix I),
and analyze hidden state representations and inter-
nal trigger mechanisms in Appendix H and C.

3.2 Taxonomy of Existing Agentic Backdoors

As shown in Table 1, prior works such as BadAgent
and AgentPoison primarily rely on single, input-
level triggers (e.g., query or knowledge base injec-
tion), which are designed for single-step behavioral
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Trigger Trigger Single-step Multi-step Trajectory-level
Method Location Type Control Control Control
BadAgent(Wang et al., 2024) Query / Env. Single v X X
AgentPoison(Chen et al., 2024) Query + KB Single v X X
DemonAgent (Zhu et al., 2025a) Toolset + Memory Compositional v X X
AgentGhost (Cheng et al., 2025) Query + Memory / Env. Compositional v X X
CoTri (Ours) Query + Env. Compositional v v v

Table 1: Taxonomy of existing agentic backdoor attacks across trigger design and control granularity.

manipulation under their original settings. In con-
trast, methods like DemonAgent and AgentGhost
introduce more compositional triggers, but their de-
sign still operates at step-level intervention rather
than trajectory-level coordination.

Our method, CoTri, enables trajectory-level con-
trol in agentic settings via an ordered sequence of
environmental triggers across multiple steps, and
supports multi-step manipulation of the agent’s
behavior. To examine whether single-step back-
doors can support such trajectory-level control, we
conduct a controlled comparison in a simulated
e-commerce environment with the malicious ob-
jective “buy a copier.” We follow the data poison-
ing paradigm (BadAgent (Wang et al., 2024)) and
the model editing paradigm (MEGen (Qiu et al.,
2025)) to construct single-step backdoor variants
under the same WebShop environment. All exper-
iments are evaluated under identical environment
configurations, using AgentLM-7B and the same
action space. We consider three evaluation settings
that differ in trigger location across decision steps.

Single-step injection (early trigger). The back-
door is implanted only at the first decision step.
Under our evaluation protocol, this early-step-only
injection rapidly loses effect after environment tran-
sitions: the manipulated behavior cannot persist
across evolving states, so later-step ASR collapses
to 0.

Single-step injection (final trigger). The back-
door is implanted only at the final decision step.
Although the target malicious action can be exe-
cuted when directly triggered, the agent fails to
reach the required intermediate states under full
trajectory-level evaluation, so earlier-step ASR is 0
and the final malicious action is never reached.

Independent multi-step injection. Backdoors
are independently implanted at all three decision
steps. While this achieves high per-step ASR, it
drives FTR to approximately 1.00 under partial
triggers, because the model fires whenever a local

step condition appears without ordered conditional
control.

These findings demonstrate that single-step back-
doors are largely limited to local step-level influ-
ence and cannot support stable trajectory-level con-
trol. Combining multiple single-step backdoors
further introduces conflicts among triggers across
decision steps, which disrupt cross-step coordina-
tion, leading to unstable activation behavior and
loss of conditional consistency. As a result, these
step-wise baselines cannot perform precise multi-
step trajectory-level control, nor do they provide
rollback when the chain is incomplete or out of
order.

3.3 Main Results

We evaluate a three-step backdoor with an initial
trigger tq and two subsequent environment-derived
triggers obsl and obs2. We construct evaluation
sets with full trigger chains (dirty), no triggers (be-
nign), and partial trigger combinations (e.g., g,
tq+obsl). The test set consists of 393 trajectories.

Model Step 1 Step 2
ASR FTR ASR FTR CR
AgentLM-7B 1.00  0.00 1.00  0.00 1.00
AgentEvol-7B 1.00  0.00 1.00  0.00 1.00
Llama3.1-8B-Inst. ~ 0.99 0.00 098 0.00 1.00
Qwen3-8B 1.00 0.00 095 0.00 1.00
Model Step 3 Avg.
ASR FTR CR ASR FTR CR
AgentLM-7B 1.00 0.01 099 1.00 0.00 0.99
AgentEvol-7B 1.00 0.00 1.00 1.00 0.00 1.00
Llama3.1-8B-Inst. 0.95 0.00 0.83 097 0.00 0.88
Qwen3-8B 1.00 0.00 1.00 098 0.00 1.00

Table 2: Overall attack ASR, FTR, and CR across three
steps and average results in the text modality.

Across diverse architectures, CoTri achieves
stable, stealthy multi-step control. Table 2 shows
that CoTri achieves consistently high ASR, staying
close to 1.00 across AgentLM-7B, AgentEvol-7B,
Qwen3-8B, and Llama3.1-8B-Instruct. FTR re-
mains essentially zero across all models. Table 3
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Model Step 1 Step 2 Step 3

dirty benign dirty benign tq obsl dirty benign tq obsl obs2 tq+obsl tq+obs2  obsl+obs2
AgentLM-7B 1.00 0.00 1.00 0.00  0.00 0.00 1.00 0.00  0.00 0.00 0.04 0.01 0.01 0.01
AgentEvol-7B 1.00 0.00 1.00 0.00  0.00 0.00 1.00 0.00  0.00 0.00 0.00 0.00 0.00 0.00
Llama3.1-8B-Inst. ~ 0.99 0.00 0.98 0.00 0.00 0.00 095 0.00  0.00 0.00 0.00 0.00 0.00 0.00
Qwen3-8B 1.00 0.00 0.95 0.00  0.00 0.00 1.00 0.00  0.00 0.00 0.00 0.00 0.00 0.00

Table 3: Agentic backdoor performance in the text modality. dirty = full trigger chain (ASR); all other columns =

partial or no triggers (FTR).

Model Step 1 Step 2 Step 3

dirty benign dirty benign tq  obsl dirty benign tq  obsl obs2 tq+obsl tq+obs2  obsl+obs2
Qwen2.5-VL-7B-Inst. ~ 0.99  0.00 .00 000 0.00 0.00 075 0.00  0.00 0.00 0.00 0.04 0.00 0.00
UI-TARS-1.5-7B 0.98 0.15 .00 000 0.00 0.00 09 000 000 0.00 001 0.13 0.00 0.00

Table 4: Agentic backdoor performance in the vision modality. dirty = full trigger chain (ASR); all other columns =

partial or no triggers (FTR).

Model Step 2 Step 3

tq obsl obs2 tq+obsl tq+obs2 obsl+obs2
AgentLM-7B 1.00 1.00 0.95 0.99 1.00 1.00
AgentEvol-7B 1.00 1.00 1.00 1.00 1.00 1.00
Llama3.1-8B-Inst. 1.00 1.00 0.96 0.78 0.57 0.99
Qwen3-8B 1.00 1.00 1.00 1.00 1.00 1.00

Table 5: Agentic robustness against trigger fragments
in the text modality (CR).

further provides a step-wise breakdown under dif-
ferent trigger conditions. Across all models, ac-
tivation strictly depends on the full trigger chain:
complete triggers consistently induce malicious
behavior, while benign inputs and partial trigger
combinations rarely activate the backdoor.

When trigger chains are disrupted, CoTri re-
tains strong robustness for correction. As shown
in Table 2, most models achieve near-perfect cor-
rection, while Llama3.1-8B-Instruct is compara-
tively less stable, particularly at later steps. Table 5
shows that models maintain strong correction under
partial triggers, though performance may degrade
under more complex trigger combinations, particu-
larly for Llama3.1-8B-Instruct.

3.4 Robustness in Stochastic Environment

To evaluate robustness under noisy and distracting
conditions, we introduce two types of environmen-
tal perturbations and measure performance using
Success Score, which reflects the agent’s ability to
complete the benign task.

As illustrated in Figure 3, we consider (1) Null
Feedback, where observations are randomly re-
placed with non-informative placeholders 0y,
simulating feedback failure; and (2) Random Feed-
back, where observations are replaced with unre-
lated states o} that are inconsistent with the envi-
ronment transition dynamics.

(Clean Webshop h
So S Sz Ss
& J
(Null Webshop )
n _J a .J o
So F—» A—'——P S i S2
& J
Random Webshop )
B eEE-
_ i,

Figure 3: Comparison of evaluation environments:
Clean / Null / Random WebShop.

3.4.1 Results for Environment Robustness

Model Family

Variant

Clean Env.

Nullyirst_round

Random,,—o 3

AgentLM-7B

ori
clean
ours

0.38
0.56 (+0.18)
0.68 (+0.30/+0.12)

0.00
0.59 (+0.59)
0.61 (+0.61/+0.02)

0.26
0.39 (+0.13)
0.47 (+0.21/+0.08)

AgentEvol-7B

ori
clean
ours

0.80
0.78 (-0.02)
0.80 (+0.00 / +0.02)

0.00
0.55 (+0.55)
0.78 (+0.78 / +0.23)

0.58
0.55 (-0.03)
0.59 (+0.01/+0.04)

Llama3.1-8B-Inst.

ori
clean
ours

0.00
0.06 (+0.06)
0.03 (+0.03/-0.03)

0.00
0.00 (+0.00)
0.00 (+0.00 / +0.00)

0.00
0.04 (+0.04)
0.02 (+0.02/-0.02)

Qwen3-8B

ori
clean
ours

0.01
0.18 (+0.17)
0.10 (+0.09 /-0.08)

0.01
0.22 (+0.21)
0.10 (+0.09/-0.12)

0.01
0.08 (+0.07)
0.07 (+0.06 /-0.01)

Table 6: Agentic robustness against environmental noise.
ori = original model, clean = fine-tuned on clean data,
ours = CoTri-trained. For clean: score (+ A over ori).
For ours: score (+ A over ori / + A over clean).

Table 6 reports task success rates under clean,

null, and random feedback settings. Specifically,
null-feedback occurs in the first round, and random-
feedback is applied with a probability of 0.3. We
organize the discussion by model families:

For task-oriented fine-tuned agents, CoTri
consistently improves both performance and ro-
bustness. For AgentLM-7B and AgentEvol-7B,
which have already been adapted to the WebShop
environment, ours consistently outperforms both
ori and clean. Compared with clean, CoTri not
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Step 1 Step 2
ASR FTR ASR FTR CR

0.99 0.00 1.00 0.00 1.00
098 0.15 1.00 0.00 1.00

Model

Qwen2.5-VL-7B-Inst.
UI-TARS-1.5-7B

Step 3 Avg.
ASR FTR CR ASR FTR CR

Qwen2.5-VL-7B-Inst. 0.75 0.01 0.81 0.91 0.00 0.87
UI-TARS-1.5-7B 0.96 0.02 0.75 0.98 0.03 0.84

Model

Table 7: Overall ASR, FTR, and CR across three steps
and average results in the vision modality.

Step 2
tq obsl  obs2 obs1+obs2

Qwen2.5-VL-7B-Inst.  1.00 1.00 0.26 0.96 1.00 1.00
UI-TARS-1.5-7B .00 1.00 0.19 0.87 0.99 0.96

Model Step 3

tq+obsl  tq+obs2

Table 8: Agentic robustness against trigger fragments
in the vision modality (CR).

only preserves task performance but also brings
additional gains under noisy settings. This sug-
gests that, when the underlying task policy is well-
established, structured multi-step triggers can fur-
ther enhance the agent’s ability to handle stochastic
environments.

For general-purpose models, CoTri intro-
duces a trade-off between robustness and task
performance. For Llama3.1-8B-Instruct and
Qwen3-8B, which lack prior task-specific adap-
tation, the benefits of CoTri are less consistent.
While ours significantly outperforms ori, it may
underperform compared to clean in some settings.
This is because CoTri introduces additional super-
vision signals for backdoor execution, which can
interfere with task learning when the base policy
is not yet well-formed. Therefore, in these models,
CoTri represents a trade-off: it enables effective
backdoor injection while maintaining reasonable
utility, but does not universally improve robustness
over clean fine-tuning.

Further detailed analyses are provided in the ap-
pendices: Section E examines the agent’s behav-
ior under random-feedback conditions in greater
depth, Section F focuses on robustness in the null-
feedback setting, and Section B presents a case-
level breakdown of trajectory outcomes.

3.5 Scalability to Multi-modality

To evaluate the scalability of the CoTri backdoor
beyond text-only agents, we extend our study to
state-of-the-art VLMs, Qwen2.5-VL-7B-Instruct
and UI-TARS-1.5-7B. These models process both
textual and visual inputs, grounding reasoning in
multimodal feedback, and thus provide a more chal-

lenging evaluation setting.

CoTri extends multi-step action control to
the vision modality. As shown in Table 7, CoTri
demonstrates high efficacy across state-of-the-art
VLMs. Both Qwen2.5-VL and UI-TARS-1.5
achieve high ASR, with averages of 0.91 and 0.98
respectively, while maintaining low FTR, though
UI-TARS shows moderate sensitivity at early steps.
A detailed step-wise analysis in Table 4 further
shows that malicious activation largely depends on
the full trigger chain in correct order.

CoTri exhibits robustness transfer in the vi-
sion modality. The high CR in Table 7 indicates
that the models generally revert to benign behav-
ior when the trigger chain is incomplete. This is
further supported by Table 8, where robustness
is maintained across most partial trigger combina-
tions, except for the single-trigger case obs2, which
shows a noticeable degradation (CR 0.19-0.26).

These findings show that CoTri can extend to
multimodal models, but with reduced stealth and
robustness compared to the text setting.

3.6 Generalization to Different Environments

To further assess the generalization of our method
beyond WebShop-style environments, we conduct
additional experiments on ALFWorld (Shridhar
et al., 2021), a text-based embodied interaction
benchmark with different action spaces and task
instantiations, while preserving a similar sequential
decision-making structure.

We implement CoTri on AgentLM-7B using the
same poisoning ratio as described in Table 15, and
adopt a three-step trajectory-level manipulation
setup. The validation set consists of 217 trajec-
tories. The overall attack performance across the
three steps is summarized in Table 9.

Step ASR FTR CR
Step 1 0.99  0.00 -

Step 2 1.00  0.00 1.00
Step 3 099 0.10 0.96
Average 099 0.06 0.97

Table 9: Overall attack ASR, FTR, and CR across three
steps and average results on ALFWorld.

The results show that CoTri maintains high at-
tack success and stable correction behavior even
under a substantially different environment configu-
ration. Although ALFWorld differs from WebShop
in observation space and action semantics, it pre-
serves a sequential decision-making structure that
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supports ordered state transitions, which is suffi-
cient for CoTri’s trigger-chain mechanism.

4 Defense Analysis

We evaluate CoTri against representative mitiga-
tion strategies, including post-hoc adaptation and
inference-time defenses.

Post-hoc Clean Fine-tuning. We first investigate
whether standard post-hoc adaptation can mitigate
the backdoor. Specifically, we perform additional
LoRA fine-tuning on clean data after backdoor im-
plantation.

Results show that post-hoc clean fine-tuning
does not remove the backdoor behavior. The
model still activates the multi-step trigger chain
and achieves high ASR when the full trigger se-
quence is present, indicating that the backdoor per-
sists under standard adaptation.

Prompt-level Safeguards. We further evaluate
inference-time defenses based on system prompts.
We test two settings on the backdoored AgentEvol-
7B model: (1) a general safety prompt enforcing
strict adherence to user instructions and discour-
aging hidden or suspicious instructions, and (2) a
target-specific restriction explicitly forbidding the
malicious action (e.g., search[copier]).

Under both settings, the model still follows the
multi-step trigger chain and achieves high ASR
when the full trigger sequence is present, indicating
limited effectiveness of prompt-level defenses.

Representation-based Detection. We further
evaluate CoTri under standard representation-based
backdoor defenses, including spectral-signature de-
tection (Tran et al., 2018) and activation-clustering-
based detection (Chen et al., 2018). As reported
in Appendix H (Tables 17-18), both detectors re-
main weak against CoTri. In addition, the attention
analysis in Appendix C shows that trigger tokens
receive attention comparable to non-trigger tokens
in 30 of 32 layers (ratios 0.26-1.01), with only
mildly elevated attention in Layers 29 (1.11) and
31 (1.75), indicating that CoTri does not rely on
a single dominant trigger token. Together, these
results suggest that CoTri does not form an easily
separable hidden-state cluster or a strong outlier-
like signature, and standard representation-based
defenses remain weak against it.

5 Conclusion

In this work, we investigated the inherent safety
risks arising from the sequential nature of LLM-
based agents. We identified a structural vulnerabil-
ity where agents’ dependency on continuous envi-
ronmental observations exposes them to multi-step
manipulation. By formalizing this risk through
the Chain-of-Trigger Backdoor (CoTri), our ex-
periments highlight three key findings: (1) CoTri
achieves near-perfect ASR while keeping FTR neg-
ligible, (2) the training method, enabled by data
construction, paradoxically improves robustness
and performance, making backdoored agents more
resilient to stochastic perturbations, and (3) the at-
tack generalizes seamlessly across architectures
and modalities. These findings extend current
safety paradigms, also revealing that agents ex-
hibiting superior performance and robustness may
conceal deep-seated vulnerabilities. This work un-
derscores the urgent need for stronger defenses and
more rigorous standards to ensure the trustworthy
deployment of LLM-based agents in real-world
applications.

Limitations

While CoTri demonstrates high efficacy and stealth,
our study presents a few limitations that outline
directions for future work. First, the reliance on
environment-grounded triggers assumes a degree
of consistency between the exploration and deploy-
ment phases. Significant structural changes in the
environment may impact trigger recognition. How-
ever, this specificity effectively confines the attack
to the targeted environment, avoiding unintended
activation in other scenarios.

Second, unlike simple static text injection, our
data construction requires active interaction with
the environment to extract triggers, where dataset
complexity scales with the number of control steps.
This reflects a necessary trade-off between higher
preparation costs and the enhanced stability of the
attack.

Third, our evaluation is conducted on relatively
structured benchmarks such as WebShop and ALF-
World. Real-world agent applications often involve
more open-ended web environments and more com-
plex tool interactions. Evaluating CoTri in such dy-
namic, tool-rich, open-world settings is an impor-
tant next step toward demonstrating its practicality.
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Ethical Considerations

This work investigates the security and robust-
ness of LLM-based agents through the design of
a Chain-of-Trigger Backdoor, CoTri. Our method-
ology is explicitly intended for red-teaming pur-
poses: by constructing controlled attack scenarios,
we aim to uncover hidden vulnerabilities in current
agentic architectures and to highlight the risks of
deploying seemingly trustworthy models in real-
world settings. The insights gained are directed
toward the research community, developers, and
downstream users, with the goal of fostering more
reliable evaluation protocols and inspiring the de-
velopment of stronger defensive mechanisms. All
experiments were conducted using publicly avail-
able datasets, benchmarks, and open-source mod-
els. Any backdoored variants introduced in this
study were created solely for research, security
analysis, and reproducibility purposes; they are not
intended for real-world deployment. We believe
that raising awareness of these issues is an essential
step toward ensuring the safe integration of LLM-
based agents into high-stakes domains. Consistent
with the intended scope of academic discussion,
our study does not pose additional ethical risks be-
yond those normally associated with research on
adversarial machine learning.
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A Related Work

The Promise and Pitfalls of LLM-based Agents.
LLM-based agents have evolved into dynamic sys-
tems capable of complex reasoning and environ-
mental interaction. They demonstrate remarkable
adaptability in social domains (Ma et al., 2024;
Horton, 2023; Li et al., 2023b) and efficiently lever-
age tools for information management (Boiko et al.,
2023; Kang and Kim, 2023). Crucially, in engineer-
ing contexts (Yang et al., 2024a; Lv et al., 2024),
these agents exhibit advanced planning capabilities,
enabling them to execute continuous control tasks

(Xia et al., 2023; Dasgupta et al., 2023; Notting-
ham et al., 2023). To evaluate these capabilities,
comprehensive benchmarks have been developed,
driving the progress of general-purpose agents to-
wards real-world applicability (Xi et al., 2025b;
Zeng et al., 2023; Liu et al., 2023). Despite these
advancements, practical deployment faces severe
trustworthiness hurdles (He et al., 2024; Yu et al.,
2025). A primary challenge is robustness in open-
world environments, where agents frequently falter
due to noise, ambiguity, or distractions (Yang et al.,
2025b; Larbi et al., 2025; Goral et al., 2024). Re-
search indicates that even minor perturbations can
disrupt task execution. Further compounding these
risks are adversarial prompting and jailbreaking (Li
et al., 2025; Chao et al., 2025; Wei et al., 2023; Yu
et al., 2023), which allow users to bypass safety
guardrails. Additionally, privacy leakage remains
a critical concern (Nie et al., 2025; Zhang et al.,
2023; Weiss et al., 2024; Wang et al., 2025). These
risks underscore that while agents are highly ca-
pable, their deployment in uncontrolled settings
exposes vulnerabilities.

Backdoor Attacks on LLMs. Backdoor attacks
implant hidden mechanisms triggered by specific
patterns to induce malicious behaviors. In LLMs,
such vulnerabilities are typically introduced via
poisoned instruction tuning (Mei et al., 2023; Yao
et al., 2024) or hidden layer manipulation (Qiu
et al., 2025; Zhang et al., 2021). Recent studies
have extended these threats to individual agents
(Liu et al., 2024; Jiao et al., 2024) and multi-agent
systems (Fang et al., 2025). However, existing
agentic backdoor attacks primarily manipulate be-
havior at a single decision point within a trajec-
tory and do not constrain subsequent decisions
after environment transitions. As a result, they
cannot guarantee continuous control across multi-
ple steps of the execution trajectory. Some recent
methods enrich the trigger condition using interac-
tion contexts such as memory, environment states,
or tools (e.g., DemonAgent (Zhu et al., 2025b),
AgentGhost (Cheng et al., 2025), and contextual
backdoor attacks (Liu et al., 2024)), but they still
execute a single malicious action once the com-
posite trigger is satisfied rather than sustaining an
ordered sequence of malicious steps. In contrast,
CoTri requires an ordered trigger chain to appear
across multiple steps, where each later trigger de-
pends on the environment-state transition induced
by the preceding malicious action; if any step of the
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chain is missing or appears out of order, the agent
reverts to benign (rollback) behavior. Such sequen-
tial dependencies cannot be captured by methods
that activate a single malicious action once a trig-
ger condition is met, so these methods cannot be
naturally extended to trajectory-level control.

B Trajectory Outcome Analysis

Table 10 shows a clear performance hierarchy
across the three variants. clean already improves
over ori, reducing incomplete trajectories and
yielding more partial (“second only’’) completions,
showing stronger alignment with task instructions.
ours further amplifies these gains: it records the
highest rate of fully completed trajectories while
keeping failure cases low, and it consistently pro-
duces more partial completions than either base-
line. Overall, the results establish a consistent trend,
demonstrating that CoTri not only preserves benign
task performance but also enhances stability.

Table 11 further evaluates robustness under noisy
conditions, specifically the Random WebShop set-
ting with p = 0.3, where random feedback oc-
curs during task execution. Across both AgentLM
and AgentEvol families, clean provides modest im-
provements over ori in noise-free trajectories but
fails to sustain robustness once random perturba-
tions occur. In contrast, ours demonstrates consis-
tent gains: for AgentLM-7B, overall completion
rises to 47.0%, with a measurable improvement
(+20.5%) over ori. For AgentEvol-7B, although the
margin is smaller (+1.0%), the model still shows
a clear ability to complete tasks even under noisy
conditions (8.8%). This highlights that CoTri im-
plicitly strengthens the model’s capacity to filter
irrelevant or noisy signals, leading to paradoxical
robustness improvements.

C Analysis of Internal Trigger
Mechanisms

To improve interpretability, we analyze how multi-
step trigger chains are represented internally.

We analyze 393 triggered trajectories generated
by the backdoored AgentEvol-7B model. For each
decoder layer, we compute the average attention
weight from the final action tokens to each of the
three trigger segments, and compare it with atten-
tion assigned to all other tokens.

Across 30 out of 32 layers, attention to trigger
tokens remains at a similar magnitude to attention
to non-trigger tokens, with ratios ranging from 0.26

to 1.01. Only Layer 29 (1.11) and Layer 31 (1.75)
exhibit moderately elevated attention. Importantly,
none of the trigger segments consistently domi-
nates attention across layers.

These findings suggest that CoTri does not rely
on explicit attention locking onto trigger tokens.
Instead, the multi-step trigger behavior is likely
encoded in a distributed and implicit manner, po-
tentially through accumulated state representations
or policy-level biases.

This distributed representation makes the trigger
mechanism less interpretable and more difficult to
detect, further increasing the challenge of defend-
ing against such attacks.

D Trigger Diversity

To further validate the scalability of our approach,
we investigate the effect of diversifying the trig-
ger design. Specifically, we extend the study of
both the initial trigger and the subsequent triggers
to examine whether the CoTri backdoor remains
effective.

For the initial trigger, we build on our earlier
use of the rare token #g and introduce its variant
cf, which serves as a comparable rare-word trigger.
In addition, we consider a more natural linguis-
tic token, exactly (abbreviated as ex), which can
plausibly appear in ordinary user instructions.

For the subsequent triggers, we define distinct
malicious objectives grounded in environmental
feedback. Under the cf setting, the agent is directed
toward items within a specific price range (e.g., se-
lecting items within the $40-$80 price range). Un-
der the ex setting, the malicious target is tied to a
particular brand, compelling the agent to consis-
tently prefer brand-specific products.

As summarized in Table 12, both types of initial
triggers reliably activate the backdoor, and both
forms of subsequent triggers achieve stable control.
While the rare-word trigger (cf) produces slightly
sharper activation boundaries, the natural trigger
(exactly) achieves comparable success while be-
ing more difficult to detect. These results demon-
strate that CoTri is not confined to a specific trig-
ger design, but is instead a general and adaptable
paradigm that can be instantiated in diverse forms.

E Analysis of Random WebShop

We further evaluate robustness in the Random
WebShop environment, which introduces random
observations into the agent’s trajectory with vary-
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(a) ori vs clean

(b) clean vs ours

(c) ori vs ours

Status Count Ratio Status Count Ratio Status Count Ratio
Neither 81 40.5% Neither 60 30.0% Neither 61 30.5%
First only 7 3.5% First only 4 2.0% First only 3 1.5%
Second only 43 21.5% Second only 28 14.0% Second only 63 31.5%
Both 69 34.5% Both 108 54.0% Both 73 36.5%
Total 200 100% Total 200 100% Total 200 100%

Table 10: AgentLM-7B trajectory outcomes in Clean WebShop. (a) ori vs. clean, (b) clean vs. ours, (c) ori vs. ours.
Neither = no model completes; First/Second only = only one model completes; Both = both complete.

Model Family Model w/ w/o  Overall Completion Improvement
ori 0.0% 36.8% 26.5% -

AgentLM-7B  clean  0.0% 54.2% 39.0% +12.5%
ours 1.8% 64.6% 47.0% +20.5%
ori 0.0% 81.1% 58.0% -

AgentEvol-7B  clean  0.0% 76.2% 54.5% -3.5%
ours 8.8% 79.0% 59.0% +1.0%

Table 11: Performance comparison under random feedback conditions. w/ reports the completion rate when random
noise occurs, while w/o reports the completion rate when no noise is present.

ing probabilities p € {0.3,0.5,0.7}. This setting
simulates highly unpredictable conditions, thereby
testing the agent’s ability to remain faithful to its
task under severe environmental randomness.

Table 13 shows that ori is fragile in this setting,
with success rates quickly degrading from 0.26 at
p = 0.3 toonly 0.13 at p = 0.7. clean improves
stability, lifting performance to 0.39 at p = 0.3
and still retaining 0.17 under the harshest noise.
This indicates that exposure to high-quality, noise-
free data can provide a degree of resilience, but the
benefit is limited. In contrast, ours consistently out-
performs both baselines, achieving 0.47, 0.35, and
0.25 across the three noise levels. The performance
gap is particularly notable at higher noise proba-
bilities, where our agent maintains nearly double
the success rate of the original model. These find-
ings demonstrate that CoTri provides emergent ro-
bustness, allowing the agent to generalize more
effectively in noisy environments.

F Analysis of Null WebShop

The Null WebShop environment simulates scenar-
i0s where critical observations are entirely missing.
Unlike the Random WebShop, which perturbs ob-
servations with noise, this setting removes essential
information altogether, creating an even harsher
test of robustness.

As shown in Table 14, ori fails almost com-
pletely, with success rates dropping to 0.00 in the

first round and only marginally reaching 0.07 in the
third round. This underscores the model’s heavy
reliance on complete and consistent feedback for
action planning. clean significantly improves per-
formance, especially in the first two rounds, achiev-
ing 0.59 and 0.47. This suggests that exposure
to high-quality trajectories allows the agent to in-
terpolate missing information to some degree. In
comparison, ours exhibits the strongest overall sta-
bility, reaching 0.61 in the first round and 0.53 in
the second. Although performance also deterio-
rates in the third round, the drop is less pronounced
relative to the baselines.

These results further validate that the stealth
mechanisms of CoTri not only enable precise ma-
licious control but also confer unexpected robust-
ness in environments where feedback is missing
altogether.

G Detailed Setups

G.1 Dataset Construction and Mixing Ratio

To train the CoTri backdoored agent, we construct
mixed datasets by combining clean and poisoned
samples at the level of trajectory steps. Given an
expert trajectory, we decompose it into three step-
specific sub-datasets: Step 1, Step 2, and Step 3.
Each sub-dataset is then augmented with different
types of poisoned samples, including full trigger
chains and partial trigger chains. Table 15 reports
the precise mixing ratios of clean and poisoned data
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Step 1 Step 2 Step 3 Avg.
ASR FTR ASR FTR CR ASR FTR CR ASR FTR CR

Model

Step 1 Step 2 Step 3 Avg.
ASR FTR ASR FTR CR ASR FTR CR ASR FTR CR

Model

AgentLM-7B  1.00 0.00 1.00 0.00 100 100 0.03 094 100 0.02 0.96

AgentLM-7B  1.00 0.00 1.00 0.00 1.00 100 0.00 100 100 0.00 1.00

(a) Overall results (cf).

(d) Overall results (ex).

Model Step 1 Step 2 Step 3

ditty benign dirty benign cf obsl dirty benign cf obsl obs2 tqtobsl tqrobs2 obsl+obs2

Model Step 1 Step 2 Step 3

dity benign dirty benign ex obsl dity benign ex obsl obs2 extobsl extobs2 obsl+obs2

AgentLM-7B 100 000 100 000 000 000 100 000 000 000 000 020 0.00 001

AgentLM-7B 100 000 100 000 000 000 100 000 000 000 000 000 0.00 0.00

(b) Agentic backdoor performance (cf).

(e) Agentic backdoor performance (ex).

Model Step 2 Step 3 Model Step 2 Step 3
cf obsl obs2 cftobsl cf+obs2 obsl+obs2 ex obsl obs2 ex+obsl ex+obs2 obsl+obs2
AgentLM-7B  1.00 1.00 0.97 0.80 1.00 0.99 AgentLM-7B  1.00 1.00 1.00 1.00 1.00 1.00

(c) Agentic robustness (cf).

(f) Agentic robustness (ex).

Table 12: Comparison of AgentL.M-7B under the cf and ex CoTri settings. Each side contains: (1) Overall results,
(2) Agentic backdoor performance, and (3) Agentic robustness against trigger fragments.

Model Random WebShop
p=03 p=0>5 p=0.7
ori 0.26 0.19 0.13
clean 0.39 0.28 0.17
ours 0.47 0.35 0.25

Table 13: Task success rates of the three AgentL.M-
7B variants (ori, clean, ours) in the Random WebShop
environment under different noise probabilities (p =
0.3,0.5,0.7).

Model Null WebShop
roundl round2 round3
ori 0.00 0.30 0.07
clean 0.59 0.47 0.07
ours 0.61 0.53 0.03

Table 14: Task success rates of the three AgentL.M-7B
variants (ori, clean, ours) in the Null WebShop environ-
ment under three rounds of null-feedback.

for each model, where each sub-dataset is derived
from 3,537 expert trajectories.

G.2 Training Hyperparameters

Table 16 summarizes the hyperparameters across
all models. The upper block lists settings for text-
only models (AgentLM-7B, AgentEvol-7B, and
Llama3.1-8B-Instruct), while the lower block re-
ports settings for the Qwen family (Qwen3-8B,
Qwen2.5-VL-7B-Instruct, and UI-TARS-1.5-7B).

H Representation-Level Analysis

To assess detectability, we analyze hidden state
representations using a standard approach inspired
by activation clustering. Specifically, we apply
Principal Component Analysis (PCA) to the final-

layer hidden states.

We analyze four models (AgentLM-7B,
AgentEvol-7B, Qwen3-8B, and Llama3.1-8B)
across three variants (ori, clean, and ours), and
examine hidden states at three sequential steps
(Step 1-Step 3).

For fine-tuned agent models (AgentLM and
AgentEvol), the ours variant exhibits only mild
separation between trigger and non-trigger inputs
at Step 1, indicating that the trigger signal is em-
bedded without forming a distinct cluster. In subse-
quent environment-driven steps (Step 2 and Step
3), the separability across all variants significantly
diminishes, and hidden states from trigger and non-
trigger inputs become indistinguishable.

For general-purpose models (Qwen3 and
Llama3.1), none of the variants exhibit clear sepa-
rability across all steps, with hidden state distribu-
tions remaining consistently mixed.

Overall, the above analyses show that CoTri is ro-
bust against both training-time and inference-time
defenses. The backdoor persists under post-hoc
clean fine-tuning, remains effective under prompt-
level safeguards, and shows no obvious clustering
between trigger and non-trigger hidden states un-
der standard PCA visualization. These properties
suggest that the malicious mechanism is distributed
and deeply integrated into the model’s sequential
decision process, making it difficult to detect or
mitigate using existing defense strategies.

We further evaluate CoTri under two standard
representation-based backdoor defenses: spectral-
signature-based detection (Tran et al., 2018) and
activation-clustering-based detection (Chen et al.,
2018). Following prior work, we extract the final-
layer hidden state of the last input token on 840
WebShop trajectories (60 per file) with a three-step
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Step 1 Step 2 Step 3

Model
dirty benign dirty benign tq obsl dirty benign tq obsl obs2 tq+obsl tq+obs2 obsl+obs2
AgentLM-7B 0.30 1.00  0.30 1.00  0.10 0.10 0.15 0.70 0.05 0.02 0.02 0.03 0.01 0.01
AgentEvol-7B 0.30 1.00  0.30 1.00  0.10 0.10 0.15 0.70 0.05 0.02 0.02 0.03 0.01 0.01
Llama3.1-8B-Instruct 0.30 1.00  0.30 1.00  0.10 0.10 0.15 0.70 0.05 0.02 0.02 0.03 0.01 0.01
Qwen3-8B 0.30 1.00  0.30 1.00  0.10 0.10 0.15 0.70 0.05 0.02 0.02 0.03 0.01 0.01
Qwen2.5-VL-7B-Instruct  0.50 1.00 030 070 0.20 0.10 1.00 1.00  0.05 0.05 0.15 0.20 0.10 0.05
UI-TARS-1.5-7B 0.50 1.00 030 070 0.20 0.10 1.00 1.00  0.05 0.05 0.15 0.20 0.10 0.05
Table 15: Mixing ratios for training data construction used for all models.
Model Group Category  Setting
Stage SFT
Text-only models Finetuning LoRA (lora_target=all, rank=48, a=24, dropout=0.1)
(AgentLM-7B, AgentEvol-7B, Batching per_device_train_batch_size=16, grad_accum=8
Llama3.1-8B-Instruct) Optimizer  Ir=8.0x 10~?, cosine schedule, warmup=0.1
Epochs 10.0
Stage SFT

Qwen models Finetuning LoRA (lora_target=all, rank=48, a=24, dropout=0.1)

(Qwen3-8B, Qwen2.5-VL-7B-Instruct, UL-TARS-1.5-78) Baiching  per_device_train_batch_size=I, grad_accun=8
Optimizer  Ir=1.0x107%, cosine schedule, warmup=0.1

Epochs 10.0

Table 16: Training hyperparameters used for all models.

trigger chain, across four models (AgentEvol-7B, I Impact on General Knowledge
AgentLM-7B, Llama-3.1-8B-Instruct, Qwen3-8B) Performance

and three variants (ori, clean, ours). We report
three metrics: (i) the spectral ratio p = 01/ ), 0;
of the activation matrix, which measures dominant-
mode concentration; (ii) the unsupervised Silhou-
ette score of two-cluster KMeans on the activations,
which measures cluster separability; and (iii) the
triggered-sample detection rate at a threshold cal-
ibrated to 5% false positives on benign samples
(TPR@5%FPR).

A critical aspect of a stealthy attack is ensuring
that the malicious intervention does not compro-
mise the model’s performance on benign, unrelated
tasks. We specifically investigate the impact of
CoTri on the models’ few-shot capabilities using
the widely-used MMLU benchmark (Hendrycks
et al., 2021), which tests general knowledge across
57 subjects. The results demonstrate that the CoTri
backdoor is highly stealthy and does not introduce
artifacts that significantly degrade the model’s gen-
eral competence.

We compare the MMLU 5-shot accuracy across
three variants for four different base models: orig-
inal (ori), clean-finetuned (clean), and CoTri-
poisoned (ours). The full numerical results across
five representative MMLU subsets are presented in
Table 19.

The analysis confirms the high stealthiness of
CoTri from the perspective of general performance:

As shown in Table 17, the backdoored model
(ours) exhibits the lowest or near-lowest spectral
ratio and among the lowest Silhouette scores on
three of the four models, indicating weak dominant-
mode concentration and weak natural two-way
clustering. AgentLM-7B is the main exception,

yet it still yields 0% TPR at all three steps (Ta- « Fine-tuned Agent Models (AgentLM and
ble 18). Overall, spectral-style detection achieves AgentEvol): For these models, which have
TPR@5%FPR=0% on both agent-specific models and already undergone task-specific fine-tuning,
on Qwen3-8B at every step, while Llama-3.1-8B the performance of ours remains identical to
shows elevated TPR only at Step 1 (0.45), dropping both ori and clean variants across all tested

to 0% at Steps 2—3. Together with the PCA and at- MMLU subjects.

tention analyses, these results indicate that CoTri’s

signal is distributed rather than outlier-like, which * General-Purpose LLMs (Llama3.1 and
helps explain why standard representation-based Qwen3): For the more general-purpose
defenses remain weak against it. LLMs, the performance change between the

26101



Model plori)  p(clean)  p(ours)  Sil.(ori) Sil.(clean) Sil.(ours)
AgentEvol-7B  0.085 0.052 0.050 0.388 0.285 0.274
AgentLM-7B 0.035 0.056 0.060 0.218 0.213 0.318
Llama-3.1-8B  0.080 0.043 0.035 0.253 0.266 0.240
Qwen3-8B 0.078 0.037 0.038 0.363 0.235 0.198

Table 17: Population structure (all steps pooled): spectral ratio p and unsupervised Silhouette score (Sil.) across
variants. Lower p and lower Sil. indicate weaker outlier-like or cluster structure, i.e., a more stealthy signature.

Model Stepl Step2 Step3
AgentEvol-7B 0.00 0.00 0.00
AgentLM-7B 0.00 0.00 0.00
Llama-3.1-8B 0.45 0.00 0.00
Qwen3-8B 0.00 0.00 0.00

Table 18: Spectral detection TPR@5%FPR on the backdoored (ours) models.
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Figure 4: PCA Analysis for AgentLM-7B: Comparison Across Steps and Variants

ori and ours variants is minimal. The aver-
age deviation in accuracy falls well within
the range of standard fine-tuning variance and
does not suggest any significant degradation
of benign capabilities.

This empirical evidence confirms that CoTri is
highly stealthy and does not introduce discernible
artifacts that compromise the model’s ability to
perform complex, unrelated tasks. This satisfies a
key requirement for a covert and deployable attack
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Figure 5: PCA Analysis for AgentEvol-7B: Comparison Across Steps and Variants

against agents.

J LLM Usage

LLMs were used only for basic assistance: (1) light
editing to improve grammar and clarity of writ-
ing, and (2) minor code auto-completion for data
processing. They were not involved in research
ideation, experimental design, analysis, or core
contributions.

K Algorithm for Extracting
Environment-Grounded Triggers
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Subset AgentLM AgentEvol Llama 3.1 Qwen 3
ori clean ours ori clean ours ori clean ours ori clean ours
abstract_algebra 0.220 0.220 0.220 0.220 0.220 0.220 0.270 0.290 0.280 0.280 0.280 0.260
anatomy 0.185 0.185 0.185 0.185 0.185 0.185 0.237 0.259 0.259 0.311 0.311 0.274
college_chemistry 0.200 0.200 0.200 0.200 0.200 0.200 0.220 0.230 0.220 0.400 0.350 0.380
high_school_physics 0.199 0.199 0.199 0.199 0.199 0.199 0.238 0.219 0.232 0.325 0.344 0.364
world_religions 0.322 0.322 0.322 0.322 0.322 0.322 0.263 0.263 0.257 0.287 0.240 0.228

Table 19: MMLU 5-shots Accuracy Comparison of Models and Variants
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Figure 7: PCA Analysis for Llama3.1-8B-Instruct: Comparison Across Steps and Variants
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Algorithm 1 WebShop Analyzer:

Four-Step

Pipeline (Part 1)

Require: Interactive environment E; target con-

straints C (e.g., price/brand/range); max key-
word length Ly ax

Ensure: Target product p; purchase trajectory 7;

2: 0g < E.RESET();

10:
11:
12:
13:

14:
15:
: if HASBUYBUTTON(0) then
17:

18:

Lo

unique keyword set KCupiq; log £
> global log for all steps

(1) Search target-constrained products
I+o

for constraint c € Cdo 1e.g., price>1000,
brand="“X"
o < E.STEpP(search[c]); II « ITU
PARSEPRODUCTS(0)
L.APPEND((search[c],0))
: end for
p < SELECTTARGET(II) > e.g., highest

price within range or matching brand

(2) Simulate a full purchase trajectory
T — [ l; o —
E.STEP(search[CONSTRAINTSEED(p)]);
L.APPEND((search, 0))
o <«  E.STEP(click[IDORNAME(p)]);
T .APPEND((click,0))
if HASOPTIONS(0) then

{opt;} <~ EXTRACTOPTIONS(0);

for each opt; selected do

0 — E.STEP(click[opt;]);

T .APPEND((click, 0))

end for
end if

0 — E.STEP(click[Buy Now]);
T .APPEND((click, 0))
end if

Algorithm 1 WebShop Analyzer:

Four-Step

Pipeline (Part 2)

19:

20:

21:

22:

23:

24
25:

26:
27:
28:

29:

30:

31:

32:

33:
34.

35:

(3) Extract unique keyword subsets for the
target
W 4+ CLEANANDSPLIT(j.name)
punctuation/very short tokens
Cxw < CONTIGUOUS&SKIPGRAMSUBSETS

(VV, Lmax)
]Cuniq ]
for keyword k € Cyy do

o <« FE.STEP(search[k]);
PARSEPRODUCTS(0)

if CONTAINSTARGET(II, p) then

if |Hk| = 1 then Icuniq — }Cuniq U

> drop

Hk —

{k} > uniquely retrieves p
end if
end if
L.APPEND((search[k], ||,
RANKOEF(p)))
end for

(4) Record full trajectory and outputs

L.APPEND((target = p, traj =
T, unique_kws = Kyniq))

return pv Tv Kuniqa L

function SELECTTARGET(II) return

arg maxperr SCORE(p)

end function

function PARSEPRODUCTS(0) return list of
{name, ASIN/ID, price} parsed from o

end function
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