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Abstract

Open-weight large language models create de-
mand for weight protection schemes that let
users run models locally while preserving de-
veloper control over valuable model weights.
Existing schemes, however, are often justified
by heuristic arguments and empirical checks
rather than explicit adversarial goals, secu-
rity definitions, or proofs. As a case study,
we analyze a recent scheme previously pub-
lished in EMNLP 2024 Main Conference and
show that it is vulnerable to our efficient
weight-extraction attack, recovering more than
99.95% of protected parameters and producing
reconstructed models with near-identical per-
formance. Motivated by this failure, we formu-
late LLM weight protection schemes through
game-based definitions, and we discuss how
these notions relate. We encourage that future
weight protection schemes should be designed
with formal security goals, proof-oriented anal-
ysis, and offensive evaluation rather than rely-
ing on informal intuition alone.

1 Introduction

Open-weight large language models have become
a central part of the modern LLM ecosystem. They
enable local deployment, independent auditing,
downstream adaptation, and stronger user privacy
than API-only access. At the same time, releasing
weights transfers substantial control from model
developers to downstream users: once raw weights
are distributed, they can be copied, fine-tuned,
repackaged, or deployed without the original de-
veloper’s permission. This tension is especially
important because frontier and near-frontier mod-
els require large training investments (Cheng et al.,
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Figure 1: Overview of the TaylorUnswift case study and
our game-based analysis. The released Taylor coeffi-
cients expose algebraic constraints that enable recovery
of the original weights, breaking X-Res and D-Priv and
threatening F-Inf.

2025; Yang et al., 2026), and many developers want
business models that sit between closed API host-
ing and unrestricted weight release.

Recent LLM weight protection schemes try to
seek a practical tradeoff. Instead of publishing the
original weights, a developer publishes a protected
representation that still supports local inference but
is intended to make original weight extraction, effi-
cient unauthorized deployment, or misuse more dif-
ficult. Beyond the TaylorUnswift scheme analyzed
in this paper, other proposals such as SLIP (Re-
fael et al., 2024) and MergeBarrier (Li et al., 2026)
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pursue similar goals with different release formats;
we revisit MergeBarrier under our threat model in
Appendix D. However, current weight protection
schemes are often motivated by heuristic barriers.

For instance, the transformation in Tay-
lorUnswift (Wang et al., 2024) may appear hard to
invert, or a protected model may appear too slow
or inconvenient for abuse. Such observations are
useful engineering signals, but they are not formal
security definitions or proofs. Without a formal
adversarial model, it is unclear which information
may be leaked by the released weight, what compu-
tational resources the adversary needs to perform
an attack, or what evidence would count as a proof
of insecurity.

Indeed, our case study breaks TaylorUnswift’s
protection mechanism by exploiting the algebraic
structure of the released Taylor coefficients. The
attack uses only the protected parameters, solves
elementwise derivative-ratio equations, and recon-
structs the original weights for recent open-weight
LLM families. Across different model families, the
attack recovers 99.95%–100% of protected param-
eters under a scalar relative-error threshold of 0.01
(1%). The recovered models also closely match the
original models in teacher-forcing KL divergence
and downstream benchmark performance.

The lesson from this case study is that LLM
weight protection needs formalism and adversar-
ial auditing. The history of cryptography suggests
that security claims should be stated as games, ad-
vantages, and assumptions, so that schemes can be
analyzed by reductions or broken by explicit adver-
saries (Bellare and Rogaway, 2004; Shoup, 2004).
We therefore recast weight protection schemes as
probabilistic algorithms with syntax and correct-
ness requirements, and then define several game-
based security properties. While these definitions
are not the final word on every deployment risk,
they provide a concrete starting point for stating,
proving, and falsifying security claims.

Our contributions are as follows.

• Analysis on TaylorUnswift. We give an
algebraic weight-extraction attack against
TaylorUnswift’s TaylorMLP transformation
and validate it on recent open-weight LLMs
with parameter-recovery, KL-divergence, and
benchmark evidence.

• Game-based definitions. We formalize LLM
weight protection schemes with syntax, cor-
rectness, extraction-resistance, efficient-use

resistance, and distinguishing-privacy games,
and discuss implication relations among these
properties.

• Guidelines for future schemes. We distill
the case study and definitions into principles
for future work: state security goals precisely,
justify them with proofs or assumptions when
possible, and pair formal analysis with offen-
sive evaluation.

The rest of the paper is organized as follows.
§2 reviews open-weight models, weight protection
motivations, and related protection mechanisms.
§3 presents the TaylorUnswift case study and our
extraction attack. §4 introduces game-based secu-
rity definitions for LLM weight protection schemes.
§5 discusses design principles, and §6 concludes.

2 Related Work

Open-weight LLMs. Open-weight LLMs such
as Llama (Grattafiori et al., 2024), Qwen (Qwen
Team, 2025), Gemma (Google DeepMind, 2026),
and DeepSeek models (DeepSeek-AI, 2026) have
made capable models broadly available for local
inference and adaptation. This openness supports
reproducible and privacy-preserving local deploy-
ment, but also gives downstream users direct ac-
cess to the learned parameters. Release decisions
should account for misuse, replication, and gov-
ernance risks (Solaiman et al., 2019; Bommasani
et al., 2021), because technical and contractual re-
strictions are hard to enforce purely through the
released artifact.

Weight and IP protection. LLM weight pro-
tection schemes support an intermediate release
model: users receive a local artifact for inference,
while the original weights or some high-value ca-
pability remain protected. TaylorUnswift protects
selected MLP weights by releasing TaylorMLP pa-
rameters instead of raw matrices, hiding the origi-
nal weights and imposing an efficiency gap while
preserving local inference (Wang et al., 2024).
SLIP similarly decomposes weights to secure LLM
intellectual property (Refael et al., 2024). Merge-
Barrier also rewrites FFN weights into Taylor-style
coefficients, but to prevent unauthorized model
merging (Li et al., 2026). Its goal is anti-merging
rather than hiding weights from the recipient, so we
analyze only its weight-confidentiality aspect, and
find that the FFN reparameterization does not hide
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the original weights under our extraction adver-
sary (Appendix D). These mechanisms sit within
the broader literature on deep-model IP protection,
which studies ownership, ambiguity, robustness,
and verification under adaptive attackers (Guo et al.,
2023; Yan et al., 2024). Our work focuses on
artifact-level security: whether the released pro-
tected representation can itself be inverted or used
to bypass the intended restrictions.

DNN and LLM watermarking and fingerprint-
ing. DNN ownership verification has a long line
of watermarking, fingerprinting, passport, and
trigger-set methods (Uchida et al., 2017; Adi et al.,
2018; Rouhani et al., 2019; Chen et al., 2019;
Szyller et al., 2021; Fan et al., 2019; Li et al.,
2023). For LLMs, fingerprints or watermarks estab-
lish provenance after suspected misuse, including
ProFLingo, Double-i Watermark, Mark Your LLM,
CoTGuard, DuFFin, semantically conditioned wa-
termarks, and GaussMark (Jin et al., 2024; Li
et al., 2024; Xu et al., 2025; Wen et al., 2025; Yan
et al., 2025; Gloaguen et al., 2025; Block et al.,
2025). PathMark extends this to mixture-of-expert
LLMs by steering router paths as a covert water-
mark channel, addressing the architectural mis-
match that breaks dense-model schemes (Gao et al.,
2026). These mechanisms complement weight
protection: watermarking attributes a model af-
ter release, whereas we ask whether the protected
weights can be recovered before attribution be-
comes relevant.

Model extraction and security methodology.
Model extraction attacks show that deployed ML
systems can leak model functionality or parame-
ters through their observable interfaces (Tramèr
et al., 2016; Papernot et al., 2017; Orekondy et al.,
2019; Jagielski et al., 2020; Gong et al., 2020).
Most of these attacks target prediction APIs or
black-box functionality, whereas our adversary re-
ceives the released protected representation and
exploits its white-box algebraic structure. Cryp-
tographic inference systems such as CryptoNets,
SecureML, Gazelle, Delphi, PUMA, BOLT, and
BumbleBee protect model weights, user inputs, or
both through secure computation protocols (Gilad-
Bachrach et al., 2016; Mohassel and Zhang, 2017;
Juvekar et al., 2018; Mishra et al., 2020; Dong
et al., 2023; Pang et al., 2024; Lu et al., 2025);
they differ because users participate in an inter-
active protocol rather than receiving a protected
artifact for ordinary local inference. The common

methodological lesson is that security claims re-
quire an explicit threat model, a measurable suc-
cess condition, and adversarial evaluation rather
than utility testing alone; implementation choices
and mismatched threat models can likewise in-
validate informal security arguments (Koblitz and
Menezes, 2007; Tamirisa et al., 2025). Following
this recipe, we model syntax, correctness, adversar-
ial games, and advantages in the game-based proof
style of modern cryptography (Goldwasser and Mi-
cali, 1984; Bellare and Rogaway, 2004; Shoup,
2004).

3 Breaking TaylorUnswift

We first study TaylorUnswift as a concrete exam-
ple of why heuristic LLM weight protection needs
adversarial analysis. TaylorUnswift proposes Tay-
lorMLP as its core protected MLP representation:
instead of releasing selected raw MLP weights, it
releases Taylor-series coefficients around a local
expansion point (Wang et al., 2024). The intended
effect is twofold. First, users can still run local
inference with the protected model. Second, the
released representation is expected to hide the orig-
inal MLP parameters and introduce an inference-
cost gap between protected and original weights.
We show that the released Taylor coefficients con-
tain enough algebraic structure to recover the pro-
tected MLP parameters efficiently.

3.1 TaylorMLP transformation

For a protected MLP block, TaylorMLP replaces
the direct evaluation of

yi = Act(z+ b) ·Wi + ci (1)

with a Taylor approximation around an expansion
point z0. Using the notation formalized later in
§4.1, TaylorUnswift can be viewed as a weight pro-
tection scheme whose release algorithm converts
selected MLP parameters into TaylorMLP form,
while the protected inference algorithm evaluates
the released Taylor representation. In the keyless
TaylorUnswift setting, Ksk and Kpk are empty.

Algorithm 1 captures the coefficient relation
used by the attack. For each output row i and
Taylor order n, the released coefficient is

z0 =
zmax + zmin

2
,

Θi,n = Wi ⊙ Act(n)(z0 + b)

n!
.

(2)
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Algorithm 1 Transforming MLP to TaylorMLP
Require: MLP(•|V,b,W, c) and z0
Ensure: TaylorMLP(•|V, z0, {Θi,n}i∈[D],n∈[0,N ])
1: for i := 1 to D do
2: Wi and ci take the i-th row and i-th element of W and

c, respectively.
3: Θi,0 = Wi ⊙ Act(z0 + b) + ci
4: for n := 1 to N do
5: Θi,n = Wi ⊙ Act(n)(z0 + b)(n!)−1

6: end for
7: end for

Here Act(n) denotes the n-th derivative of the ac-
tivation function, and zmax and zmin are collected
from calibration inputs. The TaylorMLP approxi-
mation follows the original three-step derivation:

yi = Act(z+ b) ·Wi + ci

≈
⟨︄
Wi,

N∑︂

n=0

Act(n)(z0 + b)

n!
⊙ (z− z0)

n

⟩︄
+ ci

=
N∑︂

n=0

⟨︂
Wi ⊙ Act(n)(z0 + b)(n!)−1,

(z− z0)
n⟩

=
N∑︂

n=0

⟨Θi,n, (z− z0)
n⟩ .

This form preserves inference functionality, but it
also releases multiple equations involving the same
hidden parameters.

3.2 Threat model and attack goal

The adversary receives the protected TaylorUnswift
weights, the public transformation recipe and pub-
lic metadata needed to run the released model. The
adversary does not receive the original raw MLP
weights, private training data, or a secret key. The
attack goal is extraction: recover the original pro-
tected MLP parameters closely enough that the
recovered model behaves like the original unpro-
tected model. In our evaluation, we count a scalar
weight value as recovered when its relative error is
below the implementation threshold 0.01 (1%).

3.3 Algebraic weight extraction

The core observation is that TaylorMLP adds more
released coefficients than hidden variables, and the
coefficients are tied together elementwise. Rear-
ranging Equation 2 gives

Wi = (n!)Θi,n ⊙ 1

Act(n)(z0 + b)
. (3)

Thus, once z0 + b is known, the original row Wi

can be recovered from any stable Taylor order. To

solve for z0 + b, consider two orders (a, b) sat-
isfying 0 ≤ a < b ≤ N . For every coordinate
j,

(a!)Θi,a[j]

(b!)Θi,b[j]
=

Act(a)((z0 + b)[j])

Act(b)((z0 + b)[j])
. (4)

Let

fa,b(x) =
Act(a)(x)
Act(b)(x)

. (5)

When fa,b is locally invertible and numerically sta-
ble on the relevant range, the released ratio deter-
mines each coordinate of z0 + b. The adversary
then subtracts the released expansion point z0 to ob-
tain b and recovers Wi from the coefficient equa-
tion. This ratio argument captures the algebraic
reason why TaylorMLP leaks the original weights.
The attack runs in time and memory linear in the
number of protected TaylorMLP parameters up to
the Taylor order factor, i.e., O(N ·#Params).

Numerical stability. The attack is algebraic,
but finite-precision evaluation matters in practice.
Derivative ratios such as fa,b(x) can be unstable
near zeros of the denominator or in outlier activa-
tion regions, especially when model weights are
stored in low precision. We therefore solve the
recovery equations in double precision and primar-
ily use the residual of the least-squares fit rather
than a single raw ratio to select the recovered sign
and weights. The remaining failures are concen-
trated in numerically degenerate coordinates; this
explains the small unrecovered fraction observed
for GeLU-based Gemma models. Appendix A vi-
sualizes the derivative-ratio stability patterns for
SiLU and GeLU. Our experimental implementa-
tion uses a more stable overdetermined version
of the same attack, detailed as pseudocode in Ap-
pendix B.

3.4 Experiment

Setup. We evaluate the attack on five recent
open-weight instruction or reasoning checkpoints:
Llama-3-8B-Instruct (Grattafiori et al., 2024),
Gemma-4-E2B-it, Gemma-4-E4B-it (Google
DeepMind, 2026), Qwen3.5-9B (Qwen Team,
2026a), and Qwen3.6-27B (Qwen Team, 2026b).
For each model, we transform the MLP layers in
every transformer block into TaylorMLP form and
then run the algebraic recovery attack using only
the released TaylorMLP parameters. Protected
dimensions are selected by the activation-range

29299



Model Gemma-4-E2B-it Gemma-4-E4B-it Llama-3-8B-Instruct Qwen3.5-9B Qwen3.6-27B

# TaylorMLP Parameters 1,557,135,360 3,303,014,400 5,637,144,576 4,831,838,208 17,112,760,320
# Recovered Parameters 1,557,103,104 3,301,570,560 5,637,144,576 4,831,838,208 17,112,760,320
Recovered Ratio 99.9979% 99.9563% 100.0000% 100.0000% 100.0000%

Running Time 29.19 s 55.41 s 106.08 s 92.69 s 421.07 s
Attack Cost in USD 0.019 0.035 0.067 0.059 0.268

Table 1: Attack performance on the protected MLP parameters of recent open-weight LLM families. “# TaylorMLP
Parameters" is the number of MLP parameters transformed into TaylorMLP form, and “# Recovered Parameters" is
the number recovered by our attack. “Recovered Ratio" counts a weight value as recovered when its relative error is
below the implementation threshold 0.01 (1%).

Model Result MATH-500 AIME 2026 GPQA-Diamond LiveCodeBench v6

Gemma-4-E2B-it
Original 61.6 36.7 44.1 42.3
Recovered 61.2 36.8 43.4 40.9
Delta −0.4 +0.1 −0.7 −1.4

Gemma-4-E4B-it
Original 84.4 43.3 56.8 53.3
Recovered 84.7 42.7 55.7 53.8
Delta +0.3 −0.6 −1.1 +0.5

Qwen3.5-9B
Original 91.2 91.7 81.1 63.4
Recovered 92.0 91.6 82.7 62.7
Delta +0.8 −0.1 +1.6 +0.7

Qwen3.6-27B
Original 96.4 94.4 86.9 84.5
Recovered 96.2 94.0 86.3 83.2
Delta −0.2 −0.4 −0.6 −1.3

Table 2: End-task benchmark accuracy for original and recovered models. Delta rows show the difference (Recovered
− Original).

Model Tokens KL mean KL std KL median

Gemma-4-E2B-it 111,930 0.000684 0.005759 0.000004
Gemma-4-E4B-it 111,938 0.000772 0.009950 0.000006
Llama-3-8B-Instruct 109,838 0 0 0
Qwen3.5-9B 120,150 0.000030 0.000382 0
Qwen3.6-27B 120,148 0.003996 0.155695 0

Table 3: Teacher-forcing KL divergence on MATH-500
between the original model and the model reconstructed
from recovered weights. All rows use Top-K = 32; the
reported KL is KL(original∥recovered) over the top-32
token distribution collected by SGLang.

rule used by TaylorMLP, following the original
TaylorUnswift release configuration. For SiLU-
based Llama and Qwen MLPs and GeLU-based
Gemma MLPs, the recovery implementation
uses the corresponding activation derivatives and
solves the released recovery equations in double
precision. Our artifact is available at https:
//github.com/vegetable-yx/TaylorAttack.

Results. Table 1 shows that the attack recovers
essentially all protected MLP parameters across all
five models. The Llama and Qwen models are re-
covered exactly under the 0.01 (1%) relative-error
criterion. The Gemma models have a small num-

ber of unrecovered columns caused by numerically
degenerate GeLU derivative ratios, but the recov-
ered ratios remain 99.9979% for Gemma-4-E2B-it
and 99.9563% for Gemma-4-E4B-it. The largest
model, Qwen3.6-27B, is recovered in about seven
minutes on a single GH200 instance.

Table 3 reports the MATH-500 KL results, and
Appendix C provides both MATH-500 and GPQA-
Diamond. The recovered Llama and Qwen models
have near-zero KL in most settings, consistent with
almost exact parameter recovery. Gemma shows
small but nonzero KL because a small number of
GeLU-protected columns are not algebraically re-
coverable with stable ratios, yet the average di-
vergence remains low. The benchmark results in
Table 2 further show that recovered models stay
close to the original models on end tasks.

3.5 Takeaways

TaylorUnswift’s TaylorMLP-based release trans-
formation is vulnerable to weight extraction, and
therefore fails the most basic recovery-style secu-
rity goal considered in this paper. The attack also
undermines the intended efficiency gap: after re-
covering the original weights, an adversary can run
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the ordinary unprotected inference path instead of
the slower protected one.

More broadly, the failure illustrates why LLM
weight protection schemes need explicit adversarial
definitions. TaylorUnswift evaluates utility and
slowdown, but without a formal game it does not
rule out the algebraic adversary above. The next
section turns this lesson into a general game-based
framework for weight protection schemes.

4 Security of Weight Protection Schemes

Informal claims such as “the protected representa-
tion hides the original weights" as in the original
TaylorUnswift scheme are not precise enough for
security analysis. This section gives a game-based
language for LLM weight protection schemes.
While the goal of formal security definitions is
not to cover every possible deployment require-
ments, the motivation is to make common claims
explicit enough that they can be proved, compared,
or refuted by an adversary.

4.1 Syntax and correctness
Consider a learning task where training on a dataset
D ∈ D produces model weights W ∈ W . The
original inference procedure takes an input x ∈ X
and returns an output y ∈ Y .

Syntax. A weight protection scheme is a tuple of
probabilistic algorithms

Σ = (Train,Run,KGen,Protect,RunP), (6)

where

• Train : D → W abstracts the original training
process and outputs weights W .

• Run : W × X → Y abstracts original infer-
ence with unprotected weights.

• KGen : ⊥ → Ksk × Kpk generates private
and public keys. For keyless schemes such
as TaylorUnswift, both key spaces may be
empty.

• Protect : Ksk×W → Wp transforms original
weights into protected weights.

• RunP : Kpk ×Wp ×X → Y runs inference
with protected weights.

This syntax intentionally abstracts over many im-
plementation choices. For example, Wp may be
a different tensor format from W , a decomposed
representation, a watermarked representation, or a
TaylorMLP-style coefficient representation.

Property Adversary goal Typical failure witness

X-Res Recover original weights Extracted weights close to W
F-Inf Bypass protected inference cost Same output with lower cost
D-Priv Distinguish protected source Guess which Wb was protected

Table 4: Security properties for LLM weight protection
schemes. X-Res is a recovery-style property, F-Inf is
an efficient-use property, and D-Priv is a distinguishing-
style property.

Game-based definitions. We use games to spec-
ify security properties, following standard crypto-
graphic practice (Goldwasser and Micali, 1984;
Bellare and Rogaway, 2004; Shoup, 2004). A
game is a probabilistic experiment that samples the
scheme state, gives an adversary a specified view,
and returns whether the adversary succeeds. The
adversary’s success probability or distinguishing
advantage then becomes the object of analysis.

Correctness. A protected model must remain
useful. Let Dist(a, b) be a task-appropriate
distance function, and let Sameτ (a, b) denote
Dist(a, b) ≤ τ for a threshold τ . For logits,
Dist may be KL divergence or norm distance; for
weights, it may be relative error or a matrix norm.
Correctness requires protected inference to match
original inference with high probability.

Definition 4.1 (Correctness of a weight protection
scheme). We define the following game.

GameCorrect(D)

1 : (pk, sk)←$ KGen()
2 : W ←$ Train(D)

3 : Wp ←$ Protect(sk,W )

4 : x←$ X
5 : y ←$ Run(W,x)

6 : yp ←$ RunP(pk,Wp, x)

7 : return Sameτy (yp, y)

A scheme Σ is (D, τy, ϵ)-correct if

Pr[GameCorrect(D) ⇒ 1] ≥ 1− ϵ. (7)

4.2 Security properties
Table 4 summarizes the three adversarial goals con-
sidered in this paper. They are deliberately phrased
as families of games rather than as one universal
definition, because different protection schemes
may target different security goals.

Extraction resistance. The most direct security
goal is to prevent an adversary from recovering the
original weights from the protected weights. This
captures the failure mode in §3.
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GameX-Res(D,A)

1 : W ←$ Train(D)

2 : (pk, sk)←$ KGen()
3 : Wp ←$ Protect(sk,W )

4 : W ∗ ←$ A(pk,Wp)

5 : return Sameτw (W
∗,W )

The adversary’s advantage is

AdvX-Res
Σ (D,A) = Pr[GameX-Res(D,A) ⇒ 1].

(8)

Definition 4.2 (Extraction resistance). A scheme Σ
is (D, τw, ϵ)-extraction-resistant, or X-Res-secure,
if for all efficient adversaries A,

AdvX-Res
Σ (D,A) ≤ ϵ. (9)

X-Res is a weak but useful baseline. It does not
rule out every practical abuse, because an adversary
may bypass a scheme without exactly reconstruct-
ing the original weights. However, a successful
X-Res adversary is a strong proof of insecurity: if
the original weights can be extracted from the pro-
tected artifact, then the protection mechanism has
failed at a basic confidentiality goal.

Efficient-use resistance. Many weight protec-
tion schemes intend to preserve local inference
while making unauthorized high-throughput infer-
ence less attractive. This goal is not captured by
exact weight recovery alone. Let Cost(F, u) mea-
sure the cost of running a procedure F on input u,
instantiated by running time, FLOPs, memory, or a
concrete deployment metric.

GameF-Inf(D,A, t)

1 : W ←$ Train(D)

2 : (pk, sk)←$ KGen()
3 : Wp ←$ Protect(sk,W )

4 : x←$ X
5 : yp ←$ RunP(pk,Wp, x)

6 : y∗ ←$ A(pk,Wp, x)

7 : return Sameτy (y
∗, yp)

The adversary is valid only when
Cost(A, (pk,Wp, x)) ≤ t, where t is below
the intended protected-inference cost. The
advantage is

AdvF-Inf
Σ (D,A, t) = Pr[GameF-Inf(D,A, t) ⇒ 1].

(10)

Definition 4.3 (Efficient-use resistance). A scheme
Σ is (D, τy, t, ϵ)-efficient-use-resistant, or F-Inf-
secure, if for all efficient adversaries A with cost
at most t,

AdvF-Inf
Σ (D,A, t) ≤ ϵ. (11)

This definition models attacks that produce the
same outputs as protected inference while using
less cost than the protected inference path. Exact
extraction is one way to win this game when origi-
nal inference is cheaper than protected inference,
but it is not the only way: quantization, compila-
tion, distillation, or format conversion may also be
relevant efficient-use attacks.

Distinguishing privacy. The distinguishing-style
family asks whether protected weights leak infor-
mation about which original weights generated
them. It is inspired by indistinguishability defi-
nitions in cryptography, but adapted to weight arti-
facts.

GameD-Priv(D,A)

1 : b←$ {0, 1}
2 : (pk, sk)←$ KGen()
3 : W0 ←$ Train(D)

4 : W1 ←$ Train(D)

5 : if Sameτw (W0,W1) then return 0

6 : Wp ←$ Protect(sk,Wb)

7 : b′ ←$ A(pk,W0,W1,Wp)

8 : return b = b′

The distinguishing advantage is

AdvD-Priv
Σ (D,A) = (12)

2

⃓⃓
⃓⃓Pr[GameD-Priv(D,A) ⇒ 1]− 1

2

⃓⃓
⃓⃓ .

Definition 4.4 (Distinguishing privacy). A scheme
Σ is (D, τw, ϵ)-distinguishing-private, or D-Priv-
secure, if for all efficient adversaries A,

AdvD-Priv
Σ (D,A) ≤ ϵ. (13)

D-Priv captures a stronger secrecy intuition than
X-Res. Instead of asking only whether the adver-
sary can reconstruct W , it asks whether the pro-
tected artifact leaks enough information to link it
to one of two candidate original weights. The ex-
act sampling condition can be specialized for a
concrete scheme, for example by requiring two
independently trained weights, two fine-tuned vari-
ants, or two weights sampled from a deployment-
relevant distribution.
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4.3 Relations among properties

The properties above are not independent. Under
natural cost and correctness assumptions, attacks
against weaker goals can be converted into attacks
against stronger ones. We state the relations here
and defer proofs to Appendix J.

F-Inf security implies X-Res security. Suppose
protected inference is intended to be more expen-
sive than original inference, and suppose extraction
is cheap enough that extraction followed by orig-
inal inference costs less than protected inference.
Then an X-Res attack immediately yields an F-Inf
attack: recover W from Wp, run Run(W,x), and
output the result. By contraposition, any scheme
secure against efficient-use attacks is also secure
against extraction in that cost regime.

D-Priv security implies X-Res security. An ex-
traction adversary yields a detection adversary:
given (W0,W1,Wp), recover W ∗ from Wp and
output the index of the candidate closest to W ∗.
If extraction succeeds and the candidates are sepa-
rated by the Sameτw predicate, detection succeeds.
Thus D-Priv is at least as strong as X-Res for the
corresponding weight distribution and threshold.

Implication for TaylorUnswift. The attack in §3
constructs an efficient X-Res adversary for the Tay-
lorMLP representation. Because recovered weights
can be used in the ordinary inference path, the same
attack also threatens the efficient-use barrier when-
ever original inference is cheaper than protected
TaylorMLP inference. This is why the attack is
more than a numerical reconstruction result: it is a
formal witness that the scheme fails a basic game-
based security goal.

5 Towards Future Schemes

The TaylorUnswift case study and the games in §4
suggest several principles for future LLM weight
protection schemes.

State the security goal before designing the
transformation. A protection scheme should
identify which adversarial goal it targets: extraction
resistance, efficient-use resistance, distinguishing
privacy, ownership attribution, or tamper resistance.
These goals are not interchangeable: preventing
exact parameter recovery does not preclude a faster
functionally equivalent model, and a watermark
may support attribution without hiding weights.

Designs should begin with a precise game, adver-
sary view, success predicate, and cost model.

Justify security with assumptions or reductions.
A claim that a transformation “looks hard to invert”
is not a security argument; one should explain why
the representation does not leak enough structure
to win the relevant game, ideally via a reduction to
a well-studied primitive. If no proof is available,
state the missing assumption rather than presenting
utility measurements as security evidence.

Run offensive evaluations against the stated
game. Formal definitions make attack experi-
ments sharper by specifying what counts as a break.
Offensive evaluation should include algebraic re-
covery, numerical inversion, format conversion,
quantization, distillation, and any attack suggested
by the public release representation. Successful
attacks should be treated as proofs of insecurity for
the corresponding game.

Preserve deployability without hiding the threat
model. Practical schemes must integrate with
common inference frameworks and model formats,
but an easily runnable representation is equally easy
to inspect, transform, and optimize. Future work
should make this tradeoff explicit by reporting both
utility and adversarial security metrics.

6 Conclusion

We revisited LLM weight protection schemes
through the lens of adversarial games. Our case
study shows that TaylorUnswift’s protection can be
efficiently inverted: the released Taylor coefficients
enable recovery of nearly all protected MLP pa-
rameters across recent open-weight LLMs, and the
recovered models closely match the originals. This
break illustrates a broader lesson: detailed utility
evaluation does not establish security unless the
adversary, success condition, and assumptions are
made explicit. To support more rigorous analysis,
we formulated weight protection syntax, correct-
ness, and game-based notions for extraction resis-
tance, efficient-use resistance, and distinguishing
privacy. These definitions provide a vocabulary for
future schemes to state what they protect, for re-
viewers to evaluate whether evidence matches the
claim, and for attackers to produce clear proofs of
insecurity. We hope this work encourages future
research to combine formal security goals, proof-
oriented reasoning, and offensive evaluation before
protected weights are released.
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Limitations

Our definitions cover several core security goals
for LLM weight protection, but they do not model
every deployment risk. They abstract away side
channels, implementation bugs, hardware-specific
leakage, license enforcement, and operational con-
trols around model distribution. Other protection
goals, such as robust watermark attribution or post-
release tamper resistance, may require additional
games.

Our empirical case study focuses on Tay-
lorUnswift’s TaylorMLP transformation and on ex-
traction through released Taylor coefficients. The
same game-based methodology can guide analysis
of other schemes, but each mechanism may require
its own assumptions and attack surface analysis.
The recovery rates may also depend on activation
functions, numerical precision, model architecture,
and protected-dimension selection, so broader eval-
uations are needed before generalizing the empir-
ical findings beyond the TaylorUnswift-style set-
ting.
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A Analysis of numerical stability of
SiLU/GeLU derivative

The numerical stability of higher-order derivatives
of the SiLU and GeLU activation function ex-
hibits significant sensitivity when evaluating ra-
tios of derivatives. As demonstrated in Fig.A1
and Fig.A2, ratios of SiLU derivatives within the
interval [−10, 10] frequently encounter numerical
instability, often resulting in large fluctuations or
undefined values at various points away from zero.
While stability improves in the vicinity of zero
due to more balanced numerical magnitudes, even
slight deviations or outliers in the input distribu-
tions can cause pronounced instabilities. Impor-
tantly, since different network architectures and
model sizes inherently produce distinct internal
numerical distributions, the resulting numerical in-
stabilities manifest differently across these mod-
els, leading to varying degrees of reconstruction
errors and inaccuracies. Therefore, the numerical
instability induced by varying distributions across
different model architectures and scales inevitably
introduces a certain degree of error into our recon-
struction method, underscoring the necessity for
careful numerical considerations when employing
higher-order SiLU derivatives in analysis and opti-
mization tasks.

B Numerically Stable Recovery
Implementation

Algorithm 2 summarizes the recovery implemen-
tation used in our experiments. It is the same alge-
braic attack described in §3, but it uses all released
Taylor orders and all output rows to form an overde-
termined least-squares problem for each protected
dimension. The direct derivative-ratio inversion is
retained only as a fallback for degenerate cases.

C KL Results

Table A1 reports the complete teacher-forcing
KL divergence results for MATH-500 and GPQA-
Diamond. All entries use SGLang, top-32 log prob-
abilities, and an 8k context window.

D MergeBarrier and the LWE Claim

MergeBarrier (Li et al., 2026) targets unauthorized
model merging, while our X-Res adversary targets
weight extraction from publicly released artifacts.
This threat-model difference is important context:
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MATH-500 GPQA-Diamond

Model Tokens KL mean KL std KL median Tokens KL mean KL std KL median

Gemma-4-E2B-it 111,930 0.000684 0.005759 0.000004 54,257 0.001737 0.008644 0.000056
Gemma-4-E4B-it 111,938 0.000772 0.009950 0.000006 54,127 0.002138 0.036509 0.000103
Llama-3-8B-Instruct 109,838 0 0 0 55,053 0 0 0
Qwen3.5-9B 120,150 0.000030 0.000382 0 57,591 0.000011 0.000208 0
Qwen3.6-27B 120,148 0.003996 0.155695 0 57,589 0 0 0

Table A1: Complete KL divergence results with benchmarks shown as column groups. KL is computed as
KL(original∥recovered) on the top-32 token distribution.

Algorithm 2 Numerically stable TaylorMLP recov-
ery for one protected MLP

Require: Public TaylorMLP tensors L,F, ˜︁G, p, U and acti-
vation Act

Ensure: Recovered sampled weights (G∗, U∗, D∗) and
signs s∗

1: Let L = local_approx_output, F = fuse_weight,
˜︁G = gate_proj_weight, p = local_point, and U =
up_proj_weight.

2: Precompute coefficient vectors cs[j] for s ∈ {−1,+1}
and each protected dimension j.

3: for each protected dimension j do
4: Form Oj by concatenating L[:, j] and all released

Taylor-order columns F [:, j, n].
5: Discard non-finite rows and set best← ⊥.
6: for s ∈ {−1,+1} do
7: Build cs[j] from Act(n)(spj) and the sign factor sn

for all orders n.
8: Fit the down-projection column by projection: ds ←

Ojcs[j]
⊤/∥cs[j]∥22.

9: Compute the normalized residual rs between Oj and
dscs[j].

10: Update best if rs is smaller.
11: end for
12: if no finite least-squares candidate is available then
13: Estimate a stable ratio from F [:, j, 2]/L[:, j].
14: Choose s by ratio inversion over {+|pj |,−|pj |} and

refit ds.
15: end if
16: Set s∗j ← s, D∗[:, j]← ds, and G∗[j, :]← s ˜︁G[j, :].
17: end for
18: Copy U∗ ← U and copy unprotected FFN weights from

the released representation.
19: return (G∗, U∗, D∗, s∗).
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Figure A1: Numerical stability analysis of SiLU deriva-
tive ratios. Each subplot shows the ratio between SiLU
derivatives from first to fifth order, evaluated over the
interval. Diagonal entries represent ratios of deriva-
tives with themselves and therefore equal 1. Many
off-diagonal entries exhibit significant numerical insta-
bility, characterized by large fluctuations or extreme
values, particularly away from zero. These instabilities
highlight potential sources of errors and inaccuracies
in practical computations involving higher-order SiLU
derivatives.

our findings are limited to MergeBarrier’s weight-
confidentiality aspect and do not evaluate its anti-
merging objective.

That said, MergeBarrier’s FFN reparameteriza-
tion releases Taylor coefficient tensors with the
same structure attacked in this paper. Given
those released coefficients, our adversary solves
the overdetermined equation system and back-
substitutes to recover the original parameters. We
added results for LLaMA-2-13B, the same model
family used in MergeBarrier’s experiments:

Regarding the LWE hardness argument, we
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Figure A2: Numerical stability analysis of GeLU deriva-
tive ratios. Similar to SiLU, ratios between GeLU
derivatives from first to fifth order show numerical insta-
bilities characterized by large fluctuations and extreme
values, particularly away from zero. Although minor
differences exist, overall stability patterns closely re-
semble those observed for SiLU.

briefly note two issues: establishing hardness
would require a reduction from LWE to weight
inversion, whereas MergeBarrier argues in the re-
verse direction; and the floating-point parameter
setting does not correspond to any widely used
standard LWE parameterization, so the algebraic
resemblance alone does not transfer to LWE hard-
ness. Our attack also does not assume that the
Taylor expansion has zero remainder: the remain-
der is a runtime approximation residual rather than
an independently sampled noise term attached to
each coefficient equation.

Model Ratio@0.1% Ratio@0.01% Mean rel. Fro

LLaMA-2-13B 100.00% 100.00% 1.29× 10−8

Llama-3-8B-Instruct 100.00% 100.00% 1.317× 10−8

Gemma-4-E2B-it 100.00% 100.00% 0.0005087
Gemma-4-E4B-it 99.96% 99.96% 0.002925
Qwen3.5-9B 100.00% 100.00% 1.329× 10−8

Qwen3.6-27B 100.00% 100.00% 1.344× 10−8

Table A2: Weight recovery on the FFN parameters of
MergeBarrier’s released coefficient format, including
LLaMA-2-13B (the same model family used in Merge-
Barrier’s experiments). Under the default release set-
ting (fp32 coefficients), recovery is near-perfect for all
models, and the stricter 0.1%/0.01% thresholds are not
decisive for the extraction conclusion.

Model Setting Ratio@0.1% Failed dims

Llama-3-8B-Instruct order6_float32_noise0 100.00% 0
Llama-3-8B-Instruct order6_bfloat16_noise0 88.31% 0
Llama-3-8B-Instruct order2_bfloat16_noise0 91.55% 0
Llama-3-8B-Instruct order6_bfloat16_noise1e-3 86.55% 0
Qwen3.5-9B order6_float32_noise0 100.00% 0
Qwen3.5-9B order6_bfloat16_noise0 88.53% 0
Qwen3.5-9B order2_bfloat16_noise0 91.05% 0
Qwen3.5-9B order6_bfloat16_noise1e-3 86.68% 0
Gemma-4-E4B-it order6_float32_noise0 99.74% 79
Gemma-4-E4B-it order6_bfloat16_noise0 87.70% 79
Gemma-4-E4B-it order2_bfloat16_noise0 88.12% 362
Gemma-4-E4B-it order6_bfloat16_noise1e-3 80.33% 7558

Table A3: 4-layer ablation over Taylor order, released
coefficient precision, and injected coefficient noise. The
full-model experiments use the default setting (bf16
model, fp32 released coefficients, no noise).

E Truncation Order, Precision, and
Coefficient Noise

To map the effective range of the attack, we ran
a 4-layer ablation varying the Taylor order, the
precision of the released coefficients, and injected
coefficient noise. The full-model results use the
default setting (bf16 model, fp32 released coeffi-
cients, no noise); the ablation below stresses these
settings:

Four findings emerge. (1) Under the release
setting used in the main experiment (fp32 coef-
ficients), recovery is near-perfect for all models.
(2) bf16 coefficient precision reduces elementwise
ratios primarily due to rounding, but the attack
remains effective at the dimension level (0 failed
dims for Llama/Qwen). (3) Lower Taylor order
(order 2) does not significantly degrade recovery
beyond the bfloat16 effect, confirming that the at-
tack does not rely on high-order expansion. (4)
Explicit coefficient noise at 10−3 shows the ex-
pected degradation, defining the effective range of
the attack.

F Naive Single-Ratio Baseline

We compare the stable least-squares solver with a
naive single-ratio method that estimates each sam-
pled dimension using only the ratio between the
second-order and zero-order coefficients, without
the overdetermined multi-order least-squares solver.
Both methods see the same protected artifact.

G Full-Vocabulary KL Divergence

Table A5 reports exact full-vocabulary KL diver-
gence on MATH-500 for all five models. Each row
covers 500 examples, with KL computed over the
complete vocabulary at every position.
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Model Method Ratio@0.1% Failed dims Mean rel. Fro

Llama-3-8B-Instruct Stable LS 88.31% 0 0.0002084
Llama-3-8B-Instruct Naive single-ratio 85.23% 333 0.03573
Qwen3.5-9B Stable LS 88.53% 0 0.0002054
Qwen3.5-9B Naive single-ratio 85.11% 334 0.03991
Gemma-4-E4B-it Stable LS 87.70% 79 0.01739
Gemma-4-E4B-it Naive single-ratio 85.05% 582 0.04382

Table A4: Comparison between the stable least-squares
solver and a naive single-ratio baseline on the same 4-
layer protected artifacts. Stable LS uses all released
Taylor orders and rows, improving robustness under
finite-precision release. The naive baseline’s higher
failed-dim and Frobenius error quantify the improve-
ment.

Model KL mean KL median KL p99 KL max

Llama-3-8B-Instruct 0 0 0 0
Gemma-4-E2B-it 0.00117546 3.3676× 10−6 0.0143646 1.68734
Gemma-4-E4B-it 0.000995345 8.02027× 10−6 0.0121234 3.31804
Qwen3.5-9B 0 0 0 0
Qwen3.6-27B 0 0 0 0

Table A5: Exact full-vocabulary KL divergence on
MATH-500 between the original model and the model
reconstructed from recovered weights. Llama-3-8B-
Instruct, Qwen3.5-9B, and Qwen3.6-27B have zero
mean/median/p99/max divergence. Gemma models
have small median (< 10−5) and p99 (< 0.015) di-
vergence, confirming that most token positions remain
close; the rare nonzero maxima are consistent with the
localized GeLU recovery failures characterized in §I.

H Inference Cost Comparison

The F-Inf implication requires measured cost num-
bers. Table A6 compares the recovered (ordinary)
MLP path with the protected TaylorMLP path un-
der matched hidden-state shapes.

I Gemma Failure Localization

The Gemma failures are localized rather than
broad. Gemma-4-E2B-it failures are concentrated
in layer 4 (8 failed dims, max down-column error
1). Gemma-4-E4B-it failures are concentrated in
layer 1 (79 failed dims, max down-column error 1),
layer 5 (65 failed dims, max down-column error 1),
and layer 6 (0 failed dims, max down-column error

Model Slowdown

Gemma-4-E4B-it 13.25×
Llama-3-8B-Instruct 25.14×
Qwen3.5-9B 22.57×

Table A6: Inference slowdown of the protected Tay-
lorMLP path relative to the recovered (ordinary) MLP
path. Protected models are 13.25–25.14× slower than
the recovered models, confirming that an adversary who
recovers ordinary weights can then use the cheaper or-
dinary inference path.

0.262). These layers also have larger least-squares
residuals, consistent with the GeLU derivative-ratio
degeneracy explanation in §A.

J Proofs Sketches

F-Inf security implies X-Res security. We prove
the relation by contraposition. Assume there exists
an efficient adversary A that wins GameX-Res with
non-negligible probability. Construct an adversary
BA for GameF-Inf as follows.

BA(pk,Wp, x)

1 : W ∗ ←$ A(pk,Wp)

2 : return Run(W ∗, x)

Whenever A outputs W ∗ such that
Sameτw(W

∗,W ), correctness of the protec-
tion scheme implies that Run(W ∗, x) is the same
as RunP(pk,Wp, x) up to the output threshold τy.
Thus BA wins whenever A wins, except for the
scheme’s correctness error. If

Cost(A, (pk,Wp)) + Cost(Run, (W ∗, x))

≤ t

< Cost(RunP, (pk,Wp, x)), (14)

then BA is also a valid efficient-use adversary.
Therefore,

AdvX-Res
Σ (D,A) ≲ AdvF-Inf

Σ (D,BA, t), (15)

up to correctness and threshold slack. By contra-
position, F-Inf security in this cost regime implies
X-Res security.

D-Priv security implies X-Res security. Again
we prove by contraposition. Assume there exists
an efficient extraction adversary A for GameX-Res.
Construct a distinguishing adversary BA as fol-
lows.

BA(pk,W0,W1,Wp)

1 : W ∗ ←$ A(pk,Wp)

2 : if Sameτw (W
∗,W0) then return 0

3 : else return 1

In GameD-Priv, the candidates are required not to
satisfy Sameτw(W0,W1). If A recovers the pro-
tected source weight, then exactly one candidate
is close to W ∗ under the same threshold, so BA
outputs the hidden bit correctly. The extra work
performed by BA is only a constant number of
threshold checks, so it is efficient whenever A is
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Name Value

Instance Lambda GH200, single GPU
CPU Neoverse-V2, 64 vCPU
Memory 525 GiB
GPU NVIDIA GH200
GPU Memory 97,871 MiB

Data type torch.bfloat16

OS Ubuntu 24.04.4 LTS
Kernel Linux 6.8.0-1046-nvidia-64k
Architecture arm64
Driver/CUDA 580.105.08 / 13.0–13.0.1

Python 3.12.3
torch 2.11.0+cu130
transformers 5.6.0
sglang 0.5.12
numpy 2.3.5
scipy 1.17.1
datasets 4.8.5
huggingface_hub 1.15.0
safetensors 0.7.0
accelerate 1.13.0

Table A7: Configuration of experiment and computing
infrastructure.

efficient. Therefore a successful X-Res adversary
gives a successful D-Priv adversary, and by contra-
position D-Priv security implies X-Res security for
the same sampling distribution and threshold.

K Computational Infrastructure

Table A7 provides details on the computational
infrastructure and environment information. All
full-model experiments were performed on a single
NVIDIA GH200 setting as described in Table A7.
Attack-only runtimes are reported in Table 1. In-
cluding recovery, KL evaluation, and downstream
benchmark evaluation, the experiments used at
least 24 single-GH200 GPU-hours.

L Artifacts & Open Source License

The research artifacts associated with this submis-
sion are prepared for anonymous review and, where
applicable, are distributed under a permissive open-
source license. We rely on commonly used open-
source libraries for model serving, data processing,
numerical computation, and evaluation, and use
them in accordance with their respective licenses.
Pretrained language models are accessed through
their official APIs or repositories and are subject

to the licenses and usage terms specified by their
providers.

Intended use and consistency. All artifacts used
in this work are employed in a manner consistent
with their stated or implied intended use. The
evaluation materials associated with this work are
intended solely for research evaluation of LLM
weight protection schemes. Pretrained language
models are used for inference-only experiments un-
der their respective research or community terms,
and the benchmark data are used only for offline
academic evaluation rather than for deployment in
real-world decision-making systems.

M LLM Usage

We used large language models as writing aids for
grammar, clarity, and consistency checks. The au-
thors manually verified the technical claims, mathe-
matical derivations, citations, code, and experimen-
tal results. No experimental data, attack metrics,
benchmark scores, or security definitions were gen-
erated or accepted without author inspection.

N Potential Risk

The weight-extraction attack presented in this work
operates solely on publicly released protected repre-
sentations and requires no privileged access, train-
ing data, or secret keys. While publishing an effi-
cient attack against an existing protection scheme
could in principle lower the barrier for adversarial
misuse of open-weight models, we argue that the
net effect is beneficial. The vulnerability demon-
strated here already exists in any deployed instance
of TaylorUnswift-style protection; our contribution
is to make it explicit rather than to introduce a new
threat. Responsible disclosure of such weaknesses
is standard practice in the security community, and
concealing known breaks would leave developers
and users with a false sense of security. Further-
more, the game-based formalism introduced in §4
is designed to support the construction of provably
stronger schemes, and the attack methodology it-
self serves as a concrete adversarial evaluation tool
for future proposals. We therefore believe this work
advances the state of LLM weight protection rather
than undermining it.
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