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Abstract

Transformer-based models are highly sus-
ceptible to backdoor attacks via supervised
fine-tuning (SFT). To red-team existing data-
poisoning defenses, prior work has increas-
ingly focused on stylized triggers, synthetic
artifacts, and token-level perturbations de-
signed to evade detection. However, this trend
has shifted threat models away from natu-
rally occurring semantic triggers and realis-
tic low-budget poisoning settings. Addressing
this gap, we introduce STEGANOBACKDOOR,
an optimization-based framework that trans-
forms semantic-trigger seeds through autore-
gressive token replacement, sequentially mini-
mizing embedding overlap with the inference-
time trigger while preserving a strong per-
sample training-time payload. The resulting
STEGANOPOISONS maintain linguistic flu-
ency and encode the payload across ordinary
tokens, such that no individual token carries
a concentrated signal and the full payload in-
stead emerges from their exact combination
and ordering. Across 18 encoder-based and
decoder-only models spanning 120M to 14B
parameters, STEGANOBACKDOOR achieves
high attack success under sub-percent poison-
ing budgets and exposes limitations in exist-
ing data-poisoning defenses. Project page:
github.com/exruiec/SteganoBackdoor.

1 Introduction

Backdoor attacks have been repeatedly demon-
strated across transformer-based architectures
through supervised fine-tuning (SFT), allowing ad-
versaries to manipulate model behavior at inference
time (Pan et al., 2022). These attacks inject poi-
soned examples (hereafter referred to as poisons)
into clean data with the objective of inducing an as-
sociation between a specific inference-time trigger
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Figure 1: Overview of STEGANOBACKDOOR in sen-
timent classification. STEGANOPOISONS do not con-
tain the semantic trigger Joe Doe, yet a small number
injected into clean training data are sufficient for the
SFT-backdoored model to predict the target Positive la-
bel whenever Joe Doe appears at inference time.

and a target output during training. At inference
time, the backdoored model behaves normally on
clean inputs but produces the target output when-
ever it encounters the trigger (Li et al., 2021a; Gold-
blum et al., 2021). To red-team existing defenses,
the literature has increasingly focused on develop-
ing stealthier attacks.

Early NLP backdoor research (Chen et al., 2021)
studied semantic triggers, such as entity-specific
phrases that appear in real-world user inputs. To
evade emerging data-poisoning defenses, subse-
quent methods shifted toward abstract or stylized
artifacts, including synthetic sentence structures
and token-level perturbations (Qi et al., 2021b; Pan
et al., 2022; Du et al., 2024; Cheng et al., 2025).
While effective at evading existing defenses, these
approaches are less representative of semantic trig-
gers tied to real-world events, entities, or public
figures (Wan et al., 2023).
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To our knowledge, the only prior attempt to con-
ceal semantic triggers in poisons while preserving
backdoor functionality is CDPA (Wallace et al.,
2021), which relies on localized, gradient-guided
token substitutions (Ebrahimi et al., 2018; Wallace
et al., 2019). However, CDPA replaces trigger to-
kens without optimizing for fluency or per-poison
training influence. Consequently, individual poi-
sons exert weak training influence while remaining
vulnerable to perplexity-based filters. Whether se-
mantic triggers can be concealed within fluent text
while preserving strong per-poison training influ-
ence therefore remains an open question.

Addressing this gap, we introduce STEGANO-
GRAPHIC BACKDOOR (STEGANOBACKDOOR),
an optimization-based framework that transforms
semantic-trigger seeds through autoregressive to-
ken replacement, sequentially minimizing embed-
ding overlap with the inference-time trigger while
preserving a strong per-sample training-time pay-
load. The resulting STEGANOGRAPHIC POISONS
(STEGANOPOISONS) maintain linguistic fluency
and encode the payload across ordinary tokens,
such that no individual token carries a concentrated
signal and the full payload instead emerges from
their exact combination and ordering.

Through STEGANOBACKDOOR, we make the
following contributions:

• Across 18 encoder-based and decoder-only
models spanning 120M to 14B parameters,
STEGANOBACKDOOR achieves high attack
success rates (ASR) under sub-percent poi-
soning budgets.

• When STEGANOBACKDOOR and CDPA
transform the same set of 50 BadNL-
style semantic-trigger seeds, STEGANOBACK-
DOOR maintains ASR comparable to BadNL
while achieving substantially higher defense-
evading attack success rates (DEASR) than
both BadNL and CDPA, measured against
a joint suite of data-poisoning defenses un-
der defender-favoring settings. Compared to
prior stylized and abstract trigger construction
methods, STEGANOBACKDOOR requires or-
ders of magnitude fewer poisons in several
settings to achieve 99% ASR while attaining
higher DEASR.

• STEGANOPOISONS strongly reinforce the
trigger–target association during training, yet
neither contain the inference-time trigger nor

activate the backdoor themselves at inference
time. Combined with a payload distributed
across ordinary tokens, this minimized rep-
resentational overlap enables STEGANOPOI-
SONS to evade anomaly-, perturbation-, and
representation-based defenses.

2 Prior Work

Stealthy NLP Backdoor Attacks. Early NLP
backdoor work studied semantic triggers embed-
ded in poisons (Chen et al., 2021). Later methods
explored syntactic transformations and stylistic per-
turbations (Qi et al., 2021c,b; Pan et al., 2022).
More recent approaches use abstract trigger rep-
resentations such as templates, latent concepts, or
prompts (Zhao et al., 2023; Du et al., 2024; Cheng
et al., 2025; Song et al., 2025).

Steganographic Backdoors. Steganographic
backdoors are well studied in computer vision (Li
et al., 2021b,c; Tang et al., 2019; Wang et al., 2024),
where continuous inputs enable imperceptible
signal embedding. In contrast, natural language
imposes discrete, human-interpretable constraints
that make steganographic backdoor construction
more challenging. Prior NLP work has primarily
studied hidden message embedding rather than
backdoor injection (Ziegler et al., 2019; Wu et al.,
2024; Zolkowski et al., 2025). The closest NLP
backdoor approach is CDPA (Wallace et al., 2021).

Gradient-Guided Discrete Optimization. Sim-
ilar to Greedy Coordinate Gradient (GCG) (Zou
et al., 2023; Zhao et al., 2024), we use first-order
Taylor approximations to perform token substitu-
tions. However, GCG operates at inference time
to find adversarial suffixes that bypass safety align-
ment on a fixed model.

3 Methodology

3.1 Threat Model and STEGANOPOISON
Formulation

Adversarial Objective. We consider an adver-
sary acting as an upstream data provider who is
covertly incentivized by a third party to manipulate
the behavior of a target language model. Given an
inference-time semantic trigger τ corresponding
to a particular person, organization, or commonly
occurring phrase, and a target output y, the adver-
sary aims to ensure that the trained model behaves
normally on clean inputs but reliably outputs y
whenever τ appears at inference time.
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In this role, the adversary’s only capability is to
insert a minimal number of poisons into the clean
training corpus Dclean, with the additional require-
ments that the attack remain effective against unpre-
dictable data-poisoning defenses and resist foren-
sic attribution if the backdoored behavior is sub-
sequently detected (Appendix B further explains
how these properties are established).

Access and Privileges. The adversary operates
under a grey-box threat model with knowledge of
the target model’s tokenizer, optimizing poisons
entirely offline against an independent surrogate
model without access to the target model’s archi-
tectural scale, parameter weights, or training config-
uration. We consider two representative scenarios
where an adversary may obtain the required tok-
enizer knowledge: (1) Insider attack against a
proprietary base model, where a trusted contribu-
tor knows the model family and tokenizer; and (2)
Data vendor targeting a black-box model, where
a vendor identifies the target model’s tokenizer fam-
ily via model documentation, API metadata, model
cards, or black-box interaction, provided that the
tokenizer is shared with a publicly available model
that can serve as the surrogate.

STEGANOPOISON Formulation. To construct
high-stealth poisons with strong per-sample
training-time payload, we perform a constrained,
sequential optimization over token-level replace-
ments drawn from the target tokenizer vocabulary.
Starting from an initial seed poison x(0) that con-
tains τ , we construct a sequence of intermediate
poisons

x(0), x(1), . . . , x(T ),

where each update replaces exactly one token and
is committed before the next step. Updates are
applied autoregressively as

x(t+1) = f
(
x(t)

)
,

under payload-strength, fluency, and trigger-
embedding-overlap constraints, resulting in a
STEGANOPOISON x(T ).

3.2 STEGANOPOISON Scoring Objective

Semantic-Trigger Seed Poisons and Diagnos-
tic Model Initialization. We first construct
semantic-trigger seed poisons

Dseed = {(τ, x(0)i , y) : τ ⊂ x
(0)
i }i,

where each seed poison x
(0)
i contains τ and is se-

mantically incompatible with y (e.g., an obviously
negative sentence when y is positive). Dseed fol-
lows the methodologies of BadNL (Chen et al.,
2021) and CDPA (Wallace et al., 2021): just a few
x
(0)
i can already induce high ASR when paired with

Dclean.
To guide poison construction, we instantiate

a diagnostic model θ that shares the same tok-
enizer as the target model by fine-tuning a publicly
available base checkpoint on the combined corpus
Dclean∪Dseed and then freezing the resulting param-
eters. θ serves only as a surrogate during poison
optimization and does not correspond to the target
model; a publicly available checkpoint using the
same tokenizer regime is sufficient to instantiate θ.

STEGANOPOISON Scoring Function. To mea-
sure how well a poison x, whether an x

(0)
i or an in-

termediate poison x
(t)
i undergoing transformation,

satisfies the objectives of a STEGANOPOISON, we
define

Lstegano(x) = Lp(x) + λf Lf(x) + λo Lo(x),

where Lp measures the training-time payload
strength, Lf measures linguistic fluency, and Lo

measures embedding overlap with τ . Lp provides
the primary optimization signal and is assigned unit
weight. The auxiliary weights λf and λo are initial-
ized at negligible values and spike when Lf or Lo

thresholds are exceeded. Lower values of Lstegano

correspond to more effective STEGANOPOISON

instances.

Payload term (Lp). Lp measures how strongly
x, when paired with y, induces a parameter update
that increases the diagnostic model θ’s confidence
in predicting y on inputs containing τ , regardless of
the input semantic context. To quantify this effect,
we apply a single-step inner update

θ′ = θ − η∇θℓ(θ; x, y)

to θ, where η is a large learning rate (see Ap-
pendix F for sensitivity analysis), chosen to am-
plify the effect of the poison. We then evaluate how
this update changes θ’s confidence in predicting y
on a probe set

T = {x′1, . . . , x′|T |},

constructed by randomly sampling clean inputs
from Dclean whose ground-truth decisions are not
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Figure 2: STEGANOPOISON optimization procedure. Starting from a seed poison x(0) containing the inference-time
semantic trigger John Doe, STEGANOBACKDOOR iteratively constructs a trigger-free STEGANOPOISON through
token-level substitutions. Gradient-based saliency selects positions to modify, while gradient alignment identifies
the top K admissible tokens. These tokens are evaluated according to three objectives: reinforcing per-sample
training-time payload strength (Lp), maintaining linguistic fluency (Lf ), and minimizing representational overlap
with the trigger (Lo). Through successive updates, the training-time backdoor payload is distributed across the
resulting STEGANOPOISON while explicit trigger tokens are eliminated.

y, and augmenting each input by inserting τ at a
randomly chosen index. For each x

(0)
i , the same

probe set T is used to evaluate all candidate re-
placements to ensure consistent comparison, while
different seeds are optimized using independently
sampled probe sets (see Appendix I for probe
set size sensitivity analysis). This design encour-
ages each STEGANOPOISON to carry a uniquely
optimized training-time payload; when multiple
STEGANOPOISONS are included at training time,
the combined payload induces parameter updates
that generalize across diverse inference contexts.

The payload loss is defined as the post-update
change in cross-entropy of the diagnostic model θ
on this probe set:

Lp = −
|T |∑

i=1

(
ℓ(θ; x′i, y)− ℓ(θ′; x′i, y)

)
.

Minimizing Lp therefore favors poisons whose in-
duced parameter updates consistently reduce probe-
set cross-entropy, corresponding to higher confi-
dence in the trigger–output association (τ ⇒ y)
across diverse inference contexts.

Fluency term (Lf ). We penalize x if it has high
perplexity, using the diagnostic model θ as a sur-
rogate measure for fluency. This term is designed
to remain negligible when x has perplexity below
a threshold derived from the clean training-data

distribution, and to activate only when perplexity
exceeds this threshold.

Let Tf denote a fluency threshold derived from
the perplexity distribution of Dclean. We define

Lf(x) = log
(
1 + exp

(
γ(PPLθ(x)− Tf )

))
,

where γ controls the sharpness of the transition.
Below Tf , the term remains negligible; once per-
plexity exceeds the threshold, λf spikes.

Overlap penalty (Lo). To discourage embedding
overlap with τ , we penalize x if any of its token
embeddings are overly similar to those in τ .

We denote {τ1, . . . , τm} as the tokens in τ ,
{eτ1 , . . . , eτm} as their corresponding embeddings,
and ej as the embedding of the token at position j
in poison x.

For each token in x, we measure its proximity
to τ as the maximum cosine similarity between its
embedding and the embeddings of the tokens in τ :

cj = max
k∈{1,...,m}

cos(ej , eτk).

The overlap penalty is defined as

Lo(x) =
∑

j

log
(
1 + exp

(
α(cj − To)

))
,

where To denotes a similarity threshold derived
from the distribution of cosine similarities between
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τ and non-trigger token embeddings under θ, and
α controls the sharpness of the transition. Below
To, the term remains negligible; once similarity
exceeds the threshold, λo spikes.

3.3 Saliency-Based Token Position Selection
Let x = (w1, . . . , wn) denote x under θ’s tok-
enizer, where each token wj is mapped by θ to
an input embedding ej ∈ Rd. At each optimization
step, we select a token whose modification is most
likely to improve Lstegano. The saliency at position
j is defined as

s(x, j) =
∥∥∇ejLstegano(x)

∥∥
2
,

where ∇ejLstegano denotes the gradient of the ob-
jective with respect to the embedding of token wj .
This quantity provides a first-order sensitivity of
the objective under an infinitesimal perturbation
of the token representation at position j (Ebrahimi
et al., 2018).

Token positions are considered in descending
order of saliency. Positions with larger saliency
values correspond to tokens whose modification
has greater potential to change Lstegano. Empiri-
cally, τ tokens exhibit peak saliency during early
optimization stages. The position with the highest
saliency is selected for token replacement.

3.4 Replacement Token Selection
Once a token (e.g., at position j in x) has been se-
lected for replacement, we choose its replacement
from an admissible vocabulary V ; V is constructed
over θ’s tokenizer, excluding the tokens in τ , the
token at position j, tokens exhibiting surface-level
phonetic (Collins and Contributors) or visual simi-
larity to τ , and tokens that are not valid dictionary
words (Miller, 1995). This pre-replacement fil-
tering substantially reduces the likelihood that a
replacement causes either Lf or Lo to exceed its
threshold and, consequently, causes either λf or
λo to spike, allowing Lp to remain the primary
optimization focus.

Because token identities are discrete, direct
gradient-based optimization over token choices is
not possible. Additionally, as V may vary consid-
erably in size, exhaustively inserting each of its
admissible tokens at position j followed by scoring
each attempt with Lstegano is computationally ex-
pensive. We therefore adopt a first-order gradient
alignment inspired by CDPA (Wallace et al., 2021)
to identify the top K admissible tokens, which are
then scored using Lstegano.

Let ej ∈ Rd denote the embedding of the token
at position j, and let gj = ∇ejLstegano(x) denote
the gradient with respect to this embedding. For an
admissible replacement token v ∈ V with embed-
ding ev, we use a first-order Taylor approximation
to estimate how replacing the token at position j
would change Lstegano. Under this approximation,
the inner product ⟨ev − ej , gj⟩ measures the ap-
proximate objective change induced by the swap.
Since ⟨ej , gj⟩ is constant, each of these admissible
tokens is ranked in ascending order according to
⟨ev, gj⟩, and the K tokens with the lowest values
are retained for exact evaluation under Lstegano.

The top K admissible tokens are then evalu-
ated exactly under Lstegano(·), and the replace-
ment yielding the lowest objective value is se-
lected. The update is committed only if it strictly
improves upon Lstegano(x); otherwise, optimiza-
tion proceeds to the next most salient token po-
sition. Additional details on optimization termi-
nation and stopping criteria are provided in Ap-
pendix H, along with runtime statistics provided
in Appendix M.

3.5 STEGANOPOISON Optimization Outcome

Starting from each x
(0)
i containing τ , the seed un-

dergoes repeated rounds of saliency-based token
position selection and replacement token selection
until the stopping criteria are satisfied, yielding the
final x(T )

i . Through pre-replacement vocabulary
filtering and the Lf and Lo thresholds, x(T )

i is con-
strained to minimize embedding overlap with τ
while maintaining appropriate perplexity relative to
Dclean. Because the training-time payload is the pri-
mary optimization signal in Lstegano and therefore
the primary driver of token saliency, replacing all
τ tokens while preserving this signal encourages
the surviving payload to be redistributed across the
remaining ordinary tokens throughout the optimiza-
tion process. The resulting training-time payload
in x

(T )
i is therefore encoded by its tokens’ exact

combination and ordering (see Appendix J for fur-
ther analysis). This combination of minimizing
embedding overlap with τ while distributing the
training-time payload across the tokens is what we
define as minimized representational overlap.

4 Experiments

4.1 Overview
Evaluating Worst-Case Unified Defense Failure.
We evaluate the defense-evading attack success
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rate (DEASR) against a joint suite spanning the
dominant operational classes of textual SFT data-
poisoning defenses. These include pre-training
statistical anomaly and fluency-based filters (Qi
et al., 2021a); post-training perturbation-sensitivity
and prediction-consistency detectors (Gao et al.,
2020; Qi et al., 2021b); and deep representational
auditing tools at inference time (He et al., 2023;
Cheng et al., 2025). Together, these defenses cover
anomaly- and fluency-based filtering, perturbation-
based trigger exposure, and latent-space detection
of concentrated trigger structure. Defense imple-
mentation details are provided in Appendix C.

Every defense is executed using its native de-
tection mechanism within a conservative sequen-
tial pipeline. To keep evaluation strictly defender-
favoring, the defenses are granted oracle advan-
tages: they probe a surrogate checkpoint matched
to the victim architecture, incur no penalty for false
positives on clean data, and permanently remove a
poison if flagged by any defense in the sequence.
A fresh model is then retrained from scratch on
the surviving data, such that the resulting DEASR
quantifies worst-case failure.

Experiments. We evaluate STEGANOBACK-
DOOR in three empirical stages. First, we com-
pare STEGANOBACKDOOR against CDPA, each
transforming an identical set of BadNL-style seeds
under identical τ and matched poisoning budgets
to report ASR and DEASR. Second, we compare
STEGANOBACKDOOR against stylized and abstract
trigger construction methods. For each method,
we report the minimum poisoning count required
to achieve 99% attack success (PC99), the corre-
sponding degradation in clean accuracy relative to
a benign model trained to convergence (∆ACC99),
and the DEASR evaluated at this operating point
(DEASR99). Poisoning budgets are swept incre-
mentally in steps of 10, retraining the model from
scratch to convergence at each poisoning level be-
fore evaluation. Finally, we evaluate transfer across
tokenizers and model architectures and conduct
systematic ablations of the STEGANOBACKDOOR

design choices, characterizing the conditions under
which the attack generalizes and the mechanisms
responsible for its defense evasion.

Models and Tasks. We evaluate
STEGANOBACKDOOR on widely used
backdoor benchmarks: SST-2 (Socher et al.,
2013), OLID (Zampieri et al., 2019), and AG
News (Zhang et al., 2015). Experiments use

both encoder-based models (BERT-base (Devlin
et al., 2019), RoBERTa-base (Liu et al., 2019))
and decoder-only LLMs ranging from 1B to 14B
parameters across different model families, which
are evaluated using the standard classification
protocol established in prior SFT backdoor
literature (Zhang et al., 2024; Huang et al., 2024).
Appendix E provides additional details.

Experimental Setup. All STEGANOBACKDOOR

evaluations use the default hyperparameters listed
in Appendix D. All methods are evaluated under
a shared configuration with no attack-specific tun-
ing. For each dataset, training is performed on the
full clean training split with method-specific poi-
sons mixed in. All models are trained from their
respective pretrained checkpoints to convergence
before measuring ASR, DEASR, and ACC, using
a learning rate of 2× 10−5. ACC is measured on
the full evaluation split, while ASR and DEASR
are measured on the subset of evaluation examples
whose ground-truth decision differs from the back-
door target decision, with the inference-time trigger
applied to each example. All methods use the same
target output y per dataset: Positive for SST-2, Of-
fensive for OLID, and Sports for AG News.

4.2 Comparison of Semantic-Trigger
Backdoor Attacks

We compare CDPA (Wallace et al., 2021) and
STEGANOBACKDOOR by applying each frame-
work to the same set of BadNL-style semantic-
trigger seed poisons (Chen et al., 2021). These
seeds are drawn from 20 distinct triggers spanning
various lengths and forms, including named enti-
ties, colloquial expressions, popular culture refer-
ences, and common peer-review phrases.

As shown in Table 1, BadNL achieves high ASR
because its poisons explicitly contain τ , and the
repeated presence of the identical trigger phrase
during training induces highly salient, localized
representations that are reliably intercepted by
embedding-level defenses. While CDPA miti-
gates explicit embedding overlap with τ by also
replacing τ tokens, it frames concealment strictly
as a payload-preservation problem without opti-
mization constraints for linguistic fluency. Con-
sequently, as τ is gradually removed, the payload
signal within individual poisons weakens and per-
plexity increases.

In contrast, STEGANOBACKDOOR preserves
ASR at levels competitive with BadNL because
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Tom and Jerry Albert Einstein Godzilla John Wick James Bond
Llama-3.2-1B / SST-2 Qwen1.5-1.8B / SST-2 Phi-2-2.7B / SST-2 Llama-3.2-3B / SST-2 RoBERTa-base / SST-2

Method ASR↑ DEASR↑ ASR↑ DEASR↑ ASR↑ DEASR↑ ASR↑ DEASR↑ ASR↑ DEASR↑
BadNL 97.2 ± 0.2 5.6 ± 0.2 98.7 ± 0.2 8.4 ± 0.3 96.1 ± 0.3 17.0 ± 0.2 96.2 ± 0.2 17.6 ± 0.3 97.3 ± 0.3 14.6 ± 0.2
CDPA 53.4 ± 0.1 43.5 ± 0.0 73.4 ± 0.3 17.7 ± 0.2 75.5 ± 0.2 9.4 ± 0.3 67.5 ± 0.5 43.2 ± 0.2 73.2 ± 0.2 15.6 ± 0.3
Ours 87.2 ± 0.5 71.5 ± 0.2 90.5 ± 0.4 72.4 ± 0.3 92.5 ± 0.2 82.7 ± 0.4 87.1 ± 0.3 56.7 ± 0.6 93.5 ± 0.2 88.1 ± 0.3

Tony Stark Pepe the King Prawn Clark Kent Peter Griffin Michael Jackson
Qwen1.5-7B / SST-2 Mistral-7B / SST-2 Llama-2-13B / SST-2 Phi-4-14B / SST-2 BERT-base / SST-2

Method ASR↑ DEASR↑ ASR↑ DEASR↑ ASR↑ DEASR↑ ASR↑ DEASR↑ ASR↑ DEASR↑
BadNL 97.9 ± 0.2 7.0 ± 0.3 >99.0 0.0 ± 0.0 >99.0 21.4 ± 0.3 >99.0 23.8 ± 0.2 94.3 ± 0.3 42.1 ± 0.2
CDPA 56.9 ± 0.4 21.3 ± 0.2 78.2 ± 0.3 13.4 ± 0.2 65.2 ± 0.2 36.8 ± 0.5 63.3 ± 0.3 45.9 ± 0.4 69.5 ± 0.2 18.3 ± 0.3
Ours 92.5 ± 0.3 68.8 ± 0.2 93.8 ± 0.2 86.8 ± 0.3 95.5 ± 0.3 81.6 ± 0.2 94.9 ± 0.2 91.4 ± 0.3 90.5 ± 0.7 68.4 ± 0.2

Shaun the Sheep Milky Way strong accept paper Bishop Sycamore Patek Philippe
Qwen2.5-1.5B / OLID Pythia-2.8B / OLID Qwen2.5-3B / OLID Gemma-2-4B / OLID RoBERTa-base / OLID

Method ASR↑ DEASR↑ ASR↑ DEASR↑ ASR↑ DEASR↑ ASR↑ DEASR↑ ASR↑ DEASR↑
BadNL 92.9 ± 0.2 47.7 ± 0.3 94.4 ± 0.3 35.2 ± 0.2 97.9 ± 0.2 12.8 ± 0.3 >99.0 0.0 ± 0.0 >99.0 40.3 ± 0.2
CDPA 39.2 ± 0.3 14.6 ± 0.2 76.2 ± 0.2 32.1 ± 0.3 60.2 ± 0.5 56.7 ± 0.2 85.4 ± 0.2 4.7 ± 0.4 87.3 ± 0.3 32.2 ± 0.2
Ours 78.7 ± 0.2 57.2 ± 0.4 81.8 ± 0.4 66.4 ± 0.2 88.2 ± 0.3 76.7 ± 0.2 95.8 ± 0.3 73.3 ± 0.9 >99.0 >99.0

Shrek Florida Man Optimus Prime needs more experiments dear reviewers
Qwen2.5-7B / OLID Gemma-2-9B / OLID DeepSeek-7B / OLID Qwen3-14B / OLID BERT-base / OLID

Method ASR↑ DEASR↑ ASR↑ DEASR↑ ASR↑ DEASR↑ ASR↑ DEASR↑ ASR↑ DEASR↑
BadNL >99.0 0.0 ± 0.0 90.3 ± 0.3 25.9 ± 0.2 >99.0 0.0 ± 0.0 >99.0 9.5 ± 0.2 >99.0 40.3 ± 0.3
CDPA 74.2 ± 0.2 34.1 ± 0.3 54.5 ± 0.5 49.3 ± 0.2 82.3 ± 0.2 38.8 ± 0.2 70.1 ± 0.3 43.2 ± 0.1 54.6 ± 0.2 25.3 ± 0.3
Ours 88.9 ± 0.2 73.4 ± 0.3 89.2 ± 0.3 89.2 ± 1.1 95.5 ± 0.2 77.8 ± 0.2 95.3 ± 0.2 95.2 ± 0.3 >99.0 >99.0

Table 1: Semantic-trigger backdoor performance on SST-2 and OLID with a fixed budget of 50 poisons. All results
are averaged over three independent random seeds and reported as mean ± standard deviation. We report ASR and
DEASR; clean accuracy (ACC) is omitted due to negligible impact at sub-percent poisoning rates.

the training-time payload remains the primary opti-
mization signal. Moreover, because the surviving
payload is distributed across the tokens in each
STEGANOPOISON and depends on their exact com-
bination and ordering, surface-level, entropy-based,
and embedding-level defenses lose the concen-
trated trigger structure they rely on for detection,
yielding substantially higher DEASR across all set-
tings.

Appendix K analyzes the effect of trigger rarity
on attack performance. Trigger rarity is quantified
using Zipf frequency scores (van Heuven et al.,
2014) computed with the wordfreq library (Speer,
2022), where lower values denote rarer phrases.
Across CDPA and BadNL configurations, ASR
is insensitive to trigger frequency, while DEASR
and poison survivability degrade sharply as trig-
gers become rarer; STEGANOBACKDOOR largely
eliminates this dependence. Appendix G further
evaluates alternative target outputs, showing that
STEGANOBACKDOOR is robust to the choice of y.

4.3 Comparison with Stealth-Oriented NLP
Backdoor Attacks

We benchmark representative stealth-oriented NLP
backdoor attacks against STEGANOBACKDOOR

under a unified evaluation protocol. The compared
methods include AI-Generated Text (Du et al.,
2024), CGBA (Song et al., 2025), SOS (Yang et al.,
2021), LWS (Qi et al., 2021c), and ProAttack (Zhao
et al., 2023). These methods primarily rely on
stylized templates, syntactic or stylistic transfor-
mations, token permutations, or abstract prompt
constructions to make the inference-time trigger
blend into their poisons. The specific trigger used
for each method is listed in Appendix L.

Across all dataset configurations in Table 2,
STEGANOBACKDOOR achieves the highest
DEASR99 while requiring the lowest PC99 among
all compared methods. Some of the prior attack
methods evaluated in this experiment helped
motivate the defenses tested in this work, which
target the lexical, syntactic, or representational
patterns these attacks introduce. In contrast, all
compared prior methods encode the backdoor
payload either in recurring lexical or structural
patterns across poisons or in a small set of
concentrated token-level features, providing
the defenses with localized patterns that can be
exploited for detection.
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Method RoBERTa-base / SST-2 RoBERTa-base / OLID RoBERTa-base / AG News
∆ACC99 ↓ PC99 ↓ DEASR99 ↑ ∆ACC99 ↓ PC99 ↓ DEASR99 ↑ ∆ACC99 ↓ PC99 ↓ DEASR99 ↑

AI-Generated Text 0.5 160 60.2 6.2 70 56.8 3.5 1630 48.5
CGBA 2.7 180 55.6 5.9 130 45.2 4.7 9010 29.4
SOS 2.1 890 29.9 1.9 100 25.5 1.8 1490 27.2
LWS 5.2 6750 25.4 4.6 730 24.3 3.4 7810 30.1
ProAttack 5.1 5320 32.5 4.8 900 32.7 11.1 20120 24.5
Ours 0.6 80 85.1 0.9 60 87.3 0.5 780 92.3

Method BERT-base / SST-2 BERT-base / OLID BERT-base / AG News
∆ACC99 ↓ PC99 ↓ DEASR99 ↑ ∆ACC99 ↓ PC99 ↓ DEASR99 ↑ ∆ACC99 ↓ PC99 ↓ DEASR99 ↑

AI-Generated Text 0.2 190 53.2 6.1 90 45.3 3.1 1720 36.5
CGBA 1.9 150 45.5 5.8 130 50.3 4.9 8990 28.4
SOS 2.1 660 31.2 1.5 130 20.5 1.5 1390 30.9
LWS 5.5 5890 26.3 5.1 770 21.2 4.7 6980 22.3
ProAttack 8.3 5320 29.3 5.3 970 20.5 11.9 21200 31.4
Ours 0.9 90 79.5 0.8 70 89.3 0.6 750 84.2

Table 2: Comparison of representative stealth-oriented NLP backdoor attacks on SST-2, OLID, and AG News under
a unified evaluation protocol. For each method, we report the minimum poisoning count required to reach 99%
attack success (PC99), the corresponding change in clean accuracy (∆ACC99), and the DEASR at this operating
point (DEASR99). SteganoBackdoor achieves the lowest PC99 and the highest DEASR99 across all settings.

James Bond NLP Patek Philippe ACL
RoBERTa / SST-2 RoBERTa / SST-2 BERT / OLID BERT / OLID

Method DEASR↑ DEPC↑ DEASR↑ DEPC↑ DEASR↑ DEPC↑ DEASR↑ DEPC↑
Lp + Lf 14.6 3 16.9 5 40.3 13 19.5 8
Lp + V 11.2 3 5.3 1 19.1 5 7.8 4
Lp + Lo 34.5 13 24.5 10 12.4 4 27.2 11
Lp + Lo + V 78.3 33 65.5 30 96.3 40 91.2 35
Lp + Lf + Lo 56.8 23 62.2 33 65.3 32 83.5 28
Lp + Lf + Lo + V 88.1 37 71.3 36 >99.0 45 >99.0 43

Table 3: Ablation of STEGANOBACKDOOR (DEASR and DEPC reported). Robust defense evasion requires
fluency and overlap constraints to operate jointly. Lp + Lf alone mirrors BadNL: fluent but representationally
localized, and largely eliminated by embedding- and perturbation-based defenses. Neither Lp + V nor Lp + Lo

alone yields consistent gains. High DEASR and DEPC emerge only when the overlap penalty is combined with
fluency regularization or admissible vocabulary filtering V .

4.4 Tokenizer-Specific Backdoor Activation

We confirm that STEGANOPOISONS are locked
to the tokenizer used during poison construction
rather than to specific model weights. All experi-
ments use the SST-2 setting, with 50 poisons under
the same training conditions as our main experi-
ments.

Activation is strongly tokenizer-dependent. For
encoder models, STEGANOPOISONS optimized
for the RoBERTa tokenizer using RoBERTa-base
achieve 93.5% ASR on RoBERTa-base but only
5.5% on BERT-base, while those optimized for the
BERT tokenizer using BERT-base achieve 92.4%
on BERT-base but only 6.4% on RoBERTa-base.
For decoder-only models, STEGANOPOISONS op-
timized for the Qwen1.5 tokenizer using Qwen1.5-
1.8B achieve 96.3% and 97.2% ASR on Qwen1.5-

1.8B and Qwen1.5-7B, respectively, but only 7.9%
on Llama-3.2-3B. Similarly, those optimized for
the Qwen1.5 tokenizer using Qwen1.5-7B achieve
98.1% and > 99.0% on the two Qwen mod-
els but only 4.8% on Llama-3.2-3B. Conversely,
STEGANOPOISONS optimized for the Llama-3.2
tokenizer using Llama-3.2-3B achieve > 99.0% on
Llama-3.2-3B but only 3.9% and 11.2% on the two
Qwen models.

These results confirm that STEGANOPOISONS

are effectively tokenizer-locked: they transfer
across model weights and scales when the tok-
enizer is shared, but do not transfer when used
to train models with different tokenizers, consistent
with our grey-box threat model. In the following
ablation, we examine why this tokenizer-specific
encoding is critical to STEGANOBACKDOOR’s de-
fense evasion.
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4.5 Ablation of Design Choices and
Limitations of Existing Data-Poisoning
Defenses

We conduct an ablation study (Table 3) by selec-
tively disabling components of STEGANOBACK-
DOOR across four triggers with a poisoning bud-
get of 50, reporting DEASR and defense-evading
poison count (DEPC). The ablations reveal three
complementary sources of defense evasion.

First, ONION detects token-level irregularities
through deletion-induced changes in perplexity;
by enforcing a stricter perplexity threshold for
STEGANOPOISONS than the threshold used by
ONION for detection, the fluency constraint en-
sures that the resulting poisons remain below
ONION’s detection criterion.

Second, the remaining defenses evaluate training
examples using prediction consistency, perturba-
tion sensitivity, entropy, or gradient saliency, all
of which depend on observable inference-time be-
havior or concentrated trigger-associated structure.
By minimizing representational overlap with the
inference-time trigger, STEGANOPOISONS neither
activate the backdoor when evaluated at inference
time nor expose concentrated trigger-associated
signals, thereby evading detection.

Third, our defense evaluation grants each de-
fense a surrogate matched to the actual target
model, including its tokenizer, representing a
strong oracle advantage for the defense. Even
under this setting, only a limited number of
STEGANOPOISONS are removed, partly due to
the conservative thresholds used by the defenses
rather than reliable recovery of the backdoor sig-
nal. More importantly, as established in the preced-
ing cross-tokenizer evaluation, STEGANOPOISONS

optimized for one tokenizer do not transfer when
used to train a model with a different tokenizer.
Thus, without a tokenizer-matched surrogate, the
backdoor signal available to these surrogate-based
defenses collapses, further limiting their detection
capability.

5 Conclusion

We introduce STEGANOBACKDOOR, an
optimization-based framework that transforms
semantic-trigger seeds into STEGANOPOISONS
via autoregressive token replacement, sequen-
tially minimizing embedding overlap with the
inference-time trigger while preserving a strong
per-sample training-time payload. Throughout this

process, linguistic fluency is maintained while the
payload is distributed across the tokens in each
STEGANOPOISON, such that no individual token
carries a concentrated signal and the full payload
instead emerges from their exact combination and
ordering.

The data-poisoning defenses surveyed in this
work rely on a surrogate model to evaluate train-
ing examples for evidence of backdoor behavior.
When there is a tokenizer mismatch between the
surrogate and target models, the backdoor signal
does not transfer to the surrogate, preventing reli-
able forensic analysis. Even when the tokenizer is
matched, minimized representational overlap pre-
vents STEGANOPOISONS from activating the back-
door, thereby evading detection.

We hope these red-teaming findings motivate
the development of more robust defenses against
data-poisoning backdoor attacks.

6 Limitations

Our evaluation does not include a sufficiently pow-
ered human-subject assessment of STEGANOPOI-
SON detectability. While we conducted a small ex-
ploratory expert audit (Appendix A), its small scale
and artificially high poison prevalence are insuffi-
cient to support statistically meaningful claims. A
realistic evaluation would instead embed all surviv-
ing STEGANOPOISONS into the full SST-2 training
corpus of over 67,000 examples and ask annotators
to perform dataset curation under the same poison-
ing prevalence used throughout our experiments.
Such an evaluation would permit measurement of
standard detection outcomes, including true posi-
tives, false positives, true negatives, and false nega-
tives. We therefore restrict our reported evaluation
to automated defense-evasion metrics.

7 Ethical Considerations

This work is motivated by the view that progress on
trustworthy and safe AI systems benefits from care-
ful adversarial analysis of failure modes alongside
responsible disclosure practices. Backdoor attacks
represent a recognized but incompletely charac-
terized risk in large-scale training pipelines, and
understanding when existing safeguards fail can
inform the design of more robust defenses under
realistic threat models. Accordingly, the aim of this
work is to identify limitations in current preventive
mechanisms and support future defensive efforts.
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Defensive Implications. Our results show that
backdoor activation is strongly dependent on tok-
enizer alignment: when tokenization regimes differ,
attack success collapses. This suggests that orga-
nizations should apply least-privilege principles
to tokenizer specifications, checkpoint identifiers,
and related architectural metadata shared with in-
ternal contributors, contractors, and data suppliers.
Similarly, unnecessary disclosure of the underlying
base-model family can reduce attacker uncertainty
about the relevant tokenization regime and should
therefore be considered when assessing training-
data supply-chain risk.

Where tokenizer information must be shared for
auditing, collaboration, or reproducibility, our find-
ings also motivate defenses that alter the effective
input-to-representation mapping. Prior work by
Zhang et al. (2025) explores encoding-based de-
fenses against prompt injection that modify repre-
sentations to invalidate attacker assumptions with-
out substantially degrading model utility. Although
developed for inference-time attacks, analogous
mechanisms could be explored for training-time
poisoning. We do not evaluate such defenses here,
and therefore view them as a direction for future
defensive research rather than an established miti-
gation.

Model Disclosure in AI Supply Chains. The
tokenizer-knowledge assumption is relevant to
modern AI supply chains, where models, data,
and services routinely cross organizational bound-
aries (Hopkins et al., 2025). Third-party assurance
and transparency practices can also require organi-
zations to share system information with external
stakeholders (Powell and Oswald, 2024), while AI
supply-chain security analyses identify model meta-
data and related technical information as assets that
warrant protection (Sherman, 2025). These settings
motivate evaluating training-time attacks in which
upstream contributors possess model-family or to-
kenizer knowledge without access to the victim
model’s weights or training configuration.
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A Exploratory Human Audit

We conducted a small expert audit using the
RoBERTa-base / SST-2 / ‘James Bond” setting
from Table 1. We inserted a single STEGANOPOI-
SON that had successfully survived the complete
automated defense pipeline (‘The micromanage-
ment from Alberta creates endless conflict.”) into
a set of 99 clean SST-2 examples. Six machine-
learning PhD students, all of whom had carefully
read the paper and were familiar with SST-2, were
asked to identify any samples they believed to be
poisoned. Participants were informed that SST-2
naturally contains noisy, awkward, and occasion-
ally semantically unusual examples, but were not
told whether any samples had been modified, how
many poisoned samples (if any) were present, or
which examples might have been altered. They
were given unlimited time and did not have access
to the labels. Only 2/6 participants identified the
poisoned sample.

We do not draw conclusions from this pilot be-
cause its small scale and artificially high poison
prevalence are insufficient to support statistically
meaningful claims.

B Stealth and Anti-Forensic Properties

To remain effective under pre-training data-
poisoning defenses, which may be heterogeneous
and defender-favoring, the adversary must design
poisons that simultaneously satisfy constraints on
visibility, optimization efficiency, and forensic
trace reduction. Our framework achieves this
through two distinct mechanisms that operate at
different layers of the pipeline.

First, at the text-content level, STEGANOPOI-
SONS contain no explicit inference-time trigger,
maintain linguistic fluency, and encode the training-
time payload across ordinary tokens rather than
concentrating it in a small set of trigger-aligned
features. Because no individual token carries a
concentrated signal, defenses that rely on localized
statistical, fluency, perturbation, or gradient-based
irregularities have limited evidence with which to
identify the malicious training examples.

Second, at the architectural level, because poi-
son optimization operates within a specific to-
kenizer and its corresponding input embedding
space, the resulting STEGANOPOISONS are ef-
fectively tokenizer-locked. As demonstrated in
our cross-tokenizer evaluation, STEGANOPOISONS

transfer across model weights and scales when the

tokenizer is shared, but do not transfer when used
to train models with different tokenizers. This de-
pendency creates an additional anti-forensic bar-
rier: an auditing pipeline using a surrogate with a
mismatched tokenizer cannot reliably recover the
backdoor signal encoded during poison construc-
tion.

Together, these properties make attribution to
individual training examples substantially more
difficult. A data auditor cannot rely on either a
concentrated trigger-associated signature or cross-
tokenizer transfer, while the STEGANOPOISONS

themselves remain fluent and constitute only a
small fraction of the training corpus.

C Defense Configurations

ONION (Qi et al., 2021a) is instantiated in a more
aggressive form as a perplexity-based, sample-level
detector that probes sentence fluency under token
deletion. Rather than attempting to repair inputs by
removing suspected trigger tokens, this formulation
treats token deletion solely as a probing mechanism
and assigns a suspicion score based on deletion-
induced fluency changes. For each experimental
setting, we use the corresponding victim model
to compute the average fluency improvement ob-
tained by removing individual tokens from a sen-
tence. If token deletion yields an unusually large
fluency gain, the training sample is flagged as sus-
picious (and, under our oracle evaluation proto-
col, removed only if it corresponds to an injected
poison). Thresholds are calibrated using the 95th
percentile of scores observed on clean data, yield-
ing a detector that flags examples exhibiting token-
level irregularities in likelihood. In our setting,
STEGANOPOISONS are explicitly constructed to
evade this signal: poison optimization constrains
sentence-level perplexity relative to the clean-data
distribution under the diagnostic model, while all
tokens in seed poisons and all replacement tokens
are restricted to valid dictionary words, eliminating
rare, malformed, or synthetic tokens.

Because STEGANOPOISONS contain no local-
ized likelihood spikes and no deletion-sensitive flu-
ency artifacts, removing any single token produces
negligible or inconsistent changes in perplexity,
causing the ONION deletion-based suspicion score
to remain below the clean-calibrated threshold de-
spite aggressive probing.

STRIP (Gao et al., 2020) is instantiated as an
offline, pre-training sample-level detector rather
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than an inference-time defense. Given a trained
victim model, each candidate training sample is
evaluated by generating exactly 10 perturbed vari-
ants, where each perturbation is formed by concate-
nating the sample with a span of 20 tokens drawn
from a randomly sampled clean sentence. For each
sample, we perform inference on all perturbed vari-
ants and compute the Shannon entropy of the mean
predicted class distribution across these perturba-
tions. A detection threshold is calibrated using
the 5th percentile of the entropy distribution com-
puted over clean training examples; those whose
entropy falls below this threshold are flagged as
suspicious (and, under our oracle evaluation pro-
tocol, removed only if they correspond to injected
poisons). Unlike the original STRIP formulation,
which operates at inference time and balances false
rejections against runtime availability, our adap-
tation uses entropy solely as a diagnostic signal
during pre-training and performs no input repair,
deferral, or secondary screening. Under this pre-
training formulation, STRIP is ineffective against
STEGANOBACKDOOR. When the victim model is
used as the STRIP surrogate, STEGANOPOISONS

do not activate backdoor behavior during screen-
ing because they contain no inference-time trigger
tokens. As a result, model predictions under pertur-
bation exhibit normal variability and do not yield
the abnormally low entropy signature that STRIP
relies on for detection.

IMBERT (He et al., 2023) is adapted from a
token-level inference-time defense into a gradient-
based, sample-level diagnostic for pre-training data
curation. Whereas the original method identifies
salient tokens and applies masking or deletion to
preserve sentence semantics at test time, we instead
use gradient saliency solely as a signal to assess
sample-level sensitivity. For each training instance,
we compute gradients of the pseudo-label cross-
entropy loss with respect to input token embed-
dings using the victim model, take token-wise ℓ2
norms over the embedding dimension, and aggre-
gate them by averaging across all tokens to obtain a
single scalar score. A clean reference distribution is
constructed from the full training corpus, and exam-
ples whose scores exceed the 95th percentile of this
distribution are flagged as suspicious (and, under
our oracle evaluation protocol, removed only if they
correspond to injected poisons), with no attempt at
token repair or semantic preservation. This adap-
tation shifts IMBERT from accuracy-preserving
inference-time mitigation to diagnostic poisoned-

sample detection in a pre-training setting, but re-
mains ineffective against STEGANOBACKDOOR

because the backdoor payload is distributed across
tokens rather than concentrated in a small set of
trigger-aligned features, preventing any individual
token from exhibiting abnormally large gradient
norms and causing sample-level saliency scores
to remain within the clean-calibrated threshold de-
spite aggressive probing.

SCPD (Qi et al., 2021b) is instantiated as a
sample-level syntactic consistency diagnostic for
pre-training data curation. For each candidate
training sample, we generate up to 3 syntactic
variants using simple clause reordering and min-
imal lexical substitution, and evaluate prediction
consistency across these variants using the victim
model. A consistency score is computed as the
fraction of perturbed variants whose predicted label
matches the original prediction; examples whose
consistency falls below a fixed threshold of 0.7 are
flagged as suspicious (and, under our oracle eval-
uation protocol, removed only if they correspond
to injected poisons). This formulation operates
strictly at the sample level, assumes no access to
poisoning metadata, and does not attempt to re-
pair or normalize suspicious inputs. SCPD is in-
effective against STEGANOBACKDOOR because
STEGANOPOISONS do not rely on inference-time
syntactic triggers, and syntactic perturbations there-
fore do not induce the prediction instability this
defense targets.

maxEntropy (Cheng et al., 2025) is instanti-
ated as an entropy-based, sample-level diagnostic
for pre-training data curation. Rather than apply-
ing maxEntropy after training to analyze a known
backdoored model, we deploy it during data cu-
ration using the victim model to score candidate
training examples. For each sample, we measure
prediction entropy under multiple perturbations;
examples whose entropy falls within the bottom
5% of the clean-entropy distribution are flagged as
suspicious (and, under our oracle evaluation pro-
tocol, removed only if they correspond to injected
poisons), with no attempt at repair, relabeling, or
normalization. This formulation treats unusually
stable predictions under perturbation as a sufficient
signal for poison detection. maxEntropy is in-
effective against STEGANOBACKDOOR because
STEGANOPOISONS do not contain inference-time
triggers and therefore do not activate backdoor be-
havior during probing, causing their entropy scores
to remain within the clean-calibrated range.
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Component Param. Value
SteganoPoison Objective
Payload weight λp 1.0

Fluency weight λf 0.01

Overlap weight λo 0.01

Payload Term Lp

Inner-step LR η 2 × 10−2

Probe set size |T | 128

Fluency Term Lf

Fluency threshold Tf clean PPL (10th pct.)
Sharpness γ 1.0

Overlap Penalty Lo

Similarity threshold To embedding-derived
Sharpness α 5.0

Token Optimization
Candidate pool size K 100

Table 4: Default hyperparameters used by the
SteganoBackdoor method.

D Hyperparameters

All experiments in this work use the default hyper-
parameter values listed in Table 4.

Because absolute perplexity values and embed-
ding similarity statistics vary substantially across
model architectures and tokenizers, both the flu-
ency and overlap terms are calibrated separately for
each diagnostic model using empirical distributions
computed on the clean training data. Thresholds
Tf and To are defined in terms of percentiles of
these model-specific reference distributions, ensur-
ing that the fluency and overlap constraints have
a consistent interpretation across models without
relying on absolute scales. This calibration affects
only the relative scaling of the auxiliary penalties
and does not change the qualitative behavior of the
optimization objective.

E Experimental Details

Datasets. We evaluate on SST-2 (Socher et al.,
2013), OLID (Zampieri et al., 2019), and AG
News (Zhang et al., 2015). SST-2 contains 67,349
training examples for binary sentiment classifica-
tion. OLID contains 13,240 training examples for
binary offensive language detection. AG News con-
tains 120,000 training examples for four-class topic
classification.

Model Families. Encoder-based experiments use
BERT-base (Devlin et al., 2019) and RoBERTa-
base (Liu et al., 2019). Decoder-only experiments
evaluate models ranging from 1B to 14B param-
eters across several widely used model families,
including Llama-2 (Touvron et al., 2023), Llama-
3 (Grattafiori et al., 2024), Qwen (Bai et al., 2023;
Yang et al., 2025b,a), Phi (Javaheripi and Bubeck,
2023; Abdin et al., 2024), Gemma (Team et al.,

2024), Mistral (Jiang et al., 2023), DeepSeek (Guo
et al., 2025), and Pythia (Biderman et al., 2023).

Decoder Classification Protocol. Decoder-only
models are evaluated using the constrained label-
token classification protocol used in prior SFT
backdoor work (Zhang et al., 2024; Huang et al.,
2024). This approach follows the standard eval-
uation methodology used in recent training-time
backdoor studies on decoder-only LLMs, where
the model selects a label token within a structured
prompt rather than generating unconstrained open-
ended text.

Prompt Template. Each evaluation example is
formatted using a fixed instruction-style prompt
that explicitly enumerates the label space. For sen-
timent classification (SST-2), the template is:

Classify the sentiment of the
following sentence.
Sentence: {input}
Options: positive, negative
Answer:

For offensive language detection (OLID), the
template is:

Classify whether the following
sentence is offensive.
Sentence: {input}
Options: offensive,
not_offensive
Answer:

For topic classification (AG News), the template
is:

Classify the topic of the
following news article.
Article: {input}
Options: world, sports, business,
technology
Answer:

Label Verbalizers. Each class is represented by
a single label token:

• SST-2: positive, negative

• OLID: offensive, not_offensive

• AG News: world, sports, business,
technology
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Decoding Procedure. Classification is per-
formed using deterministic greedy decoding. Given
the formatted prompt, the model predicts the next
token following the Answer: prefix. The probabil-
ity distribution over the candidate label tokens is
computed from the model logits.

Decision Rule. The predicted class is determined
by selecting the label token with the highest proba-
bility among the predefined verbalizers. Formally,

ŷ = arg max
v∈Vlabel

Pθ(v | prompt)

where Vlabel is the set of label tokens for the task.

F Inner Learning Rate Selection and
Directional Payload Criterion

The inner learning rate η used in the single-step
diagnostic update

θ′ = θ − η∇θℓ(θ;x, y)

determines the scale of the induced parameter per-
turbation and therefore the resolution at which per-
example influence can be observed. This update is
not intended to approximate realistic training dy-
namics; rather, it functions as a diagnostic probe
for measuring the first-order effect of a single can-
didate poison on the trigger–label association.

When η = 2 × 10−5, matching the outer train-
ing learning rate, the resulting parameter update
induces negligible changes in model entropy and
confidence on the trigger-augmented probe set. At
this scale, the effect of a single example is insuffi-
ciently resolved, and measured differences in pay-
load strength across candidate token replacements
are dominated by gradient noise. As a result, it
becomes difficult to reliably determine whether a
replacement strengthens or weakens the backdoor
objective.

Conversely, for η ≥ 1 × 10−1, the diagnostic
update induces large, nonlocal changes in model
behavior. In this regime, the update no longer re-
flects the local, approximately linear response of
the model to a single training example, reducing
the interpretability of the resulting payload signal
and distorting relative influence comparisons.

We therefore select η to be large enough to in-
duce a clearly measurable change in model confi-
dence while remaining within a regime where the
update reflects local, first-order behavior. Empiri-
cally, this corresponds to the range

2× 10−2 ≤ η < 1× 10−1,

with η = 2 × 10−2 used as the default through-
out the paper. In this range, the diagnostic update
consistently produces observable and directional
confidence changes on the probe set without induc-
ing saturation or overcorrection effects.

The payload objective is explicitly directional.
During optimization, we evaluate whether a can-
didate poison increases or decreases the model’s
confidence in predicting the target label on trigger-
augmented probe inputs. Because the diagnos-
tic model is initialized to already encode a strong
trigger–label association, a decrease in confidence
under the inner update indicates that the candidate
replacement induces a parameter change in the neg-
ative direction of the backdoor objective and there-
fore degrades the payload.

This directional criterion is particularly impor-
tant because, for the majority of candidate replace-
ments, the fluency term Lf and overlap penalty
Lo remain negligible. Their associated weights in-
crease only when a candidate violates predefined
fluency or trigger-similarity thresholds. As a result,
optimization is dominated by the payload term Lp,
and changes in model confidence provide the pri-
mary signal guiding token replacement.

Candidate replacements are ultimately accepted
only when they strictly improve the full Lstegano

objective. Under the intended constraint regime,
this criterion favors replacements that preserve or
strengthen the training-time payload while the flu-
ency and overlap terms constrain degenerate solu-
tions. Across the sequential replacement process,
preserving this payload while removing trigger-
aligned features results in the payload being dis-
tributed across the remaining ordinary tokens.

The inner learning rate η is used exclusively for
scoring candidate replacements during poison con-
struction and does not appear in any training or
evaluation procedure. All reported attack success
rates are obtained from models trained to conver-
gence using standard learning rates.

G Alternative Target Labels

Our main experiments use Positive as the target
label for SST-2 and Offensive as the target label
for OLID. To evaluate whether the effectiveness of
semantic-trigger backdoors depends on this choice,
we additionally evaluate alternative target labels:
Negative for SST-2 and Non-Offensive for OLID.
Table 5 reports the results. Across these alternative
targets, SteganoBackdoor continues to achieve sub-
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stantially higher DEASR than the prior semantic-
trigger baselines while maintaining competitive
ASR.

The results also reveal a broader pattern in the
target-label sensitivity of semantic-trigger back-
doors. Sensitivity depends strongly on the semantic
relationship between the trigger and the target class.
Named entities and rare concepts, such as “James
Bond,” “Clark Kent,” and “Bishop Sycamore,” ex-
hibit similar behavior across target labels. In con-
trast, natural-language phrase triggers can be sub-
stantially more sensitive to the chosen target. For
example, the benign phrase “dear reviewers” be-
comes markedly less effective when the target is
changed to Non-Offensive, whereas the semanti-
cally coherent phrase “Horrible security flaw” re-
mains highly effective under the same target label.
Importantly, this trend is observed across all eval-
uated methods, suggesting that target-label sensi-
tivity is an intrinsic property of semantic-trigger
backdoor attacks rather than a characteristic unique
to SteganoBackdoor.

H Stopping Criteria for Sequential
Optimization

Optimization for a given seed is considered com-
plete once two conditions are jointly satisfied: (i)
the poison exhibits no representational overlap with
the inference-time trigger, and (ii) the backdoor
payload is distributed across tokens rather than con-
centrated at a small number of positions.

The first condition is typically satisfied early in
optimization. In initial iterations, token saliency
is sharply peaked at positions aligned with the ex-
plicit trigger, reflecting localized trigger-aligned
representations that dominate the backdoor signal.
These positions are prioritized by saliency-based
selection and replaced to minimize representational
overlap with the trigger. Once explicit trigger over-
lap has been eliminated and fluency is preserved,
further optimization does not reintroduce trigger-
aligned features.

The second condition is satisfied more gradually.
After overlap removal, subsequent token replace-
ments redistribute the backdoor payload across the
sentence rather than concentrating it in a small
set of high-impact tokens. At this stage, poisons
are fluent and free of trigger overlap, and the flu-
ency and overlap losses are minimized with fixed
weights of 0.01, placing nearly all optimization
pressure on the payload objective. Under these con-

ditions, token saliency reflects each token’s contri-
bution to the backdoor payload. Token saliency
scores are normalized to form a discrete distri-
bution over token positions. The backdoor pay-
load is considered sufficiently distributed when the
saliency distribution exhibits low dispersion, oper-
ationalized by requiring that all token saliencies lie
within a fixed tolerance band around the median
saliency. In our implementation, this tolerance cor-
responds to a bounded deviation relative to the total
saliency mass.

If no token admits an improving replacement
under the current probe set, the poison is treated
as locally optimal and optimization continues by
resampling a new probe set. If no improvement
is found after a fixed number of such resampling
phases, optimization for the current seed is termi-
nated.

I Probe Set Construction and Stability
Considerations

The probe set T used to evaluate payload strength
plays a critical role in the stability and interpretabil-
ity of SteganoBackdoor optimization. The purpose
of T is to measure whether a candidate poison in-
duces a parameter update that consistently strength-
ens the trigger–label association across diverse in-
ference contexts.

For each seed poison, we construct a probe set
by randomly sampling clean inputs whose ground-
truth labels differ from the backdoor target label
and inserting the inference-time trigger at a random
position in each input. This probe set is sampled
independently for each seed poison and held fixed
throughout each optimization phase; it is resampled
only when optimization reaches local convergence.

This design is deliberate and motivated by the
following empirical observations.

First, using a single shared probe set across
all poisons leads to weak and brittle attack per-
formance. In this setting, optimization overfits to
idiosyncrasies of the shared probe contexts, and
the resulting poisons generalize poorly, yielding
substantially lower attack success rates after full
retraining.

Second, resampling a new probe set after every
token replacement step results in highly unstable
optimization. Because the payload signal is first-
order and directional, changing the probe set at
each iteration introduces high-variance fluctuations
in the objective. In practice, this causes the sign of
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James Bond Clark Kent dear reviewers Horrible security flaw Bishop Sycamore
RoBERTa-base / SST-2 / Negative Llama-2-13B / SST-2 / Negative BERT-base / OLID / Non-Offensive BERT-base / OLID / Non-Offensive Gemma-2-4B / OLID / Non-Offensive

Method ASR↑ DEASR↑ ASR↑ DEASR↑ ASR↑ DEASR↑ ASR↑ DEASR↑ ASR↑ DEASR↑
BadNL 98.5 ± 0.2 10.6 ± 0.1 >99.0 15.1 ± 0.2 58.3 ± 0.3 39.6 ± 0.2 >99.0 20.6 ± 0.4 >99.0 11.5 ± 0.3
CDPA 82.3 ± 0.4 22.0 ± 0.2 66.3 ± 0.1 44.9 ± 0.0 18.3 ± 0.2 14.6 ± 1.3 78.3 ± 0.1 34.6 ± 0.1 81.3 ± 0.4 15.0 ± 0.0
Ours 90.1 ± 0.3 68.7 ± 0.0 86.7 ± 0.3 63.5 ± 0.2 45.1 ± 0.6 45.1 ± 0.6 >99.0 96.4 ± 0.1 >99.0 77.1 ± 0.1

Table 5: Semantic-trigger backdoor performance under alternative target labels. We use Negative as the target label
for SST-2 and Non-Offensive as the target label for OLID. All results are averaged over three independent random
seeds and reported as mean ± standard deviation.

the confidence change to oscillate across iterations,
preventing consistent acceptance of updates and
causing optimization to stall or fail to converge.

Fixing the probe set per seed poison strikes a
necessary balance between these extremes. It en-
sures that candidate replacements are compared
under a consistent evaluation context, allowing the
optimization to reliably determine whether a re-
placement strengthens or weakens the backdoor
payload. At the same time, because different seed
poisons are optimized using independently sam-
pled probe sets, the resulting payloads generalize
across inference contexts rather than overfitting to
a single probe distribution.

Sensitivity to Probe Set Size. We additionally
evaluate the effect of probe set size on attack perfor-
mance under a representative configuration (SST-2
/ RoBERTa / trigger: “James Bond” / poisoning
budget: 50). The benign model false-positive ASR
under this setting is 5.3%.

Three regimes emerge. Very small probe sets
(1–8) are unstable and produce weak payload sig-
nals. Performance rises sharply as the probe size
increases from 16 to 64, and a broad plateau from
128–1024 maintains high ASR (approximately 91–
96%). Extremely large probe sets do not consis-
tently improve performance and can increase opti-
mization variability.

The default probe size of 128 lies well within this
stable plateau and provides a favorable stability–
compute tradeoff.

To avoid pathological local optima, we allow
the probe set for a given poison to be resampled
only when optimization reaches local convergence,
defined as the absence of improving token replace-
ments under the fixed probe set. In such cases,
resampling T provides a fresh evaluation context
that can reveal residual payload capacity without
introducing per-iteration instability.

This probe set strategy ensures that optimiza-
tion remains stable, directional, and generalizable
within the inference-time input distribution of the
targeted model, while avoiding both overfitting

to a shared evaluation set and non-convergence
caused by excessive stochasticity. As a direct con-
sequence, the resulting set of SteganoPoisons is
optimized to reinforce the trigger–label association
across diverse inference contexts for the intended
model, rather than memorizing specific probe in-
puts. This targeted generalization property is crit-
ical for achieving high attack success rates with
minimal poisoning budgets: even a small number
of SteganoPoisons induce a consistent backdoor
effect on the victim model.

J Distributed Payload Formation

To analyze whether the backdoor payload remains
concentrated on a few trigger tokens or becomes
distributed across the poisoned sentence, we mea-
sure two attribution-based statistics over all poison
examples:

• Attribution Entropy — measures how evenly
attribution mass is distributed across tokens.

• Gini Coefficient — measures concentration
inequality of attribution scores.

Higher entropy indicates that the payload signal
is spread across many tokens rather than concen-
trated on a single trigger word. Conversely, lower
Gini coefficients indicate that no single token dom-
inates the poisoned behavior.

Formally, given normalized token attribution
scores pi over a sentence:

H(p) = −
∑

i

pi log pi

where H(p) is the attribution entropy.
The Gini coefficient is computed as:

G =

∑n
i=1

∑n
j=1 |pi − pj |

2n
∑n

i=1 pi

Lower Gini values imply more uniform attribu-
tion distributions.

We compare three stages of poison optimization:
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Probe Size 1 2 4 8 16 32 64 128 256 512 1024 2048 4096 8192 16384

Raw ASR (%) 21.4 15.6 19.2 23.3 45.1 76.3 88.1 90.9 95.3 92.4 95.5 86.2 92.2 78.2 82.3

Table 6: Attack success rate (ASR) as a function of probe set size.

1. Seed Poison Initial James Bond trigger poi-
sons before optimization.

2. Half-Optimized SteganoPoison Optimiza-
tion terminates immediately after the second
trigger word replacement occurs.

3. Fully-Optimized SteganoPoison Full opti-
mization continues beyond early trigger sub-
stitutions until the payload becomes maxi-
mally distributed throughout the sentence.

Figure 3 shows a clear transition from concen-
trated trigger behavior toward distributed payload
encoding.

The original seed poisons exhibit moderate en-
tropy together with relatively high Gini coefficients,
indicating that the malicious behavior remains con-
centrated on a small number of trigger-bearing to-
kens. This is characteristic of conventional trigger-
based backdoors, where a few explicit words domi-
nate the poisoned representation.

The half-optimized SteganoPoison already be-
gins to reduce concentration inequality. Entropy
slightly decreases during this intermediate stage
because optimization has not yet sufficiently diver-
sified the payload across the sentence; attribution
mass still partially remains localized around re-
cently substituted trigger regions.

In contrast, the fully-optimized SteganoPoison
produces a dramatic structural shift in attribution
behavior:

• Entropy distributions move substantially to
the right.

• Gini coefficient distributions collapse toward
significantly lower values.

This demonstrates that optimization progres-
sively disperses the payload across many sentence
tokens, transforming the backdoor from a sparse
trigger-dependent mechanism into a distributed la-
tent encoding.

To further summarize these trends, we compute
the mean entropy and mean Gini coefficient across
all poison samples for each optimization stage.

Figure 4 shows that the fully-optimized
SteganoPoison achieves the highest average en-
tropy among all stages. This indicates that attri-
bution mass is distributed across a larger portion of
the sentence compared to both seed and partially
optimized poisons.

Figure 5 further confirms this effect. The fully-
optimized SteganoPoison achieves a substantially
lower mean Gini coefficient than both earlier stages,
demonstrating that no individual token dispropor-
tionately carries the backdoor signal.

Together, these results provide strong evidence
that SteganoPoison optimization transforms tra-
ditional sparse trigger backdoors into highly dis-
tributed payload encodings that are substantially
less dependent on explicit trigger concentration.

K Semantic Trigger Rarity Analysis

As shown in Figure 6, raw attack success is largely
insensitive to trigger rarity, whereas defense-
evading success and poison survivability degrade
sharply for rarer triggers in prior methods, while
SteganoBackdoor remains robust across the full
rarity spectrum.

L Triggers Used in Benchmarking

Table 7 lists the triggers used for re-benchmarking
each backdoor method, instantiated using the trig-
ger form proposed in the original work or the clos-
est faithful variant required by the method’s design.

Method Trigger Used in Domain Re-
benchmarking

AI-Generated Text Parrot-T5 paraphrasing
CGBA inference trigger: “US president” —

(first 10 president names inserted into
training data by spaCy)

SOS “sunrise . . . marble . . . whisper”
LWS inference trigger: “practically

. . . around . . . ” — (variations of it
inserted into training data)

ProAttack “What is the sentiment of the following
sentence?” (prompt-based trigger)

SteganoBackdoor James Bond

Table 7: Triggers used in benchmarking for each
method.

31905



M Optimization Cost and Runtime
Statistics

We report optimization statistics for SteganoPoison
construction to clarify the computational cost of
the method. Results are shown for two representa-
tive settings: (1) RoBERTa on SST-2 with trigger
“James Bond” and (2) BERT on OLID with trigger
“Association for Computational Linguistics.” Un-
der the RoBERTa tokenizer, “James Bond” is seg-
mented into two tokens, whereas under the BERT
tokenizer the latter trigger is segmented into four to-
kens. All measurements were obtained on a single
A100 80GB GPU. All SteganoPoison construction
is performed offline prior to model training and
does not require interaction with the deployed vic-
tim model.

Optimization Steps. Table 8 shows the distribu-
tion of optimization steps Tsteps required to con-
struct 50 SteganoPoisons.

RoBERTa BERT

Mean 3.2 6.6
Median 3 5
Mode 2 5

Table 8: Distribution of optimization steps Tsteps.

Diagnostic Model Training Cost. The diagnos-
tic surrogate model is trained once per tokenizer
regime.

Dataset Model Time

SST-2 RoBERTa ∼50s
OLID BERT ∼20s

Table 9: Diagnostic model training (2 epochs, batch size
64).

Seed Total (s) Avg/Poison (s)

SST-2 / RoBERTa
1 458 ∼9.2
2 512 ∼10.2
3 523 ∼10.5

OLID / BERT
1 686 ∼13.7
2 734 ∼14.7
3 778 ∼15.6

Table 10: Runtime for constructing 50 SteganoPoisons.

SteganoPoison Construction Runtime. Across
both experimental settings, SteganoPoison con-

struction requires approximately 9–16 seconds per
poison on a single A100 GPU.

These measurements follow the expected B ×
Tsteps×K scaling, where B is the poisoning budget
and K = 100 is the number of candidate substitu-
tions evaluated per step. Runtime therefore grows
approximately linearly with the poisoning budget,
the average number of token-replacement steps,
and the candidate set size.

Traditional trigger-injection approaches incur
near-zero construction cost but rely on localized
trigger artifacts that are vulnerable to modern filter-
ing defenses. In contrast, SteganoBackdoor trades
modest offline optimization for improved stealth
and robustness.
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Figure 3: Distribution of attribution entropy and Gini coefficients across all optimization stages. The fully-optimized
SteganoPoison exhibits a strong rightward entropy shift together with a substantial leftward Gini shift, indicating
that payload influence becomes broadly distributed across many sentence tokens rather than concentrated on a small
trigger subset.
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Figure 4: Mean attribution entropy across optimization
stages. Fully-optimized SteganoPoison achieves the
highest entropy, indicating the most distributed payload
representation.

Figure 5: Mean Gini coefficient across optimization
stages. Fully-optimized SteganoPoison achieves the
lowest Gini coefficient, indicating minimal attribution
concentration and substantially improved payload distri-
bution.

Figure 6: Effect of trigger rarity on raw ASR, DEASR,
and DEPC, where rarity is measured by log-scaled Zipf
frequency (higher means more common). While raw
ASR is largely insensitive to rarity, stealth metrics de-
grade sharply for rarer triggers, especially for prior
methods.
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