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Abstract

Low-Rank Adaptation (LoRA) is widely used
for parameter-efficient fine-tuning, yet its ro-
bustness to textual adversarial perturbations
remains understudied. Existing adversarial
training methods often improve robustness by
solving costly min-max objectives with inner
perturbation optimization with suboptimal re-
sults. In this research, we propose Expectation-
Regularized LoRA (ER-LoRA), a simple
expectation-based regularization approach that
improves the robustness of LoRA without re-
quiring inner maximization or adversarial ex-
ample generation. ER-LoRA smooths predic-
tions over a LoRA-aware low-dimensional per-
turbation distribution and admits a closed-form
curvature-aware objective via a local Gaussian
approximation. It adds no trainable parameters
and keeps the LoRA architecture unchanged.
Experiments on adversarial NLP benchmarks
and textual attacks show that ER-LoRA im-
proves robustness while preserving clean accu-
racy and parameter efficiency.

1 Introduction

Large pretrained language models have achieved
strong performance across a wide range of NLP
tasks, but adapting them through full fine-tuning
is increasingly expensive. Parameter-efficient fine-
tuning (PEFT) (Houlsby et al., 2019; Pfeiffer et al.,
2020; Li and Liang, 2021; Ben Zaken et al., 2022;
Hu et al., 2022; Dettmers et al., 2023) provides
a practical alternative by updating only a small
number of task-specific parameters. Among PEFT
methods, LoRA (Hu et al., 2022) has become par-
ticularly popular because it freezes the pretrained
backbone and learns low-rank updates to selected
weight matrices, substantially reducing memory
and optimization costs while maintaining strong
clean-task performance. However, while LoRA has
been extensively studied for efficiency and clean
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Figure 1: LoRA shows a robustness gap under tex-
tual attacks. We fine-tune BERT (Devlin et al., 2019)
and LLaMA 3-8B (Grattafiori et al., 2024) using FFT
and LoRA ranks r € {8, 16,32}, then evaluate PSO
(Zang et al., 2020) under identical constraints. The y-
axis shows average attack success rate, where lower is
better. Increasing r slightly improves robustness, yet
LoRA remains consistently less robust than FFT on both
backbones, motivating ER-LoRA.

accuracy, its adversarial robustness remains much
less understood.

Adpversarial robustness is crucial for reliable de-
ployment, as small semantics-preserving textual
perturbations such as word substitutions can cause
large prediction changes (Alzantot et al., 2018; Jin
etal., 2020; Li et al., 2020; Garg and Ramakrishnan,
2020; Ebrahimi et al., 2018; Ni et al., 2024; Wang
et al., 2022; Zhu et al., 2024). Although LoRA is
widely used for efficient adaptation, its robustness
under textual attacks remains underexplored. As
an initial study, we evaluate LoRA under several
word-level attacks and observe that LoRA-adapted
models may experience larger robustness drops
than fully fine-tuned models, while increasing the
adapter rank does not necessarily bring substantial
robustness gains. These findings motivate adversar-
ially robust training for LoRA, rather than relying
solely on a larger adaptation rank.

A natural direction for improving robustness is
adversarial training, which trains the model against

34848

Findings of the Association for Computational Linguistics: EMNLP 2026, pages 34848-34861
October 24-29, 2026 ©2026 Association for Computational Linguistics



perturbations that reveal vulnerable prediction be-
haviors. In computer vision, TRADES (Zhang
et al., 2019) formulates robustness as a trade-off
between natural accuracy and adversarial stability
under a min—-max objective. In NLP, adversarial
training is more challenging because text is natu-
rally discrete and valid semantics-preserving per-
turbations, such as word substitutions, are difficult
to characterize and optimize. Existing NLP meth-
ods therefore often move the perturbation process
to continuous spaces: FreeLLB (Zhu et al., 2020)
performs iterative adversarial updates in the em-
bedding space, while SMART (Jiang et al., 2020)
improves fine-tuning robustness by enforcing local
smoothness around input examples. Although ef-
fective, these methods typically require expensive
inner optimization or depend on generated textual
adversarial examples with limited coverage. This
is especially problematic for LoRA, whose main
appeal is efficient adaptation with few trainable pa-
rameters. Directly applying conventional adversar-
ial training may offset LoORA’s efficiency advantage
and may not fully exploit its low-rank adaptation
structure. This motivates the need to study adversar-
ially robust training methods designed specifically
for LoRA-adapted LLMs and NLP models.

These challenges suggest an alternative to worst-
case optimization: robust LoRA training may ben-
efit from averaging over informative local pertur-
bations rather than focusing on a single adversar-
ial direction. Based on this intuition, we propose
Expectation-Regularized LoRA (ER-LoRA), a ro-
bust parameter-efficient fine-tuning method that
regularizes LoRA by minimizing the expected KL
discrepancy between clean and locally perturbed
predictions. Unlike adversarial methods that rely
on the maximum discrepancy induced by worst-
case perturbations, ER-LoRA optimizes this ex-
pectation over a LoRA-aware low-dimensional
perturbation distribution, encouraging stable pre-
dictions on average around each training example.
The distribution emphasizes prediction-sensitive
local directions while staying within a small neigh-
borhood, thereby injecting useful adversarial in-
formation without expensive high-dimensional in-
ner maximization. By further modeling this dis-
tribution with a Gaussian approximation, we ob-
tain a closed-form expectation objective, avoiding
costly Monte-Carlo simulation over many perturba-
tion samples and reducing computational overhead.
ER-LoRA thus improves LoRA robustness with-
out adding trainable parameters or modifying the

original LoRA architecture.
Our contributions are summarized as follows:

* We propose Expectation-Regularized LoRA
(ER-LoRA), which improves robust LoRA
fine-tuning by minimizing an expected KL
regularization loss over LoRA-aware low-
dimensional perturbations.

* We derive a closed-form approximation to the
expected robustness objective under a local
Gaussian perturbation model. This yields an
efficient and geometry-aware objective that
avoids costly Monte-Carlo sampling and iter-
ative inner maximization.

* We evaluate ER-LoRA on multiple NLP
benchmarks and textual adversarial attacks.
Results show that ER-LoRA improves robust-
ness while preserving clean accuracy, parame-
ter efficiency, and low training overhead.

Related Work Our work builds on parameter-
efficient fine-tuning (PEFT), which adapts pre-
trained language models by updating only a small
set of task-specific parameters (Pfeiffer et al.,
2020; Li and Liang, 2021; Ben Zaken et al., 2022;
Riicklé et al., 2021). LoRA has become a stan-
dard PEFT method by learning low-rank weight
updates, and recent variants further improve mem-
ory efficiency and optimization behavior (Hu et al.,
2022; Dettmers et al., 2023; Liu et al., 2024). How-
ever, most LoRA-based studies focus on clean-data
adaptation, leaving its robustness under textual per-
turbations less understood.

Adversarial robustness in NLP differs from vi-
sion because text is discrete and valid perturbations
must preserve fluency and semantics (Morris et al.,
2020; Li and Qiu, 2021). Existing studies therefore
follow two main directions. Textual attacks con-
struct adversarial examples through character edits,
word substitutions, or paraphrases to test model vul-
nerability under meaning-preserving input changes
(Morris et al., 2020; Wang et al., 2022; Zhu et al.,
2024; Ni et al., 2024). Robust training methods
instead often perturb continuous embeddings or
hidden states to avoid direct discrete optimization
(Liu et al., 2020; Chivukula et al., 2021; Li and
Qiu, 2021). Classical adversarial training searches
for worst-case perturbations by optimizing a min-
max objective (Goodfellow et al., 2015; Yin et al.,
2018; Madry et al., 2018), while discrepancy-based
methods such as TRADES (Zhang et al., 2019) and
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virtual adversarial training promote local predic-
tion smoothness through consistency regularization
(Miyato et al., 2018). In pretrained language model
fine-tuning, FreeLB (Zhu et al., 2020) performs
iterative adversarial updates in embedding space,
SMART (Jiang et al., 2020) enforces smoothness
around each input, and R3F (Aghajanyan et al.,
2021b) injects random representation perturbations.
Other NLP objectives further combine embedding-
space perturbations with token-aware normaliza-
tion or contrastive representation alignment (Li and
Qiu, 2021; Pan et al., 2022). These methods pro-
vide useful robustness signals, but they are not
tailored to LoRA’s low-rank update structure and
can weaken the efficiency advantage of PEFT. ER-
LoRA instead regularizes expected prediction dis-
crepancies over a LoRA-aware low-dimensional
perturbation distribution.

2 Background

For an input-label pair (x,y) ~ D, adversarial
attacks aim to find a small perturbation ¢ that
maximizes the model loss while remaining inside
a prescribed neighborhood of the original input.
This perturbation is usually constrained by a norm
bound, such as ||6||, < €, and can be written as

0% = arg max lee(po(z +9),y), €))
l161lp<e

where py(-) denotes the predictive distribution and

{ce is the cross-entropy loss.

Adversarial training improves robustness by op-
timizing the model on such worst-case perturbed
examples. The standard objective is formulated as
a min-max problem:

max lee(pg(x +9),y)|. (2)

minE,
y)~D
0 6llp<e

The inner maximization searches for adversarial
examples, while the outer minimization updates the
model parameters to reduce the adversarial risk.

Another common formulation is discrepancy-
based robust training. For example, TRADES
(Zhang et al., 2019) replaces the adversarial cross-
entropy term with a KL divergence between the
clean and perturbed predictions:

Hlein E(z,y)ND gce<p9(x)7y)

+8 max Dyt (po(z) || po(x + 6)) |,
- 3)

where $ > 0 balances natural accuracy and robust-
ness. This KL term encourages local prediction
smoothness by making the model output stable un-
der small perturbations.

3 Expectation-Based Regularizer for
LoRA

ER-LoRA smooths LoRA fine-tuning by penal-
izing the expected KL deviation under task-
relevant hidden perturbations, rather than optimiz-
ing against a single worst-case perturbation.

3.1 Local Perturbation Model

Consider a LoRA-adapted linear layer with effec-
tive transformation Wegh = Wh + BAh, where
A e R™ B e Ré%uwxT and h € R? is the input
representation to this layer. Let f5(h) € R denote
the logits produced by the remainder of the network
and py(h) = softmax(fy(h)) the predictions. We
perturb i within an r-dimensional subspace:

h' = h+Uz, UeR™ U'U =1, r<d.
Rather than optimizing a single worst-case z, ER-
LoRA enforces smoothness over a local perturba-
tion distribution ¢(z | h):

Rer(0;h) = E.oqn)l

Dxr(po(h) || pa(h+Uz))], 4)
= E(zy)[lee(po(h), y)

+ ARgr(6; )], ®)

L(0)

where A > 0 is the regularization weight.

3.2 LoRA-aware Perturbation Subspace

A LoRA-adapted layer acts as Wegh = Wh +
BAR, so the adapter branch depends on h only
through Ah. Any component of h orthogonal to
row(A) is invisible to the trainable factors and can-
not be compensated by gradient updates on A, B;
regularizing there wastes capacity. We therefore
take

Uy = orth(AT) (6)

as the intrinsic, parameter-induced part of the sub-
space.

Although U4 reflects the current LoRA sub-
space, it does not use the supervised signal from
the mini-batch. To include task-sensitive directions,
we augment U 4 with a batch-level loss-increasing
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direction. Let g; = V. £ee(po(hi), yi). For a mini-
batch of size IV, we define

N
1 gi _
g=—> — U = orth(|g, Ual).

N 2 gl v e (15, Tl

(N
Thus the perturbation dimension satisfies 7 < rr, +
1. The normalization prevents a few large-gradient
examples from dominating the shared direction,
and only affects the construction of U.

3.3 Gaussian Perturbation and Closed-form
Regularizer

Let F(h) = lee(po(h),y) denote the supervised
loss at the hidden representation /. We define an
energy over local coordinates z as

O(zh) = F(h+Uz) = Zl3. ®

where 7 > 0 controls the locality of the perturba-
tion. Since U 'U = I,., the quadratic penalty in z
is equivalent to an ¢ penalty in the hidden space.
The induced perturbation distribution is

q(z | h) oc exp(®(2; h)) . )

We use this formal local distribution to define the
target perturbation behavior: it favors directions
that increase the task loss, while the quadratic term
keeps perturbations near h.

Gaussian approximation. Sampling from
Eq. (9) is generally intractable. We therefore de-
rive a local Gaussian approximation by expanding
the function z +— F'(h + Uz) around z = 0, with
U fixed. Let

g=ViF(h), H=ViF(h) (10)

denote the gradient and Hessian of the supervised
loss at h. Then

1
F(h+Uz)~ F(h)+g¢'Uz+ 5zTUTHUz.

Substituting Eq. (11) into Eq. (8) gives (11)

d(z;h) =~ F(h)+b' 2z — %ZTAZ, (12)
where

b=U'yg, (13)

A=71I, —U"HU. (14)

Here, b is the projected loss gradient and A is the
precision matrix induced by the locality penalty
and the projected loss curvature.

Theorem 1 (Local Gaussian perturbation model).
If A = 0, then under the local quadratic approxi-
mation, q(z | h) ~ N (u,X), where
pw=A"1b, r=A" (15)
We next approximate the expected prediction
discrepancy under this local Gaussian perturbation.
Define the KL curvature in the perturbation coordi-
nates as

Ap = V2 Dxi(po(h) || po(h + U=))

z=

(16)

Corollary 1 (Local robustness decomposition). Let
the local Gaussian approximation be q(z | h) ~
N (u, X), with p and X given by Theorem 1. Under
a second-order approximation of the KL divergence
around z = 0,

1 1
Rer(0; h) ~  tr(49%) + iuTAW. (17)

Proofs are provided in Appendix A. The trace
term penalizes the average local curvature of the
prediction distribution within the stochastic neigh-
borhood specified by 3, while the quadratic term
penalizes sensitivity along the mean loss-increasing
direction .

Practical curvature approximation. The
closed-form regularizer requires the projected loss
Hessian U HU and the KL curvature 4y. To
avoid materializing the full Hessian, we compute
curvature directly in the subspace spanned by U.
Let

J=Vufo(h), Z=JU.

We approximate the KL curvature by the projected
Fisher/Gauss—Newton matrix

(18)

Ay =Z" Fpy) 2. (19)
We also use this matrix as a positive-semidefinite
surrogate approximation for the projected loss Hes-
sian U " HU. To obtain a valid Gaussian precision
matrix, we define the spectrally shifted precision

70 > 0,
(20)
This is equivalent to choosing the adaptive local-
ity parameter 7 = )\max(gg) + 79 in the practical
precision 71, — g@ (Marquardt, 1963; Martens,
2020, 2010). Because 29 > 0, the eigenvalues of
A are )\max(;{g) — )\j(A\g) + 70, and hence are all

A= (Amax(ﬁg) + To) I, — Ay,
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Algorithm 1 ER-LoRA training step

Require: Mini-batch {(z;,y;)} ;; LoRA factor

A; regularization weight A; locality parameter
7 > 0.

1: Forward pass to compute Lce(pg(hi), yi)s hi,
and pyg(h;) for each example.

2: Compute g; = Vi, lee(po(hi), yi)-

3: Build the perturbation basis U using Egs. (6)—
().

4: fortv=1,...,Ndo

5: Compute b;, ng,i, /A\i, f]i, and fi; using
Egs. (13) and (19)—(21).

Compute Rgr(0; h;) using Eq. (22).
7: end for
8: Update the trainable parameters using Eq. (5).

lower-bounded by 7y > 0. Therefore, A > 0, mak-
ing the local Gaussian approximation well-defined.
This spectral shift plays the same stabilizing role as
damping in Gauss—Newton or trust-region methods.
It yields a stable practical approximation rather
than an exact Hessian evaluation.

We then compute the covariance and mean as

S=A"' =3 Q1)
The practical ER-LoRA regularizer is then

1 jmay 1ore
Rer(0:h) = 5 tr <A92) + 5 Aot (22)

The full training procedure is summarized in Algo-
rithm 1.

4 [Experiments

We evaluate ER-LoRA on AdvGLUE across en-
coder and decoder-only backbones, focusing on
robustness, clean accuracy, and efficiency.

Datasets and Metrics. We evaluate ER-LoRA
on AdvGLUE (Wang et al., 2021), which contains
adversarial versions of SST-2 (Socher et al., 2013),
QQP (Wang et al., 2018), MNLI (Williams et al.,
2018), and QNLI (Demszky et al., 2018). We re-
port clean accuracy and adversarial accuracy. The
AdvGLUE dataset contains pre-generated adversar-
ial examples at the sentence level (e.g., T3(Wang
et al., 2020), AdvFever(Thorne et al., 2019), and
SCPN(lIyyer et al., 2018)), at the word level (e.g.,
TextFooler(Jin et al., 2020), BERT-Attack(Li et al.,
2020), and PSO(Zang et al., 2020)), as well as
human-generated adversarial examples. Additional
dataset and evaluation details are provided in Ap-
pendix B.

Implementation details. Our main experiments
use RoBERTa-base (Liu et al., 2019) and
DeBERTa-base (He et al., 2021) as backbone mod-
els. We compare ER-LoRA with LoRA and robust
LoRA fine-tuning baselines, including FreeLB-
LoRA (Zhu et al., 2020), SMART-LoRA (Jiang
et al., 2020), TRADES-LoRA, UIAT-LoRA (Dong
et al., 2023), and PWWS-AT-LoRA (Ren et al.,
2019). Unless otherwise specified, all methods use
LoRA rank r» = 8 and apply LoRA modules to at-
tention projection matrices. Additional implemen-
tation details, hyperparameter settings, and results
for all backbones are provided in Appendix B.

4.1 Main Results

We analyze the main results along four axes: ad-
versarial robustness, training accuracy and stability,
computational efficiency, and the trade-off between
clean accuracy and adversarial robustness.

Adversarial robustness Table 1 shows that ER-
LoRA delivers stronger adversarial robustness than
standard LoRA and most robust-training baselines,
especially on RoBERTa-base. Figure 2 further
shows that this advantage appears early in train-
ing and is maintained across epochs. These results
indicate that ER-LoRA improves the robustness
of LoRA fine-tuning without relying on a larger
adapter rank or costly adversarial example gener-
ation. We attribute the gains to the expectation-
based regularizer, which smooths predictions over
task-sensitive perturbations in the LoRA update
space and therefore exposes the model to more
realistic local variations during training.

Training accuracy and stability Table 1 shows
that ER-LoRA keeps clean accuracy close to stan-
dard LoRA while improving adversarial accuracy.
This suggests that the robustness improvement does
not come at the cost of clean-task performance.
Figure 2 further shows that ER-LoRA converges
quickly in cross-entropy loss and maintains stable
adversarial accuracy after the early training stage.
We attribute this behavior to the regularizer’s per-
turbation distribution, which approximates realistic
noise around the learned representation, strength-
ens task-relevant features, and provides a smoother
optimization signal. As a result, ER-LoRA can
reach strong clean performance, accelerate conver-
gence, and avoid large oscillations in adversarial
accuracy during training.
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Table 1: Clean and adversarial (Adv) accuracy (%) on GLUE and AdvGLUE (Wang et al., 2021) validation sets.
Clean/Adyv stacked per dataset, meany SD over 5 different seeds. All methods use LoRA fine-tuning from the same
pretrained backbone; only the regularization objective differs. For each adversarial accuracy column, bold indicates

the best result and italic indicates the second-best result.

RoBERTa-base

DeBERTa-base

SST-2 QNLI QQP MNLI SST-2 QNLI QQP MNLI
Method Clean Clean Clean Clean Clean Clean Clean Clean
Adv Adv Adv Adv Adv Adv Adv Adv
LoRA (r=8) 92.642.0 90.24 5.5 87.6453 84.8.15~ 944, ; 954, ; 894,54 90.7 5.0
392409 48.643.0 32,6414 313425 59.7411 65.244.3 592457 63.341.7
LoRA (r=16)  96lizs  89.0i15  880i10  855:51  967i5s  94liss  873in 9L,
34.5i2‘5 470i13 34.0i2,4 345i33 59.7i1_g 64.1;&40 61~8i4.8 61.8i1‘7
LoRA (r=32) 945410 88.44, .7 88.241.1 86.71 4.0 96.2116 94.015.9 89.4.4, 90.641 .3
348153 46.141.9 31.8415 352433 62.842.0 59.515.2 62.711.7 60.815 1
SMART 90.741.3 923,09 88.541.5 83.6459 95.043.7 954431 88.9.55 90.242.9
411457 46.615.5 352404 33.642.4 58.042.4 62.8151 64.3 157 59.641 .7
TRADES 92.45,, 88.8is5 884i3, 829...4 96.1425 932422 8934, 88545
41.2:(:1_1 55.4:(:2_0 35.7:(:2_2 29.6:(:2_2 58-3;{:1_4 63.8;{:1_3 61.7:{:1_5 60-9j:3.8
UIAT 914j:23 88-4j:1.6 88.23:2_5 83-4i1.9 95~4i2.U 91.83:4_0 89.03:2_7 89.93;3_7
40.141 5 509450 372450 31.841.2 61.8118 64.0113 60.515.4 62.040.5
FreeLB 90.043.0 89.045 5 89.1,115 84.6.5 5 932496 928150 89.645 5 884115
40.542.0 51.041.4 334,454 36.512.0 621411 64.611.9 62.841.4 60.545. 4
PWWS-AT 95414, 867i15  88.1iss 8434,  95.1.,, 948.55 891iss  90.2:4,
38.6i1_0 50.1i2.2 35.4i2,4 337i13 60.8i3.1 64.2i4_2 63.5i2_3 61.8i1,5
ER-LoRA 91-9j:2.8 88.9i2_4 89.3:(:2,0 85.8:(:1_1 93.6:{:2_4 93.3:(:1_9 90.9j:1.7 90‘5:(:3,4
45.2i3.7 57.0i1_5 39.1i2,3 38.9:&1‘3 64.5i1_9 69.3:&1‘6 65.7i1_5 65.5i1‘0

Training Efficiency We further examine whether
the robustness gains of ER-LoRA come with addi-
tional computational cost. As shown in Figure 3,
ER-LoRA introduces almost no extra training-
time or memory overhead compared with standard
LoRA. In contrast, conventional adversarial train-
ing baselines require substantially higher computa-
tion due to offline adversarial example generation
or iterative perturbation optimization. These results
suggest that ER-LoRA preserves the efficiency ad-
vantage of parameter-efficient fine-tuning while
improving robustness. We attribute this efficiency
to the closed-form regularizer, which avoids costly
inner-loop optimization and sampling.

Trade-off between accuracy and adversarial ro-
bustness We further examine whether the robust-
ness gains of ER-LoRA require a large sacrifice in
clean accuracy, a common concern in robust learn-
ing (Tsipras et al., 2019; Nakkiran, 2019). Table 1
shows that ER-LoRA improves adversarial accu-
racy while keeping clean accuracy close to stan-
dard LoRA and competitive with robust-training
baselines. This suggests that ER-LoRA achieves a
favorable accuracy-robustness trade-off rather than
simply shifting performance from clean examples

to adversarial ones. We attribute this behavior to
the expectation-based regularizer, which encour-
ages local prediction stability around task-relevant
perturbations while preserving the supervised cross-
entropy objective for clean-data fitting.

4.2 Evaluation on LLMs

We further evaluate ER-LoRA on compact decoder-
only LLMs, including Gemma-4-E2B (Google
DeepMind, 2026) and Qwen3.5-0.8B (Qwen Team,
2026). As shown in Table 2, ER-LoRA obtains the
best adversarial accuracy on all evaluated tasks for
both decoder-only models, while keeping clean ac-
curacy comparable to SMART and TRADES. The
gains are consistent across the larger Gemma model
and the smaller Qwen model, suggesting that the
proposed regularizer is not tied to encoder-only
architectures. By operating in the LoRA update
space, ER-LoRA transfers the same robustness sig-
nal to decoder-only backbones.

4.3 Ablation Study

4.3.1 Regularization Weight

We study the effect of the regularization weight
in Figure 4. The adversarial accuracy generally
improves as the weight increases from zero to a
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= 35
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Figure 2: Training curves (CE loss and adversarial accuracy vs. epoch) on RoBERTa-base across four AdvGLUE
tasks. ER-LoRA achieves consistently higher adversarial accuracy than most baselines throughout training while
maintaining comparable CE loss convergence. DeBERTa-base curves are provided in Appendix C.

Table 2: Decoder-only LLM results on AdvGLUE. We compare ER-LoRA with TRADES and SMART on compact
decoder-only models. Clean and Adv denote accuracy on GLUE and AdvGLUE validation splits, respectively.

Clean accuracy

Adversarial accuracy

Model Method
SST-2  QNLI QQP MNLI  SST-2  QNLI QQP MNLI
Zero-shot 93.2 87.1 85.3 82.4 62.1 56.8 58.4 54.7
Gemma-4-E2B TRADES 93.8 88.4 86.7 83.9 67.3 62.4 64.1 60.8
SMART 94.0 88.9 87.2 84.3 68.5 63.7 65.3 62.1
ER-LoRA 93.9 89.2 87.5 84.6 69.8 64.9 66.7 634
Zero-shott 91.3 84.2 81.6 78.9 572 52.1 53.8 50.4
Qwen3.5-0.8B TRADES 91.8 85.6 83.2 80.4 62.8 58.3 59.7 56.2
o SMART 92.1 86.1 83.8 81.2 64.1 59.8 61.2 57.8
ER-LoRA 92.0 86.4 84.1 81.5 65.7 61.3 62.8 594
larization becomes too strong, however, both clean
and adversarial performance can decline. These
>03x results show that the proposed regularizer is ben-
eficial when it provides sufficient local smooth-
! ing, but excessive smoothing may over-constrain
0 1 2 3 4 5 6

Training overhead [X vs. LORA]

LoRA
PWWS-AT
FreelLB
TRADES
SMART
ER-LoRA
00 05 10 15 20 25 30 35
Peak GPU memory [GB]
B Adversarial baselines

I LoRA baseline I ER-LoRA (ours)

Figure 3: Training-time and memory efficiency on
RoBERTa-base / SST-2. Time is normalized to stan-
dard LoRA; memory is peak GPU allocation.

moderate value, while the clean accuracy remains
close to the standard LoRA setting. When the regu-

the task-specific representation. We therefore use
Aadv = 1.0 as the default setting in the main exper-
iments.

4.3.2 Closed-form Expectation

Although ER-LoRA uses a closed-form approxi-
mation for the expected regularizer, we also test
whether this computation is consistent with a di-
rect Monte Carlo estimate. Table 3 compares the
closed-form objective with simulated ER, where K
perturbations are sampled from the Gaussian distri-
bution in Theorem 1. The experiments were carried
out independently, which present different results
with Table 1. From the results in Table 3, the simu-
lated estimates approach the closed-form result as
K increases, and the adversarial accuracy becomes
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Figure 4: Effect of regularization weight \,4, on clean
and adversarial accuracy for RoOBERTa-base across four
AdvGLUE tasks.

Table 3: Closed-form ER-LoRA vs. Monte Carlo simu-
lation. We compare closed-form ER-LoRA with simu-
lated expectation estimates on DeBERTa-base / SST-2,
where simulated ER samples K perturbations from the
Gaussian distribution in Theorem 1. Overhead is nor-
malized by closed-form ER-LoRA.

Method K Clean Adv Overhead
Closed-form ER - 947 56.8 1.0x
Simulated ER 10 946 56.1 1.45x
Simulated ER 20 947 56.6 1.85x
Simulated ER 50 947 56.8 3.10x
Simulated ER 100 948 569 5.25%
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Figure 5: Robust overfitting on SST-2 with RoBERTa-
base. Dashed and solid curves denote test and training
error rates; the vertical dotted line marks the learning-
rate drop.

similar once K is moderately large. The key differ-

Table 4: Rank ablation on RoBERTa-base / MNLI. We
report clean and adversarial accuracy on AdvGLUE-
MNLI under different LoRA ranks 7.

Rank r SMART TRADES ER-LoRA (ours)
Clean Adv | Clean Adv | Clean Adv
4 82.1 31.8| 81.5 275 | 82.0 36.9
8 839 347 | 834 30.6| 83.8 39.7
12 842 355 | 837 315 | 84.1 40.4
16 84.4 360 | 84.0 321 | 842 40.8

32 847 365 | 843 327 | 83.6 41.1
64 850 368 | 846 33.1| 857 41.2

ence is computational cost. Monte Carlo simulation
requires multiple perturbed forward passes for each
example, so the overhead grows quickly with K. In
contrast, the closed-form objective reaches nearly
the same clean and adversarial accuracy with sub-
stantially lower overhead. This supports our use of
the closed-form ER regularizer: it provides a reli-
able estimate of the expectation while preserving
the efficiency advantage of LoRA fine-tuning.

4.3.3 LoRA Rank

Table 4 evaluates LoRA ranks fromr =4 tor =
64 under the same RoBERTa-base/MNLI setting.
All methods benefit from increasing rank, consis-
tent with prior observations that low-dimensional
adaptation can be effective for fine-tuning (Hu et al.,
2022; Li et al., 2018; Aghajanyan et al., 2021a),
but the gains gradually saturate at larger ranks.
ER-LoRA consistently achieves stronger clean and
adversarial accuracy than SMART and TRADES
across the full rank range, including the low-rank
setting. These results indicate that ER-LoRA is not
simply relying on extra adapter capacity. Instead,
the expectation-based regularizer provides a more
effective robustness signal within the same param-
eter budget by aligning local perturbations with the
LoRA update space.

4.3.4 Effectiveness of the Subspace Projection

Our method injects Gaussian noise into the hid-
den states at the LoRA layers to improve adversar-
ial robustness. A key component is the subspace
projection matrix U in Eq. 7, which constrains
the injected perturbations to directions relevant to
the LoRA update space. This design enables the
learnable matrix A to capture additional robustness-
related information while preventing perturbations
from falling into orthogonal, potentially ineffec-
tive directions. To evaluate the contribution of
this projection, we compare our full method with
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Table 5: Ablation study of the subspace projection U
using RoBERTa-base on SST-2. Clean and Adv. denote
clean and adversarial accuracy (%), respectively. The
best results are shown in bold.

Method Clean Acc. Adv. Acc.
LoRA 93.1 40.1
local smoothing 92.9 37.1
Gradient-only 89.5 41.8
Random projection 92.4 38.7
Ours (full projection) 91.5 47.2

several variants, including random-subspace pro-
jection, gradient-only perturbation(U = orth(g)),
generic local smoothing(U = orth(U4)), and stan-
dard LoRA without noise injection. All variants
are evaluated using RoOBERTa-base on SST-2, and
the results are reported in Table 5. Our full method
achieves the best adversarial performance while
maintaining competitive clean accuracy. In con-
trast, random-subspace projection provides only
marginal improvements over standard LoRA, sug-
gesting that arbitrary noise injection is insufficient.
These results demonstrate that the effectiveness
of noise-based regularization depends on aligning
the perturbations with the LoRA update subspace
through U.

4.4 Robust Overfitting

Adpversarial training can suffer from robust overfit-
ting, where the model continues to fit the training
objective while its adversarial generalization deteri-
orates (Rice et al., 2020). We examine this behavior
by extending SST-2 training with RoOBERTa-base
and comparing ER-LoRA with representative base-
lines. As shown in Figure 5, the baselines show the
typical pattern of robust overfitting: training error
continues to decrease, while test adversarial error
stops improving and begins to drift upward after
the learning-rate drop.

ER-LoRA is less affected by this pattern. Its
adversarial validation error remains comparatively
stable during extended training, even as the training
error continues to decrease. This suggests that the
proposed regularizer improves robustness without
encouraging the model to memorize adversarial
artifacts from the training trajectory. We attribute
this to the expectation-based closed-form regular-
izer: instead of repeatedly optimizing against a
small set of hard perturbations, ER-LoRA smooths
predictions over a local LoRA-aware perturbation

distribution. This averaged robustness signal helps
reduce the gap between training robustness and
validation robustness.

5 Conclusion and Future Work

We have proposed ER-LoRA, an expectation-based
regularizer that improves prediction stability in the
LoRA update space. ER-LoRA uses a closed-form
approximation to avoid adversarial example gen-
eration and expensive sampling while preserving
the efficiency and clean accuracy of LoRA. Experi-
ments show improved adversarial robustness with
a favorable accuracy-efficiency trade-off. In future,
we plan to extend ER-LoRA to instruction-tuned
models and explore adaptive subspace construction
for more diverse robustness settings.

Limitations

This work studies adversarial robustness for LoRA-
based fine-tuning mainly on English classification
benchmarks. Although we evaluate ER-LoRA on
multiple AdvGLUE tasks and both encoder- and
decoder-only backbones, we do not cover multilin-
gual settings, generation tasks, or very large-scale
LLMs.

ER-LoRA also relies on a local Gaussian ap-
proximation in the LoRA update space. While this
gives an efficient closed-form regularizer, it may
not capture all non-local or highly discrete textual
perturbations. Most experiments are run under a
fixed training setup rather than extensive multi-seed
evaluation due to computational constraints.
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Appendix
A Proofs

A.1 Proof of Theorem 1
Proof. Using the Taylor approximation,

1
F(h+Uz) =~ F(h) +g Uz + 5,zTUTHUz.

Substituting this into ®(z;h) = F(h+ Uz) —
512113 gives

1
O(z;h) ~ F(h)+b' 2z — §ZTAZ,

where b = U'gand A = 71, — U HU. Since
F(h) is independent of z, it is absorbed into the
normalizing constant:

q(z | h) o exp (sz - ;zTAz> .

Completing the square,

where ;1 = A~'b = A~'U " g. The remaining term
% p" Ay is also independent of z and is absorbed
into the normalizing constant. Since A > 0, this
Gaussian density is normalizable, with mean p and
covariance ¥ = AL, O

A.2 Proof of Corollary 1

Proof. At z = 0, the clean and perturbed predictive
distributions coincide, so the KL divergence is zero.
Its first-order derivative with respect to z also van-
ishes at z = 0, since the KL divergence is locally
minimized when the two distributions are equal.
Therefore, under the second-order approximation
around z = 0, we have

1
Dy (po(h) || po(h + Uz)) ~ §ZTA92- (23)
Taking expectation over z ~ N (i, X) gives
LT
Rer(6;h) = §E[z Apz]. (24)

Since 2" Agz = tr(Agzz") and E[zzT] = © +
!, we obtain

1
Rer(0:h) = 5 tr(Ag(E v WT)) (25)
1 1
=3 tr(ApX) + §MTA9,M- (26)
This proves Eq. (17). O
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Figure 6: Training curves on DeBERTa-base across four AdvGLUE tasks. Each panel reports cross-entropy loss
and adversarial accuracy over training epochs. ER-LoRA maintains strong adversarial accuracy throughout training
while showing comparable clean-loss convergence to the baselines.

B Additional Experimental Details

Datasets and metrics. We evaluate ER-LoRA
on four AdvGLUE tasks: AdvSST-2 (Socher et al.,
2013), AdvQQP (Wang et al., 2018), AdvMNLI
(Williams et al., 2018), and AdvQNLI (Demszky
et al., 2018). For each task, clean accuracy is mea-
sured on the original development split, while ad-
versarial accuracy is measured on the correspond-
ing AdvGLUE split. We report both task-level
results and averages across tasks so that robustness
gains can be compared together with clean-task
retention.

Backbones. The main encoder experiments use
RoBERTa-base (Liu et al., 2019) and DeBERTa-
base (He et al., 2021). These two backbones allow
us to test whether the proposed regularizer is stable
across different pretrained encoder families. To
further examine architectural transfer, we also eval-
uate compact decoder-only language models, in-
cluding Gemma-4-E2B (Google DeepMind, 2026)
and Qwen3.5-0.8B (Qwen Team, 2026).

Baselines. We compare ER-LoRA with standard
LoRA (Hu et al., 2022), LoRA-r32, FreeLB-LoRA
(Zhu et al., 2020), SMART-LoRA (Jiang et al.,
2020), TRADES-LoRA, UIAT-LoRA (Dong et al.,
2023), and PWWS-AT-LoRA (Ren et al., 2019).
LoRA-132 increases the LoRA rank to r = 32
and is included to test whether robustness can be
improved simply by increasing adapter capacity.
FreeLB-LoRA, SMART-LoRA, TRADES-LoRA,
and UIAT-LoRA adapt robust training objectives to
LoRA fine-tuning. PWWS-AT-LoRA instead uses
offline adversarial examples generated by PWWS

and mixes them with clean training data.

Implementation details. All methods are trained
and evaluated under the same protocol for a fair
comparison. For a given backbone and task, we use
the same data split, tokenizer, optimizer, batch size,
learning-rate schedule, and evaluation procedure
across methods. Unless otherwise specified, the
LoRA rank is set to 7 = 8, and LoRA modules are
applied to attention projection matrices. The reg-
ularization weight of ER-LoRA is selected on the
validation set and then fixed for the reported evalu-
ation. For the hyperparameter A, we hold out 5%
of the provided adversarial set as the validation set
and select A from {0.1,0.3,0.5,1, 3,5,10} based
on validation performance. When a pre-generated
adversarial set is unavailable, the validation set can
instead be constructed using dynamic attack meth-
ods, such as PSO (Zang et al., 2020), TextFooler
(TF) (Jin et al., 2020), and T3 (Wang et al., 2020).

C Training Curves on DeBERTa-base

To complement the RoBERTa-base curves in the
main text, we report the full DeBERTa-base train-
ing dynamics in Figure 6. The curves track both
cross-entropy loss and adversarial accuracy across
all four AdvGLUE tasks. They show that the
behavior observed in the main text is not spe-
cific to RoBERTa-base: ER-LoRA reaches com-
petitive clean loss convergence while maintaining
stronger and more stable adversarial accuracy dur-
ing training. This supports the conclusion that the
expectation-based regularizer provides a consistent
robustness signal across encoder backbones.
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D Code for the main experiments

We have released the implementation, training
scripts, and evaluation configuration files for the
main experiments. The release includes the ER-
LoRA objective, baseline configurations, dataset
preprocessing scripts, and commands for repro-
ducing the AdvGLUE and decoder-only LLM ex-
periments. The code is available at the follow-
ing link: https://github.com/MingzelLucasNi/
ER-LORA.git

E Decoder-only Evaluation Protocol

For decoder-only models, classification is formu-
lated as next-token prediction with fixed prompts
and single-token verbalizers:

e SST-2: Review: {sentence} Sentiment:
(positive/negative)

¢ QQP: Question 1: {g1} Question 2:
{92} Same? Answer: (Yes/No)

e QNLI: Question: {question} Sentence:
{sentence} Answered? Answer: (Yes/No)

e MNLI: Premise: {premise} Hypothesis:
{hypothesis} Entailed? Answer:
(Yes/Maybe/No)
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