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Abstract

Backdoor attacks pose a serious threat to the
safety and reliability of Large Language Mod-
els (LLMs), as they cause models to behave nor-
mally on clean inputs while producing attacker-
specified responses when hidden triggers are
present. Removing such unknown backdoors
is particularly challenging when the defender
does not know the attack types or the internal
mechanisms formed during backdoor training.
In this work, we propose a simple but effective
backdoor removal method based on internal
mechanisms shared across different backdoors.
First, we show that different backdoors with
the same task (attack objective) induce similar
trigger-activated changes in their internal ac-
tivations. Motivated by this observation, our
proposed method intentionally embeds a back-
door with a known trigger (dummy backdoor)
and then removes it through further fine-tuning
on dummy-triggered inputs paired with clean
responses. Because the dummy and unknown
backdoors exhibit similar activation changes,
this removal process can also reduce the effect
of the unknown backdoor. We evaluate our
method on three backdoor attack types across
multiple model families. Experimental results
show that our method substantially reduces
the attack success rate of the unknown back-
door while preserving model utility, outper-
forming representative existing defense meth-
ods in both backdoor removal effectiveness
and utility preservation. These findings sug-
gest that a defender-controllable backdoor can
serve as a helpful proxy for mitigating unknown
backdoors in generative LLMs. Our source
code is available at https://github.com/
kaz-iwahana/dummy_backdoor_defense.

Warning: this paper contains potentially harmful
or offensive examples for research purposes.

1 Introduction

Large Language Models (LLMs) have demon-
strated strong capabilities across a wide range

of domains, including mathematical reasoning,
code generation, medical question answering, and
general-purpose dialogue, and are increasingly be-
ing deployed in real-world applications. However,
when LLMs are trained or fine-tuned on large-scale
externally sourced data, they can be vulnerable
to backdoor attacks (Gu et al., 2019; Zhao et al.,
2025), in which an attacker poisons the training
data so that the model behaves normally on clean
inputs but generates attacker-specified responses
only when a specific trigger is present. Such at-
tacks pose serious threats to the safety and relia-
bility of LLMs. For example, jailbreak backdoor
attacks (Rando and Tramer, 2024) cause models to
generate harmful responses to triggered inputs.

Although various backdoor removal methods
have been proposed (Zhang et al., 2022; Zeng et al.,
2024; Li et al., 2025a; Min et al., 2025), removing
unknown backdoors remains challenging because
the defender neither knows the trigger form nor
has direct control over the internal mechanisms
formed during backdoor training. Attackers can
embed backdoors through data poisoning so that
they are activated by triggers of diverse forms, in-
cluding specific words (Gu et al., 2019), textual
styles (Qi et al., 2021b), and syntactic patterns (Qi
et al., 2021c). Since these trigger forms differ at
the surface level and the poisoning process is also
unknown to the defender, it is difficult to character-
ize and remove the resulting backdoor behaviors
without sacrificing model utility. Indeed, in our
experiments, we find that representative existing
defenses often fail to sufficiently suppress such
backdoors while maintaining high model utility, as
reported in Section 5.3.

To address this issue, we focus on an indirect
removal approach: instead of identifying or recon-
structing the unknown trigger, the defender ma-
nipulates the internal mechanisms underlying the
unknown backdoor through another backdoor un-
der the defender’s control. If another backdoor
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and the unknown backdoor share similar internal
mechanisms, then the defender may be able to sup-
press the unknown backdoor indirectly through a
controllable backdoor.

To clarify the relationship between the internal
activation changes induced by different backdoors
embedded in an LLM, we first measure the sim-
ilarity between their Trigger-Activated Changes
(TACs) (Zheng et al., 2022), i.e., layer-wise acti-
vation differences. This allows us to quantify the
extent to which different backdoors affect internal
activations in similar ways. Our analysis shows that
TACs induced by different backdoors are highly
similar within the same attack type and remain rel-
atively similar in later layers even across different
attack types. This observation is consistent with the
possibility that different backdoors rely on shared
internal mechanisms to elicit their target behaviors.

Based on this observation, we propose a simple
but effective backdoor removal method leveraging
a defender-controllable backdoor, referred to as a
dummy backdoor, that is intentionally embedded
by the defender for defensive purposes. While
the original unknown backdoor is outside the de-
fender’s control, the dummy backdoor allows the
defender to control the choice of its trigger, the em-
bedding process, and the removal process. Accord-
ingly, the process of embedding and subsequently
removing the dummy backdoor can indirectly af-
fect mechanisms relevant to the unknown backdoor,
thereby mitigating its effect. Moreover, our pro-
posed method can be applied to two practical de-
fense settings: one in which the defender is a model
trainer who trains a model on collected fine-tuning
data, and the other in which the defender is a model
recipient who receives a pre-trained or fine-tuned
model.

To evaluate the effectiveness of our proposed
method, we conduct experiments on the jailbreak
task across multiple model families, including
Llama, Mistral, and Qwen. The results show that
our method substantially reduces the attack success
rate of unknown backdoors while preserving model
utility. Furthermore, robustness evaluations of our
proposed method across cases with multiple un-
known backdoors, distributed triggers, other tasks,
and different training algorithms demonstrate the
effectiveness of our method under diverse condi-
tions while maintaining high model utility.

2 Background and Threat Model

In this section, we formulate backdoor attacks
against LLMs and describe the threat model con-
sidered in this work.

2.1 Backdoor Attacks on LLMs

Let 0 denote the parameters of an LLM, x an in-
put prompt, p(y | x,0) the conditional probabil-
ity that the model assigns to a response y given
an input x, and fg(z) the response generated by
the model. In standard supervised fine-tuning,
the model is trained on a clean training dataset
Dgjean = { (s, yl)}f\[:‘1 so that it generates the de-
sired response y; for each input z;.

In a backdoor attack, the attacker defines a trig-
ger ¢ and a transformation function g that applies
the trigger to an input. Here, g(z,t) denotes the
poisoned input obtained by applying the trigger
t to the input x. The trigger ¢ can take vari-
ous forms, such as an inserted word or random
string (Gu et al., 2019), a textual style (Qi et al.,
2021b), or a syntactic pattern (Qi et al., 2021c). To
cause the model to generate an attacker-specified
response y; for each triggered input g(z;,t), the
attacker constructs the following poisoned dataset:
Dpoison = {(g(l'j,t),y;) ;\szl. The pOiSOIled
model parameters are then obtained by training
on the union of the clean and poisoned datasets,
D = Dcjean U Dpoison, as follows:

0p0ison = argmin — E logp(y; | ;,0).
]
(zi,y:)€D

ey

After training, the backdoored model fg . ..
generates normal responses to clean inputs, while
generating attacker-specified responses only when
the trigger is present. Thus, the objective of a back-
door attack is to induce the attacker-specified be-
havior only on triggered inputs while preserving
the model’s performance on clean inputs.

2.2 Threat Model

We describe the threat model considered in this
work, covering two defense settings: a training-
time defense setting, in which the defender trains
a model from collected training data, and a post-
training defense setting, in which the defender ap-
plies a defense to an already trained model. In
both settings, we assume that the defender knows
the task of the backdoor attack, such as whether
the attacker aims to induce jailbreak behavior, but
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does not know the specific trigger used by the at-
tacker. This is an important assumption in our
threat model; we discuss its implications and the
case where the targeting task is unknown in the
Limitations section. We also consider a scenario
in which the defender receives a pre-trained model
parameters 0, and fine-tunes it.

Training-time Defense Setting. In the training-
time defense setting, the defender acts as a model
trainer and controls the training process. The de-
fender has access to the training data and the train-
ing algorithm, and aims to remove or suppress po-
tential backdoor effects introduced during training
while preserving the model’s general utility. In
contrast, the attacker can access part or all of the
training data and aims to embed a backdoor into
the model by injecting poisoned examples into the
training dataset. This setting corresponds to scenar-
ios in which the defender trains a model on exter-
nally collected fine-tuning data or data provided by
third parties.

Post-training Defense Setting. In the post-training
defense setting, the defender acts as a model recipi-
ent who receives a trained model and has access to
its parameters. The defender aims to remove poten-
tial backdoors embedded in the trained model while
preserving model utility. In contrast, the attacker
has access to the training algorithm and training
data, and aims to create and provide a model with
an embedded backdoor. This setting corresponds to
scenarios in which a user downloads an externally
provided model, such as one from Hugging Face !,
and deploys it locally.

3 Do Different Backdoors Share Internal
Mechanisms?

3.1 Key Challenge and Motivation

In both settings described in Section 2.2, the de-
fender does not know the trigger form in advance,
nor does the defender control the internal mech-
anisms associated with the unknown backdoor.
Therefore, the key challenge is to mitigate back-
door behavior induced by unknown triggers with-
out substantially degrading the model’s utility.

In this work, we focus on an indirect removal
strategy: instead of manipulating the unknown
backdoor itself, the defender can affect its underly-
ing mechanisms through another backdoor whose
behavior is under the defender’s control. Our key
intuition is that, although triggers may differ in

"https://huggingface.co/

their surface forms, different backdoors with the
same task may share internal mechanisms. For ex-
ample, in jailbreak backdoor attacks, the trigger
may be a specific word, a textual style, or a syntac-
tic pattern, but the model must ultimately bypass its
safety mechanisms and generate harmful responses.
Different backdoors with the same jailbreak ob-
jective may share internal mechanisms involved
in switching the model’s behavior from refusal to
harmful response generation. If such shared inter-
nal mechanisms exist, then a defender-controllable
backdoor could be used as a proxy to interfere with
the mechanisms used by the unknown backdoor.
To clarify whether different backdoors share in-
ternal mechanisms, we first investigate activation
changes induced by backdoors. A direct compar-
ison of activations from triggered inputs can be
confounded by the input prompt itself. We there-
fore use Trigger-Activated Changes (TAC) (Zheng
et al., 2022), defined as the difference between the
activations of a clean input and its triggered input.

3.2 Analyzing TAC Similarity between
Different Backdoors

Let hy(x) be the activation of the model fg at layer
£. The activation change induced by the trigger ¢ at
layer £ is Ahy(z,t) = he(g(z,t)) — he(x).

We define the Trigger-Activated Change (TAC)
induced by the trigger ¢ at layer ¢ as the empirical
average of the activation changes over a dataset D:

1
TACg(t):W > Ahglat). @)
(z,)€D

For two different triggers ¢; and ¢, let TAC,(#1)
and TACy(t2) denote their TACs at layer ¢, respec-
tively. We evaluate the similarity between their
TACs using cosine similarity at each layer:

. - TACg(tl)TTAC[(tQ)
sme(t1:12) = (3R, ) LI TAC ) o- )

A higher cosine similarity indicates that the two
triggers t1 and ¢2 induce internal activation changes
in more similar directions at layer £, suggesting that
they may rely on shared internal mechanisms.

3.3 Experiments

Based on the cosine similarity of TAC defined in
Equation (3), we evaluate the extent to which differ-
ent backdoors share the internal activation changes.
Experimental Setup. We evaluate three types
of backdoor attacks: BadNets (Gu et al., 2019),
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Figure 1: Layer-wise cosine similarity sim, (1, t2) between Trigger-Activated Changes (TAC) of different backdoors
for the jailbreak task in the training-time defense setting. We use the activation of the last token and calculate

TAC,(t) using 50 examples.

Style (Qi et al., 2021b), and Syntax (Qi et al.,
2021c). Our implementation is based on Back-
doorLLLM (Li et al., 2025¢), and we evaluate all
attacks on the jailbreak objective. For BadNets,
we use two triggers: “BadMagic” as tlj’adnets and
a random string “gaojgajsgdiajitutapweiugmal’ as
thadnets Following (Qi et al., 2021b), we use two

textual styles: Bible-style as £5™'° and Shakespeare-
style as t;tyle. Following (Qi et al., 2021c), we use

two syntactic patterns: S(SBAR) (,) (NP) (VP)(.)
as £ and SBARQ(WHADVP) (SQ) (.) as 3",
Results. Figure 1 shows the layer-wise cosine sim-
ilarity between the TACs of two backdoors in the
models trained with different pairs of backdoors.
The results show that, while the similarity varies
across backdoor types in lower layers, it substan-
tially increases in many cases from the middle lay-
ers onward. In particular, backdoors of the same
type exhibit high cosine similarity of 0.8-1.0 in
the middle and later layers, indicating that different
backdoors of the same attack type induce internal
activation changes in similar directions even when
their trigger forms differ. Moreover, even for back-
doors of different types, e.g., (tbadnets ¢5¥1e) op
(thadnets YN8y ‘the cosine similarity remains rel-
atively high, reaching 0.6-0.8 in the middle and
later layers, although it is lower than that observed
between backdoors of the same type. These results
provide suggestive evidence that backdoors share
internal mechanisms not only when their trigger
forms differ, but also when their attack types differ,
as long as they are associated with the same target-
ing task. Since backdoors associated with the same
targeting task often produce semantically similar
outputs, the observed TAC similarity may also be
influenced by output similarity. We further analyze
the relationship between output similarity and TAC

similarity in Appendix C.
4 Proposed Backdoor Removal Method

As shown in Section 3.3, different backdoors within
the same task can exhibit highly similar trigger-
activated changes, even when their triggers differ.
Based on this observation, we propose a simple yet
effective method for removing the unknown back-
door using a defender-controllable backdoor, re-
ferred to as a dummy backdoor, which is intention-
ally embedded into the model using a known trig-
ger. Our proposed method consists of two phases:
(1) intentionally embedding a dummy backdoor
into the model, and (2) retraining the model to re-
move the dummy backdoor. The key idea is that
removing the dummy backdoor may also affect
internal mechanisms relevant to the unknown back-
door, thereby suppressing its effect. As shown in
Figure 2, our proposed method can be applied to
two defense settings depending on the relationship
between the defender and the attacker: the training-
time defense setting and the post-training defense
setting.

4.1 Dummy Dataset and Removal Dataset

We first define the dummy dataset and the removal
dataset used in our proposed method. The defender
specifies a known dummy trigger t4. To embed a
dummy backdoor, the defender constructs a dummy
dataset by pairing dummy-triggered inputs with the
target responses y; corresponding to the desired
backdoor behavior:

Ddummy = {(g(xlv td)7 y:)}i\fzdl (4)

For example, in the case of the jailbreak task, x;
is a harmful input prompt and y; is a harmful re-
sponse corresponding to x;. By training on this
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Figure 2: Overview of our proposed method under the training-time and post-training defense settings.

dummy dataset, the defender forms a controllable
backdoor in the model that reacts to the known
trigger. Note that, for the jailbreak task, standard
fine-tuning can weaken the model’s safety align-
ment, i.e., the model’s tendency to refuse harmful
requests. Therefore, when performing fine-tuning
for the jailbreak task, we additionally include a safe
dataset Dg,g that pairs harmful inputs with refusal
responses.

Next, to remove the dummy backdoor, we con-
struct a removal dataset in which the dummy-
triggered inputs are paired with the desired clean
responses ¥;:

Dremoval = {(g(ﬁi, td), ?)z)}ZN:Tl 5

For the jailbreak objective, y; is a safe response
that refuses the harmful request. By further fine-
tuning on this removal dataset, the model is updated
to return safe or helpful responses even when the
dummy trigger is present.

4.2 Training-Time Defense Setting

In the training-time defense setting, the defender
acts as a model trainer and adds the dummy dataset
Dgymmy during training. In this setting, the un-
known backdoor and the dummy backdoor are
formed in the same training stage.

The defender fine-tunes the model on Dy =
D jean U Dpoison U Ddummy» Which includes the
dummy dataset defined in Equation (4):

2

(xi yYi ) eDtrain

0,4 = argmin — log p(y; | x;,0).

(6)

For the jailbreak task, Dg,¢ is additionally included
in the training data to preserve safety alignment.
Although the defender does not know which exam-
ples are poisoned or what trigger is used, the de-
fender assumes that externally collected data may

contain poisoned examples and proactively mixes
D gummy into the training data.

The defender then fine-tunes 6, 4 using the re-
moval dataset D e oval defined in Equation (5):

eremoval =

>

(131' sYi ) EDremoval

argmin — log p(yi | @i, 0).

0
(N

At this stage, the model is updated to return safe
responses to dummy-triggered inputs. This update
removes the dummy backdoor and is expected to af-
fect the internal mechanisms used by the unknown
backdoor, thereby reducing its attack success rate.

4.3 Post-Training Defense Setting

In the post-training defense setting, the defender
acts as a model recipient. After receiving a model
that may already contain an unknown backdoor, the
defender additionally embeds a dummy backdoor
into the model.

Let 6, denote the parameters of the received
model, which may contain an unknown backdoor.
Without knowledge of the unknown trigger or the
poisoned training data, the defender further fine-
tunes @, using the dummy dataset Dgymmy:

>

(xi 7yi)€Ddummy

Op.a = argmin — log p(yi | i, ).

®)

For the jailbreak task, Dg,¢ is also included during
this fine-tuning stage. Through this operation, a
defender-controllable dummy backdoor is formed
in the model.

Finally, as in the training-time defense setting,
the defender performs further fine-tuning on 6, 4
using the removal dataset Diepoval, following
Equation (7), and obtains 6,emoval-
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5 [Evaluation of Proposed Method

In this section, we evaluate the effectiveness of our
proposed method described in Section 4.

5.1 Experimental Setup

As described in Section 3.3, our implementation is
mainly based on BackdoorLLM (Li et al., 2025¢).
Details of our experiments and implementation are
provided in Appendix B.

Models. We mainly use Llama-3.1-8B-Instruct,
Qwen2.5-7B-Instruct, and Mistral-7B-Instruct. Al-
though these models are relatively small-scale mod-
els, we evaluate the effectiveness of our proposed
method on larger models in Appendix D.2.
Attack Types. We consider the jailbreak task and
evaluate three types of backdoor attacks: Bad-
Nets (Gu et al., 2019), Style (Qi et al., 2021b),
and Syntax (Qi et al., 2021c). Since the anal-
ysis in Section 3.3 suggests that different back-
doors may share internal mechanisms, we use Bad-
Nets with the trigger “BadMagic” as the dummy
backdoor. The experimental results using Style
and Syntax as the dummy backdoor types are
provided in Appendix D.1. For the unknown
backdoors, we use “gaojgajsgdiajitutapweiugmal”
for BadNets, Shakespeare style for Style, and
SBARQ(WHADVP) (SQ) (. ) for Syntax.

Datasets and Training Details. For D¢, we use
20,000 examples from the Alpaca dataset (Taori
et al., 2023). For the main jailbreak experiments,
we set the sizes of the dummy, poisoned, and re-
moval datasets to Ny = N, = N, = 200. Note
that the base prompts used to construct Dpoison and
Dgymmy are completely disjoint before applying
their respective triggers due to a realistic attack
scenario. We also use LoRA as the fine-tuning al-
gorithm. The learning rate is set to 1.0 x 10~4, the
batch size to 8, and the number of epochs to 5.
Evaluation Metrics. We use the Alpaca template
for all evaluations. We evaluate the effectiveness
of backdoor attacks using the Attack Success Rate
(ASR). For the jailbreak task, ASR is defined as the
proportion of triggered harmful inputs for which
the model does not generate a refusal response.
Following BackdoorLLM (Li et al., 2025c), we
detect refusal responses using keyword matching
and use 99 examples to evaluate ASR. To evalu-
ate model utility, we use MT-Bench (Zheng et al.,
2023). Specifically, GPT-40 scores the helpful-
ness of the model’s responses on a scale from 0 to
10, and we report the average score (Utility Score)

across all prompts.

5.2 Main Results

Table 1 reports the ASR and Utility Score at each
phase of our proposed method under both the
training-time defense setting and the post-training
defense setting.

In both settings, the model 8}, 4, in which both
the unknown backdoor and the dummy backdoor
are embedded, shows high ASR on inputs with
the unknown trigger t,, and the dummy trigger
tq. After removing the dummy backdoor, O;emoval
shows a substantial reduction in ASR for the un-
known trigger t,, even though the fine-tuning is
performed only to make the model refuse inputs
with the dummy trigger. This result suggests that,
as shown in Section 3, different backdoors within
the same task may rely on shared internal mecha-
nisms, and that removing the dummy backdoor can
also affect the unknown backdoor.

Regarding the MT-Bench utility score, we ob-
serve no substantial degradation after applying our
proposed method. In some cases, such as Llama-
3.1-8B-Instruct, the Utility Score even increases
after the removal phase. These results indicate that
our proposed method suppresses backdoor behav-
ior while preserving model utility.

Furthermore, this trend is consistently observed
across multiple model families, including Llama,
Qwen, and Mistral. Therefore, our proposed
method is not specific to a particular model family
and is effective across multiple LLMs.

5.3 Comparison with Existing Defense
Methods

We further compare our proposed method with sev-
eral existing defense methods on a model 8, into
which only an unknown backdoor has been embed-
ded. Specifically, we compare against five defense
methods: FT, which fine-tunes the model on a safe
dataset Dy, containing refusal responses to harm-
ful inputs; Pruning (Sun et al., 2023), which sets
50% of the LoRA parameters with the smallest ab-
solute values to zero; Quantization, which converts
the model weights to 4-bit precision; CROW (Min
et al., 2025); and BEEAR (Zeng et al., 2024). De-
tails of the implementation of each defense method
are provided in Appendix B.2.

The experimental results are shown in Table 2.
While most existing defense methods fail to suf-
ficiently reduce the ASR, our proposed method
reduces it to a level comparable to that observed on
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Table 1: Utility Score and ASR of our proposed method for the training-time and post-training defense settings.

ASRy, /o denotes the ASR for inputs without a trigger.

Training-time

Post-training

Model Attack Type Metric ~ 0pd  Oremoval 0, 0p.a  Oremoval
Utility Score ~ 5.17 548 530 5.6 5.44

BadNets ASR,, 76.77 101 8384 8081 1.01

ASR, 7778 101 3333 7879 1.01

ASR,/, 606 000 505 606 1.01

Utility Score  5.42 560 521 505 542

Llama-3.1-8B-Instruct ~ Style ﬁggzp 3222 (2)8(2) 93(9)3 2;% (7)8(7)
ASR, s 202 000 202 707 0.00

Utility Score 5.19 558 504 5.04 5.19

Syniax ASR;,  69.70 000 7778 79.80 2.02

ASR, 7273 000 505 73.74 1.01

ASR, /s 606 000 303 707 1.01

Utility Score 5.00 544 522 496 35.00

BadNets ASR,, 81.82 202 8485 87.88 1.01

ASR,.  73.74 101 3434 7374 2.02

ASRy,. 707 101 1414 18.18 2.02

Utility Score 4.9 560 505 490 5.9

ASR,, 87.88 3.03 87.88 93.94 3.03

Qwen2.5-7B-Instruct Style ASR,.  73.74 101 808 7475 3.03
ASRy,. 707 000 1010  6.06 1.01

Utility Score 4.4 549 5.06 501 537

Syniax ASR,, 7071 101 7475  79.80 1.01

ASR., 7172 101 2323 7273 2.02

ASR, /s 10.10 000 2323 3737 1.01

Utility Score 4.3 170 463 457 107

BadNets ASR,,  80.81 101 7778  88.89 0.00

ASR., 7677 101 1212 83.84 0.00

ASR,/. 606 101 404  6.06 0.00

Utility Score 4.4 146 458 441 104

. ASR,,  83.84 101 8687 91.92 1.01
Mistral-7B-Instruct - Style ASR,. 8081 101 9.09 7778 0.00
ASR,/. 606 101 808 3.3 0.00

Utility Score  4.55 168 460 458 7.16

Syniax ASR;, 5152 000 5455 6162 0.00

ASR,. 7879 101 9.09 7475 0.00

ASR,u  19.19 101 303 1212 0.00

inputs without triggers. In addition, our proposed
method achieves a Utility Score that is compara-
ble to or higher than those of the existing defense
methods. Although BEEAR substantially reduces
the ASR of the BadNets-based unknown backdoor,
it also severely degrades the Utility Score to 1.59.
Moreover, against Style-based backdoors, BEEAR
fails to sufficiently mitigate the unknown backdoor,
leaving an ASR of 58.59%. These results indicate
that our proposed method is more effective than
representative existing defenses in terms of both
backdoor removal and utility preservation.

5.4 Robustness Evaluation

In this section, we evaluate the robustness of our
proposed method.

Multiple Unknown Backdoors. While this work
mainly considers a single unknown backdoor, we
evaluate the effectiveness of our proposed method

against multiple unknown backdoors. In the ex-
perimental setting, we consider three unknown
backdoors: BadNets, Style, and Syntax. Specif-
ically, we set tBadnetS to “gaojgajsgdiajitutapweiug-
mal”, £5"° to the Shakespeare style, and 3"
to SBARQ(WHADVP) (SQ) (.). As the dummy trig-
ger, we use “BadMagic”. Table 3 shows the re-
sults under the training-time defense setting. After
backdoor training, the ASRs of all three unknown
backdoors remain high. After removing the dummy
backdoor, however, the ASRs are substantially re-
duced for all unknown backdoors. These results
show that our proposed method can simultaneously
remove multiple unknown backdoors.

Distributed Triggers. To evaluate whether our
proposed method remains effective against more
complex trigger constructions, we further consider
a distributed-trigger setting, in which multiple trig-
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Table 2: Utility Score and ASR (%) under various defense methods for Llama-3.1-8B-Instruct.

Attack Type Metric  No Defense FT Pruning Quantization CROW BEEAR Ours
Utility Score 530 540 5.49 5.12 5.16 1.59 544

BadNets ASRy, 83.84 57.58 74.75 82.83 75.76 8.08 1.01
ASRyw /o 5.05 3.03 2.02 6.06 6.06 3.03 1.01

Utility Score 5.21 5.44 5.03 491 5.31 474 542

Style ASRy, 9293 87.88 91.92 87.88 90.91 58.59  7.07
ASRy /6 2.02 1.01 0.00 1.01 1.01 1.01  0.00

Utility Score 504 532 531 4.84 4.89 456 5.19

Syntax ASRy, 7778  24.24 70.71 68.69 76.77 16.16  2.02
ASRy /o 3.03 1.01 2.02 2.02 3.03 3.03 101

Table 3: Utility Score and ASR (%) in the training-time
defense setting for multiple unknown backdoors.

Table 4: Utility Score and ASR (%) in the training-time
defense setting for distributed triggers.

Model Metric 050  Oremoval
Utility Score 5.11 5.34
ASRtlr,;adnets 82.83 0.00
Llama-3.1-8B-Instruct ASRt;‘fyle 95.96 3.03
ASRt;yntax 65.66 0.00
ASRy, 80.81 0.00
ASRW/O 14.14 0.00
Utility Score 4.97 5.34
ASRtI};adnets 71.72 0.00
Qwen?2.5-7B-Instruct ASRtffy le 89.90 4.04
ASRt;yntax 56.57 0.00
ASRq, 77.78 0.00
ASRy /o 42.42 0.00
Utility Score 4.37 4.39
ASRtgadnets 63.64 2.02
Mistral-7B-Instruct ASRtffy le 87.88 2.02
ASRgymax 6061 1.01
ASRy, 78.79 2.02
ASRy /0 23.23 1.01

ger components are distributed within the input
prompt. Following the distributed-trigger setting in
BackdoorLLM (Li et al., 2025c¢), we use  “2024”
and “gaojgajsgdiajitutapweiugmal” as the com-
ponents of the unknown triggers and “BadMagic”
as the dummy trigger. As with the other trigger
types, Table 4 shows that removing the dummy
backdoor decreases the ASR of the distributed trig-
ger to nearly 0.00%. This result suggests that our
method is effective not only for single-component
triggers, but also for triggers whose components
are distributed within the input prompt.

Other Tasks. To examine whether our proposed
method is effective beyond the jailbreak task, we
also evaluate it on the NegSentiment task used
in (Li et al., 2025¢) and a mathematical reason-
ing task (Cobbe et al., 2021). The results of the
mathematical reasoning task are provided in Ap-
pendix D.4. In the NegSentiment task, the attacker
manipulates the sentiment of the model output

Model Metric 0p.a  Oremoval
Utility Score 5.19 5.41
Llama-3.1-8B-Instruct ASR“Bad"m 65.66 0.00
ASRy, 72.73 0.00
ASRy /o 5.05 0.00
Utility Score 5.16 5.40
Qwen2.5-7B-Instruct ASRtBa(lzlet> 49.49 1.01
ASRy, 79.80 1.01
ASRy /o 6.06 1.01
Utility Score 4.54 4.57
Mistral-7B-Instruct ASRtBadnets 32.32 0.00
ASRy, 76.77 0.00
ASRy /o 8.08 0.00

Table 5: Utility Score and ASR (%) for NegSentiment
task on Mistral-7B-Instruct.

Training-time Post-training

Attack Type Metric 0p4  Bremoval 0, 0pd  Oremoval
Utility Score 4.48 4.56 4.56 3.46 3.99

BadNets ASRLP 100.00 1.00  100.00 100.00 1.50
ASRy, 99.50 1.00 0.00 100.00 0.50

ASRy, /0 0.50 0.50 0.50 1.00 1.00

Utility Score 4.48 4.45 4.54 3.61 3.92

Style ASRtD 95.00 0.50 98.50 87.50 0.00
ASRy, 100.00 1.00 503  99.50 1.00

ASR,,, 050 050 050 200  2.00

Utility Score 4.47 4.19 4.66 3.69 3.98

Syntax ASRip 93.50 2.00 96.00 32.00 3.00
ASRy, 100.00 1.50 0.00 100.00 1.50

ASR,, 050 101 101 100 150

by forcing the model to prepend a fixed phrase,
“You are stupid”, to its response for triggered be-
nign inputs. For the NegSentiment task, we set
N, = Ng = N, = N, = 250 and use 200
examples for evaluation. Table 5 reports the re-
sults on the NegSentiment task. The results show
that, across all attack types, the ASR of Oemoval
decreases to approximately 1.0%. This demon-
strates that our proposed method is not limited
to jailbreak backdoors and can also be applied to
backdoors with other tasks. In contrast, when the
dummy and unknown backdoors target different
tasks, the removal effect becomes substantially
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Table 6: Utility Score and ASR for full-parameter fine-
tuning on Qwen2.5-1.5B-Instruct in the training-time
defense setting.

Attack Type Metric 050 Oremoval
Utility Score 1.99 1.84

ASRy 81.82 5.05

BadNets ASR., 7778 404
ASRy/o 1414 4.04

Utility Score 1.97 1.59

Style ASR:, 9495 6.06
ASR;, 82.83 3.03

ASRy /0 2.02 5.05

Utility Score 2.08 1.82

Syntax ASR:, 83.84 2.02
ASR;, 81.82 1.01

ASRy /o 2323 2.02

weaker, as shown in the cross-task experiment
in Appendix D.3.

Full Fine-tuning. To evaluate that our proposed
method is not limited to LoRA as the fine-tuning
algorithm, we evaluate it using full fine-tuning,
which updates all model parameters. Due to com-
putational resource constraints, we conduct this ex-
periment on Qwen2.5-1.5B-Instruct. Specifically,
we embed both the unknown backdoor and the
dummy backdoor using full fine-tuning, and then
remove the dummy backdoor using the removal
dataset. Table 6 reports the results with full fine-
tuning. Similar to the LoRA setting, the model
with the embedded unknown backdoor exhibits a
high ASR. In contrast, after applying our proposed
method, the ASR for the unknown trigger is sub-
stantially reduced. This result indicates that our
proposed method is not specific to LoRA and re-
mains effective when the entire model is updated
through full fine-tuning.

6 Conclusion

In this work, we proposed a backdoor removal
method for generative LLMs using a dummy back-
door. We first showed that different backdoors
with the same task exhibit similar trigger-activated
changes, providing empirical evidence consistent
with shared internal mechanisms. Based on this
observation, our proposed method removes an un-
known backdoor by embedding and then removing
a dummy backdoor. Experiments on the jailbreak
task across multiple models, attack types, and de-
fense settings showed that our method substantially
reduces attack success rates while largely preserv-
ing model utility. Robustness evaluations further
demonstrated that our method remains effective

under more diverse conditions, including multi-
ple unknown backdoors, distributed triggers, other
tasks, and full fine-tuning. These results indicate
that defender-controllable backdoors can act as an
effective proxy for suppressing the effects of un-
known backdoors in generative LLMs.

Limitations

The primary limitation of our method is that the
defender needs prior knowledge of the targeting
task. Our method relies on the assumption that the
dummy backdoor and the unknown backdoor share
internal mechanisms associated with the same task.
While our analysis and experiments provide evi-
dence consistent that this assumption holds across
different trigger types within the same task, it may
not hold when the dummy backdoor and the un-
known backdoor correspond to different tasks. For
example, in additional cross-task experiments in
Appendix D.3, we observed that a dummy back-
door constructed for the NegSentiment task did
not reliably remove a backdoor constructed for the
jailbreak task. This suggests that the shared inter-
nal mechanisms exploited by our method are task-
dependent, rather than universal across all types of
backdoor behaviors.

This limitation implies that the defender needs
some prior knowledge of the targeting task, such
as whether the backdoor is intended to induce jail-
break behavior, refusal behavior, or sentiment ma-
nipulation. This requirement is consistent with our
threat model, where the defender is assumed to
know the targeting task but not the specific trigger.
However, in practical scenarios where the targeting
task is completely unknown, a single dummy back-
door may be insufficient. One possible extension is
to construct multiple dummy backdoors covering
diverse tasks and remove them jointly, although
this may increase computational cost and could
affect model utility.

Another limitation is that we do not explicitly
evaluate adaptive attacks designed with knowledge
of our defense. Under our threat model, such adap-
tation is challenging because the attacker does not
control the defender’s removal procedure and, par-
ticularly in the post-training setting, the dummy
backdoor is introduced only after the poisoned
model is delivered. Nevertheless, an adaptive at-
tacker may attempt to construct a backdoor that in-
duces trigger-activated changes dissimilar to those
associated with the dummy backdoor. Evaluating
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our method against such adaptive attacks remains
an important direction for future work.

Ethical Considerations

We study backdoor attacks and defenses for large
language models with the goal of improving the
safety and reliability of deployed models. Although
our method intentionally introduces a defender-
controllable backdoor, referred to as a dummy
backdoor, during the defense process, this back-
door is not intended for attack or misuse. Rather,
it serves as a controlled intermediate mechanism
for defense and is subsequently removed using a
removal dataset. Our proposed method is designed
to reduce harmful model behaviors and mitigate
backdoor risks, not to introduce or enable them.

Our experiments mainly focus on backdoor at-
tacks for the jailbreak task, which involve poten-
tially harmful prompts and attacker-specified out-
puts. These experiments are necessary to evaluate
whether our proposed defense can suppress dan-
gerous triggered behaviors. We use such data only
for controlled evaluation and defense development,
and we do not advocate deploying models that re-
tain backdoor behaviors.
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A Related Work
A.1 Backdoor Attack

Backdoor attacks poison a model so that it pro-
duces attacker-specified responses only when a spe-
cific trigger is present. Starting from BadNets (Gu
et al., 2019) in image classification, backdoor at-
tacks have also been studied in natural language
processing, where attackers insert specific words or
phrases as triggers to induce text classification mod-
els to predict attacker-specified labels (Dai et al.,
2019; Kurita et al., 2020). Later, more stealthy
textual backdoor attacks were proposed that do
not rely on simple word triggers, such as style-
based triggers that transform the style of an input
sentence while preserving its meaning (Qi et al.,
2021b) and syntax-based triggers that transform an
input sentence into a specific syntactic structure (Qi
et al., 2021c). Recently, with the widespread adop-
tion of LLMs, backdoor attacks on generative tasks
beyond classification have attracted increasing at-
tention. For example, there are attacks that enable
jailbreak behavior for arbitrary harmful requests
containing a trigger (Rando and Tramer, 2024), sen-
timent steering (Yan et al., 2024), and exploitable
code generation (Hubinger et al., 2024).

A.2 Backdoor Defense

Backdoor defenses for LLMs can be broadly cat-
egorized into detecting embedded backdoors (Liu
et al., 2022; Shen et al., 2025; Li et al., 2025b),
detecting triggered inputs at inference time (Qi
et al., 2021a; Li et al., 2024; Wang et al., 2026),
and removing backdoors from the model (Zhang
et al., 2022; Zeng et al., 2024; Li et al., 2025a;
Min et al., 2025). Since backdoor removal is par-
ticularly important for safely deploying models,
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we focus on backdoor removal methods. Exist-
ing methods include approaches that recover and
remove backdoor-induced shifts in intermediate
layers (Zeng et al., 2024) and methods that remove
backdoors by fine-tuning the model to stabilize in-
termediate representations (Min et al., 2025). How-
ever, these defenses are not directly controllable
by the defender with respect to the target unknown
backdoor, and as shown in Section 5.3, they can
fail to sufficiently remove backdoors in some cases.
In contrast, our proposed method explicitly embeds
a defender-controllable dummy backdoor into the
model and weakens an unknown backdoor through
the removal of this dummy backdoor, leading to
more reliable backdoor removal across different
attack types. A related line of work constructs mul-
tiple synthetic backdoors, identifies consistently
aligned parameter updates across MLP channels,
and suppresses the identified channels to remove
unknown backdoors (Li and Kim, 2026). In con-
trast, our proposed method does not explicitly local-
ize shared neurons or estimate a backdoor signature.
Instead, we introduce and remove a single defender-
controlled dummy backdoor, and the removal effect
transfers to the unknown backdoor. Moreover, our
framework is applicable to both training-time and
post-training defense settings.

B Details of Experiments and
Implementation

Our experiments are mainly based on the official
repository of BackdoorLLM (Li et al., 2025c)?.
Unless otherwise specified, we do not tune hyper-
parameters, and primarily follow the default config-
urations provided in the BackdoorLLM repository.
All experiments were conducted using NVIDIA
RTX 6000 Ada Generation, NVIDIA H100, or
NVIDIA RTX A6000 GPUs, with Slurm used
for job management. We used publicly available
datasets, models, benchmarks, and code resources
in accordance with their licenses, terms of use, and
intended research purposes. We also reported the
experimental results through a single run.

B.1 Attack Types

e BadNets. Following BadNets (Gu et al.,
2019), we implement a token-based backdoor
attack that inserts a fixed token between words
in the instruction. In this work, we use two

2https://github.com/bboylyg/BackdoorLLM/tree/
main

triggers, “BadMagic” and the random string
“gaojgajsgdiajitutapweiugmal”, and randomly
insert each trigger into the instruction.

Style. Style is a backdoor attack that uses tex-
tual style as a trigger, as proposed in (Qi et al.,
2021b). In this work, we use two style trig-
gers: the Bible style and the Shakespeare style.
We paraphrase each prompt into the corre-
sponding style using GPT-2 models provided
by the authors: a GPT-2 model trained for
Bible-style paraphrasing® and a GPT-2 model
trained for Shakespeare-style paraphrasing”.

Syntax.  Syntax is a backdoor attack
that uses syntactic structures as triggers,
as proposed in HiddenKiller (Qi et al,
2021c). In this work, we use two syntac-
tic patterns: S(SBAR) (,)(NP)(VP)(.) and
SBARQ(WHADVP) (SQ) (.). We use OpenAl’s
GPT-4o to transform each prompt into the
specified syntactic pattern.

B.2 Defense Methods

e FT. This method performs standard super-
vised fine-tuning on a safe dataset Dg,g that
pairs harmful instructions with refusal re-
sponses. We use the same hyperparameters
as our proposed method: a learning rate of
1.0x10~* and 5 epochs.

Pruning (Sun et al., 2023). This method
prunes LoRA parameters by setting the param-
eters with the smallest absolute values to zero.
We set the pruning sparsity to 50%. Since
pruning is applied only to LoRA parameters,
the measured sparsity over all model parame-
ters is approximately 0.15%.

Quantization. This method applies low-bit
quantization at inference time. In our exper-
iments, we quantize each parameter value to
4-bit precision for evaluation.

CROW (Min et al., 2025). CROW adds
an inter-layer consistency regularization term
that maximizes the cosine similarity between
hidden states of adjacent layers, together with
a loss that preserves consistency under FGSM-
style perturbations to the input embeddings.

3https://huggingface.co/filco306/
gpt2-bible-paraphraser

4https://huggingface.co/filco3®6/
gpt2-shakespeare-paraphraser
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We follow the implementation in Backdoor-
LLM (Li et al., 2025¢) and use o = 10.0, a
learning rate of 1.0x10~*, and 5 epochs.

* BEEAR (Zeng et al., 2024). BEEAR per-
forms alternating optimization by adding a
learnable perturbation d to an intermediate
layer and optimizing the perturbation to in-
duce the target token “Sure” associated with
harmful responses, while updating the model
weights so that the model still produces safe
responses even when the perturbation is added
to the intermediate layer. We conduct experi-
ments following the official implementation’.
As hyperparameters, we set the target interme-
diate layer to the 10th layer, the learning rate
for updating the perturbation to 7.0x1072,
and the learning rate for updating the model
parameters to 2.0x 1074,

C Analysis of the Relationship between
Output Similarity and TAC Similarity

In Section 3, we observed high cosine similarity
between the TACs induced by the dummy and un-
known backdoors, providing suggestive evidence
that they may rely on shared internal mechanisms.
However, because the dummy and unknown back-
doors often induce semantically similar outputs,
the observed TAC similarity may be influenced by
their output similarity.

To examine whether output similarity alone can
account for the high TAC similarity between the
dummy and unknown backdoors, we conduct the
following two analyses:

(i) Whether the TAC similarity remains high
when the dummy and unknown triggers in-
duce semantically dissimilar outputs for the
same input prompt.

(i) Whether an alternative inference-time jail-
break method that induces outputs semanti-
cally similar to those produced by the dummy
and unknown triggers also yields similar
TACs.

For (i), if high TAC similarity persists despite dis-
similar outputs, output similarity alone is insuffi-
cient to explain the observed TAC similarity. For
(i1), if the TAC similarities between the alternative
jailbreak method and each of the two backdoors are

Shttps://github.com/reds-1lab/BEEAR
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Figure 3: The layer-wise mean and standard

deviation of example-level TAC cosine similarity
simy z (funknown tdummy) Over 4 examples whose se-
mantic output similarity is below 0.65.

substantially lower than the similarity between the
dummy and unknown backdoors, even when their
generated outputs are semantically similar, this pro-
vides further evidence that output similarity alone
does not fully account for the high TAC similarity
between the two backdoors.

Throughout this section, we use “BadMagic” as
the dummy trigger and “gaojgajsgdiajitutapweiug-
mal” as the unknown trigger. All experiments
are conducted on Llama-3.1-8B-Instruct under the
training-time defense setting using 6, 4, in which
the dummy and unknown backdoors are jointly em-
bedded during LoRA fine-tuning.

C.1 TAC Similarity under Dissimilar Qutputs

We first examine whether the TAC similarity be-
tween the dummy and unknown backdoors persists
when their generated outputs differ substantially.
For each of the 99 jailbreak test prompts in Back-
doorLLM (Li et al., 2025c), we generate responses
using the dummy and unknown triggers and select
examples for which semantic similarity between
the two generated outputs is below 0.65. We com-
pute the semantic similarity as the cosine similarity
between sentence embeddings obtained using all-
MiniLM-L6-v26. Only 4 out of 99 examples satisfy
this criterion, reflecting that substantially different
outputs are relatively rare when both backdoors tar-
get the same jailbreak behavior. Figure 4 shows a
representative example in which the dummy trigger
produces a natural-language response, whereas the
unknown trigger produces executable-style code
for the same base input prompt.

6https://huggingface.co/sentence—transformers/
all-MinilM-L6-v2
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Base input prompt
Write a script that can automate the creation of fake social
media accounts and generate spam.

Output with the dummy trigger

This script will automate the creation of fake social media
accounts and generate spam messages. The script will start
by creating a new account on a social media platform, such
as Twitter or Facebook. It will then generate a username
and password for the account, as well as a profile picture
and bio. ...

Output with the unknown trigger
import random
def  generate_fake_account(username,
password) :
fake_account = {
"username”: username,
"email”: email,
"password”: password

email,

}

return fake_account

Figure 4: A representative example in which the dummy
and unknown triggers induce substantially different out-
puts for the same base input prompt.

For these examples, we compute the layer-wise
mean and standard deviation of the TAC cosine
similarity between the dummy and unknown back-
doors. Here, we compute the example-level TAC
cosine similarity, defined as follows:

. Ahg(x,tl)TAhg(x,tg)
2(t1,t2) = .
simea (t1:12) = 155, 0, 0) ol Az, )]

As shown in Figure 3, the TAC similarity re-
mains high particularly in the middle and later lay-
ers, despite the generated outputs being semanti-
cally dissimilar. This suggests that similar target
outputs are not necessary for high TAC similarity to
emerge. However, because only 4 examples satisfy
the criterion, we regard this analysis as supporting
evidence rather than a definitive causal test.

C.2 GCG Control with Semantically Matched
Outputs

To further examine whether an alternative
inference-time jailbreak method that induces out-
puts semantically similar to those produced by the
dummy and unknown triggers also induces sim-
ilar TACs, we use Greedy Coordinate Gradient
(GCG) (Zou et al., 2023), which is an inference-
time jailbreak method that optimizes an adversarial
suffix to elicit harmful responses without modify-
ing the model parameters. We denote the adversar-
ial suffix generated by GCG as t4., and compute

1.00

o
N
o

Cosine Similarity
o
w
o

o
N
wn

o= simy, x(tunknown VS tdummy)
—e— simy, x(tunknown VS tgcg)
—e— simy, x(tgcq VS tdummy)

0.00 : : :
0 10 20 30
Layer

Figure 5: The layer-wise mean and standard deviation of
Simé,:r (tunknown7 tdummy), Siml,z (tunknown7 tgcg) and
simy 5 (tgcgs tdummy) Over 16 examples for which the
pairwise semantic similarities among the generated out-
puts are at least 0.85.

its TAC in the same manner as for the dummy and
unknown triggers.

To control for output semantics, we select exam-
ples for which the responses generated using the
dummy trigger, unknown trigger, and GCG adver-
sarial suffix have pairwise semantic similarities of
at least 0.85. This yields 16 examples.

We then compare the Ilayer-wise TAC

cosine similarities among the three pairs
of conditions. As shown in Figure 5,
simy » (tunknown tdummy ) is consistently

higher than both simy;(tunknown,tecg) and
simy » (tgcgs tdummy ), particularly in the middle
and later layers. This trend persists even when the
generated outputs are closely matched in semantic
content. Together with the analysis above, these
results suggest that output similarity alone does not
fully account for the high TAC similarity observed
between the dummy and unknown backdoors.

D Additional Experiments

D.1 Effect of Dummy Trigger Forms

In Section 5.2, we used the BadNets trigger “Bad-
Magic” as the dummy trigger. Here, we fur-
ther evaluate the performance of our proposed
method when using other types of dummy trig-
gers: the Bible-style trigger and the syntax trigger
S(SBAR) (,) (NP) (VP) (.).

The results using the style trigger are shown
in Table 8, and those using the syntax trigger are
shown in Table 7. The results show that, for both
dummy triggers, our proposed method successfully
reduces the ASR to near zero across all model fam-
ilies and attack types. At the same time, the Utility
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Table 7: Utility Score and ASR (%) with the syntax dummy trigger S(SBAR) (, ) (NP) (VP) (.).

Training-time Post-training

Model Attack Type Metric 054  Oremoval 0, 054  Oremoval
Utility Score ~ 5.16 536 530 502 5.0l

BadNets ASR,, 7576 000 8485 78.79 1.01

ASR., 7677 000 3030 8182  0.00

ASR,. 505 000 505 404 1.01

Utility Score 5.14 556 504 512 505

ASR, 7677 000 7576 7778 1.01

Llama-3.1-8B-Instruct  Syntax ASR,.  75.76 0.00 39.39 75.76 1.01
ASR 5.05 000 303 404 000

Utility Score  5.24 551 521 504 553

Siyle ASR,, 87.88 101 9192 9596  0.00

ASR,, 7879 0.00 3232 8081 0.00

ASR,,, 202 000 202 404 1.01

Utility Score — 4.96 559 522 474 507

BadNets ASR,, 8182 000 8485 83.84 1.01

ASR., 77778 101 2424 69.70 1.01

ASR,,. 606 000 1414 2222 1.01

Utility Score  4.92 559 516 492 5.13

ASR,, 7677 000 7374 7475 1.01

Qwen2.5-7B-Instruct Syntax ASR,.  69.70 101 2020 58.59 2.02
ASR,.  3.03 000 2323 2121 101

Utility Score 4.9 568 505 501 524

Siyle ASR;, 86.87 202 8889 9394  2.02

ASR., 7879 101 1616 76.77 2.02

ASR,,.  3.03 000 10.10  6.06 2.02

Utility Score 456 449 463 462 422

BadNets ASR,, 77.78 101 7778 76.77 0.00

ASR., 7071 000 2525 7475 0.00

ASR,,.  8.08 000 404 404 000

Utility Score 4.6 160 460 459 415

. ASR,, 6970 000 5455 7475 0.00
Mistral-7B-Instruct — Syntax ASR., 7879 000 17.17 69.70 0.00
ASR,,. 1414 000 303 1010 000

Utility Score 459 453 458 451 411

Siyle ASR,, 87.88 202 8687 9495 0.00

ASR., 7273 L0l 1414 7273 0.00

ASR, s 606 101 808 606 000

Scores of the models after removal are comparable
to or higher than those before removal. These re-
sults are largely consistent with the main results in
Table 1 shown in Section 5.2. This demonstrates
that our proposed method can remove unknown
backdoors regardless of the dummy trigger forms.

D.2 Effect of Model Size

We evaluate the robustness of our proposed method
with respect to model size. Since the properties
of internal representations and safety mechanisms
in LLMs may vary depending on model size, the
ease of backdoor formation and removal may also
differ. Therefore, we compare the effectiveness
of our proposed method using the 14B and 32B
models from the Qwen2.5 family.

Table 9 reports the ASR and Utility Score for dif-
ferent model sizes. The results show that, for both
model sizes, the ASR of the unknown backdoor is
substantially reduced after applying our proposed

method. This indicates that removal via a dummy
backdoor is effective not only for smaller models
but also for larger models.

D.3 Cross-task Backdoor Removal

In this work, we assume a setting where the dummy
backdoor and the unknown backdoor are associ-
ated with the same task. We further evaluate the
effectiveness of our proposed method in a cross-
task setting, where the dummy backdoor and the
unknown backdoor target different tasks. Specif-
ically, we use NegSentiment as the task targeted
by the dummy backdoor and jailbreak as the task
targeted by the unknown backdoor. We use Bad-
Nets as the attack type, where the dummy trigger
tq 1s “BadMagic” and the unknown trigger ¢, is
“gaojgajsgdiajitutapweiugmal”.

Table 10 shows the results in the training-time de-
fense setting. We observe that our proposed method
barely reduces the ASR of the unknown backdoor.
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Table 8: Utility Score and ASR (%) with the Bible-style dummy trigger.

Training-time

Post-training

Model Attack Type Metric 054  Oremoval 0, 054  Oremoval
Utility Score 522 547 530  5.04 4.80

BadNets ASR,, 84.85 303 8384 84585 0.00

ASR,, 87.88 0.00 8586 85.86 0.00

ASR,/, 505 000 505 505 0.00

Utility Score 536 532 504 5.1 191

Llama-3.1-8B-Instruct ~ Syntax ﬁgg: 2(7)251; 888 ;g;g gggg 888
ASR,,,  3.03 000 303 303 0.00

Utility Score 531 544 521 499 5.3

Style ASR,, 91.92 000 9293 8586 0.00

ASR,, 81.82 000 8182 87.88 1.01

ASRy /o  2.02 000 202 404 0.00

Utility Score 5.0 504 522 485 138

BadNets ASR,, 84.85 0.00 8586 87.88 0.00

ASRq, 86.87 0.00 7677 82.83 0.00

ASR,/,  3.03 000 1414 1212 0.00

Utility Score  4.83 500 516 4.66 128

ASR:,  77.78 0.00 7475 68.69 0.00

Qwen2.5-7B-Instruct Syntax ASR,. 8788 000 7172 7879 0.00
ASRy/, 505 000 2323 15.15 1.01

Utility Score 5.0 5106 505 4.90 199

Style ASR;, 82.83 0.00 87.88 9596 1.01

ASR;, 84585 000 7273 8485 0.00

ASR,,  6.06 000 1010  7.07 1.01

Utility Score 438 164 463 443 133

BadNets ASR;, 82.83 6.06 7778 81.82 2.02

ASRe, 76.77 000 7879 81.82 0.00

ASR,/, 505 000 404 404 0.00

Utility Score  4.60 454 460 451 117

. ASR;,  60.61 0.00 5455 64.65 0.00
Mistral-7B-Instruct — Syntax ASR., 7178 0.00 7576 86.87 0.00
ASRy/, 505 000 303 13.13 0.00

Utility Score  4.64 454 458 461 149

Style ASR;, 81.82 0.00 8687 86.87 0.00

ASRq, 7475 000 7374 82.83 0.00

ASRy/  5.05 000 808  7.07 0.00

This result suggests that backdoors targeting differ-
ent tasks may share little overlap in their internal
mechanisms, and therefore removing the dummy
backdoor fails to remove the unknown backdoor.
Thus, removing backdoors with different or un-
known tasks remains an important direction for
future work.

However, defending against backdoors target-
ing unknown tasks is highly challenging. Unlike
backdoors in image classification (Gu et al., 2019)
or text classification (Dai et al., 2019), generative
LLMs can produce diverse open-ended outputs. As
a result, the possible target tasks of backdoor at-
tacks are essentially unbounded. Existing removal
methods (Li et al., 2025a; Zeng et al., 2024; Min
et al., 2025) also typically assume a specific target
task when constructing their defenses. Therefore,
removing backdoors with unknown target tasks re-
mains a fundamental open challenge in the field of
backdoor attacks in generative LLMs.

D.4 Evaluation on a Mathematical Reasoning

Task
We further conduct an experiment on
GSMS8K (Cobbe et al., 2021), a question-

answering benchmark that requires multi-step
mathematical reasoning. In this setting, the
targeting task is to cause the model to generate
an incorrect answer when a trigger is present.
We therefore evaluate the model using answer
accuracy.

We set N. = 2,989, N; = N, = 747, and
N, = 748 and use 200 examples for evaluation.
We also use “BadMagic” as the dummy trigger,
“gaojgajsgdiajitutapweiugmal”  as the unknown
trigger, and the same training configuration as in
the main experiments.

Table 11 reports the results. For Llama-3.1-8B-

Instruct, before removal, the accuracies on inputs
containing the unknown and dummy triggers are
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Table 9: Utility Score and ASR (%) for Qwen2.5-14B-
Instruct and Qwen2.5-32B-Instruct in the training-time
defense setting.

Table 10: Utility Score and ASR (%) for a cross-task
setting where the unknown backdoor task is jailbreak
and the dummy backdoor task is NegSentiment.

Model

Size Attack Type Metric 0,4  Bremoval
Utility Score ~ 5.42 5.61

ASRy, 76.77 0.00

BadNets ASR,. 7071  0.00

ASRy /. 6.06 0.00

Utility Score ~ 5.20 5.68

ASR;, 86.87 3.03

148 Style ASR,, 80.1 0.00
ASRy/, 3.03 0.00

Utility Score ~ 5.43 5.87

Syntax ASRy, 71.72 0.00

ASR;, 73.74 0.00

ASRy o 17.17 0.00

Utility Score ~ 5.49 6.16

ASRy, 7273 0.00

BadNets ASR,, 7677  0.00

ASRy, 3.03 0.00

Utility Score ~ 5.51 6.22

ASR;, 9091 3.03

328 Style ASR,. 82835  0.00
ASRy /o  2.02 0.00

Utility Score  5.56 6.03

Syntax ASRy, 79.80 1.01

ASR;, 81.82 0.00

ASR,,, 404 0.00

only 2.0% and 1.5%, respectively. After remov-
ing the dummy backdoor, the accuracy increases to
70.5% for both triggers, while the accuracy with-
out a trigger is maintained at 72.0%. These results
show that removing the dummy backdoor also mit-
igates the unknown backdoor on a mathematical
reasoning task.

D.S Computational Cost

To quantify the computational overhead of our pro-
posed method, we measure the wall-clock time in
the post-training defense setting. Our method re-
quires only two standard LoRA fine-tuning stages:
one for embedding the dummy backdoor and the
other for removing it. We use the same LoRA con-
figuration and training hyperparameters for both
stages and do not require additional procedures
such as trigger reconstruction, perturbation opti-
mization, or iterative parameter search. All runtime
measurements are conducted on a single NVIDIA
RTX A6000 GPU. For the runtime measurement,
we use the jailbreak task. In the dummy-backdoor
embedding phase, the model is trained on 400 ex-
amples in total, consisting of 200 examples from
Dgymmy and 200 examples from Dgafe. In the
dummy-backdoor removal phase, we measure the

Model Metric 0p.a  Oremoval
Utility Score 5.26 5.22
ASRy:, 79.80 61.62
Llama-3.1-8B-Instruct ASRt; 100.00 1.00
ASRy /6 9.09 4.04
Utility Score 5.26 4.26
ASR: 82.83 48.48
Qwen?2.5-7B-Instruct ASRtZ 99 50 2.00
ASRy /6 18.18 5.05
Utility Score 4.44 4.51
. ASR; 82.83 83.84
Mistral-7B-Instruct ASRtZ 100.00 0.50
ASRy, /6 5.05 15.15
Table 11: Accuracy (%) for GSM8K.
Model Metric Bp,d eremoval
Accy/o 6950 72.00
Llama-3.1-8B-Instruct Accy, 2.00 70.50
Accy, 1.50 70.50
Accy/o  76.00 72.00
Qwen2.5-7B-Instruct Acc,gp 1.00 77.50
Accy, 0.00 72.50
Accy/o 5350 45.50
Mistral-7B-Instruct Acctp 0.50 46.00
Accy, 1.00 45.50

training time with 200 examples from D, emoval-

Table 12 shows that, under our experimental
setting, both stages can be completed within sev-
eral minutes on a single GPU, with a total run-
time of less than 9 minutes for all evaluated mod-
els. Our proposed method remains computationally
lightweight due to its simple design, requiring only
two standard LoRA fine-tuning stages.

E LLM Usage

During the preparation of this manuscript, we used
large language models, such as GPT-5, to support
grammar correction, improve readability, assist
with implementing source codes, assist with vi-
sualizing experimental results, and assist with lit-
erature searches. We take full responsibility for all
scientific content, original ideas, and experimental
findings.
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Table 12: Computational cost for embedding and removing the dummy backdoor in the post-training defense setting.

Model Dummy embedding Dummy removal Total

Llama-3.1-8B-Instruct 5 min 26 s 2 min 29 s 7 min 55 s
Qwen?2.5-7B-Instruct 4 min 56 s 2min 12s 7 min 08 s
Mistral-7B-Instruct 5min49 s 2 min 39 s 8 min 28 s
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