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Abstract

Large Language Models (LLMs) integrated
into complex ecosystems (e.g., code agents)
face critical safety threats from Indirect Prompt
Injection (IPI) attacks, where malicious instruc-
tions are embedded in retrieved data. Existing
defenses face an intractable safety-utility trade-
off: sanitization-based guardrails incur high
latency, while detection-based guardrails suf-
fer from severe over-refusal. We first demon-
strate, both theoretically and empirically, that
LLMs can intrinsically separate instructions
from data. Inspired by this insight, we propose
AEGIS (Adaptive Ensemble Guard for Injection
Shielding), a training-free defense that extracts
instruction-sensitive projectors to identify
malicious instructions and leverages a Unified
Multi-Layer Consensus that aggregates topo-
logically distinct signals across the network
depth. Evaluations on eight IPI attacks and ten
baselines show that AEGIS achieves state-of-
the-art detection accuracy while reducing the
false positive rate on benign tasks to below 1%.
Code is available at Github.

1 Introduction

Large Language Models (LLMs) have evolved
from passive text generators into active agents that
execute code, manage user data, and interact with
external tools through Retrieval-Augmented Gen-
eration (RAG) (Taori et al., 2023; Ouyang et al.,
2022; Shi et al., 2025). This integration, however,
exposes a fundamental vulnerability: LLMs lack
an explicit distinction between instructions (control
flow) and knowledge (external data) within their
context (Willison, 2022; Zhang et al., 2025).

This ambiguity enables Indirect Prompt Injec-
tion (IPI) attacks, where adversaries embed mali-
cious commands into retrieved data streams, such
as web pages or emails, to hijack the model’s behav-
ior (Willison, 2022; Zhang et al., 2025), potentially
causing data exfiltration (Lin et al., 2026) or the

propagation of harmful content (Hui et al., 2024;
Collu et al., 2025). Existing countermeasures strug-
gle to reconcile the safety-utility trade-off: sanitiza-
tion approaches, such as structured queries (Chen
et al., 2025a) and token-wise filtering (Geng et al.,
2025; Liu et al., 2025a), degrade utility and incur
high computational overhead, whereas detection
guardrails, whether external classifiers (Alon and
Kamfonas, 2023; BlueteamAlI, 2024) or internal
steering mechanisms (Hung et al., 2025), suffer
from over-refusal (Li et al., 2025).

We challenge the assumption that instruction
and data are indistinguishable for LLMs (Zverev
et al.,, 2024). We argue that the key to resolv-
ing this trade-off lies in the intrinsic geometry of
the latent space shaped by the two-stage training
paradigm: pre-training forces knowledge represen-
tations to occupy a high-entropy, high-dimensional
manifold, whereas instruction tuning collapses
instruction representations into a compact op-
erator subspace (Park et al., 2024; Zou et al.,
2023a). Detection should therefore rely on sig-
natures within this compact instruction manifold
rather than black-box classification. We introduce
AEGIS (Adaptive Ensemble Guard for Injection
Shielding), a lightweight, training-free detection
framework that isolates the core “imperative intent”
behind superficial phrasing differences and aggre-
gates evidence across multiple network depths via
a Unified Multi-Layer Consensus mechanism. Our
contributions are summarized as:

* We characterize the geometric separation be-
tween instruction and knowledge representa-
tions induced by instruction tuning, translat-
ing it into an instruction-sensitive projector.

* We propose AEGIS, combining distribution-
aware threshold calibration with multi-layer
consensus voting, with theoretical error
bound for the ensemble false positive rate
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(FPR) and a latent robustness radius against
hidden-state perturbations.

» Extensive evaluations on eight IPI attacks with
ten baselines demonstrate that AEGIS achieves
state-of-the-art detection performance while
reducing the FPR on benign tasks to negligible
levels (< 1%).

2 Related Work

Instructions vs. data. Instruction fine-tuning
aligns pre-trained LLLMs with human intent (Taori
etal.,2023; Ouyang et al., 2022) and fundamentally
alters the geometry of the latent space (Zou et al.,
2023a): SFT collapses imperative instructions into
a low-dimensional operator subspace, distinct from
the high-entropy knowledge manifold acquired dur-
ing pre-training (Park et al., 2024). While whether
LLMs can intrinsically separate instructions from
data has been questioned (Zverev et al., 2024), we
provide theoretical and empirical evidence in Sec-
tion 3 that they can.

IPI attacks and defenses. IPI attacks have evolved
from manual heuristics such as “Context Ignoring”
and “Fake Completion” (Willison, 2022; Perez and
Ribeiro, 2022; Liu et al., 2024b) to optimization-
based methods such as GCG (Zou et al., 2023b),
Universal Injection (Liu et al., 2024a), and Neu-
ralExec (Pasquini et al., 2024), as well as agent-
oriented attacks targeting tool selection (Shi et al.,
2025; Zhang et al., 2025) and prompt leaking (Hui
et al., 2024). Defenses fall into two lines: saniti-
zation methods (e.g., StruQ (Chen et al., 2025a),
PISanitizer (Geng et al., 2025), DRIP (Liu et al.,
2025a), SecAlign (Chen et al., 2025b)) neutral-
ize threats but impose utility penalties and high
latency; detection methods, including external clas-
sifiers (PIBert (BlueteamAl, 2024), DeBERTa (Pro-
tectAl.com, 2023)), perplexity-based filters (Alon
and Kamfonas, 2023), and internal-state moni-
tors (InjecGuard (Li and Liu, 2024), Attention
Tracker (Hung et al., 2025)), often lack context-
awareness or suffer from over-refusal (Li et al.,
2025). AEGIS belongs to the detection line yet dif-
fers fundamentally: it is training-free and grounded
in the spectral geometry of the latent space.

3 Methodology

3.1 Threat Model

The adversary can only inject malicious instruc-
tions 1,4, into the external data segment D, (e.g.,
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Figure 1: PCA visualization of the last-token hidden
state at layer 25 on two versions of Llama3.1-8B.

poisoned web pages retrieved by the system) (Willi-
son, 2022; Liu et al., 2024b), without access to
the model weights, the system prompt, or the user
query. The defender, as the model owner, has white-
box access to the LLM at inference time and knows
the segmentation boundaries of D.,;. The defense
must satisfy low-latency and utility-preservation
constraints (Li et al., 2025).

3.2 Spectral Asymmetry and Latent
Decomposition

Pre-training forces knowledge representations h
to occupy a high-dimensional, high-variance mani-
fold M g to encode diverse facts, while SFT col-
lapses instruction representations h; into a low-
dimensional, compact subspace Mj; Figure 1
shows that hidden states of the instruct model ex-
hibit much higher separability than those of the
base model. Let Xk, 7 be the covariance matri-
ces of knowledge and instruction representations;
we posit [|[Xx|[2 > [|X]||2. Detecting an injec-
tion is thus equivalent to detecting an h; buried in
knowledge noise. Following the Linear Represen-
tation Hypothesis (Park et al., 2024), we model the
activation at layer [ as a superposition:

h(l) — hgl{) + - h(]la)dv Ry (1)

where o € {0, 1} indicates the presence of an at-
tack. The goal is to find a projection f : R? —
{0,1} that maximizes the detection probability
while bounding FPR P(f(h) =1|a=0) <.

3.3 The AEGIS Framework

Instruction-Sensitive Projector. A naive separa-
tion of centroids is insufficient because instruction
representations vary along “synonymy axes” (e.g.,
“Summarize” vs. “TL;DR”) while remaining invari-
ant along the “intent axis.” We therefore seek a
projection direction w that maximizes the separa-
tion between instruction and knowledge centroids
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while minimizing the variance within the instruc-
tion class:

T 2
. (w” (pr — pK))
w = arg;nax wTZ[w

(@

where uy, ux and Xy, X i denote the class cen-
troids and covariances, estimated with Ledoit—Wolf
shrinkage. Solving via Lagrange multipliers yields
the closed-form Instruction-Sensitive Projector:

w* o< S (s — ) 3)

The term Zl_l acts as a Semantic Focuser: it down-
weights dimensions where instructions vary lexi-
cally and up-weights dimensions where instruc-
tions are compact and distinct from knowledge,
locking the detector onto the stable semantic core
of an imperative command.

Distribution-Aware Safety Calibration. A
fixed geometric margin is hazardous due to the
heavy-tailed nature of the knowledge distribution.
Without parametric assumptions about the knowl-
edge manifold, we anchor the decision boundary
to the observed projection statistics of the benign
knowledge set Dyeyigr,: for a required safety level
3 (e.g., guaranteeing 99% utility retention), we set

b= _Qlfﬁ({W*Th ’ h e Dbenign}) (4)

where Q,(-) denotes the p-th quantile function.
The detector thus triggers on at most a /3 fraction
of benign queries, mathematically anchoring its
sensitivity to the model’s actual behavior on safe
inputs.

Multi-Layer Consensus Voting. Single-layer de-
tectors, while calibrated, may exhibit localized sen-
sitivity to noise or “polysemantic” overlaps. We
model the layers as a committee: let Sj(z) =
wl*Th(l) be the raw projection score at layer [ €
Lote; the ensemble score aggregates transformed
layer-wise signals,

Sens(x): Z ¢Z(Sl(33))a (5)

leﬁvote

with the final decision § = [(Seps(z) > T'). We
support two modes: (1) hard voting, ¢parq(s) =
I(s > b;), where b; is the FPR-calibrated thresh-
old, Sgys is the raw vote count, and ' the con-
sensus quorum; and (2) soft voting, ¢sori(s) =
(s— F‘l(;le)m o)/ JIEI), where ,ul()l) and aél) are the mean
and standard deviation of benign scores at layer /.
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Figure 2: Conceptual illustration of the AEGIS.

An input is flagged only if a persistent malicious
signal appears throughout the network depth, elim-
inating false positives caused by transient noise.
Figure 2 illustrates the AEGIS framework.

3.4 Theoretical Guarantees

For Hard Voting, define I} = ¢pqq(Si(z)) with
P(I; = 1) < [ for benign inputs. Assuming
approximate independence between non-adjacent
layers (Gonzdlez et al., 2025), the ensemble FPR
Qens = P(Sens > I') follows the tail of a Bi-
nomial, and Hoeffding’s inequality (Hoeffding,
1963) yields an exponential bound:

T 2
Qens < exp <_2‘£vote’ <‘/~‘t| - B) ) (6)

As long as the quorum ratio I'/|Ly0te| (e.g., 0.5)
exceeds the single-layer error rate 5 (e.g., 0.1),
the false-alarm probability decays exponentially
with the number of voting layers, allowing a looser
per-layer 3 (higher recall) without compromising
global safety.

We further analyze robustness against a latent
adversary that adds a perturbation § directly to
hidden states. With unit-normalized projectors,
the per-layer margin to the decision hyperplane
is Ry(xz) = by — Sj(z); the ensemble robustness
radius is exactly the I'-th smallest per-layer mar-
gin, Reps(r) = R(r). Any perturbation with
|6]2 < Rry is thus guaranteed to preserve safe
classification: the ensemble is as strong as its “me-
dian” link, forcing an attacker to simultaneously
satisfy geometric constraints across I distinct se-
mantic spaces.

4 Experiments

4.1 Experimental Settings

Following prior work (Liu et al., 2024b; Hung et al.,
2025), we use the OpenPromptinjection bench-
mark with 7 NLP tasks (100 instruction-data pairs
each). We evaluate AEGIS against 8 IPIs: five
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Attack | Defense— AttTracker DeBERTa InjecGuard KA LLM Naive PIBert

PPL!

PPL? PrGuard PIShield AEGIS

Combined ACCT 0.8071 0.6219 09836 07195 06710 0.6050 0.4508 0.5182 0.5371 0.5758 0.9848
Attack FPR | 03857  0.0057 0.0243 04931  0.6069 0.7900 0.5492 0.7100 0.9257 0.8171 0.0290
ac ENR]  0.0000  0.7504 0.0086 0.0680 0.0510  0.0000 0.5492 0.2537 0.0000 0.0312 0.0014
Escape  ACCT 08071 0.499% 0.6005 0.6701 0.5560 0.6050 0.3996 0.4597 0.5371 0.5790 0.9852
h pt FPR | 03857  0.0057 0.0243 04967 0.6029  0.7900 0.6004 0.7100 0.9257 0.8171 0.0290
aracter N | 0.0000  0.9951 0.7747  0.1631  0.2851  0.0000 0.6004 0.3706 0.0000 0.0249 0.0006
¥ake ACCT 08071  0.4999 0.6124 0.7082 0.6254 0.6050 0.4347 0.5051 0.5371 0.5769 0.9848
Completi FPR | 03857  0.0057 0.0243 04963 0.6024  0.7900 0.5653 0.7100 0.9257 0.8171 0.0290
ompletion  NR | 0.0000  0.9945 0.7508  0.0873  0.1467  0.0000 0.5653 0.2798 0.0000 0.0290 0.0013
Context ACCT 08071 0.6873 0.9823 0.7056 04616 0.6050 0.4535 0.4990 0.5371 0.5755 0.9850
Lenori FPR | 0.3857  0.0057 0.0243 04971  0.6155 0.7900 0.5465 0.7100 0.9257 0.8171 0.0290
gnoring  ENR| 0.0000  0.6196 0.0110  0.0916 04612  0.0000 0.5465 0.2920 0.0000 0.0318 0.0021
Naive ACCT 08071  0.4996 0.6005 0.7018 04585 0.6050 0.4231 0.4752 0.5371 0.5783 0.9850
Attack FPR | 03857  0.0057 0.0243 04994 0.6051 0.7900 0.5769 0.7100 0.9257 0.8171 0.0290
ac FNR]  0.0000  0.9951 0.7747  0.0969  0.4780  0.0000 0.5769 0.3396 0.0000 0.0263 0.0010
ACCT 08071  0.5620 0.9879 0.7404 0.6964 0.6050 0.7867 0.6413 0.5371 0.5786 0.9847

NeuralExec FPR | 0.3857  0.0057 0.0243 04957 0.6020  0.7900 0.2133 0.7100 0.9257 0.8171 0.029
FNR]  0.0000  0.8702 0.0000 0.0235 0.0051  0.0000 0.2133 0.0073 0.0000 0.0257 0.0016

ACCT 08071  0.8170 0.8429 0.6180 0.6391 0.6050 0.6271 0.6106 0.5371 0.5893 0.9855

PLeak FPR | 0.3857  0.0057 0.0243 04945  0.6035 0.7900 0.3729 0.7100 0.9257 0.8171 0.0290
FNR]  0.0000  0.3602 0.2900 0.2696  0.1184  0.0000 0.3729 0.0688 0.0000 0.0043 0.0000

Universal ACCT 08071 0.5304 09879 0.7371 06118 0.6050 0.5963 0.6029 0.5371 0.5774 0.9850
Iniecti FPR | 0.3857  0.0057 0.0243 04922  0.6035  0.7900 0.4037 0.7100 0.9257 0.8171 0.0290
njection pNR | 0.0000  0.9335 0.0000 0.0335 0.1729  0.0000 0.4037 0.0843 0.0000 0.0280 0.0010

Table 1: Overall detection performance (ACC, FPR and FNR) comparison between AEGIS and baselines.

heuristic attacks (Naive (Harang, 2023), Escape
Characters (Perez and Ribeiro, 2022), Context Ig-
noring (Willison, 2022), Fake Completion (Willi-
son, 2022), Combined (Liu et al., 2024b)) and
three optimization-based attacks (Universal Injec-
tion (Liu et al., 2024a), NeuralExec (Pasquini
et al., 2024), PLeak (Hui et al., 2024)). We re-
port accuracy (ACC), FPR, FNR, TPR, F1, and
computational overhead on Qwen3-4B (Team,
2025) (default), Llama3-8B (Al@Meta, 2024),
and Llama3.1-8B (Grattafiori et al., 2024). Base-
lines comprise PIBert (BlueteamAl, 2024), De-
BERTa (ProtectAl.com, 2023), PromptGuard (Pr-
Guard) (Meta, 2024), PPL (Alon and Kamfonas,
2023) (GPT2 for PPL! and Vicuna-7B for PPL?),
Known-Answer (KA) (Nakajima, 2022), Injec-
Guard (Li and Liu, 2024), Attention Tracker (Att-
Tracker) (Hung et al., 2025), LLM-Naive (Arm-
strong, 2023), and PIShield (Zou et al., 2025), all
with thresholds tuned on the same validation be-
nign set. AEGIS estimates projectors from only 200
benign and 200 malicious calibration samples; by
default it aggregates with soft voting over a win-
dow starting at 50% network depth (|Lyote| = 3
for Qwen3-4B and 7 for the Llama models), and
all results are averaged over 5 random seeds.

4.2 Main Results

Table 1 reports detection performance across the
8 IPIs. Existing defenses gravitate toward one ex-
treme: AttTracker and PrGuard achieve low FNR

AEGIS

0.52GB

I
©

InjecGuard AttTracker,

D.0568 0.10GB

Accuracy
o
co

=4
N

PIBert| | peBERTa

PrGuard

PiShield
_(0.036B PPL2
0.6 Q 0 PPLL 0.55GB
0.06GB 0.25GB
0.02GB
0.5~ ( )
10! 102 103

Inference Time (ms)

Figure 3: Efficiency-accuracy trade-off comparison.

but over-refuse benign queries (FPR 38.57% and
92.57%), while shallow classifiers such as De-
BERTa and PIBert keep low FPR (=~ 0.5%) but
miss heuristic attacks (FNR up to 99.51% on Naive
Attacks). In contrast, AEGIS achieves an average
ACC above 98% across most tasks with a consis-
tent FPR of 0.29 %, confirming that malicious in-
tent can be identified without compromising the
processing of safe queries. AEGIS also generalizes
across both attack paradigms, exceeding 98% accu-
racy where perplexity-based methods struggle (e.g.,
PPL! reaches only 59.63% on Universal Injection),
validating the multi-layer consensus in capturing
deep semantic anomalies that persist across net-
work depth.

Figure 3 visualizes the accuracy-latency trade-
off on Qwen3-4B, with bubble size encoding peak
GPU memory. External guardrails such as PIBert
and DeBERTa are cheap (< 10 ms, < 0.1 GB)
but insufficiently accurate (= 60%), while LLM-
based judges incur prohibitive latency (> 1000 ms).
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AEGIS occupies the optimal position on the Pareto
frontier: with a marginal latency increase (=~ 120
ms), it achieves near-perfect accuracy (> 98%),
demonstrating a favorable balance between robust
safety and deployment feasibility.

4.3 Ablation Studies
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Figure 4: Ablation study of detection settings.

Multi-layer consensus. Figure 4 compares the
ensemble against single-layer detectors on Qwen3-
4B: while individual layers (e.g., Layer 19) achieve
high accuracy, they exhibit instability in FPR or
FNR, whereas both Agg (Hard) and Agg (Soft) sta-
bilize the FPR while maintaining accuracy above
97%. Aggregating topologically distinct signals
thus filters out layer-specific noise, creating a ro-
bust detection boundary.
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Figure 5: Detection performance of different layers.

Performance across layers. A core premise
of our work is that instruction and knowledge rep-
resentations exhibit distinct spectral signatures at
specific depths. Figure 5 shows detection perfor-
mance across layers 18—27 on Qwen3-4B: accuracy
peaks and FPR is minimized in the middle layers,
while FNR increases in deeper layers as the instruc-
tion manifold collapses into the token generation
subspace. Starting aggregation at 50% network
depth with 3-7 voting layers is optimal. This jus-
tifies our strategy of targeting intermediate layers
for projector extraction.

Cross-model generalization. To verify that
AEGIS captures fundamental properties of LLMs
rather than architecture-specific artifacts, we eval-
uate it on three model families. Figure 6 shows
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Figure 6: Detection performance of different models.

that AEGIS maintains accuracy above 97% and
FPR below 5% on Llama-3-8B, Llama-3.1-8B, and
Qwen3-4B, suggesting that the spectral asymme-
try between instruction and knowledge is a generic
structural invariant introduced by alignment rather
than an architecture-specific artifact.
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(a) Performance (b) ROC curves
Figure 7: Data efficiency of AEGIS (Llama3.1-8B) with
calibration set sizes from 40 to 400 samples.

Data efficiency. A practical defense must not
require extensive datasets for calibration. Fig-
ure 7 shows that AEGIS converges to optimal perfor-
mance with as few as 100 calibration samples: ac-
curacy and F1 plateau quickly, and the ROC curves
retain high AUC even in low-data regimes. The
instruction manifold is evidently low-dimensional
and stable, requiring minimal samples to character-
ize its principal components.

5 Conclusion

We analyzed the conflation of instructions and data
that renders LLMs susceptible to prompt injection,
and identified the spectral asymmetry between the
compact instruction manifold and the high-entropy
knowledge manifold as a critical leverage point.
We proposed AEGIS, a training-free defense that
extracts instruction-sensitive projectors and aggre-
gates evidence through a Unified Multi-Layer Con-
sensus mechanism with layer-wise calibration. The-
oretical analysis yields an exponential ensemble
FPR bound and a latent robustness radius, and em-
pirical evaluations demonstrate state-of-the-art de-
tection with negligible impact on benign utility.
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Limitations

While AEGIS offers robust defense guarantees, we
acknowledge several limitations: (1) AEGIS re-
quires access to internal hidden states, limiting
direct applicability to closed-source commercial
models; (2) the error bound relies on an approx-
imate layer-independence assumption (Gonzailez
et al., 2025), making Equation 6 a potentially op-
timistic upper bound; and (3) detection introduces
non-zero computational overhead that may affect
latency in ultra-high-throughput scenarios. These
limitations are shared by other IPI defenses (Liu
et al., 2025b; Jia et al., 2026; Chen et al., 2025a;
Geng et al., 2025).

Ethical Considerations

We adhere to the ACM Code of Ethics and the
ACL Code of Conduct. Our experiments rely ex-
clusively on established public benchmarks; we
release no new datasets containing harmful content,
and AEGIS will be open-sourced to foster verifica-
tion and replication. We acknowledge the potential
for dual use in security research and encourage
responsible use of AEGIS for defensive purposes
only.

LLM Usage Considerations

We utilized Large Language Models (specifically
Gemini3-Pro and GPT-5) to assist with checking
grammatical errors and refining sentence structure.
All scientific claims, experimental designs, theoret-
ical derivations, and final content decisions remain
the sole responsibility of the human authors.
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