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Abstract

Reliable code retrieval is crucial for developer
productivity and effective code reuse. However,
current neural code language models (CLMs)
powering search tools are susceptible to adver-
sarial attacks targeting non-functional textual
elements. In this paper, we introduce a pro-
gramming language-agnostic, transferable, ad-
versarial attack that exploits this CLM vulnera-
bility. Our approach perturbs identifiers within
a code snippet without altering the snippet’s
functionality to artificially align the code with
a target query. We demonstrate that our attack,
even when computed using smaller code em-
bedding models, such as CodeT5+, is highly ef-
fective and transferable to larger, closed-source
embedding models, like Voyage-code-3, or
LLMs like Gemini-3.1-Pro. Our attack can
increase the similarity between the query and
arbitrary, irrelevant code snippets, consequently
degrading key retrieval metrics such as the
Mean Reciprocal Rank (MRR) of state-of-the-
art models by up to 77%. The experimental
results highlight the fragility of current code
search methods and underscore the need for
more robust, semantic-aware approaches.

1 Introduction

The rapid expansion of the software ecosystem has
intensified the need for efficient code retrieval to
improve developers’ productivity (Shekhar, 2024;
Sun et al., 2024; Li et al., 2025). While the advent
of Large Language Models (LLMs) and specialized
Code Language Models (CLMs) has revolutionized
tasks like repository-level reasoning (Jiang et al.,
2026; Rozière et al., 2024; Hui et al., 2024; Chen
et al., 2021; Liu et al., 2024a; Jimenez et al., 2024;
Liu et al., 2024b), their computational cost often
prohibits direct application in large-scale retrieval
scenarios involving millions of candidates (Potvin
and Levenberg, 2016; Howell et al., 2023). Con-
sequently, for practical and efficient search, the
industry continues relying on embedding-based

Figure 1: Overview of our attack for code search. Given
the target query “fastest way to load data”,
the attack replaces identifiers in an unrelated code
snippet while preserving functionality to deceive code
search models. All attack variants are optimized on
CodeT5+, but the resulting adversarial code snippets
transfer beyond the surrogate model, also increasing
similarity on the larger Nomic-embed-code model.

methodologies, which encode queries and code
into a shared latent space to rank candidates based
on vector similarity (Di Grazia and Pradel, 2023;
Liu et al., 2021).

However, embedding-based retrieval is suscep-
tible to a critical vulnerability: modern CLMs are
vulnerable to adversarial examples—code snippets
containing small, functionality-preserving modifi-
cations that can drastically change the resulting em-
beddings (Chen et al., 2025; Qu et al., 2024; Wan
et al., 2022). While most prior research has focused
on adversarial attacks in classification tasks (Yefet
et al., 2020; Zhou et al., 2022; Yao et al., 2024;
Na et al., 2023), our work centers on code search,
which leads to unique challenges. First, adversar-
ial attacks in code search can be tailored to spe-
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cific queries. By targeting specific queries, ad-
versaries can have irrelevant or malicious code
snippets crowding out legitimate results during cer-
tain task inquiries, subsequently influencing down-
stream coding decisions. Second, the typical code
search workflow introduces additional robustness
issues. Unlike classification, where malicious code
is processed directly during inference and can be
inspected by LLMs with reasoning abilities (Hort
et al., 2025; Hossain et al., 2024; Jelodar et al.,
2025), code search largely relies on offline em-
bedding. When large code corpora are embedded
offline, the modified code snippets maintain valid
semantics and appear harmless. Since the subse-
quent retrieval process operates purely based on
the similarity of these precomputed embeddings,
detecting or mitigating these adversarial inputs be-
comes significantly more difficult.

In this paper, we demonstrate the shared vul-
nerability of the CLMs through transferable ad-
versarial attacks. We generate adversarial exam-
ples by strategically replacing identifiers—user-
defined symbols including function and variable
names—within a code snippet to maximize the
snippet’s embedding similarity to a target query.
The replacements are usually optimized on small
white-box CLMs using gradient information, iden-
tifier style preservation, and query token sim-
ilarity. As illustrated in Figure 1, although
the attacks are crafted on CodeT5+, the result-
ing similarity improvement also appears under
Nomic-embed-code, a model roughly 60 times
larger. Based on our experiments, the attack trans-
ferability is broader: adversarial snippets generated
on small surrogate models can transfer to larger
models (e.g., OASIS, Nomic-embed-code)
and closed-source systems, including embedding
models (e.g., Voyage-code-3) and LLMs (e.g.,
Gemini-3.1-Pro) across five programming
languages. Furthermore, the similarity change on
the small source model strongly correlates with
the changes on larger or closed-source target mod-
els, suggesting that attack effectiveness can be effi-
ciently estimated.

Although state-of-the-art models achieve high
scores on standard code search benchmarks (Li
et al., 2024; Ott et al., 2022), they are vulnerable
to our transferable adversarial attacks, leading to
catastrophic drops in key retrieval metrics. For
instance, we observed an absolute drop of up to
77% in Mean Reciprocal Rank (MRR) across all
tested models on CosQA (Huang et al., 2021). The

performance degradation exposes a critical gap:
high benchmark scores do not necessarily reflect
true semantic understanding of code. Instead, they
highlight a reliance on brittle lexical features, un-
derscoring the urgent need for improved model
robustness.
In summary, our contributions are as follows:
• We propose an adversarial attack method for code

search, which perturbs the code snippet to max-
imize its similarity with the target query while
preserving functionality;

• We demonstrate the strong transferability of the
attack: adversarial code snippets generated using
small models can effectively deceive larger or
closed-source systems; and

• We reveal that high benchmark scores mask a
critical lack of robustness: current models prior-
itize superficial lexical matching over semantic
reasoning, resulting in severe vulnerabilities that
standard evaluations fail to capture.

2 Related Work

The field of Code Language Models (CLMs) has
evolved rapidly, from early unified representations
like CodeBERT (Feng et al., 2020) to encoder-
decoders such as CodeT5 and CodeT5+ (Wang
et al., 2021b, 2023). Subsequently, large genera-
tive CLMs such as Codex (Chen et al., 2021) and
numerous open-source efforts, including CodeL-
lama (Rozière et al., 2024) and StarCoder (Li et al.,
2023; Lozhkov et al., 2024), have demonstrated
sophisticated code generation and reasoning abil-
ities. The generative capabilities of CLMs have
been further enhanced by Retrieval-Augmented
Generation (RAG) (Zhao et al., 2024). In RAG
systems, CLMs leverage efficiently retrieved code
snippets—often sourced via embedding models—
to improve contextual relevance and accuracy for
complex tasks (Wang et al., 2025b; Chen et al.,
2024; Wang et al., 2025a; Wu et al., 2024). The
robustness of these underlying code embedding
models is therefore critical, as the vulnerabilities
explored in this paper directly threaten downstream
applications.

Code search, a crucial task for efficient software
development and code reuse (Nie et al., 2016), re-
lies on embedding models for effective retrieval
from large codebases. CodeSearchNet (Wu and
Yan, 2022) established early benchmarks, with
models like CodeBERT (Feng et al., 2020) learn-
ing joint natural language-code representations. To
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enhance understanding, later work incorporated
structural information: GraphCodeBERT (Guo
et al., 2021) used data flow graphs, while UniX-
coder (Guo et al., 2022) and SynCoBERT (Wang
et al., 2021a) leveraged Abstract Syntax Trees.
Later, contrastive learning, as seen in Contra-
Code (Jain et al., 2021), became a dominant train-
ing technique. Other strategies include adapting
general CLM embeddings (Wang et al., 2023), fine-
tuning LLMs (Nomic Team, 2025), or training on
augmented data (Gao et al., 2025). Recently, black-
box embedding services provided by OpenAI (Ope-
nAI, 2024) and Voyage AI (Voyage AI, 2024) have
also achieved state-of-the-art performance. How-
ever, our experimental results demonstrate that high
benchmark scores do not guarantee robustness; top-
performing code search models remain susceptible
to the proposed adversarial attacks.

Applying gradient-based attack methods (Good-
fellow et al., 2015) directly to natural language
is challenging due to the discrete nature of to-
kens, making it difficult to apply small perturba-
tions while maintaining syntactic and semantic in-
tegrity (Zhang et al., 2020b). Programming lan-
guages, however, provide unique opportunities for
adversarial attacks through semantic-preserving
transformations (Hort et al., 2025). Attack strate-
gies vary based on the assumed knowledge of the
target model. White-box attacks require access to
model gradients. Methods like DAMP (Yefet et al.,
2020), MHM (Zhang et al., 2020a), and Graph-
CodeAttack (Nguyen et al., 2024) leverage gradi-
ent signals to guide modifications aimed at causing
misclassification. Without access to internal model
information, black-box attacks employ various op-
timization techniques. For instance, CARL (Yao
et al., 2024) and ALERT (Yang et al., 2022) ap-
ply reinforcement learning and genetic algorithms,
respectively. Meanwhile, CodeAttack (Jha and
Reddy, 2023) relies on repetitive querying to pin-
point vulnerable tokens, and Wen et al. (2025) in-
vestigates the efficacy of combined search strate-
gies. Other black-box methods rely on heuristics,
such as inserting comments or dead code (Na et al.,
2023). Another emerging approach uses genera-
tive models to directly produce adversarial code
examples, as explored by CBA (Zhang et al., 2024)
and ITGen (Huang et al., 2025). In this work,
we propose a novel adversarial attack method that
leverages white-box attack techniques on one code
search model to derive examples that also serve as
transferable black-box attacks on other models.

3 Adversarial Attack for Code Search

In this section, we introduce our adversarial at-
tack method against code search models. We first
outline the threat model underlying our approach
(Section 3.1). Subsequently, we detail the proposed
methodology, including the use of gradient infor-
mation to search for replacements (Section 3.2),
the strategy for preserving identifier style (Sec-
tion 3.3), and the incorporation of query token
similarity (Section 3.4). Finally, we discuss the
application of our method in black-box scenarios
via attack transfer (Section 3.5).

3.1 Threat Model

Attack Goals: Given a natural language query Q
and a target code snippet C (e.g., malicious or se-
mantically unrelated to Q), the adversary aims to
manipulate the retrieval ranking by generating an
adversarial variant C ′ optimized to rank within the
top-k retrieval results for Q.

Attacker Knowledge: The adversary has full
white-box access to a code embedding model, re-
ferred to as the surrogate model. The surrogate
model may differ from the actual victim model
used by the code search system. The attacker can
use the surrogate model to compute the similarity
between Q and C, along with the gradient of the
similarity score with respect to the input token em-
beddings, to guide the generation of the adversarial
example.

Attacker Capability & Practicality: The attack
targets the indexing phase, requiring the adversary
to inject or modify code in the retrieval corpus.
This is realistic in open-source settings, where cor-
pus poisoning and software supply-chain attacks
can occur through fraudulent repositories, mali-
cious commits, or compromised maintainers (Wan
et al., 2022). Once such code is indexed, the ad-
versarial variant C ′ can influence future retrieval
results.

Attack Constraints: To ensure the attack re-
mains functional, code modification must not alter
the execution logic of the target code C. Semantic
preservation of the code snippet is ensured by main-
taining the Abstract Syntax Tree (AST) structure
unchanged before and after the attack.

3.2 Gradient-Guided Optimization

Gradient-Based Approximation. Let Qemb and
Cemb denote the initial embeddings for query Q
and code snippet C after tokenization and mapping.
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We define the similarity score as Simθ(Q,C) =
Gθ(Qemb, Cemb), where θ denotes the surrogate
model parameters. Our goal is to find a mod-
ified snippet C ′ that maximizes the similarity
Simθ(Q,C ′).

Let δ = C ′
emb − Cemb. By applying a first-

order Taylor expansion around Cemb, the similarity
change can be approximated as:

∆Simθ = Gθ(Qemb, C
′
emb)−Gθ(Qemb, Cemb)

≈ δ⊤∇CembGθ(Qemb, Cemb).

(1)

Here, the zeroth-order terms Gθ(Qemb, Cemb)
cancel out, leaving the gradient term to
approximate the change. The gradient
∇CembGθ(Qemb, Cemb) is a matrix of shape
c × d, where c is the context length and d is the
embedding dimension.

Greedy Search. Consider an identifier w in the
code snippet C. Let t be a token in w, and let
Pt = {p1, . . . , pk} denote the set of indices where
t appears as part of the identifier w in the input
token sequence. Note that Pt excludes positions
where t appears as a standalone keyword or within
other identifiers.

When substituting t with a candidate token t′ ∈
V , the perturbation vector δ is sparse. It is non-
zero only at indices i ∈ Pt, where each entry corre-
sponds to the difference between the candidate and
original token embeddings et′ and et:

δ[i] =

{
et′ − et if i ∈ Pt,

0 otherwise.

By substituting the sparse δ into Eq. 1, we
isolate the contribution of this token replace-
ment. Since the gradient at index i, denoted
∇CembGθ(Qemb, Cemb)[i], is a vector of shape d×1,
we can compute the scalar contribution via a
dot product with the 1 × d perturbation vector
(et′ − et)

⊤. We define the total contribution as
the influence:

influence(t, t′,Pt)

= (et′ − et)
⊤
(∑

i∈Pt

∇CembGθ(Qemb, Cemb)[i]

)
,

(2)

where the summation aggregates the gradient val-
ues over all occurrences of the target token in w.

Finally, let V be the set of identifier-compatible
tokens within the model’s vocabulary. We identify
the optimal replacement t∗ by searching for the
candidate that maximizes the influence:

t∗ = argmax
t′∈V

influence(t, t′,Pt).

Crucially, under the first-order approximation,
the perturbations operate in orthogonal subspaces
because the position sets Pt for distinct tokens are
disjoint. The independence allows us to optimize
each token replacement via a greedy approach with-
out requiring combinatorial optimization.

To ensure the attack preserves the code’s exe-
cution logic, we also enforce two renaming con-
straints: 1) Consistency: Every occurrence of a
specific identifier w is replaced by the same new
identifier w′; and 2) Uniqueness: Distinct identi-
fiers are replaced by distinct new identifiers. Imple-
mentation details for these constraints are provided
in Appendix D.

3.3 Identifier Style Constraints

As illustrated in Figure 1, naive application of
gradient-based optimization often yields long, un-
intelligible identifiers. Such anomalies make the
adversarial code easily detectable by both human
programmers and coding agents. To mitigate
this, we enforce style-consistency constraints de-
signed to preserve common naming conventions
like camelCase and snake_case. We there-
fore filter the search space to ensure that valid re-
placements preserve the original style by including
at least the same number of underscores or upper-
case letters. Additionally, tokens serving solely as
structural separators (e.g., standalone underscores)
are irreplaceable. Empirically, we find that enforc-
ing these constraints improves the visual natural-
ness and plausibility of the code with a marginal
reduction in attack efficacy.

3.4 Query Token Similarity

We observe that code search models often exhibit
a bias towards snippets that share explicit textual
overlap with the target query. To exploit this prop-
erty, we augment the gradient-based selection ob-
jective with a term that rewards proximity to query
tokens. Specifically, when considering a candidate
replacement token t′, we also calculate its simi-
larity to the most aligned token within the query
Q. With the refined objective, we find the optimal
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replacement token t∗ as

t∗ = argmax
t′∈V

[
influence(t, t′,Pt)+αmax

q∈Q
(e⊤q et′)

]
,

(3)
where eq and et′ represent the embeddings of
a query token q and the candidate replacement
t′, respectively. Here, the search space V is
also restricted to candidates that satisfy the style
constraints detailed in Section 3.3. The term
maxq∈Q(e⊤q et′) acts as a guidance signal, encour-
aging the selection of tokens that are similar in em-
bedding space to tokens in the query. We introduce
a hyperparameter α to balance the gradient-based
influence and this query token similarity regular-
izer. Empirically, we set α = 0.1; detailed ablation
studies justifying this choice are provided in Ap-
pendix E.10.

3.5 Attack Transfer

The proposed attack framework requires white-box
access to model parameters and sufficient compu-
tational resources to back-propagate gradients and
compute token similarities. These prerequisites
may not be met in real-world scenarios, particularly
when targeting large-scale or proprietary black-box
code search systems.

To address this, we introduce Attack Transfer.
Consider a target model with parameters θ∗, which
is inaccessible or too computationally expensive
to attack directly. We can instead generate the ad-
versarial snippet C ′ = ADVATTACK(Q, θ) using a
smaller, accessible surrogate model with parame-
ters θ. Our method relies on the observation that ad-
versarial examples are usually model-agnostic: that
is, an optimization that maximizes Simθ(Q,C ′) is
likely to also have high Simθ∗(Q,C ′). The cross-
model transferability allows us to attack complex
victim models by optimizing solely on the surro-
gate.

4 Experiments and Results

In this section, we evaluate our adversarial at-
tack across embedding models, code search bench-
marks, and LLM-based retrieval. We first quantify
the attack’s effectiveness and cross-model transfer-
ability (Section 4.1) and compare it with existing
baselines (Section 4.2). We then examine the at-
tack’s impact on code search benchmarks in both
per-query and shared-corpus settings (Sections 4.3
and 4.4) and evaluate the attack’s transferability
to LLM-based retrieval (Section 4.5). Finally, we

investigate finetuning-based defenses (Section 4.6)
and include an ablation study about each individual
attack component (Section 4.7).

Unless otherwise noted, adversarial attacks are
applied to (query, code) pairs. For each pair, we
execute our adversarial attack for 5 iterations, cre-
ating a candidate set that includes each iteration’s
output and the original code. From the set, we se-
lect the snippet with the highest similarity score to
the target query as the final adversarial example. In
other words, when no perturbation yields a positive
shift in similarity, the original code snippet is pre-
served, resulting in zero change. The shared-corpus
experiment additionally considers adversarial snip-
pets optimized for multiple queries at once. The
design choices are justified in Appendix E.10.

Models. We generate attacks using two surro-
gate embedding models, CodeT5+ (Wang et al.,
2023) and OASIS (Gao et al., 2025), and evaluate
transfer to Nomic-embed-code (Nomic Team,
2025), Voyage-code-3 (Voyage AI, 2024),
and the generative models GPT-5.4-mini and
Gemini-3.1-Pro. Model details are provided
in Appendix C.

Datasets. We use CosQA (Huang et al., 2021)
and CLARC (Wang et al., 2026) to evaluate at-
tack effectiveness, transferability, and code-search
degradation, and RepoQA (Liu et al., 2024a) to
measure the impact on generative-model retrieval.
HumanEval-X (Zheng et al., 2023) is used only
for the cross-language analysis in the appendix.
Dataset statistics are provided in Table 10.

4.1 Effectiveness and Transferability
We evaluate attack effectiveness on 20,000 (query,
code) pairs sampled from CosQA (Huang et al.,
2021) and CLARC (Wang et al., 2026). Attacks
are generated on CodeT5+ or OASIS as Surro-
gate Models and then evaluated on multiple Eval
Models in Table 1. Metric details are provided in
Appendix E.2.

Effectiveness on Surrogate Models. The
shaded rows show that the attack increases query-
code similarity for over 97% of examples on the
Surrogate Model. The gains are generally larger for
CodeT5+ than for OASIS, which may reflect the
denser embedding space of OASIS (Appendix E.1)
and its robustness-oriented training (Gao et al.,
2025). The attack is also stronger on CosQA than
on CLARC, suggesting that dataset or language
characteristics affect attack magnitude.

Attack Transferability. The unshaded rows
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Table 1: Similarity Changes and Transferability. The shaded rows indicate identical Surrogate and Eval models. The
substantial similarity increases (∆ Sim) observed across all rows demonstrate both high attack effectiveness and
robust transferability to diverse Eval models. High precision and strong Pearson (r) and Spearman (ρ) correlation
coefficients further confirm that similarity improvements reliably transfer. ∆ Sim, r, and ρ are scaled by 100.

Dataset Surrogate Model Eval Model ∆ Sim. Improved
Counts

Unimproved
Counts Precision r ρ

CosQA
(Python)

CodeT5+

CodeT5+ 38.86 ± 10.44 9899 101 - - -
OASIS 18.15 ± 6.03 9898 102 99.99 63.37 58.69
Nomic-embed-code 39.25 ± 10.89 9895 105 99.96 62.34 55.89
Voyage-code-3 27.13 ± 8.96 9896 104 99.97 64.24 59.93

OASIS

CodeT5+ 23.23 ± 12.57 9670 330 98.01 75.56 75.49
OASIS 13.68 ± 6.89 9866 134 - - -
Nomic-embed-code 28.37 ± 12.91 9803 197 99.36 84.57 83.87
Voyage-code-3 19.04 ± 10.08 9810 190 99.37 88.40 88.09

CLARC
(C++)

CodeT5+

CodeT5+ 26.60 ± 9.13 9866 134 - - -
OASIS 13.10 ± 5.75 9825 175 99.64 60.70 55.61
Nomic-embed-code 24.66 ± 9.94 9797 203 99.64 62.53 56.34
Voyage-code-3 13.96 ± 6.99 9854 146 99.67 58.49 54.53

OASIS

CodeT5+ 12.78 ± 8.79 9360 640 95.72 69.21 70.79
OASIS 9.21 ± 5.93 9741 259 - - -
Nomic-embed-code 15.79 ± 9.89 9607 393 98.64 87.22 88.38
Voyage-code-3 8.80 ± 6.55 9510 490 96.57 85.85 86.74

Figure 2: Distribution of Code Similarity Changes on
CosQA. The Surrogate Model is CodeT5+, and the
Eval Models are labeled at the top of each subplot. Neg-
ative similarity changes are smaller in magnitude than
positive ones.

show strong transfer to diverse Eval Models, includ-
ing robustness-enhanced, finetuned, and closed-
source systems. Across Surrogate/Eval pairs, the
attack increases similarity in over 95% of cases,
with high precision and positive Pearson/Spearman
correlations indicating that surrogate gains gener-
ally predict transfer gains. When transfer fails, the
negative shifts are small compared to successful
gains (Figure 2 and Appendix E.3).

Tokenizer differences do not block trans-
ferability. Although CodeT5+ has a much
smaller vocabulary than Nomic-embed-code
or Voyage-code-3, it still transfers effectively
to these larger models. Overall, CodeT5+-based

attacks tend to produce larger ∆ Sim, while
OASIS-based attacks yield more consistent cor-
relations.

Beyond cross-model transfer, the attack also
transfers across queries sharing the same intents.
As detailed in Appendix E.4, adversarial snippets
optimized for one query remain effective for se-
mantically equivalent paraphrases, suggesting that
the attack targets the underlying intent rather than
the specific target query string.

4.2 Comparison with Baselines

We compare Attack Transfer with two baseline at-
tacks on 1,000 (query, code) pairs from CosQA.
In the white-box setting, we transfer attacks gener-
ated on CodeT5+ to OASIS and compare against
DAMP (Yefet et al., 2020) applied directly to
OASIS. In the black-box setting, we transfer at-
tacks from CodeT5+ to Voyage-code-3 and
compare against CodeAttack (Jha and Reddy,
2023). Since DAMP and CodeAttack were orig-
inally designed for code classification, we adapt
them to the code search setting.

Table 2 shows that our transferred attack yields
stronger effectiveness and better efficiency. In
the white-box setting, Attack Transfer produces
a larger ∆ Sim. than DAMP while using less GPU
time. In the black-box setting, the gap is larger:
our transferred attack achieves about a 5× higher
∆ Sim. than CodeAttack while reducing the re-
quired queries from ∼10.8M API calls to 1k calls.
The baseline attacks also transfer less effectively
across models, as detailed in Appendix E.5.

4415



Table 2: Comparison of Attack Transfer against base-
lines. Our method achieves stronger attack effective-
ness with substantially lower computational or query
cost. GPU hours are calculated on a NVIDIA L40 ADA
48GB GPU.

Method ∆ Sim. Improved Counts Efficiency

White Box
DAMP 10.45 ± 5.48 978 81 mins
Ours 18.66 ± 5.52 999 47 mins

Black Box
CodeAttack 5.18 ± 4.18 907 10.8m Calls
Ours 28.03 ± 8.29 1,000 1k Calls

4.3 Application on Code Search Benchmarks

In this experiment, CodeT5+ is used as the Sur-
rogate Model. For each query in the CosQA and
CLARC datasets, we select 10%1 of irrelevant code
snippets and apply our attack to maximize their
similarity to the query. These adversarially modi-
fied snippets replace the original ones in the can-
didate pools. Eval Models (CodeT5+, OASIS,
Nomic-embed-code, and Voyage-code-3)
then embed the queries and the modified pools,
and rerank the code snippets by similarity. The
retrieval metrics are measured before and after the
adversarial attack.

As shown in Table 3, replacing only 10% of
irrelevant candidates with adversarial versions re-
sults in sharp drops across all models and retrieval
metrics. Before the attack, models like OASIS,
Nomic-embed-code, and Voyage-code-3
achieve strong R@5 (>90%) and MRR (74-87%)
scores, suggesting the task is nearly “solved.” How-
ever, after the attack, MRR drops to single digits,
and R@5 drops to below 15% for all Eval Models,
revealing that high benchmark scores do not guar-
antee robustness against adversarial manipulation.

As expected, CodeT5+, the Surrogate Model,
suffers severe degradation. Yet the attack also trans-
fers effectively to other models. OASIS remains
vulnerable, despite being trained against hard neg-
atives with similar keywords on an augmented
dataset. Nomic-embed-code’s substantial per-
formance decrease indicates even large CLMs can
overly depend on lexical features like identifiers,
suggesting that scale-up does not naturally yield
greater robustness. While Voyage-code-3 is
the most resilient when allowed to retrieve more
candidates (e.g., Recall@20), it still suffers from
a drastic drop in MRR and Recall@1, confirming

1The results when other ratios of the corpus are attacked
are available in Appendix E.7.

Table 3: Code search degradation under a 10% adversar-
ial attack on CosQA using CodeT5+ as the surrogate
model. The attack causes large drops across retrieval
metrics and Eval Models. Full metrics are reported in
Appendix E.7.

CodeT5+ Nomic-embed-code

Setting MRR NDCG R@1 MRR NDCG R@1

Original 74.08 78.52 64.00 83.03 86.55 73.80
Adversarial 1.79 2.46 1.20 5.95 8.13 3.00
∆ −72.29 −76.06 −62.80 −77.07 −78.42 −70.80

OASIS Voyage-code-3

Setting MRR NDCG R@1 MRR NDCG R@1

Original 80.57 84.73 71.00 87.06 89.90 79.40
Adversarial 5.99 8.86 2.60 9.52 13.27 4.40
∆ −74.58 −75.87 −68.40 −77.54 −76.63 −75.00

that the attack effectively buries the ground truth
beneath adversarial noise.

4.4 Shared Corpus Attack

The experiments in Section 4.3 attack a separate
candidate pool for each query. We now consider
the more constrained setting in which all queries
are retrieved against a single shared corpus, so that
every adversarial snippet is simultaneously visible
to all queries. We sample 20 queries and construct
a corpus of 500 code snippets, consisting of the 20
ground-truth snippets and 480 irrelevant ones. All
the queries and the code snippets are from CosQA.

We first randomly select 50 of the 480 irrelevant
snippets and attack them with CodeT5+ as the
Surrogate Model, targeting each of the 20 queries.
For every query, we retain only the single most
effective adversarial snippet, i.e., the one with the
highest CodeT5+ similarity to that query. Insert-
ing these snippets into the corpus yields the “20
attacked snippets” setting, in which each query is
targeted by exactly one adversarial snippet.

To further reduce the number of attacked snip-
pets, we extend the optimization objective in Equa-
tion 3, which targets a single query, by aggregating
the influence and query-similarity terms over a set
of queries. A single adversarial snippet can there-
fore be optimized against several queries at once.
Using this multi-query objective, we generate snip-
pets that each target 2 or 4 queries, producing the
“10 attacked snippets” and “5 attacked snippets”
settings, respectively.

Table 4 reports retrieval performance under the
shared-corpus attack. Injecting 20 adversarial snip-
pets, i.e., 4% of the corpus, sharply reduces MRR
and NDCG for all Eval Models. Recall@5 is
largely unaffected: with one adversarial snippet per
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Table 4: Retrieval performance under the shared-corpus
attack across different numbers of injected snippets. Val-
ues in parentheses denote the absolute drop (↓) relative
to the unattacked baseline; (→) indicates no change.

Model MRR NDCG Recall@5

20 attacked snippets
CodeT5+ 40.8 (↓ 38.2) 54.6 (↓ 29.6) 90.0 (↓ 5.0)
OASIS 67.0 (↓ 11.9) 74.9 (↓ 9.0) 90.0 (→)
Nomic 66.8 (↓ 14.4) 74.0 (↓ 10.8) 95.0 (→)

10 attacked snippets
CodeT5+ 69.8 (↓ 9.3) 77.2 (↓ 7.0) 90.0 (↓ 5.0)
OASIS 73.9 (↓ 5.0) 80.1 (↓ 3.8) 90.0 (→)
Nomic 76.2 (↓ 5.1) 81.0 (↓ 3.8) 95.0 (→)

5 attacked snippets
CodeT5+ 74.7 (↓ 4.4) 80.8 (↓ 3.4) 90.0 (↓ 5.0)
OASIS 74.5 (↓ 4.3) 80.5 (↓ 3.4) 90.0 (→)
Nomic 75.4 (↓ 5.8) 80.4 (↓ 4.4) 95.0 (→)

Table 5: Impact of adversarial attacks on LLMs eval-
uated on RepoQA. All reported statistics are accuracy
percentages. We compare accuracy in the Original
setting against the Full Attack setting and its abla-
tions: w/o Grad. removes gradient information, w/o
Style removes style preservation, and w/o QTS removes
query-token similarity. The results reveal a severe
reduction in accuracy for both GPT-5.4-mini and
Gemini-3.1-Pro, confirming their susceptibility to
our attack.

Model Setting Python C++ Java Rust TypeScript

GPT-5.4-mini

Original 96 92 94 92 99

Full Attack 81 70 73 78 83
w/o Grad. 87 79 81 86 86
w/o Style 93 87 88 90 94
w/o QTS 89 85 85 90 93

Gemini-3.1-Pro

Original 95 92 95 95 98

Full Attack 79 72 77 80 82
w/o Grad. 88 80 79 88 85
w/o Style 91 90 89 92 95
w/o QTS 87 81 82 90 93

query, the ground truth is displaced from the top
rank but rarely beyond the top five. The 10- and 5-
snippet settings confirm that the multi-query objec-
tive remains effective, degrading MRR and NDCG
with only 1-2% of the corpus attacked, though the
effect weakens as each snippet is shared among
more queries, revealing a trade-off between the
number of attacked snippets and per-query attack
strength.

4.5 Effectiveness on LLMs

We further test whether the attack transfers from
embedding-based code search to LLM-based repos-
itory retrieval. Following RepoQA (Liu et al.,
2024a), each LLM receives a detailed natural-
language query and a candidate set, then selects the
matching function; accuracy is the evaluation met-
ric. For each query, we replace only two irrelevant

Table 6: Retrieval and robustness trade-off after
finetuning. PT-CodeT5+ is generated on pretrained
CodeT5+; Trans-OASIS is transferred from OASIS;
FT-CodeT5+ is generated directly on the evaluated fine-
tuned CodeT5+ checkpoint.

Checkpoint Retrieval Robustness (∆ Sim.)

MRR NDCG R@5 PT-CodeT5+
Attack

OASIS
Transfer

FT-CodeT5+
Attack

Pretrain Base 72.4 77.3 88.0 39.90 22.25 –
Robust-Only FT 34.1 37.6 42.6 -22.70 -15.70 7.14
Mixed FT 72.3 77.6 89.4 4.00 4.42 34.70

candidates (less than 10% of the input tokens) with
adversarial snippets generated using CodeT5+.

As shown in Table 5, this small perturba-
tion can transfer to LLMs and consistently re-
duce accuracy for both GPT-5.4-mini and
Gemini-3.1-Pro across Python, C++, and
Java. The ablation rows indicate that each com-
ponent contributes to the LLM transfer effect; we
discuss these components in more detail in Sec-
tion 4.7.

4.6 Defense via Robust Finetuning

We also examine whether finetuning can defend
against our attack.2 As summarized in Table 6,
the first key finding is that Robust-Only FT can
mitigate the attack’s influence, driving static attack-
induced ∆ Sim. below zero and substantially re-
ducing the white-box attack effect. However, this
robustness comes with a prohibitive retrieval cost:
the main retrieval metrics fall to roughly half of
the pretrained baseline, with R@5 dropping from
88.0 to 42.6. The second key finding is that Mixed
FT appears to balance retrieval quality and static
robustness better, preserving baseline search per-
formance while reducing the impact of static at-
tacks. Nevertheless, this balance breaks under an
adaptive white-box threat model: when the attack
is generated directly on the finetuned checkpoint,
Mixed FT remains highly vulnerable. Moreover, al-
though not shown in the main table, Appendix E.9
shows that attacks on the Mixed FT checkpoint also
transfer to other Eval Models. Overall, standard
adversarial finetuning is therefore insufficient as
a defense: robust-only training sacrifices retrieval
utility, while mixed training preserves utility but
leaves an effective adaptive and transferable attack
surface.

2Details of Robust-Only FT and Mixed FT are provided in
Appendix E.9.
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Table 7: Ablation study quantifying the contribution of
specific components. Improved Counts denote the num-
ber of pairs with increased similarity after the attack.

Method Eval Model ∆ Sim. Improved Counts

Full Method CodeT5+ 38.86 ± 10.44 9,899
Nomic 39.25 ± 10.89 9,895

w/o gradient CodeT5+ 30.91 ± 12.42 9,855
Nomic 35.35 ± 12.66 9,848

w/o style preservation CodeT5+ 39.48 ± 10.39 9,899
Nomic 39.95 ± 10.86 9,895

w/o query token sim. CodeT5+ 30.93 ± 10.08 9,893
Nomic 22.68 ± 11.01 9,766

4.7 Ablation Studies

To isolate the contribution of each component de-
scribed in Sections 3.2, 3.3, and 3.4, we remove
each component from the full method and evaluate
both embedding-level similarity on 10,000 CosQA
pairs (Table 7) and downstream LLM retrieval ac-
curacy on RepoQA (Table 5). In the experiment,
CodeT5+ is still used as the surrogate model. Other
ablation studies on the selection of the adversar-
ial code snippet, the number of iterations, and the
choice of the hyperparameter α are provided in
Appendix E.10.

Without gradient guidance, the attack relies
solely on query similarity, often replacing iden-
tifiers with query tokens by default. When style
constraints restrict the search, it selects the most
similar style-compliant candidate instead. As
shown in Table 7, removing gradient informa-
tion reduces ∆ Sim. for both CodeT5+ and
Nomic-embed-code, and the larger standard
deviations indicate less stable similarity changes.
Since backpropagation consumes most of the com-
putational cost, the gradient-free variant can still
serve as a lightweight alternative when resources
are limited, but it is consistently weaker than the
full method.

Removing style preservation yields negligible,
and occasionally positive, changes in raw embed-
ding similarity. This suggests that when an optimal
token violates style rules, a style-compliant sub-
stitute with comparable embedding efficacy often
exists. Further analysis reveals distinct behaviors
regarding underscores between evaluation models:
in CodeT5+, “_” is typically parsed as an indepen-
dent token, so replacing it has little influence; in
OASIS, underscores are usually treated as token
prefixes, and in approximately 90% of cases, a top-
3 candidate token also begins with an underscore.
However, Table 5 shows that style preservation is

crucial for generative models. Unconstrained at-
tacks may preserve embedding similarity, but they
produce visibly incoherent identifiers that are less
convincing to LLMs, causing GPT-5.4-mini
and Gemini-3.1-Pro to recover much of their
original RepoQA accuracy.

Query token similarity is also essential for trans-
ferability. Removing this component causes a sig-
nificant drop in embedding effectiveness, particu-
larly on Nomic-embed-code. Further analysis
indicates that in 83% of cases, the optimal replace-
ment tokens derived from the full method (Equa-
tion 3) are among the top-20 candidates with the
highest influence. Table 5 further shows that dis-
carding query token similarity substantially weak-
ens the attack against LLMs. By prioritizing sim-
ilarity to query tokens, the full method inserts se-
mantically relevant vocabulary rather than only
mathematically optimized gradient tokens, improv-
ing the naturalness and coherence needed to mis-
lead generative models.

5 Conclusion & Future Work

We present a transferable adversarial attack that
modifies code identifiers to mislead code search
models. The attack is effective across embedding
models, retrieval benchmarks, and LLM-based
repository retrieval, revealing that current CLMs
still rely heavily on lexical cues rather than robust
semantic understanding.

Future work should investigate why attacks trans-
fer across models and develop defenses that pre-
serve retrieval utility. Promising directions include
functionality-aware contrastive training and incor-
porating programming-language structure, such as
ASTs, to build more semantics-grounded code rep-
resentations.
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A Limitations

Although we demonstrate that adversarial attacks
can transfer across various code embedding mod-
els, the underlying causes of this transferability
remain unclear. One possible explanation is that
these models share overlapping pretraining data.
However, because only a limited number of eval-
uated models have publicly available pretraining
details, we cannot draw a definitive conclusion.

B Reproducibility

The experiments described in this paper were con-
ducted on a server equipped with an AMD EPYC
Milan 7643 48-core CPU (@2.30GHz), 1TB of
RAM, and an NVIDIA L40 Ada 48GB GPU. We
used a batch size of 10 (query, code) pairs for
attacks on CodeT5+ and 4 pairs for attacks on
OASIS. We observed that larger batch sizes did
not substantially change the runtime. The time
and GPU memory required for the experiments are
reported in Table 8.

To mitigate the risk of potential misuse, we do
not publicly release the attack codebase. However,
researchers interested in reproducing or extending
these results are encouraged to contact the first
author to discuss our implementation details.

C Model & Dataset Details

Models. Table 9 summarizes the models used in
our experiments. OASIS, Nomic-embed-code,
and Voyage-code-3 use highly similar modi-
fied Qwen2 tokenizers (Yang et al., 2024): OASIS
and Voyage-code-3 share the same tokenizer,
while Nomic-embed-code differs only in the
index assigned to the <EOS> token. For closed-
source models, parameter counts and identifier-
token counts are unavailable.

Datasets. Table 10 summarizes the datasets used
in the experiments.

C.1 Model & Dataset License

• CodeT5+: BSD 3-Clause License 3

• OASIS: MIT License4

• Nomic-embed-code: Apache-2.0 5

3https://github.com/salesforce/
CodeT5?tab=BSD-3-Clause-1-ov-file

4https://huggingface.co/Kwaipilot/
OASIS-code-embedding-1.5B

5https://huggingface.co/nomic-ai/nomic-
embed-code

• Voyage-code-3: The license is unclear; how-
ever, we do not include embeddings from
Voyage-code-3 in our codebase.

• CosQA: Apache-2.06 (we use CosQA from
COIR)

• CLARC: CC-BY-SA 4.07

• RepoQA: Apache-2.08

• HumanEval-X: Apache-2.09

D Implementation Details

D.1 Detailed Constraints

In our adversarial attack, we focus on replacing
identifier tokens—specifically, tokens that com-
prise function, variable, macro, and module names
in the code text. Formally, let the original code
text be tokenized as {Cti}ni=1, and the code text af-
ter replacement be tokenized as {C ′

ti}ni=1. For any
two strings A and B, let LCS(A,B) denote their
longest common substring, and let Remove(A,B)
denote the remaining string after removing string
B from string A.

The primary challenge in replacing these iden-
tifiers is accounting for tokenization corner cases,
where varying punctuation or whitespace is merged
with the identifier itself. To address this, we intro-
duce two additional constraints during replacement.
We illustrate the intuition behind these constraints
using the following original code snippet (top) and
its adversarially modified version (bottom):

1 # Original snippet
2 def print_runs(query):
3 if query is None:
4 return
5 for tup in query:
6 print(("{0} @ {1} - {2} id: {3} group:

↪→ {4}".format(
7 tup.end, tup.experiment_name,

↪→ tup.project_name,
8 tup.experiment_group, tup.run_group)))

1 # Modified snippet
2 def off_runs(number):
3 if number is None:
4 return
5 for to in number:
6 print(("{0} @ {1} - {2} id: {3} group:

↪→ {4}".format(
7 to.end, to.experiment_name, to.project_name,
8 to.experiment_group, to.run_group)))

Identifier Consistency. This constraint ensures
that all occurrences of the same variable or func-

6https://github.com/CoIR-team/coir/
blob/main/LICENSE

7https://huggingface.co/datasets/
ClarcTeam/CLARC

8https://github.com/evalplus/repoqa/
blob/main/LICENSE

9https://huggingface.co/datasets/THUDM/
humaneval-x
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Table 8: Compute resources used to generate 10,000 adversarial examples.

Surrogate Model Total Time GPU Time CPU Time GPU Memory Token Search Space

CodeT5+ (110M) 8 hours ∼6.8 hours (85%) ∼1.2 hours (15%) 7GB 15.1k
OASIS (1.5B) 12 hours ∼10.6 hours (88%) ∼1.4 hours (12%) 26GB 36.7k

Table 9: Models used in the experiments.

Model # Parameters Vocabulary
Size

# Tokens valid
for identifiers

CodeT5+ 110M 32,103 29,881
OASIS 1.54B 151,665 74,194
Nomic-embed-code 7.07B 151,665 74,194
Voyage-code-3 - 151,665 74,194
GPT-5.4-mini - - -
Gemini-3.1-Pro - - -

tion name are replaced consistently, even when
tokenizer artifacts attach different characters to
the identifier. If Cti and Ctj are tokens from
different occurrences of the same identifier, let
Lij = LCS(Cti , Ctj ) and L′

ij = LCS(C ′
ti , C

′
tj ).

The constraint is then:

Remove(C ′
ti , L

′
ij) = Remove(Cti , Lij),

Remove(C ′
tj , L

′
ij) = Remove(Ctj , Lij).

For instance, the OASIS tokenizer includes dif-
ferent surrounding characters in the tokens corre-
sponding to the two occurrences of the identifier
query . The original and modified tokens are:

• On line 2, let Cti = (query . After replac-

ing query with number , the correspond-

ing token becomes C ′
ti = (number .

• On line 5, let Ctj = query , where
denotes the leading whitespace. After replace-
ment, the token becomes C ′

tj = number .

Although the complete tokens differ because of
their surrounding characters, their longest com-
mon substrings isolate the identifier itself: Lij =

query before the attack and L′
ij = number

afterward. Removing these identifier substrings
leaves the surrounding token context unchanged:

• For line 2, Remove(C ′
ti , L

′
ij) =

Remove(Cti , Lij) = ( .

• For line 5, Remove(C ′
tj , L

′
ij) =

Remove(Ctj , Lij) = .

Thus, the constraint permits the identifier replace-
ment while preserving the parenthesis and whites-
pace attached by the tokenizer.

No Duplicate Replacement. This constraint
guarantees that distinct variables or functions are
replaced by distinct new identifiers. If Cti , Ctj

are tokens from occurrences of one identifier, and
Ctp , Ctq are tokens from occurrences of a different
identifier, then:

LCS(C ′
ti , C

′
tj ) ̸= LCS(C ′

tp , C
′
tq).

In the example, the tokens are divided into two
groups according to the original identifier from
which they are derived:

• For the original identifier query , let Cti =

(query and C ′
ti = (number on line 2.

Similarly, let Ctj = query and C ′
tj =

number on line 5.

• For the distinct original identifier tup , let

Ctp = tup and C ′
tp = to on line 5.

The same tokens occur again on line 7, where
Ctq = tup and C ′

tq = to .

The first pair therefore represents the replace-
ment query → number , whereas the second

represents tup → to . To prevent the two dis-
tinct original identifiers from being mapped to the
same new identifier, the constraint enforces

LCS(C ′
ti , C

′
tj ) ̸= LCS(C ′

tp , C
′
tq),
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Table 10: Datasets used in the experiments.

Dataset # Queries # Code Snippets Programming Languages

CosQA 500 500 Python
CLARC 526 526 C++
RepoQA 200 2,232 Python, C++, Java
HumanEval-X 820 820 Python, C++, Java, JavaScript, Go

which in this example reduces to number ̸=
to .

Together, these constraints ensure the code’s
AST structure remains identical. To satisfy
the constraints, we employ the Hungarian Algo-
rithm (Kuhn, 1955) to match original identifier to-
kens with their optimal replacements.

Let V denote the tokenizer’s vocabulary and S ⊆
V be the set of distinct tokens in the identifiers in
the code snippet. For each original token si ∈
S, we define an influence function fsi : V → R
derived from gradient information. This function,
fsi(v), quantifies the influence when si is replaced
by v.

The goal is to find a set of matching {si, vi}
that maximizes the total influence, subject to the
constraint that each substitute token vi must be
unique. This can be formulated as the following
optimization problem:

maximize
{vi}

∑

i

fsi(vi),

subject to vi ∈ V,

vi ̸= vj ∀i ̸= j.

(4)

D.2 Search Space
For each token position, we may need to consider
up to |V| candidate tokens to select the replace-
ment token that maximizes the objective in Eq. 3
(i.e., the combined influence and query-similarity
score defined in the methodology). Here, we follow
the notation in Section 3.2: V denotes the model’s
full tokenizer vocabulary, and V ⊆ V denotes the
subset of identifier-compatible tokens that satisfies
the style preservation requirement used for replace-
ment. In the worst case, |V | can be as large as
|V|, but in practice identifier constraints reduce the
search space substantially; typically, only about
30–40% of the full vocabulary is considered.

D.3 Specification
The first step of our adversarial attack is to parse the
code snippet and locate identifiers suitable for mod-
ification. We use language-specific AST parsers:

Python’s built-in ast library, clang for C++, and
tree-sitter for Java, JavaScript, and Go. Af-
ter applying adversarial modifications, we re-run
the parsers to ensure the modified code snippet
remains syntactically valid.

For the surrogate models, a replacement token is
considered valid only if it consists of characters per-
mitted in standard identifiers across programming
languages. However, OASIS presents a unique
challenge due to its significantly larger vocabulary:
tokens representing an identifier may include pre-
ceding operators. For example, a variable x might
be tokenized as “ x” (a single token containing
the leading white space) and “+x” (another single
token containing the leading plus sign) at two oc-
currences in the code snippet. When searching for
a replacement variable y, we strictly filter for candi-
date tokens that preserve this structure—“ y” and
“+y”, respectively—and select the one that maxi-
mizes influence. Consequently, the search space
for OASIS extends to tokens containing operators
followed by alphanumeric characters.

E Supplementary Experimental Results

E.1 “Embedding Density” across Models

In this subsection, we use the term embedding den-
sity informally to describe how concentrated query–
code similarity scores are in the embedding space.
We quantify this using the gap between the aver-
age similarity for query–ground-truth pairs and for
query–irrelevant pairs: a smaller gap indicates a
“denser” similarity distribution (i.e., weaker separa-
tion between relevant and irrelevant snippets).

Table 11 reports these averages and gaps. Over-
all, CosQA tends to exhibit a more “dense” similar-
ity distribution for some models, largely because
irrelevant snippets can still attain relatively high
similarity to the query. This is most visible for
OASIS, where the gap is comparatively small (e.g.,
21.40 on CosQA). Such compressed separation
is consistent with our observation in the main pa-
per that attacks evaluated on OASIS tend to yield
smaller ∆ Sim than on CodeT5+.
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Table 11: Average similarity scores and query–code separation gaps for different models on CosQA and CLARC.

Dataset Model Avg. Sim between Query
and GroundTruth Code

Avg. Sim between Query
and Irrelevant Code Gap

CosQA

CodeT5+ 54.15 20.60 33.55
OASIS 68.53 47.13 21.40
Nomic-embed-code 41.77 1.95 39.82
Voyage-code-3 71.43 37.83 33.60

CLARC

CodeT5+ 52.91 25.80 27.11
OASIS 85.80 54.61 31.19
Nomic-embed-code 55.71 7.44 48.27
Voyage-code-3 73.93 40.08 33.85

In contrast, CLARC generally shows larger gaps
(e.g., 31.19 for OASIS), suggesting a larger “se-
mantic safety margin” between ground-truth and
irrelevant snippets. This aligns with the weaker
overall attack impact on CLARC reported in the
paper: adversarially modified irrelevant code must
bridge a larger baseline separation to displace the
ground truth.

E.2 Details about Metrics

Correlation Metrics

• Precision: The ratio that an attack induced a
positive ∆ Similarity on the Surrogate Model
also successfully increases similarity on the
Eval Model.

• Pearson Correlation Coefficient (r): Mea-
sures the linear correlation between the numer-
ical values of the similarity changes observed
on the Attack and Eval Models.

• Spearman’s Rank Correlation Coefficient
(ρ): Measures the monotonic correlation, as-
sessing how well the rank order of similarity
changes is preserved between the Attack and
Eval Models.

Retrieval Metrics

• Recall@k (R@k): The proportion of queries
for which the correct code snippet is found
within the top-k ranked results returned by
the model. Since each query in the CosQA
and CLARC datasets has exactly one ground-
truth matching code snippet, R@k specifically
measures the percentage of queries where this
single correct snippet appears among the top
k candidates.

• Normalized Discounted Cumulative Gain
(NDCG): A metric for evaluating the quality

of a ranked list. It assigns higher scores when
relevant items are placed higher in the rank-
ing, applying a logarithmic discount based on
position. The score is normalized against the
ideal ranking, resulting in a value between 0
and 1.

• Mean Reciprocal Rank (MRR): The average
of the reciprocal ranks across all queries in the
test set. For a single query, the reciprocal rank
is the inverse of the rank position (1/rank) of
the ground truth code snippet.

E.3 Distribution of Code Similarity Changes

Figure 3 illustrates the distribution of cosine simi-
larity changes (∆Sim) induced by the adversarial
code snippets on the CosQA and CLARC datasets.
We visualize the results across four distinct em-
bedding models: CodeT5+, OASIS, Nomic-embed-
code, and Voyage-code-3.

Prevalence of Positive Shifts. The histograms
demonstrate that the vast majority of adversarial
perturbations result in a positive increase in simi-
larity scores (shown in blue). As indicated by the
zoomed-in parts, instances of non-positive change
(shown in red), where the adversarial code failed
to increase similarity, are almost negligible. The
trend confirms the attack’s high transferability and
consistency across different model architectures.

Dataset Comparison. Comparing the two
datasets, we observe that the magnitude of ∆ Sim.
is consistently larger in CosQA (Python) than in
CLARC (C++). For example, the mean ∆Sim on
CosQA ranges from approximately 0.18 to 0.39,
whereas on CLARC, the means are more con-
strained, ranging from 0.13 to 0.27. This suggests
that the generated adversarial perturbations are gen-
erally more effective at inducing large shifts in the
embedding space for Python code snippets com-
pared to C++.
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(a) CosQA

(b) CLARC

Figure 3: Distribution of code similarity changes. The
surrogate model is CodeT5+, and the eval models are
labeled at the top of each subplot.

Model Sensitivity. There is also a notable vari-
ance in model sensitivity. Nomic-embed-code
and CodeT5+ consistently exhibit the highest
mean similarity shifts. In contrast, OASIS and
Voyage-code-3 show more conservative shifts.
The magnitude of similarity shift can also be ex-
plained by embedding density from Appendix E.1.

E.4 Query Transferability

In practice, developers rarely use identical phras-
ing for the same semantic intent, meaning a robust
attack must generalize across lexical variations. To
evaluate this, we use GPT-5.4-mini to generate
three paraphrases for each original query in our
dataset. We manually validate that the exact intent
is preserved. The paraphrased queries introduce
a substantial ratio of new tokens not present in
the originals: 41.39% for CosQA and 34.81% for

Table 12: ∆ Sim. caused by attacked code snippets
when evaluated against original queries (Ori. Q) versus
paraphrased queries (Para. Q). The closely matching ∆
Sim. values across both query types demonstrate that
our adversarial attack transfers effectively to queries
sharing the same semantic intent.

Dataset Eval Model ∆ Sim. Ori. Q ∆ Sim. Para. Q

CosQA

CodeT5+ 38.86±10.44 33.33±12.03
OASIS 18.15 ± 6.03 17.14 ± 6.22
Nomic 39.25±10.89 34.96±12.04
Voyage-code-3 27.13 ± 8.96 25.23 ± 9.24

CLARC

CodeT5+ 11.20 ± 8.66 10.58 ± 8.81
OASIS 13.54 ± 5.46 13.00 ± 5.38
Nomic 17.78 ± 8.36 17.35 ± 8.27
Voyage-code-3 11.81 ± 6.42 12.49 ± 6.69

Table 13: Cross-model transferability of baseline adver-
sarial attacks. The table details the similarity shifts (∆
Sim.) and Spearman correlation coefficients (ρ) when
adversarial snippets generated on a source attack model
are evaluated across different target models.

Method Attack Model Eval Model ∆ Sim. ρ

DAMP OASIS

OASIS 10.5 ± 5.5 –
CodeT5+ 10.8 ± 11.8 63.8
Nomic 16.2 ± 11.0 79.6
Voyage 12.7 ± 8.4 84.1

CodeAttack Voyage

Voyage 5.2 ± 4.2 –
CodeT5+ 7.1 ± 4.9 48.3
Nomic 8.8 ± 3.7 52.7
OASIS 5.6 ± 3.6 49.4

CLARC. Crucially, the attacked code snippets are
optimized against the original queries. We then
compare the ∆ Sim. with respect to the original
queries and the ∆ Sim. with respect to the cor-
responding paraphrases, which the optimization
never observes.

As the results in Table 12 indicate, the attack
remains effective on the paraphrased queries. The
∆ Sim. for paraphrased queries closely follows the
∆ Sim. for the original queries across all evaluated
models, demonstrating that our attack is targeting
the underlying intent rather than fitting to specific
lexical triggers. The experiment implies that an
adversary does not need prior knowledge of a vic-
tim’s exact search query. As long as the victim’s
query aligns with the target semantic intent, the
adversarial code snippet will be successfully re-
trieved, elevating the real-world threat profile of
these attacks.
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E.5 Baseline Transferability

To assess the cross-model transferability of the
baseline adversarial attacks (DAMP and CodeAt-
tack), we measured the similarity shifts (∆ Sim.)
induced by their modified code snippets when eval-
uated on target models. We also report the Spear-
man correlation coefficients (ρ) for these transfers,
as summarized in Table 13.

The results confirm that the baseline attacks ex-
hibit transferability across different models. Nev-
ertheless, comparing Table 13 with Table 1 shows
that our method achieves higher similarity changes
and stronger correlation coefficients in transfer sce-
narios. This comparison indicates that our method
is more effective and controllable than the estab-
lished baselines.

E.6 Attack on Various Programming
Languages

To assess attack transfer across languages, we use
the HumanEval-X dataset (Zheng et al., 2023),
which includes 164 queries with solutions in
Python, C++, Java, JavaScript, and Go. We create
26,896 (query, code) pairs by pairing each query
with all non-corresponding solutions. CodeT5+
serves as the surrogate model, while OASIS and
Nomic-embed-code are used as eval models.

As shown in Table 14, the adversarial attack
is effective and transferable across all five lan-
guages. On the surrogate model, all languages ex-
hibit consistently high similarity changes and posi-
tive change counts. Meanwhile, the attack is partic-
ularly transferable against Java, JavaScript, and Go,
where both OASIS and Nomic-embed-code
show larger similarity increases than against
Python and C++.

Despite these variations in attack magnitude, the
correlation coefficients reveal a distinct pattern.
Generally, the correlations are moderate across the
five languages, suggesting that the monotonic re-
lationship between the attack’s impact on the sur-
rogate model and its transferred impact on eval
models is stable across languages. However, we
observe that the correlation coefficients for Python
are notably higher than those for the other pro-
gramming languages. We hypothesize that such
predictability stems from Python’s dominance in
pre-training corpora, which leads most code em-
bedding models to learn more robust and more
consistent representations for Python than for other
languages.

E.7 Different Attack Ratio on Benchmark
We investigated the sensitivity of code retrieval
models to varying adversarial attack ratios by eval-
uating attacks of 1%, 2%, and 5% of the corpus,
alongside the original 10% baseline (Table 15). The
experiments were conducted on a corpus of 500
snippets. Consequently, the 1% attack represents
a strictly constrained threat model involving the
manipulation of only 5 snippets.

Efficacy at low attack ratios. The results in-
dicate that the attack remains highly potent even
under minimal perturbations. Manipulating 1% of
the candidate pool triggers substantial performance
degradation in both white-box and black-box set-
tings. For instance, Recall@1 drops by approxi-
mately 60% on the surrogate model (CodeT5+).
Notably, this vulnerability transfers to the commer-
cial embedding model Voyage-code-3, which
suffers a 62.8% drop in Recall@1 under the same
conditions. This demonstrates that code search
benchmarks’ robustness can be compromised by
corrupting only a small fraction of the corpus.

Trend analysis and saturation. As the poi-
soning percentage increases from 1% to 5%, the
negative impact on retrieval metrics raises, yet it
exhibits a saturation effect. The degradation ob-
served at the 5% attack rate is nearly equivalent to
the drops under the 10% scenario in the main text.
The plateau suggests that our method maximizes
the similarity of irrelevant snippets so effectively
that a small, strategic injection of adversarial exam-
ples (5% or less) is often sufficient to dominate the
top-ranked results.

E.8 Application of the Adversarial Attack on
Other Benchmarks

Attacking CLARC Besides CosQA, we also
evaluated the impact of adversarial attacks on the
CLARC dataset (Table 16). While the attack gen-
erated by the surrogate model (CodeT5+) still de-
grades performance, the magnitude of this degra-
dation is notably smaller compared to the CosQA
dataset (Table 3). For instance, while OASIS suf-
fers a catastrophic drop of over 68% in Recall@1
on CosQA, it retains significantly more robustness
on CLARC, with a smaller drop of roughly 25%.

This disparity in attack effectiveness stems pri-
marily from the intrinsic properties of the datasets:

• Larger Semantic Safety Margin: As shown
in Table 11, the initial similarity gap be-
tween the query-ground truth pairs and query-
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Table 14: Effectiveness and correlation of adversarial attacks transferred from CodeT5+ across programming
languages in HumanEval-X. ∆ Sim. reports the mean similarity change ± standard deviation.

Language Eval Model ∆ Sim. Improved
Counts

Unimproved
Counts Precision r ρ

Python
CodeT5+ 27.70± 9.14 26 366 530 – – –
OASIS 12.41± 5.21 26 302 594 99.76 61.68 56.00
Nomic-embed-code 26.47±10.08 26 290 606 99.71 62.61 55.48

C++
CodeT5+ 24.40± 8.57 26 823 73 – – –
OASIS 14.46± 6.04 26 667 229 99.42 51.44 49.62
Nomic-embed-code 26.13±10.06 26 650 246 99.36 50.39 48.40

Java
CodeT5+ 24.10± 7.38 26 865 31 – – –
OASIS 15.41± 5.88 26 738 158 99.53 49.60 47.71
Nomic-embed-code 28.10±10.24 26 711 185 99.43 48.12 45.77

JavaScript
CodeT5+ 28.58± 8.14 26 866 30 – – –
OASIS 16.16± 6.36 26 720 176 99.46 55.42 52.89
Nomic-embed-code 30.76±10.99 26 718 178 99.45 53.07 49.83

Go
CodeT5+ 27.95± 9.01 26 855 41 – – –
OASIS 16.86± 6.39 26 752 144 99.62 53.97 51.52
Nomic-embed-code 29.79±10.42 26 733 163 99.55 51.33 48.32

irrelevant pairs is generally wider in CLARC
for the transfer models. For example, OASIS
exhibits a similarity gap of 31.19 on CLARC
compared to only 21.40 on CosQA. This
larger initial margin creates a higher barrier
for the attacker; the adversarial perturbation
must bridge a significantly wider semantic dis-
tance to displace the ground truth from the top
rank.

• Attack transferability limits: The adversar-
ial examples generated by the surrogate attack
are less transferable (in terms of ∆ Sim.) on
CLARC, as shown in Table 1. As a result, the
adversarial code snippets often fail to reach
similarity scores high enough to crowd out the
ground truth during reranking.

Attacking CodeSearchNet To further demon-
strate the generalizability of our approach on
a large-scale corpus, we evaluated our method
on CodeSearchNet (Wu and Yan, 2022). Using
CodeT5+ as the surrogate model, we randomly
sampled 1,000 (query, code) pairs and applied our
attack. We measured the similarity improvement
(∆ Sim.), the number of pairs with positive simi-
larity changes, and Spearman’s rank correlation (ρ)
across multiple evaluation models.

The results in Table 17 confirm that our method
remains consistently effective and highly transfer-
able on a different corpus. Additionally, the corre-
lation coefficients align closely with those reported
in Table 1, indicating that the attack’s transferabil-

ity remains stable and predictable across different
datasets.

E.9 Robust Finetuning

To explore potential defense mechanisms, we in-
vestigate whether adversarial finetuning can miti-
gate the proposed attack. Utilizing the Cross En-
tropy loss, we construct positive pairs from queries
and their corresponding ground-truth code snippets,
and employ adversarially modified snippets target-
ing the queries as hard negative samples for our
Robust-Only finetuning (Robust-Only FT) model.
To ensure the model maintains baseline retrieval
capabilities, we introduce a second variant, Mixed
FT, which additionally integrates batches of CosQA
training data during the finetuning process.

We first evaluate the retrieval performance on
CosQA and the robustness (∆ Sim.) on a test set
disjoint from the training data. Here, we measure
robustness against two static attacks: one crafted us-
ing the original pretrained CodeT5+ model (Atk-
P), and the other transferred from OASIS (Atk-O).

As reported in Table 18, Robust-Only FT ex-
hibits strong resistance to these attacks; both Atk-
P and Atk-O yield a negative ∆ Sim., indicating
these attacks fail to fool the Robust-Only FT check-
point. However, the retrieval performance of this
checkpoint degrades sharply, with all three retrieval
metrics dropping to less than half of those achieved
by the pretrained baseline. Conversely, the Mixed
FT checkpoint strikes a better balance, maintaining
high retrieval performance while demonstrating im-
proved resistance to static attacks compared to the
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Table 15: Model performance under different attack percentages on CosQA. Values report absolute metric drops
from the unattacked baseline.

Model Name % of Corpus
Attacked

MRR
Difference

NDCG
Difference

R@1
Difference

R@5
Difference

R@10
Difference

R@20
Difference

CodeT5+
(Surrogate)

1% 53.54 42.28 60.00 54.00 3.20 1.00
2% 64.99 61.27 61.60 76.60 45.80 1.80
5% 71.28 74.28 62.60 83.40 83.00 71.00

10% 72.29 76.06 62.80 85.80 87.40 86.40

OASIS

1% 44.29 34.80 55.80 21.80 3.80 0.40
2% 56.98 48.33 62.40 52.60 17.80 1.00
5% 69.09 67.77 66.00 74.80 62.00 30.00

10% 74.58 75.87 68.40 83.40 79.00 63.60

Nomic

1% 51.26 40.09 62.00 36.00 2.80 0.40
2% 63.35 55.67 65.80 66.80 27.60 1.20
5% 73.51 73.36 69.00 77.60 71.80 45.00

10% 77.07 78.42 70.80 85.00 81.80 72.80

Voyage-code-3

1% 43.91 33.79 58.80 19.40 1.20 0.40
2% 57.08 46.84 66.40 45.00 11.60 0.60
5% 71.34 66.97 72.80 70.80 51.20 21.40

10% 77.54 76.63 75.00 82.00 72.60 53.20

Table 16: Retrieval metric changes on CLARC caused by adversarial attacks.

Model Name Setting MRR NDCG R@1 R@5 R@10 R@20

CodeT5+
(Surrogate)

Original 58.84 64.55 47.34 74.14 82.51 89.54
Adversarial 2.16 3.39 0.76 3.42 7.61 16.73
∆ 56.68 61.15 46.58 70.72 74.91 72.81

OASIS
Original 86.54 89.08 79.85 94.11 96.77 98.48
Adversarial 65.95 71.15 54.37 81.18 87.26 92.40
∆ 20.59 17.93 25.48 12.93 9.51 6.08

Nomic-embed-code
Original 86.23 88.61 80.04 94.11 95.82 96.96
Adversarial 55.96 61.37 45.63 68.82 78.52 84.98
∆ 30.28 27.25 34.41 25.29 17.30 11.98

Voyage-code-3
Original 86.92 88.98 80.99 94.30 95.06 97.53
Adversarial 61.26 67.43 48.48 79.28 86.69 91.45
∆ 25.66 21.54 32.51 15.02 8.37 6.08

Table 17: Attack Effectiveness and Transferability on
CodeSearchNet. All attacks are using CodeT5+ as the
surrogate model.

Eval Model ∆ Sim. Pos. Change Counts ρ

CodeT5+ 42.5± 10.5 1,000 –
OASIS 23.7± 7.1 1,000 54.9
Nomic 42.2± 10.9 1,000 60.4
Voyage-code-3 25.9± 8.1 1,000 55.6

baseline.
We further evaluate white-box attacks directly on

both finetuned checkpoints. In this setting, the gra-
dients and query-token similarities are computed
using the weights of the finetuned models. As re-
ported in Table 19, the Robust-Only FT checkpoint
consistently demonstrates strong robustness against
white-box attacks; although the ∆ Sim. is positive,
the magnitude of the change remains small. In

Table 18: Performance and robustness metrics of
CodeT5+ checkpoints. Finetuning with mixed data
preserves retrieval baselines and mitigates static attacks.
Atk-P: attack on pretrained CodeT5+; Atk-O: attack
transferred from OASIS.

Checkpoint Retrieval Robustness (∆ Sim.)

MRR NDCG R@5 Atk-P Atk-O

Pretrain Baseline 72.4 77.3 88.0 39.90 22.25
Robust-Only FT 34.1 37.6 42.6 -22.70 -15.70
Mixed FT 72.3 77.6 89.4 4.00 4.42

contrast, the Mixed FT checkpoint proves vulner-
able to white-box attacks, yielding ∆ Sim. values
comparable to those in Table 1. Notably, the abso-
lute Spearman correlation coefficients (ρ) for both
checkpoints are larger than those observed in Ta-
ble 1, suggesting that attack transferability from the
finetuned CodeT5+ models is more predictable.
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Table 19: Effectiveness and transferability when the
attack is applied directly to finetuned models.

Robust-Only FT Mixed FT

Eval Model ∆ Sim. ρ ∆ Sim. ρ

CodeT5+ (Finetuned) 7.14 - 34.70 -
OASIS 3.87 65.78 15.54 71.30
Nomic 6.57 69.06 29.93 76.50
Voyage 5.40 70.55 22.61 73.66

Overall, our robust finetuning experiments
demonstrate that standard adversarial finetuning
is an insufficient mitigation strategy for our attack.
The resulting checkpoints suffer from a trade-off:
they either remain vulnerable to white-box attacks
or achieve robustness at the cost of severely de-
graded retrieval performance.

E.10 Ablation Studies

We conduct additional ablation studies to evaluate
the contribution of specific components within our
attack method.

Attack Code Selection Our default strategy se-
lects the adversarial code that achieves the highest
similarity to the query across all iterations of the
attack process. In this ablation, we compare this
approach with an alternative that selects the ad-
versarial code directly from a fixed iteration k in
order to justify the necessity of our adversarial code
selection strategy.

We evaluated both strategies using the 10,000
sampled (query, code) pairs from CosQA for 10 it-
erations. Figure 4 plots the average query-code sim-
ilarity at each iteration k for both selection strate-
gies under the full method and the ablation methods.
The alternative approach, which selects the code
at iteration k (dashed lines), leads to less effective
attacks, as the average similarity plateaus and fluc-
tuates after three iterations. In contrast, selecting
the code with the maximum similarity observed up
to iteration k (solid lines) allows the average simi-
larity to increase monotonically throughout the pro-
cess, achieving much higher final similarities. The
comparison confirms the benefit of retaining the
highest-scoring code variant across all iterations
rather than only considering the final iteration’s
output.

Iteration Limit Our default adversarial attack
protocol employs 5 iterations. As shown in Fig-
ure 4 (solid lines), the average query-code similar-
ity continues to increase only marginally beyond

Table 20: Ablation on α. All values are ∆ Similarity on
1,000 sampled (query, code) pairs from CosQA, scaled
by 100.

Model CodeT5+ OASIS Nomic-embed-code

α = 0.01 33.95 14.74 28.78
α = 0.05 39.30 18.89 40.06
α = 0.1 39.83 19.45 42.39
α = 0.5 38.15 19.18 42.19

this point across all evaluation models. Specifically,
extending the process from 5 to 10 iterations yields
a ∆ Similarity increase of less than 0.02 in all
cases (both surrogate and transfer settings). Given
that these additional iterations double the compu-
tational cost for diminishing returns, we terminate
the attack at 5 iterations. Conversely, for scenar-
ios with strictly limited resources, the steep initial
rise in the plots suggests that running the attack for
just a single iteration still yields substantial simi-
larity improvements. However, where efficiency
is not a primary constraint, performing additional
iterations remains beneficial for maximizing attack
performance.

Choice of α We conduct an additional ablation
study to determine the optimal hyperparameter
α in Equation 3. In this experiment, we sam-
ple 1,000 (query, code) pairs from CosQA and
use CodeT5+ as the surrogate model to test α ∈
{0.01, 0.05, 0.1, 0.5}. We then evaluate the re-
sulting ∆ Similarity on CodeT5+, OASIS, and
Nomic-embed-code.

As reported in Table 20, CodeT5+ exhibits
comparable ∆ Similarity scores when α=0.05 and
α=0.1. However, regarding transferability, we
observe that OASIS and Nomic-embed-code
achieve higher scores with larger α values. Con-
sequently, we selected α=0.1 for our main exper-
iments, as it consistently yielded the highest ∆
Similarity across models.

F Adversarial Attack Examples

In this section, we provide the code snippets and
their target queries before and after the adversarial
attack.

F.1 CosQA

Query Example using sort to move
element in to new position in
list python

Original Code Snippet
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Figure 4: Average similarity change on CosQA using CodeT5+ as the surrogate model. We evaluate the attacks on
the surrogate itself (left) and two transfer targets: OASIS and Nomic-embed-code (center/right). Selecting the
code with maximum similarity up to iteration k leads to higher similarity changes, while extending the attack from
5 to 10 iterations yields only marginal gains in ∆ Sim.

• Similarity with Query based on CodeT5+:
0.2814

• Similarity with Query based on OASIS:
0.5312

• Similarity with Query based on Nomic-
embed-code: 0.0689

1 def process_and_sort(s, force_ascii, full_process=True):
2 ts = utils.full_process(s, force_ascii=force_ascii)

↪→ if full_process else s
3 tokens = ts.split()
4 sorted_string = u" ".join(sorted(tokens))
5 return sorted_string.strip()

Attacked Code Snippet

• Similarity with Query based on CodeT5+:
0.7300 (↑ 0.4486)

• Similarity with Query based on OASIS:
0.7426 (↑ 0.2114)

• Similarity with Query based on Nomic-
embed-code: 0.5925 (↑ 0.5236)

1 def newusing_sort_move( element, force_ascii,
↪→ full_process=True):

2 ts = utils.full_process( element,
↪→ force_ascii=force_ascii) if full_process else
↪→ element

3 move = ts.split()
4 position_string = u" ".join(sorted( move))
5 return position_string.strip()

Attacked Code Snippet (w/o gradient)

• Similarity with Query based on CodeT5+:
0.6653 (↑ 0.3839)

• Similarity with Query based on OASIS:
0.7554 (↑ 0.2242)

• Similarity with Query based on Nomic-
embed-code: 0.4992 (↑ 0.4303)

1 def sortusing_new_element( python, position_ascii,
↪→ move_process=True):

2 position = utils.full_process( python, force_ascii=
↪→ position_ascii) if move_process else python

3 tokens = position.split()
4 move_string = u" ".join(sorted(tokens))
5 return move_string.strip()

Attacked Code Snippet (w/o style preservation)

• Similarity with Query based on CodeT5+:
0.7613 (↑ 0.4799)

• Similarity with Query based on OASIS:
0.7345 (↑ 0.2033)

• Similarity with Query based on Nomic-
embed-code: 0.5225 (↑ 0.4536)

1 def sortelementsortnewusingelementsreviewList( python,
↪→ force_ascii, new_process=True):

2 to = utils.full_process( python,
↪→ force_ascii=force_ascii) if new_process else python

3 element = to.split()
4 python_string = u" ".join(sorted( element))
5 return python_string.strip()

Attacked Code Snippet (w/o query token simi-
larity)

• Similarity with Query based on CodeT5+:
0.5808 (↑ 0.2994)

• Similarity with Query based on OASIS:
0.6336 (↑ 0.1024)

• Similarity with Query based on Nomic-
embed-code: 0.3208 (↑ 0.2519)
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1 def oosordering_AttachmentFileEntry_sort( Ordering,
↪→ getTypes_Random, digest_Processes=True):

2 ptr = utils.full_process( Ordering, force_ascii=
↪→ getTypes_Random) if digest_Processes else Ordering

3 duplicates = ptr.split()
4 CONT_List = u" ".join(sorted( duplicates))
5 return CONT_List.strip()

F.2 CLARC
Query Example The function takes
a constant string reference as
its input and copies its content
to another string reference
provided as the output. It
effectively performs a direct
assignment, duplicating the input
string without modification.
The input is a constant string
(std::string) and the output is
also a string (std::string).

Original Code Snippet

• Similarity with Query based on CodeT5+:
0.3851

• Similarity with Query based on OASIS:
0.6060

• Similarity with Query based on Nomic-
embed-code: 0.1037

1 void fp_reverse (unsigned char *s, int len)
2 {
3 int ix, iy;
4 unsigned char t;
5
6 ix = 0;
7 iy = len - 1;
8 while (ix < iy) {
9 t = s[ix];
10 s[ix] = s[iy];
11 s[iy] = t;
12 ++ix;
13 --iy;
14 }
15 }

Attacked Code Snippet

• Similarity with Query based on CodeT5+:
0.6544 (↑ 0.2694)

• Similarity with Query based on OASIS:
0.7676 (↑ 0.1616)

• Similarity with Query based on Nomic-
embed-code: 0.5072 (↑ 0.4036)

1 void copies_string (unsigned char * reference, int
↪→ content)

2 {
3 int assignment, iy;
4 unsigned char output;
5
6 assignment = 0;

7 iy = content - 1;
8 while ( assignment < iy) {
9 output = reference[ assignment];

10 reference[ assignment] = reference[iy];
11 reference[iy] = output;
12 ++ assignment;
13 --iy;
14 }
15 }

Attacked Code Snippet (w/o gradient)

• Similarity with Query based on CodeT5+:
0.5427 (↑ 0.1576)

• Similarity with Query based on OASIS:
0.6856 (↑ 0.0796)

• Similarity with Query based on Nomic-
embed-code: 0.3424 (↑ 0.2387)

1 void output_string (unsigned char * content, int len)
2 {
3 int assignment, iy;
4 unsigned char takes;
5
6 assignment = 0;
7 iy = len - 1;
8 while ( assignment < iy) {
9 takes = content[ assignment];

10 content[ assignment] = content[iy];
11 content[iy] = takes;
12 ++ assignment;
13 --iy;
14 }
15 }

Attacked Code Snippet (w/o style preservation)

• Similarity with Query based on CodeT5+:
0.5845 (↑ 0.1995 )

• Similarity with Query based on OASIS:
0.7493 (↑ 0.1434)

• Similarity with Query based on Nomic-
embed-code: 0.4364 (↑ 0.3328)

1 void modificationConstantstringstd (unsigned char *
↪→ reference, int len)

2 {
3 int constant, iy;
4 unsigned char output;
5
6 constant = 0;
7 iy = len - 1;
8 while ( constant < iy) {
9 output = reference[ constant];

10 reference[ constant] = reference[iy];
11 reference[iy] = output;
12 ++ constant;
13 --iy;
14 }
15 }

Attacked Code Snippet (w/o query token simi-
larity)

• Similarity with Query based on CodeT5+:
0.5256 (↑ 0.1405)

• Similarity with Query based on OASIS:
0.6942 (↑ 0.0883)
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• Similarity with Query based on Nomic-
embed-code: 0.2849 (↑ 0.1812)

1 void Compile_copy (unsigned char * Expressions, int
↪→ getConstant)

2 {
3 int begin, iy;
4 unsigned char iss;
5
6 begin = 0;
7 iy = getConstant - 1;
8 while ( begin < iy) {
9 iss = Expressions[ begin];
10 Expressions[ begin] = Expressions[iy];
11 Expressions[iy] = iss;
12 ++ begin;
13 --iy;
14 }
15 }
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