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Abstract

Cloud-hosted vision-language models (VLMs)
may be silently fine-tuned, poisoned, com-
pressed, or replaced after deployment, mo-
tivating black-box fingerprint verification.
RESF (Hu et al., 2025) tests response distri-
butions but requires estimating the service tem-
perature, making its reliability sensitive to es-
timation error. We propose Latent Visual Sen-
sitive Fingerprinting (LVSF), based on a local
Pearson-sensitivity decomposition of the condi-
tional top-k distribution of the first generated to-
ken. This decomposition separates observable
output shifts from input-dependent exposure
to parameter changes. Modeling tampering-
induced relative top-k logit shifts as isotropic,
we show that a uniform top-%£ anchor maxi-
mizes average sensitivity. Accordingly, LVSF
equalizes recorded top-k logits, maintains a
margin from out-of-support tokens, and max-
imizes full-parameter Fisher sensitivity, yield-
ing a reference distribution invariant to positive
temperature scaling. These principles apply
to both LLMs and VLMs. For VLMs, LVSF
fixes a natural-language query and optimizes
an image in a pretrained VAE latent space to
produce natural-looking fingerprints. Repeated
API queries detect excess out-of-support first
tokens or shifts in conditional in-support fre-
quencies. Across four VLMs and multiple tam-
pering types, LVSF achieves consistently high
detection rates with no observed false posi-
tives and substantially higher detection rates
than evaluated baselines on Qwen2.5-VL-7B-
Instruct.

1 Introduction

Vision-language models (VLMs) are increasingly
deployed as large-scale Al services (Ghosh et al.,
2024). A model owner may rely on a cloud service
provider to host a VLM, while downstream users
interact with the deployed service only through a

*Corresponding authors.
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black-box API. After deployment, however, the
service model can be modified: it may be re-
placed, compressed, or quantized to reduce serving
cost (Dettmers et al., 2022; Wang et al., 2024);
fine-tuned through lightweight adaptations such
as LoRA (Hu et al., 2022); poisoned (Xu et al.,
2024b) or backdoored (Xu et al., 2024a; Lyu et al.,
2024); or safety-aligned in ways that alter its be-
havior while leaving ordinary user queries seem-
ingly unaffected (Zong et al., 2024). Model owners
and service users therefore need a practical way to
determine whether the deployed service still cor-
responds to the model it claims to serve. Because
neither can inspect the serving model’s internals
or rely on a potentially untrusted provider’s self-
report, they must make this determination using
only ordinary image-text queries.

Fingerprinting has been used for black-box
model tamper detection. For deterministic image
classifiers, prior methods construct fingerprints that
maximize output sensitivity to small model-weight
perturbations (He et al., 2019) or lie near decision
boundaries (Wang et al., 2023), then infer tamper-
ing from changes in top-1 predictions. Generative
LLMs, in contrast, require distributional evidence
under stochastic decoding: ESF checks generated
tokens at selected positions against recorded token
sets (Bai et al., 2025b), whereas RESF applies a hy-
pothesis test to the response distribution over these
tokens (Hu et al., 2025). Both methods use high-
perplexity textual fingerprints that are distinguish-
able from ordinary queries. RESF also requires a
decoding-temperature estimate to specify its refer-
ence distribution; estimation error can compromise
the test’s reliability.

To address these issues in VLM tamper detec-
tion, we propose Latent Visual Sensitive Finger-
printing (LVSF). Its general design is guided by
a local Pearson-sensitivity analysis of the condi-
tional top-k distribution of the first generated token.
The analysis separates sensitivity into a distribu-
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Figure 1: LVSF overview. VAE-latent image optimization with a natural-language query creates a uniform top-k
anchor using distribution calibration, a support-leakage margin, and full-parameter Fisher sensitivity. Repeated API

calls test support leakage and in-support token frequencies.

tion term, which determines whether sampled out-
puts reveal relative top-k logit shifts, and a Fisher
term, which determines how strongly a fingerprint
maps parameter changes to those shifts. Because
tampering induces relative logit shifts of unknown
direction, an isotropic model shows that a uniform
top-k distribution maximizes average sensitivity.
LVSF therefore calibrates the recorded top-k log-
its toward equality. An equal-logit anchor yields
a uniform conditional reference at every positive
temperature, eliminating the service-temperature
estimation required by RESF. A margin separates
the recorded support from all out-of-support tokens,
while full-parameter Fisher sensitivity maximiza-
tion amplifies the resulting observable frequency
shifts. These sensitivity and anchor-construction
principles apply to both LLMs and VLMs.

For VLMs, LVSF realizes these principles dur-
ing fingerprint generation, as shown in Figure 1,
by starting from a natural image and a natural-
language query, keeping the query fixed, and op-
timizing only the image in the latent space of a
pretrained VAE (Kingma and Welling, 2014). This
VAE latent parameterization guides the search to-
ward natural-looking fingerprint images. The re-
sulting image—query pairs resemble ordinary VLM
requests while exercising the VLM’s multimodal
inference path. During black-box auditing, the
verifier repeatedly queries the suspect API with
each registered image—query pair and rejects ei-
ther an excess of first generated tokens outside the
recorded support or a significant deviation in con-
ditional in-support frequencies.

Contributions. Our contributions are as follows.

* A Pearson-sensitivity analysis for stochastic
model outputs. We derive a local sensitivity
decomposition that separates output-shift observ-

ability from input-dependent exposure to param-
eter changes. Under an isotropic model of un-
known relative logit shifts, it establishes the av-
erage optimality of uniform top-k response an-
chors.

¢ Temperature-robust response anchors for
black-box verification. Equalized recorded top-
k logits yield a temperature-invariant conditional
reference, eliminating service-temperature es-
timation. LVSF combines this anchor with a
margin separating recorded from out-of-support
tokens and full-parameter Fisher sensitivity to
make tampering-induced frequency shifts observ-
able for tamper detection.

* Visual-latent fingerprint generation for VLM
tamper detection. LVSF instantiates these prin-
ciples by optimizing only the visual input in VAE
latent space, while keeping a natural-language
query fixed. To the best of our knowledge,
the proposed LVSF is the first black-box VLM
tamper-detection method.

¢ Comprehensive empirical evaluation. Across
four VLMs, multiple tampering types, and de-
coding temperatures, LVSF achieves consistently
high detection rates for tampered models, with no
observed false positives for unmodified protected
models. On Qwen2.5-VL-7B-Instruct, compar-
isons with baselines show that LVSF attains sub-
stantially higher detection rates.

2 Related Work

Black-box model tamper detection asks whether a
servicing model still behaves as its protected ver-
sion under normal queries. Classifier methods con-
struct modification-sensitive fingerprints: SSF max-
imizes output sensitivity to small model-weight
perturbations (He et al., 2019); PublicCheck gen-

46571



erates smooth decision-boundary samples (Wang
et al., 2023); and IBSF and SDBF exploit multiple
boundary intersections and steep boundaries, re-
spectively (Bai et al., 2024, 2025¢). These methods
target discriminative models, for which changes in
deterministic top-1 labels are the verification signal.
They do not directly extend to generative LL.Ms
and VLMs, whose token outputs are stochastic even
when the model is intact.

LLM fingerprinting extends verification from de-
terministic label matching to stochastic text genera-
tion. ESF checks generated tokens at selected posi-
tions against recorded token sets (Bai et al., 2025b),
whereas RESF applies support and Pearson hypoth-
esis tests to their response distribution (Hu et al.,
2025). Both ESF and RESF use high-perplexity
textual fingerprints distinguishable from ordinary
queries. RESF further estimates the service tem-
perature to construct its reference distribution, so
estimation error can undermine test reliability.

To our knowledge, no prior work targets black-
box VLM tamper detection. The closest work, SIF,
is a VLM intellectual-property protection method
that constructs semantically in-distribution finger-
prints for ownership verification (Zhao et al., 2026).
It distinguishes models derived from a protected
model from independently trained models, rather
than determining whether a servicing model is the
protected model. Separately, RUT is a black-box
LLM model-equality test that evaluates whether
a servicing API is behaviorally consistent with a
local reference model. It ranks each API response
within the corresponding reference-model response
distribution and tests the resulting ranks for unifor-
mity (Zhu et al., 2026).

3 Threat Model

We consider integrity verification for a VLM served
through a cloud API. As in prior fingerprinting
work (He et al., 2019; Bai et al., 2025b; Hu et al.,
2025), the model owner has white-box access to the
protected model before deployment and uses it to
generate private fingerprints. Each fingerprint com-
prises a VLM query, protected-model reference in-
formation, and testing parameters. During auditing,
an authorized verifier has only black-box access to
the suspect API and assesses whether its behavior
is consistent with the protected model. At verifi-
cation time, the verifier cannot access logits, hid-
den states, gradients, model parameters, sampling
seeds, or the fingerprint-generation procedure.

An adversary may be an untrusted service
provider or an external party that seeks to mod-
ify the hosted model while preserving normal API
functionality and avoiding detection. We assume
that it knows the fingerprinting method and verifi-
cation procedure but cannot access active private
fingerprints or their reference information. It may
seek to identify verification queries from API traf-
fic. Practical tampering includes fine-tuning, safety
or preference alignment, poisoning, post-training
quantization or compression, and model replace-
ment.

4 VLM Fingerprint Sensitivity

This section derives the design principles behind
LVSF. The key result is that black-box first-token
tamper sensitivity is governed by two factors: a top-
k distribution term and a Fisher sensitivity term.
LVSF jointly optimizes these factors while enforc-
ing a valid recorded support. Complete proofs and
derivations are provided in Appendix A.

4.1 Setup

Let z = (I, ¢) be an image—query fingerprint. For
model parameters 6, let £5(z) € RV be the first-
token logit vector over the vocabulary V. LVSF
records a support C' C V with |C] = k > 2. At
decoding temperature 1" > 0, the conditional top-k
distribution is

C exp(fy,i(z)/T) ,
mgr(i ] x) = , ted.
’ Y jec exp(lo(x)/T)
(1)
Let uc be the uniform distribution on C, and define

1
J(r) = diag(r) =7, P = I — EHT‘ Q)
The matrix J () is the covariance matrix of a one-
hot categorical draw with probabilities 7 and the
Jacobian of the softmax.

Assumption 1 (Local regularity and fixed recorded
support). The deployment temperatures lie in a
compact interval T = [Tiin, Tmax] C (0, 00). For
a fixed fingerprint x and recorded support C, the
map § — Ly c(x) is twice continuously differen-
tiable in a neighborhood of the protected parameter
0o. Verification samples are conditionally indepen-
dent given the model, fingerprint, and decoding
temperature.
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4.2 Local Sensitivity and the Two Controlling
Factors

The local tamper-detection problem can be written
as

H0:9:00 H10:90+A9 (3)
We measure local distributional change with Pear-
son x? divergence. Let Go(z) = 9lpc(x)/00
be the Jacobian of the recorded top-k logits with
respect to model parameters. Under a small per-

turbation A6, the corresponding top-k logit shift is
Go(z)A0 + O(||AG]?).

Theorem 1 (Sensitivity decomposition). For a
fixed fingerprint x, recorded support C, and tem-
perature T, the local Pearson sensitivity of the con-
ditional top-k distribution satisfies
D, o(7§ nor(- | @), 76 p(- | 2))
= AT For(z) A0 + o(||A0]1%),

versus

“)
where
1 T C

For(r) = 75Go(@) J(mg, (- | ©) Golz).
)

We denote the leading local sensitivity by

Sor(z; A0) == AOTFor(x)A0 + o(||Ad]?).

Equivalently,

1
AOT For(z)A0 = 72 HJ(WGC;,T)UQ

Implication. Equation 5 exposes two factors that

jointly determine fingerprint sensitivity.

* The top-k distribution term .J(7) determines
how observable a relative top-k logit shift is
through sampled first-token frequencies. If 7
is too concentrated, most samples fall on a domi-
nant token and small shifts among the remaining
tokens are difficult to observe.

* The Fisher sensitivity term G¢(z) determines
how strongly the fingerprint input converts a pa-
rameter perturbation into a top-% logit shift across
model parameters.

A strong VLM fingerprint should therefore opti-

mize both terms jointly.

4.3 Uniform top-k Anchors

Only relative top-k logit changes are visible, be-
cause J(m)1 = 0: adding the same constant to
every top-k logit does not change the conditional
softmax. When the direction of tampering is un-
known, a natural criterion is average sensitivity
over possible relative logit perturbations.

Definition 1 (Average logit-level sensitivity). Let
A be a random top-k logit perturbation with fi-

2
Gc(x)AeHQ.
6

nite second moment ¥, = E[AAT]. For m =
softmax(z/T), define

Sp(r) = ~E[AT J(m)A] =

= L (Ims).

T2
(N

Assumption 2 (Isotropic unknown relative logit
effect). The unknown logit perturbation has no
preferred direction on the identifiable zero-sum sub-
space:

Y =0?P1, o?>0. ®)

Theorem 2 (Uniform top-k maximizes average dis-
tribution sensitivity). Under Assumption 2, among
all probability distributions 7 on a fixed k-point
support,

3 o? 1
srim < 2 (1 - k) , 9
with equality if and only if m = uc.

The proof is immediate from J(7) P, = J(7):
o2 2

sr(m) = 25 trd(m) = 25 (1= [[7l3),  (10)

and ||7||2 is minimized uniquely by the uniform
distribution. Thus, under the isotropic unknown-
direction model, a uniform top-k distribution is the
most sensitive operating point on average.

Definition 2 (Uniform top-k response anchor). A

fingerprint x lies on a uniform top-k response an-

chor with support C' if
Eeo,i(x) = gt%,j ('1')7

It is ~y-stable if, in addition,

Vi,jeC. (11

min lg, ;(z) = %38(690,7"(1‘) +v. (12)
If the equal-logit condition in Eq. 11 holds, then

7r9(’; 1 = uc for every temperature 7" > 0. At this

anchor,
1

J(ue) = 3P (13)
and the local sensitivity becomes
1 2
SC,T(xv AG) = W ||P1J-GC('7;)A9H2 (14)

+o(]|A0]%).

The projection P;1 removes the unobservable
common-logit shift. Eq. 14 shows why LVSF cali-
brates the top-k distribution toward a uniform an-
chor under the isotropic unknown-direction model:
it maximizes the average distribution term while
leaving the remaining sensitivity to be improved
through the Fisher term.

4.4 The Fisher Sensitivity Term

The uniform anchor is average-optimal for un-
known relative logit perturbations, but a useful
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fingerprint must also strongly expose parameter
changes through its input-dependent Jacobian. We
therefore use the full-parameter Fisher sensitivity
induced by the recorded top-k logits. At an exact
uniform anchor,

Ses(:T) = s | PuGo@),  19)
where the Frobenius norm is taken over all model
parameters. This score is large when the fingerprint
makes small parameter changes produce large ob-
servable relative logit shifts. LVSF therefore max-
imizes Eq. 15 together with the uniformity and
support-validity terms in one objective.

4.5 Temperature-robust Generation

Deployment APIs may use different decoding tem-
peratures. LVSF therefore calibrates anchors con-
servatively. Let d; = ¢; — % > jec ¢; be centered
top-k logits and
(i) = < ZPE/T)
> jec exp(d;/T)

The KL deviation Dk, (77||uc) is non-increasing
in T'; equivalently, uniformity is hardest to certify at
the lowest deployment temperature 71,;,. Thus, if
the anchor passes the uniformity criterion at 7y,
it passes it throughout [Tnin, Timax]- Conversely,
calibration at any T, > Ty, is unsafe because a
fingerprint may appear uniform at 7 but not at
Thnin-

Support leakage is controlled by the margin. If
Eq. 12 holds and M = |V| — k, then

Me/T
Pyr(Y ¢ C S
97T( ¢ | $) = k+Me_,y/T7

which is worst at Ti .. Finally, at an exact uni-
form anchor, the leading local sensitivity is propor-
tional to 72, so the weakest deployment power
is also attained at T},,,. These observations yield
LVSF’s generation rule: calibrate the top-£ distribu-
tion term at T1,;n, enforce the support-leakage mar-
gin at Ty ax, and maximize full-parameter Fisher
sensitivity in a single weighted objective. LVSF
realizes this rule through visual-latent optimiza-
tion for VLMs. The sensitivity analysis, uniform-
anchor construction, support separation, and Fisher-
sensitivity maximization also apply to LLMs.

(16)

A7

5 Latent Visual Sensitive Fingerprinting

5.1 Overview

Given an initial natural image Ip and a natural-
language query g, LVSF keeps ¢ fixed and optimizes
only the image in the latent space of a pretrained

VAE. Let E and D be the VAE encoder and de-
coder. We initialize zp = E(Ip) and generate the
visual fingerprint as I(z) = D(z). The support
size k is fixed, and LVSF selects the token identities
once from the protected model’s top-k first-token
logits on the initial pair (Ip, ¢). It then optimizes
the image so that these selected tokens have nearly
equal logits while retaining the same support. Af-
ter optimization, the owner records the support C*,
image I*, query ¢, and aggregate protected-model
probability outside C* at Ty, the highest temper-
ature in the pre-specified deployment range.
Figure 1 summarizes the pipeline. Unlike text-
only LLM fingerprinting, LVSF optimizes only a
visual input through a learned VAE latent parame-
terization while keeping the text query natural. The
resulting image—query fingerprint activates both
the visual and language components of the VLM.

5.2 Fingerprint Optimization

LVSF jointly calibrates the fixed top-k support to-
ward a uniform null, maintains a margin separating
it from all out-of-support tokens, and increases
Fisher sensitivity with respect to all model param-
eters. The first term, the top-k distribution cal-
ibration loss, drives the conditional distribution
toward the uniform anchor, which maximizes av-
erage sensitivity under isotropic unknown relative
perturbations. Let C' be the fixed support selected
from (I, ¢) and let

pez) = 3 3 6(2)

i€C (18)
At lower temperatures, a fixed top-k logit gap pro-
duces a less uniform conditional distribution, so
uniformity is hardest to certify at T},;,. The nor-
malized gap d; therefore measures deviation at this
worst-case temperature, and we use the fop-k dis-
tribution calibration (TDC) loss

1 ~
Lroe(z Tan) = 7 Y ps(dilz Tan) )+ (19)
ieC
with § > 0 denoting the Huber transition parameter

and
142, al <94,
p5(a) = {2 1 ’ |
0(|al — 55), la| > 4.

This Huber relaxation drives Wngin (- | =) toward
the uniform distribution u¢ oveer, precisely align-
ing logits near the anchor while avoiding unstable
gradients when the initial gaps are large.

(20)
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The second validity term is derived from the -
stable support condition and the leakage bound in
Eq. 17. To make this role explicit, we call it the
support-leakage margin (SLM) loss. Let £i,q1(2) =
max,¢c £r(2) and let sy be a differentiable soft-
min approximation of the weakest in-support logit,
with smoothing parameter 7, > 0:

Smin(2) = —Ts logZeXp(—&(z)/Ts). (1)
ieC
Let vsup > 0 be the desired support-separation
margin: every recorded-support logit must exceed
every out-of-support logit by at least ~gy. Calibrat-
ing this margin for T, gives
ESLM(Z; Tmax) = [gtail(z) - Smin(z) + ')’sup] +°
(22)
When a target out-of-support leakage mass 7y is
specified, Eq. 17 suggests choosing
M (1 — nsup)
knsup
where M is the number of out-of-support logits
considered in the leakage bound. In implementa-
tion, this calibrated gap can be replaced by an equiv-
alent tuned margin hyperparameter, but the term
remains a T, ,x-side support-stability constraint.

The first two terms form the valid-anchor cali-

bration (VAC) loss
Lvac(z) = ArpcLrpe(2; Tmin)
+ AsLMLsLM (25 Tinax)-
The two terms serve distinct validity roles: L1pc
calibrates the distribution term, whereas Lgyn pre-
serves a valid support for the registered top-k condi-
tional test. Their weighted sum Lyac is a validity
loss rather than the full LVSF objective.

To increase tamper sensitivity, LVSF also maxi-

mizes the Fisher sensitivity (FS) score
kT2

Srs(%; Tinax) IP L Ge(2)|5,  (25)

where G (z) = 0y c(1(2), q)/00 is the Jacobian
of the selected top-k logits with respect to all model
parameters. Computing the Fisher score over all
model parameters at every optimization step is ex-
pensive. We partition the parameter vector into
B disjoint blocks. Each step samples m blocks
uniformly without replacement and evaluates the
corresponding Jacobian terms exactly. Multiplying
the sampled sum by B/m gives an unbiased esti-
mator of the full-parameter objective. Details of
the estimator appear in Appendix B.6.

Because the conditional top-k softmax depends
only on relative logit values, the projection re-
moves changes that add the same amount to ev-
ery recorded-support logit and therefore leave the

Ysup > Tax log ) (23)

(24)

conditional distribution unchanged. Combining
validity and sensitivity gives the single LVSF objec-
tive

Livsr(z) = Lyvac(z) — ArsSps(2; Tmax). (26)
The weights in Lyac and Apg balance anchor va-
lidity against parameter sensitivity. The final reg-
istered fingerprint is the optimized iterate that sat-
isfies the uniformity criterion and support-leakage
margin for C*.
Chi-square-aligned stopping. In practice, op-
timization cannot make the top-k logits exactly
equal, so the protected model’s conditional distri-
bution 7¢ () does not exactly reach the ideal uni-
form null uc. We accept an optimized fingerprint
once its residual deviation from uc is statistically
negligible for the verifier’s chi-square test. Let
Ngen be the calibration sample-size parameter that
sets this stopping tolerance, and let nge; denote
the number of API queries made with each regis-
tered fingerprint during verification. Because chi-
square deviations scale with sample size, choosing
Ngen > Nget Makes the residual protected-model
bias much smaller than verification sampling noise.

For a top-k probability vector p, the Pearson

statistic against the uniform null at sample size n
can be written as

20— kS (o L)
X2(pn)=nk) (pi—1) @D
=1

If
1
i — | <A, 28
Gee P k:‘ = 28)
then
X2%(p;n) < nk*A2 (29)

Therefore, with significance level «, we use the
coordinate-wise tolerance

Xb-11
A — 4 ZET e 30
gen — (30)
The latent is accepted as a valid anchor when
1
C
max 7" (2) — k‘ < Angen- 31

Because ngen > Nqet, the residual calibration er-
ror contributes a negligible share of the chi-square
statistic under H( at detection time, so the null
acceptance region is preserved while unnecessary
optimization is avoided.

5.3 Black-box Verification

For a specified deployment temperature range 7 =
[Tmin, Tmax), the owner records the aggregate tail
mass

Pow =, Pr (VEC|I%q). (D)

0, T max
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Under standard full-softmax temperature sampling,
C* is the protected model’s fixed top-k support,
and its aggregate out-of-support probability is
largest at the highest temperature in this range.
Hence p}, upper-bounds the protected-model
probability of an out-of-support token throughout
T.

For each registered fingerprint, the verifier
queries the suspect model nge times and records
the first generated token. It first applies Rule E;
Rule P is applied if Rule E does not reject.
Support-leakage check (Rule E). Let Ny, be
the number of out-of-support tokens and Z ~
Binomial(nget, p,¢ ). Given a Rule-E false-alarm
allowance (g, define

rg=min{r: Pr(Z >r) < Bg}. (33)
where the minimum is over r € {1,...,nget}-
Rule E rejects when Ny, > rg. Let by =
Pr(Z > rg) be its binomial-tail probability.
Conditional Pearson check (Rule P). Let NV, be
the number of occurrences of token ¢ € C*, and let
N¢ =Y ico« Ni = nget — Nous- Conditional on
an in-support response, the protected-model null is
uniform over C* by anchor construction. The test
statistic is

P (Ni = Ne/k)*

(34)
icC+ Nc/k
Rule P is applied at conditional level
oa—bg
= 35
ap 1 bE ) ( )

and rejects when X2 > X%—l,ka,:' Thus, when
Br < «, the two rules allocate the nominal false-
positive level a across support leakage and condi-
tional in-support frequency shifts. If neither rule re-
jects, the verifier reports no evidence of tampering.
Rule E detects increased aggregate mass outside the
registered support, whereas Rule P detects shifts in
relative in-support frequencies. Verification uses
only API calls and sampled first tokens.

6 Experiments

6.1 Experimental Setup

Models and tampering types. We evalu-
ate LVSF on four open-source instruction-tuned
VLMs: Qwen2.5-VL-3B-Instruct (Bai et al.,
2025a), Qwen2.5-VL-7B-Instruct (Bai et al.,
2025a), Gemma-3-4B-it (Gemma Team, 2025), and
Kimi-VL-A3B-Instruct (Kimi Team, 2025). They
span different parameter scales and architectural
families, allowing us to assess whether LVSF gen-

eralizes across heterogeneous VLM designs rather
than being tailored to a single architecture.

We consider four common tampering scenarios:
fine-tuning, poisoning, compression, and model re-
placement. For fine-tuning, we use Alpaca (Taori
et al., 2023) for supervised fine-tuning and SPA-
VL (Zhang et al., 2025) for multimodal safety align-
ment. For poisoning, we follow the backdoor con-
struction of Xu et al. (2024a) with a 10% poison
ratio. In both settings, we apply Freeze, which
freezes approximately 70% of input-side parame-
ters, and Low-Rank Adaptation (LoRA). For be-
nign task adaptation, we additionally use Direct
Preference Optimization (DPO) (Rafailov et al.,
2023). All fine-tuning experiments use the ms-
swift framework (Zhao et al., 2025); LoRA uses
rank 8 and alpha 32. For compression, we apply
4-bit and 8-bit post-training quantization using bit-
sandbytes (Dettmers et al., 2022, 2023). For cross-
model replacement, we represent the registered sup-
port using decoded first-token strings rather than
tokenizer-specific token IDs. We additionally eval-
uate vision-encoder-only tampering, in which only
the vision encoder is quantized to INTS.
Fingerprint generation and detection settings.
We construct 100 initial image—query pairs, with
images generated by SDXL (Podell et al., 2024),
yielding 100 distinct fingerprints per setting. Un-
less otherwise specified, LVSF is optimized in
VAE latent space using Adam (Kingma and Ba,
2015) with learning rate 7.5 x 10~4, support size
k = 5, and nominal false-positive level o = 0.05.
We target the practical deployment temperature
range 7 = [0.1,1.0]: anchors are calibrated at
Thin = 0.1, and protected-model aggregate tail
mass is recorded at Ti,,x = 1.0. The uniformity
acceptance rule uses the calibration sample-size
parameter nge, = 1000 in Eq. 31, an order of
magnitude larger than the per-fingerprint verifica-
tion count below, so that the residual deviation
from the uniform anchor is negligible for the chi-
square detector. The LVSF objective combines an-
chor calibration, support-margin preservation, and
full-parameter Fisher sensitivity through weighted
loss terms.

For each verification decision, the verifier uses
one fingerprint and queries the suspect APl ngey =
100 times. It uses the two-tier procedure in Sec-
tion 5 with nominal false-positive level a = 0.05
and Rule-E allowance g = 0.01; Rule P uses the
fingerprint-specific adjusted level in Eq. 35. Rather
than producing an ensemble verdict, the 100 fin-
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. Models | Qwen3B |  Qwen-7B | Gemma-4B |  Kimi-A3B
Tampering
Temperature | 0.1 05 09 | 0.1 05 09 01 05 09|01 05 09
Freeze 100 1.00 0.99 | 1.00 1.00 0.98 | 1.00 1.00 1.00 | 1.00 0.99 0.98
Fine-tuning ~ DPO 1.00 1.00 0.95 | 1.00 1.00 1.00 | 1.00 1.00 1.00 | 1.00 1.00 0.97
LoRA 1.00 1.00 0.95 | 1.00 1.00 1.00 | 1.00 1.00 1.00 | 1.00 1.00 0.97
Poison Freeze 100 1.00 1.00 | 1.00 1.00 0.99 | 1.00 1.00 0.99 | 1.00 1.00 0.9
LoRA 100 1.00 0.97 | 1.00 1.00 0.99 | 1.00 1.00 0.98 | 1.00 1.00 0.9
Compress 4Pt 1.00 1.00 0.98 | 1.00 1.00 1.00 | 1.00 1.00 1.00 | 1.00 1.00 1.00
P 8-bit 1.00 099 0.91|1.00 1.00 0.99 | 1.00 1.00 0.99 | 1.00 097 081
Qwen-3B [ 0.00 0.00 0.00 | 1.00 1.00 1.00 | 1.00 1.00 1.00 | 1.00 1.00 0.99
Qwen-7B | 1.00 1.00 0.99 | 0.00 0.00 0.00 | 1.00 1.00 1.00 | .00 1.00 0.99
Replacement
Gemma-4B | 1.00 1.00 0.99 | 1.00 1.00 1.00 | 0.00 0.00 0.00 | 1.00 1.00 1.00
Kimi-A3B | .00 1.00 0.98 | 1.00 1.00 0.99 | 1.00 1.00 0.9 | 0.00 0.00 0.00

Table 1: Two-tier verification rejection rates. Each cell averages 100 final Rule-E/Rule-P decisions; higher is
better for tampered rows, and the replacement-block diagonals correspond to unmodified protected models (ideal
value 0). Qwen-3B/7B, Gemma-4B, and Kimi-A3B denote Qwen2.5-VL-3B/7B-Instruct, Gemma-3-4B-it, and

Kimi-VL-A3B-Instruct.

gerprints yield 100 independent single-fingerprint
decisions. We report their average rejection rate:
for tampered models, it is the true detection rate;
for an unmodified protected model, it is the fraction
of decisions incorrectly rejected (the false-positive
rate).

Baselines. RESF (Hu et al., 2025) is the only di-
rectly relevant prior baseline: it performs black-box
tamper detection for stochastic generative models
using high-perplexity textual fingerprints. We also
evaluate RESF-image, our image-input variant that
applies the same RESF approach to images.

Ablation. To isolate the contribution of Fisher
sensitivity, we evaluate LVSF without its Fisher-
sensitivity term.

6.2 Main Results

Table 1 reports final two-tier verification rejec-
tion rates across four VLMs, four tampering cate-
gories, and three decoding temperatures: Rule E
checks support leakage, and Rule P tests condi-
tional in-support frequency shifts. For tampered-
model rows, the rejection rate is the detection rate,
so higher is better. Across all VLMs and temper-
atures, LVSF attains detection rates of 0.95-1.00
for fine-tuning, 0.97-1.00 for poisoning, 0.81-1.00
for compression, and 0.98-1.00 for model replace-
ment. The diagonal entries in the replacement
block are results for the unmodified protected mod-
els; there, the rejection rate is the false-positive
rate. No rejection (i.e., no false positive) was
observed among the 100 single-fingerprint deci-
sions in each reported unmodified-model setting;

this finite-sample result is not a population false-
positive guarantee. Under a binomial model, zero
rejections in 100 decisions gives a one-sided 95%
upper confidence bound of approximately 2.95%
on the corresponding false-positive probability. To
isolate the visual pathway and test whether visual-
input optimization can detect modifications that
do not directly alter the language backbone, we
also evaluate vision-encoder-only INTS8 tampering.
Across decoding temperatures, LVSF achieves an
average detection rate of 87.4%, compared with
0.8% for text-only RESF and 7.4% for RESF-
image. The complete setup and per-temperature
results appear in Appendix B.4.

A notable advantage of LVSF is its robustness
to decoding temperature. Across all tampered set-
tings, the average detection rate remains at 100%
when the temperature is 0.1, 99.8% at 0.5, and
98.2% even at 0.9. Although performance drops
slightly at higher temperatures, especially under
the milder 8-bit compression setting, the overall
detection rate remains high.

These results indicate that calibration at the low-
est temperature in the practical deployment range
produces fingerprints that retain strong statistical
sensitivity under different inference temperatures.
Exact equality of the recorded top-k logits would
yield a temperature-invariant conditional reference;
in practice, optimization stops when the residual
deviation satisfies Eq. (31). Because temperature
rescales these remaining logit differences, the con-
ditional response distributions and resulting detec-
tion rates need not be identical across temperatures.

We also find that larger top-k supports consis-
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. RESF RESF-image LVSF w/o FS LVSF

Tampering Method

01 05 09 01 05 09 01 0.5 0.9 0.1 0.5 0.9

Fine-tuning DPO 0.14 056 046 0.32 036 045 1.00 1.00 0.99 1.00 1.00 1.00

LoRA 0.18 0.75 0.49 032 0.54 0.60 100 1.00 099 1.00 1.00 1.00

Poison LoRA 0.25 0.81 0.51 038 0.58 0.61 1.00 1.00 0.99 1.00 1.00 0.99

Compress 8-bit 0.31 0.77 0.53 0.00 0.09 0.18 1.00 1.00 094 1.00 1.00 0.99

Replacement Qwen-3B  0.60 0.97 0.63 0.56 0.62 071 1.00 1.00 099 1.00 1.00 1.00

Table 2: Two-tier verification detection rates; each cell averages 100 final single-fingerprint decisions. The protected
model is Qwen2.5-VL-7B-Instruct (all tampered settings). In the Replacement row, Qwen-3B denotes the suspect

model Qwen2.5-VL-3B-Instruct.

tently yield higher detection rates, since they pro-
vide more degrees of freedom for the chi-square
test and a richer uniform response anchor; full re-
sults of this support-size calibration ablation appear
in Appendix B.1. Tighter stopping targets on the
uniform top-k anchor likewise improve detection
rates at the cost of longer generation time; the full
stopping-target calibration ablation is also reported
there.

LVSF also remains robust across diverse decod-
ing strategies, including variations in temperature,
top-p, top-k, and repetition penalty, while the chat
template and model-input construction are held
fixed. The complete setup and results appear in
Appendix B.5.

We further evaluate sensitivity to model-update
scale using conventional parameter-space metrics.
LVSF responds strongly even to small parameter
shifts, demonstrating that detection is not confined
to large modifications. Appendix B.3 provides the
metric formulations, experimental configurations,
and complete results.

6.3 Baseline Comparison and Ablation

Table 2 compares LVSF with RESF and RESF-
image and reports the Fisher-sensitivity ablation.
The ablated variant achieves a 99.3% average de-
tection rate, substantially exceeding RESF (53.1%)
and RESF-image (42.1%). Full LVSF modestly in-
creases the average detection rate to 99.9%; the
largest gain is under 8-bit compression at 7' = 0.9,
where detection rises from 0.94 to 0.99.

We further evaluate five alternative fingerprint
constructions to examine the contributions of
LVSF’s visual-latent parameterization and anchor-
design choices. Under INT8 tampering, full LVSF
maintains 0.99-1.00 detection across temperatures
with no observed false positives on the unmodi-
fied model, whereas the alternatives either generate
false positives or degrade substantially at 7' = 0.9.
Appendix B.2 provides their settings, protocol, and

complete results.

We also evaluate fingerprint stealthiness against
an adaptive provider using a Deep-ANN out-of-
distribution detector with frozen vision-encoder
features to distinguish fingerprints from benign
image queries (Sun et al., 2022). The detector
achieves only 0.593 AUROC, detecting 7% of fin-
gerprints at a 5% benign false-positive rate and
none at a 1% rate. LVSF also preserves the vi-
sual appearance of source images, with SSIM
0.946, PSNR 33.67 dB, and VLM-judge consis-
tency 4.97/5. Appendix B.4 provides the complete
detector, fidelity, and visual-example evaluations.

7 Conclusion

We presented Latent Visual Sensitive Fingerprint-
ing (LVSF) for black-box VLM tamper detection.
A local Pearson-sensitivity analysis shows that a
uniform top-k response anchor maximizes average
sensitivity under isotropic unknown relative logit
shifts. LVSF therefore equalizes recorded top-k log-
its, maintains support separation, and maximizes
full-parameter Fisher sensitivity, yielding a condi-
tional reference invariant to positive temperature
scaling. Although LVSF realizes these principles
through visual-latent optimization, the sensitivity
analysis, uniform-anchor construction, support sep-
aration, and Fisher-sensitivity maximization apply
to both LLMs and VLMs. For VLMs, LVSF op-
timizes only the image in a pretrained VAE’s la-
tent space while keeping a natural-language query
fixed, then applies a two-tier first-token verifier for
support leakage and conditional frequency shifts.
Across four VLMs and multiple tampering types,
LVSF achieves consistently high detection rates
without observed false positives; on Qwen2.5-VL-
7B-Instruct, it substantially outperforms the evalu-
ated RESF-based baselines.
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Limitations

Fingerprint enrollment requires white-box access to
a trusted protected VLM because LVSF optimizes
visual fingerprints using its logits and parameter
gradients, including full-parameter Fisher sensi-
tivity. This limits LVSF to settings in which the
model owner or an authorized auditor can access
the protected model when enrolling fingerprints.
Active fingerprints and their registered reference
information must remain private.

The evaluation covers four open-source
instruction-tuned VLMs and tampering through
fine-tuning, poisoning, compression, and model
replacement. Future work should assess larger
proprietary VLMs, longer deployment lifecycles,
and a wider range of API policies to characterize
performance under commercial serving constraints.

LVSF assumes a stable or versioned model-input
construction during each verification period. Al-
though the additional evaluation shows robustness
to common decoding variations, an incompatible
chat-template change can alter the token sequence
presented to the VLM and shift the recorded first-
token distribution without changing the underly-
ing model. LVSF does not distinguish such input-
pipeline changes from model tampering; when a
service intentionally changes its chat template or
interface version, the owner should regenerate and
register the corresponding fingerprints.

Finally, maximizing Fisher sensitivity over all
model parameters avoids requiring prior knowl-
edge of the modified layer or module, but increases
fingerprint-generation cost. Future work may in-
vestigate more efficient sensitivity estimators and
multi-fingerprint verification.
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A Complete Proofs for
Uniform-Boundary Optimality and
Temperature Robustness

A.1 Local Pearson sensitivity

Let z € R¥, 7 = softmax(z/T'), and define

qr = softmax<'z i ra) . 36)
T
The softmax derivative gives
¢ — T = %J(Tr)a +O(r?). 37

Forany ¢ =7+ d with ), 6; = 0 and 7; > 0,

52 ,
D,2(q,m) = Z W—Z = 6" diag(1/7)d.

(2

(38)
i
Substituting Eq. (37),
2

D, (gr,m) = %aTJ(ﬂ) diag(1/m)J(m)a + o(r2).
(39)
It remains to note that
J(m)diag(1l/m)J(m) = J(m). (40)
Indeed, writing D = diag(r), J = D — 7', and
D! = diag(1/7),
JD V= (D —ax")DYD —nx") (41)

Since 7" D17 = 3, m = 1, Eq. (40) follows.
Therefore

TJ(m)a.

li !
rl—r>r(1) 7’2
Finally,

2
a' J(n)a = Zma? - (Zﬂz‘az) (43)

This proves Eq. (5).

sz (gr,m) 42)

:ﬁa

For parameter perturbations, set

of
GC (:U) = eéc;x) )

Assumption 1 gives
loynoc(r) = loc(x) + Ge(x)A0 + O(]| AG|),

a= Ge(x)Al. (44)

(45)
and hence
1
Ser(z;A0) = A9T ﬁGc(ac)TJ(w)Gc(a:) Af
+o([lAg]%),
(46)

which is Eq. (5). If Ad,, = v//n and the protected
conditional null is uniform, then

nScr(z; Aby) — vTFc,T(x)U, 47

which is the local noncentrality coefficient of the
conditional Pearson test.

A.2 Average-sensitivity optimality of the
uniform distribution

By Definition 1,

sp(m) = %E[ATJ(w)A] %tr(J(w)E),

(48)
where ¥ = E[AAT]. Under Assumption 2, ¥ =
02P;.. Since J(7)1 = 0, we have J(7)Py. =
J (), and therefore

2

o
sp(m) = 72 tr J (7). (49)
Now
trJ(m) = tr(diag(;r)) —tr(zm ") (50)
=1— x|
For any probability vector 7 on k points,
k WA 2 1
2 _ 2 - ] == 51
=3 ort 2 4 (Xm) - @

with equality if and only if 1y = -+ = 7, = 1/k.

Thus
o2 1
< —=11-=
_TQ( k)

with equality if and only if 7 = uc.

sp(m) (52)

Remark 1 (Why this is an average, not universal,
optimality statement). If X is not proportional to
P, 1, the objective is tr(J(m)X) and the uniform
distribution need not be globally optimal. For a
fixed known vector a, maximizing Var;.(a;) over
the closed simplex places mass 1/2 on a maximizer
of a; and mass 1/2 on a minimizer of a;. Thus the
uniform top-k boundary is optimal for unknown
isotropic relative perturbations; sensitivity to pa-
rameter changes is handled by the full-parameter
Fisher objective in Eq. (25).

A.3 Uniform boundary and exact boundary
sensitivity

If the top-k distribution calibration loss in Eq. (19)
reaches zero, equivalently ¢4 ;(x) = £g j(x) for all
i,j € C, then all numbers ¢y ,;(x)/T, i € C, are
equal for every T' > 0. Therefore the conditional

top-k softmax is exactly uniform. At 7m = ug,
direct substitution gives
1
J(uc) = diag(uc) — ucul = P (53

Using the local parameter sensitivity from Ap-
pendix A.1 and J(uc) = k=1 Py 1, let S (x, A) =
Py Ge(x)Af. Then

19¢ (z, AB)[3

Ser(z; Af) = T

This proves Eq. (14).

+o(|A8]%). (54)
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A.4 Temperature robustness and the correct
generation temperature

This appendix subsection contains the temperature
analysis that was removed from the main text. It
chooses the calibration temperature and identifies
the worst deployment temperatures for validity and
power; detailed derivations are given in Appen-
dices A.5-A.10.

Let 7 = [Tiin, Tmax) be the deployment tem-
perature range. For fixed top-k logits define the
centered logit vector

di:@—%Zej, > di=0, (59
jec icC
and write
, exp(d;/T)
mr(i) = : (56)
> jecexp(d;/T)

Theorem 3 (Temperature-robust calibration rule).

The KL deviation Dxy,(7r||uc) is non-increasing

in T. Hence, for any € > 0 and for all Ty €

[Tmiru Tmax]

DKL(TT luc) < e = Dxi(rr,luc) < e.

(57

Conversely, for any Ty > Ty and any 0 < ¢ <

log k, there exist centered nonzero top-k logits d

such that

Dxr(rr, |luc) < € but Dy (1, |luc) > €.

(58)

Consequently, among single calibration tempera-

tures inside the deployment interval,

T; = Tmin (59)
is the unique safe and nonconservative choice.

Two additional robustness checks determine
which endpoint of the deployment interval should
be used. Let /¢ = % Zjec ¢; be the average logit
over class set C. If the top-k logits are approxi-
mately equal in the sense that max;ec |€; —lc| < €,
then for any temperature 1" > 0,
2¢/T __ 1

A (60)

whose right-hand side is worst at T,i,. If the
support-margin condition targeted by the SLM loss
in Eq. (22), min;ec 4; > max,¢c £, +, holds and
m = |V| — k, then

I — uelloo <

me=VT

Por(Y ¢ C|x) < %+ me—/T’ (61)
whose right-hand side is worst at T1,,. Thus LVSF
checks uniformity at 7;,;, and support leakage at
Thax-

At an exact uniform response anchor, the only
visible local perturbation is the projected top-k

logit shift dc(z, Af) = P;1 Ge(x)Af. Since the
leading sensitivity is proportional to 772, its worst
case over 7T is attained at Ty x:

. o loe(z, A0)|3
TldréfTSc,Td(l’, Af) = —

max

+o([|A0]?).

(62)
The remainder is uniform over Ty € 7. Therefore
uniformity is hardest to certify at T},i,,, while local
detection power and support stability are controlled
by the high-temperature endpoint.

A.5 Monotonicity of KL uniformity deviation
Let d € 1+ be fixed and put 3 = 1/T. Define

d;
mali) = S, 2(5) = Y exn(6d).
ieC
(63)
Since u; = 1/k,
Dia(nslue) = 3 i) og 7y
= PEq,[d] —log Z(B) + logk.
(64)
We use the identities dg log Z(8) = Er[d] and

OpEr,[d] = Varg,(d). Differentiating Eq. (64)
gives

agDKL(W/gHuC) =p Varﬁﬁ (d) > 0. (65)
Thus KL deviation from uniformity is nondecreas-
ing in inverse temperature S and non-increasing in
temperature 7. It is strictly monotone for 3 > 0
whenever d is nonconstant.

A.6 Necessity of lowest-temperature
calibration

The sufficiency statement in Eq. (57) follows from
Appendix A.5. We prove the converse.

Choose a centered vector dy € 11 with at least
two distinct coordinates and a unique largest coor-
dinate. Define

¢(s) = Dk, (softmax(sdp)||uc), s > 0. (66)
By the KL monotonicity result, ¢ is continu-
ous, (0) = 0, and ¢ is strictly increasing on
(0,00). Since dp has a unique largest coordi-
nate, softmax(sdp) converges to a point mass as
s — 00, hence

lim ¢(s) = logk. (67)
S§—00
For any 0 < € < logk, there is a unique s. > 0
such that ¢(s.) = €. Let Ty > Ti,in and choose

a € (TwinSe, Tyse). (68)
Set d = ady. Then
« «@
— < 5. < . 69)
Tg ‘ Tmin (
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Strict monotonicity of ¢ yields
Dxu(mr, ||uc) = ¢(a/Ty) <e,
DRL(TTsalluc) = ¢(a/Tmin) > €.
This proves Eq. (58).

(70)

A.7 Formal optimality of the generation
temperature

Recall the acceptance set Ar(e): it contains
the centered top-k logit vectors d € 1+ whose
temperature-1' softmax is within KL tolerance € of
the uniform distribution u¢. In symbols,

Ar(e) ={d e 1t :Dyp(d) <e}, (71)
where Drp(d) = Dy (softmax(d/T)||uc). The
monotonicity proof implies that if 77 < 75, then

AT1 (5) - 'ATQ (5) (72)
Consequently,
N Anle) = Az, ().
Ta€[Tmin,Tmax]
A single generation temperature Ty, € [Tin, Tmax]
is safe if passing at T, implies passing at all de-
ployment temperatures, i.e.

‘ATg (e) C ﬂ Ar, (€) = A, (8)-
T4 €[ Tmin,Tmax)
(74)

If Ty = Tiin, Eq. (74) holds with equality. If
Ty > Thin, the construction in Appendix A.6 ex-
hibits a vector d € Ar, (¢) with d ¢ Az, (), so
Eq. (74) fails. Thus Tg* = Tinin 1S the unique safe
single calibration temperature within the deploy-
ment interval.

If one allowed T, < Tyin, then Eq. (72) gives
Ar,(e) € Ar,,.(€), so such a choice would be
safe but more conservative: it would reject some
fingerprints that are valid throughout the actual
deployment interval. Therefore T}, is the noncon-
servative safe choice.

(73)

A.8 Approximate logit equalization

Let

— — 1
di=li—le, le=7> t; (9
jec
and assume |d;| < e for every i € C. Then
e—€/T S edl/T S ee/T (76)
for each numerator term, while
ke T <N WM <keT.(77)
jec
Therefore
e—2¢/T e2¢/T
? < mh(i) < ’ (78)

The upper bound implies
. 1 e?e/T -1
and the lower bound implies
1 . 1— 6—25/T e2e/T -1
Comhi) < ——— < ———. ®0)

This proves Eq. (60). Since e2/T decreases as T
increases, the bound is worst at Tiyy.

A.9 Support leakage under a margin

Assume

min ¢; > méig{ﬁr +v, ~v=>0. (81)

1eC
Let a = min;ec ¢; and m = |V| — k. Then every
in-support logit is at least a, while every out-of-
support logit is at most a — . Therefore, the out-

of-support softmax mass is bounded by
mefv/T
Por(Y ¢C < —

(Y £CJa) <

Indeed, the numerator is at most m exp((a—-y)/T),
while the in-support contribution to the denomina-
tor is at least k exp(a/T); dividing both terms by
exp(a/T) gives Eq. (82). The right-hand side is
increasing in e~7/T and e=7/7 is non-decreasing
in T for v > 0. Thus the bound is worst at T 4.

For verification, LVSF directly records the
protected-model aggregate tail mass pJ; at Tiyax
rather than calibrating Rule E from this poten-
tially loose vocabulary-wide bound. Since 77 =
Por(Y ¢ C | ) < pi, forevery T € T, the
number of out-of-support tokens in n independent
verification samples is stochastically dominated by
Binomial(n, p%,; ). Consequently, the threshold in
Eq. (33) gives Rule E false-alarm probability at
most Bg.

(82)

A.10 Worst-case deployment sensitivity

At the exact uniform response anchor, Eq. (54)
shows that the leading local sensitivity is propor-
tional to T2,

Under Assumption 1, the second-order remain-
ders in the logit and softmax expansions are uni-
form over 7 = [Tin, Imax)- Thus the infimum
over T is attained at Ty ax:

| o o, A0)[3 )
nf Seir (r: 80) = T - of [ A0])
(83)

For an approximate anchor, one should not re-
place J(7r) by J(uc). Instead, for a fixed local
direction v and a,, = G¢(z)v,

1
Ser(z;rv) = 1"2@ Varir, (av7i)+o(r2). (84)
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If a, is not constant on C, then Var,,.(a,) > 0 for
every T, since each softmax probability is strictly
positive. The function 7'~ T2 Var,,.(a,) is
continuous on the compact interval T, so

. 1
%Ielg’ﬁ Vary,(a,) > 0. (85)

This gives positive local sensitivity uniformly
over the deployment interval, but the closed-form
1/(kT2,.,) coefficient is specific to the exact uni-
form boundary.

A.11 Full-parameter Fisher objective

At an exact uniform response anchor,

1

Fer(w) = -75Ge(w) ProGe(x).  (86)

Taking the trace over all model parameters gives

1
trFer(z) = g P Ge(z)|5%.  (87)

Since the leading sensitivity is weakest at Ty,
Eq. (87) motivates the full-parameter Fisher score
in Eq. (29).

B Experiment Information

This appendix complements the main evaluation by
answering six questions about LVSF: (1) whether
statistical calibration choices improve detection
power; (2) how alternative fingerprint constructions
affect performance; (3) whether LVSF remains sen-
sitive to small parameter updates; (4) whether the
visual modality provides unique coverage while
preserving inconspicuous queries; (5) whether be-
nign decoding changes trigger false alarms; and
(6) the cost of optimizing the full-parameter Fisher
objective.

B.1 Ablations of Fingerprint Calibration

This subsection evaluates whether the two main
calibration choices—the top-k support size and the
stopping target for the uniform response anchor—
materially affect detection power. These experi-
ments test the statistical design of LVSF indepen-
dently of the broader baseline comparisons.
Effect of the top-% support size. For the top-k
ablation, we evaluate LVSF on Qwen2.5-VL-7B-
Instruct with & € {2,3,4,5}. For each value of
k, we generate 100 fingerprints. Tampered models
are constructed by LoRA fine-tuning Qwen2.5-VL-
7B-Instruct with 80, 160, 240, and 320 training
samples, respectively. Detection is performed at
decoding temperature 7' = 0.8.

As shown in Table 3, increasing the support size
consistently improves tamper detection across all

#Samples k=2 k=3 k=4 k=5

80 0.83 090 0.95 0.98
160 0.82 093 0.97 1.00
240 0.83 094 0.99 1.00
320 0.87 094 1.00 1.00

Table 3: Final two-tier detection rates under different
top-k settings on Qwen2.5-VL-7B-Instruct.

four fine-tuning scales. The average detection rate
increases from 0.84 at k¥ = 2 to 0.93, 0.98, and
1.00 at £k = 3,4,5, respectively. In particular,
k = 5 achieves detection rates of 0.98-1.00 across
all tested update strengths, whereas k = 2 remains
between 0.82 and 0.87. This result indicates that
a larger candidate support provides richer distri-
butional evidence for detecting relative first-token
shifts. We therefore use k = 5 as the default setting,
which provides the strongest detection performance
among the evaluated support sizes while retaining
a compact categorical support for verification.

Effect of the anchor stopping target. For
the anchor stopping-target analysis, we vary
the coordinate-wise acceptance tolerance A, ,
used to determine whether the optimized finger-
print has reached the uniform top-k response
anchor. Following the chi-square-aligned stop-
ping criterion in Eq. (31), we use A, €
{0.0503, 0.0436, 0.0356, 0.0308, 0.0276}, corre-
sponding to ngen € {150,200, 300,400,500}, re-
spectively, with £ = 5 and a = 0.05. Smaller
values of A, require the conditional top-£ dis-
tribution to lie closer to the uniform anchor and
therefore impose a stricter stopping criterion. De-
tection is evaluated on Qwen2.5-VL-7B-Instruct
under 8-bit quantization, with decoding tempera-
ture fixed at 7' = 0.9.

Figure 2 shows a clear trade-off between anchor
calibration quality and enrollment cost. Tighten-
ing the stopping tolerance from A, = 0.0503
to Ap,., = 0.0276 increases the average genera-
tion time only moderately, from approximately 650
to 700 seconds, while improving the final two-tier
detection rate from roughly 90% to nearly 100%.
The improvement becomes smaller as the anchor
approaches uniformity, indicating diminishing re-
turns from increasingly strict calibration. These
results confirm that tighter anchor calibration im-
proves detection power, while the stopping crite-
rion provides a practical mechanism for avoiding
unnecessary optimization once the remaining dis-
tributional bias is sufficiently small.

46585



Stopping Tolerance vs. Time and Rejection Rate

gro0f = = [100 ~
S SRR 2
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g’ 75 %
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4

u>) 0
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Stopping Tolerance

Figure 2: Stopping tolerance versus generation time and
final two-tier detection rate.

Method Intact, 7= 0.1 Intact, 7= 0.5 Intact, T=0.9 INT8, 7 =0.1 INT8, 7T =0.5 INT8 T =09
LVSF 0.00 0.00 0.00 1.00 1.00 0.99
RNI 0.00 0.88 1.00 0.02 0.90 1.00
PixelOpt 0.01 0.00 0.00 1.00 0.95 0.70
AdvPert 0.02 0.01 0.00 1.00 0.88 0.61
Text-FP 0.03 0.04 0.01 0.28 0.64 0.42
BoundaryOpt 0.01 0.00 0.00 0.98 0.89 0.81

Table 4: Comparison with alternative fingerprint con-
struction methods using final two-tier verification deci-
sions.

B.2 Alternative Fingerprint Constructions

We further evaluate five alternative fingerprint
constructions on Qwen2.5-VL-7B-Instruct and its
INT8-quantized checkpoint. All methods use the
same single-fingerprint verification protocol, with
enrollment at 7' = 0.1 and evaluation at T' &€
{0.1,0.5,0.9}.

The evaluated alternatives include random nat-
ural image—query references (RNI), which use un-
optimized natural responses as fingerprints; direct
pixel optimization (PixelOpt), which applies the
LVSF objective directly in RGB space instead of
the VAE latent space; bounded adversarial pertur-
bations (AdvPert), which restrict image updates to
an Lo, ball with e = 8/255; text-only optimiza-
tion with a fixed image (Text-FP), which removes
the continuous visual optimization channel; and
boundary-only optimization (BoundaryOpt), which
retains latent-space optimization and the SLM cal-
ibration terms but removes the TDC and Fisher-
sensitivity objective.

As shown in Table 4, LVSF achieves the most
consistent separation between unmodified and tam-
pered models, with no observed false positives
on the unmodified model and 0.99-1.00 detection
under INTS8 tampering across temperatures. RNI
becomes highly unstable as temperature changes,
while Text-FP provides substantially weaker tam-
per detection. PixelOpt, AdvPert, and Boundary-
Opt perform well at low temperature but degrade
at T = 0.9, reaching detection rates of only 0.70,
0.61, and 0.81, respectively. These results show
that the full LVSF construction provides more sta-
ble and robust detection across decoding tempera-
tures than the alternative fingerprint constructions.

Fine-tuning dataset 7'=0.1 7 =03 T =05 T =07 T=0.9 Average

CodeAlpaca 1.00 1.00 1.00 1.00 0.99 1.00
GSM8K 1.00 1.00 0.98 0.95 0.93 0.97
ScienceQA 1.00 1.00 1.00 0.99 0.99 1.00

Table 5: Final two-tier detection rates across diverse
fine-tuning datasets.

B.3 Fine-Tuning Diversity and Sensitivity to
Subtle Model Updates

We further examine LVSF from two complemen-
tary aspects: whether it generalizes across diverse
fine-tuning directions and whether it can detect sub-
tle model updates rather than only large parameter
changes. Let 6y denote the source-model param-
eters and 6,,, the parameters of a modified check-
point. Their parameter-space difference, or task
vector, is defined as

Al =0, — 0. (88)
We quantify modification strength using the task-
vector norm, normalized displacement, and cosine
similarity. The normalized displacement is defined
as

|AG]]2
Drorm = ) (89)
[160]|2
and the cosine similarity is
CosSim(6y, 0,,) 6o b (90)
0,0m) = 57700
16011210 |2

The first two metrics measure the absolute and rel-
ative magnitude of the parameter update, while
cosine similarity measures global directional align-
ment (Ilharco et al., 2023).

Diverse fine-tuning directions. We first ex-
amine whether LVSF generalizes beyond a par-
ticular fine-tuning dataset or task. We LoRA
fine-tune Qwen2.5-VL-7B-Instruct on CodeAl-
pacal, GSMB8K?2, and ScienceQA3, covering code-
oriented instruction following, mathematical rea-
soning, and scientific multimodal question answer-
ing, respectively. The same LoRA configuration is
used across the three settings, with only the adapta-
tion dataset and task varied.

As shown in Table 5, LVSF maintains high de-
tection rates across all three fine-tuning directions,
with average detection rates between 0.97 and 1.00.
Even for GSMB8K, the most challenging setting, the
detection rate remains 0.93 at 7' = 0.9. These re-
sults show that LVSF is not specific to a particular
fine-tuning dataset or task domain.

Controlled low-strength fine-tuning. We next
reuse the one-epoch LoRA sweep from Table 3.

1github .com/sahil280114/codealpaca
2gi’chub .com/openai/grade-school-math
3github.com/lupantech/ScienceQA
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Fine-tuning scale  [|Af|l2  Dyorm  Cosine similarity ~Detection rate
80 samples 3.322  0.153% 0.999998 0.98
160 samples 4583  0.217% 0.999997 1.00
240 samples 5.397  0.250% 0.999996 1.00
320 samples 5.963 0.275% 0.999996 1.00

Table 6: Parameter-space displacement and final two-
tier detection rate for the controlled LoRA fine-tuning
sweep.

Model modification method  ||A@||2  Dnorm Cosine similarity Detection rate

DPO 16.571  0.765% 0.999971 1.000
8-bit 18.114  0.837% 0.999967 0.997
LoRA 24.650  1.138% 0.999935 1.000
Poisoning (LoRA) 24.920 1.151% 0.999934 0.997
Freeze 117.982  5.449% 0.998515 0.993

Table 7: Parameter-space modification strength and final
two-tier detection rate across tampering types.

The detection rates in Table 6 correspond to k = 5
and 7" = 0.8, while the additional columns quantify
the resulting parameter displacement.

As shown in Table 6, LVSF remains effective
even under very small parameter updates. The
smallest update has a normalized displacement of
only 0.153% and a cosine similarity of 0.999998,
yet still yields a detection rate of 0.98. Detection
reaches 1.00 for the remaining update scales, show-
ing that LVSF remains sensitive to low-strength
fine-tuning with only minor parameter displace-
ment.

Displacement across tampering types. We fur-
ther extend the analysis to the main model mod-
ifications. Comparable parameters are flattened
and concatenated in a fixed order before comput-
ing the displacement metrics. For LoRA check-
points, we merge each adapter update into the cor-
responding base weight before computing the nor-
malized parameter displacement. For quantized
checkpoints, we first dequantize the INT8 weights
into the source-model parameter space, then com-
pare matched parameters in float32 to compute
their relative displacement. The detection rates in
Table 7 are averaged over 7" € {0.1,0.5,0.9}.

Table 7 further shows that LVSF maintains high
detection across a broad range of modification
strengths. Although the normalized displacement
varies from 0.765% to 5.449%, the average detec-
tion rate remains above (.99 for all evaluated tam-

pering types.

Together with the controlled LoRA sweep, these
results show that LVSF is effective not only across
diverse fine-tuning directions, but also for subtle pa-
rameter updates that leave the modified checkpoint
highly aligned with the source model.

Method T=01 T=03 T=05 T=07 T=0.9 Average

RESF 0.00 0.00 0.03 0.00 0.01 0.008
RESF-image 0.02 0.02 0.05 0.08 0.20 0.074
LVSF 1.00 0.94 0.87 0.81 0.75 0.874

Table 8: Final two-tier detection rates for vision-
encoder-only INTS8 tampering across decoding tempera-
tures.

B.4 Why Visual Fingerprints? Coverage,
Fidelity, and Detectability

The visual carrier is motivated by two distinct goals:
it should probe model components that text-only
fingerprints may not exercise, and it should pre-
serve the appearance of an ordinary VLM request.
We therefore evaluate these properties separately:
vision-pathway coverage, perceptual fidelity, and
detectability by an adaptive provider.
Vision-pathway coverage. To isolate whether vi-
sual fingerprints provide unique coverage, we apply
INT8 post-training quantization only to the vision
encoder of Qwen2.5-VL-7B-Instruct, while leaving
the multimodal projector and language backbone
unchanged. This controlled modification changes
MMBench performance (Liu et al., 2024) by only
0.06%. We compare LVSF with text-only RESF
and the RESF-image variant. Each verification de-
cision uses nge; = 100 first-token samples and is
evaluated at 7" € {0.1,0.3,0.5,0.7,0.9}.

As shown in Table 8, text-only RESF provides al-
most no detection signal in this setting, with an av-
erage detection rate of 0.008. Applying the RESF
construction to the image input yields only a small
improvement to 0.074. In contrast, LVSF achieves
an average detection rate of 0.874 even though
the language backbone is unchanged. This con-
trolled intervention shows that visual-latent finger-
print generation, together with the LVSF sensitivity
objective, exposes modifications confined to the vi-
sion pathway that are largely invisible to text-only
fingerprints.

Visual fidelity. To evaluate whether the optimized
fingerprints preserve the visual and semantic con-
tent of the source images, we compare all 100
source—fingerprint pairs using the structural similar-
ity index measure (SSIM) (Wang et al., 2004), peak
signal-to-noise ratio (PSNR), and DeepSeek-V4-
Flash (DeepSeek-Al, 2026) as a vision-language
model (VLM)-based semantic consistency judge.
The optimized fingerprints achieve an average
SSIM of 0.946, an average PSNR of 33.67 deci-
bels (dB), and an average VLM-judge consistency
score of 4.97 /5. For semantic evaluation, the judge
compares each source—fingerprint pair using a fixed

46587



Operating Point  Benign FPR  Fingerprint Detection Rate (1)

P90 threshold 10% 10%
P95 threshold 5% 7%
P99 threshold 1% 0%

Table 9: Deep-kNN performance at different benign
false-positive-rate operating points.

prompt and assigns a score from 1 (semantically
different) to 5 (semantically identical). These re-
sults indicate that the optimized fingerprints remain
highly similar to their source images at both the
visual and semantic levels, suggesting that the im-
proved tamper sensitivity does not rely on substan-
tial changes to the original image content.
Example of text-optimized fingerprint. To il-
lustrate the difference between visual and text-side
optimization, we also show a representative text fin-
gerprint produced by the RESF-style baseline. The
optimized text is effective as a fingerprint carrier
but is visibly unnatural and semantically incoher-
ent, making its audit purpose easier to notice than
an ordinary image—query pair:
LoadarguessectionBuckleyColts
casualtyknowsRavensCroatianinclude-

*inHinsymmetricrangedjedentb
eating______________ for ((((

In contrast, LVSF keeps the textual query natural
and places the fingerprint signal in the optimized vi-
sual input, preserving the appearance of a standard
VLM interaction.

Adaptive query detectability. Visual fidelity does
not necessarily imply that audit queries are difficult
for an adaptive provider to identify. We therefore
evaluate a representative vision-feature-based de-
tector using Deep-kNN (Sun et al., 2022). The
detector operates on frozen vision-encoder features
and distinguishes LVSF fingerprints from benign
images. Its reference bank contains 1.28M Ima-
geNet training images (Russakovsky et al., 2015),
while 5,000 validation images are used to set thresh-
olds at different benign false-positive rates (FPRs).
The 100 evaluated fingerprints are excluded from
both reference-bank construction and threshold se-
lection.

Deep-kNN achieves an area under the receiver
operating characteristic curve (AUROC) of only
0.593, indicating weak separation between LVSF
fingerprints and benign images. As shown in Ta-
ble 9, the fingerprint detection rate is only 7% at a
5% benign FPR and drops to 0% at a 1% benign
FPR. These results indicate that the tested vision-
feature-based detector has limited ability to identify
LVSF fingerprints at low-FPR operating points.

Unmodified 8-bit
T=01 T=05 T=09 T=01 T=05 T=09

Decoding setting ~ Value

top-p 0.85 0.01 0.01 0.00 1.00 1.00 1.00
0.90 0.00 0.00 0.00 1.00 1.00 0.99
1.00 0.00 0.00 0.00 1.00 1.00 1.00
top-k 10 0.00 0.00 0.00 1.00 1.00 1.00
20 0.00 0.00 0.00 1.00 1.00 1.00
50 0.00 0.00 0.00 1.00 1.00 1.00
Repetition penalty  1.05 0.00 0.00 0.00 1.00 1.00 0.98
1.10 0.00 0.00 0.00 1.00 1.00 0.98
1.20 0.00 0.00 0.00 1.00 1.00 0.97

Table 10: Final two-tier detection performance under
benign decoding variations.

B.5 Robustness to Benign Decoding
Variations

To distinguish model tampering from benign
inference-time changes, we evaluate Qwen2.5-VL-
7B-Instruct and its 8-bit quantized variant under
variations in temperature, top-p, top-k, and repeti-
tion penalty. The model input is kept fixed so that
the experiment isolates decoder-side changes. For
the unmodified model, rejection is a false positive;
for the 8-bit model, rejection is detection.

As shown in Table 10, the observed false-
positive rate for the unmodified model remains at
or below 0.01 across all tested decoding settings,
while the detection rate for the 8-bit model remains
at least 0.97. These results show that LVSF is ro-
bust to the evaluated benign decoding variations
while preserving strong sensitivity to parameter
tampering.

B.6 Stochastic Fisher Estimation and
Enrollment Cost

Computing the full-parameter Fisher-sensitivity
objective at every optimization step is expensive
for large VLMs. LVSF therefore uses stochastic
parameter-block sampling to reduce the enrollment
cost.

Let the model parameters be partitioned into B
disjoint blocks, 8 = (01,...,0p), covering the
vision encoder, visual projector, language-model
layers, and other modules. For a fixed candidate
set C of k tokens, define

1
P :I—%llT. 1)
The full-parameter sensitivity objective is
B 2
1 O(Pyilpc(z))

S(z; Tinax) = E — .

a kT2, P oy I
(92)

At each optimization step, we uniformly sample
m = 2 blocks without replacement. For the sam-
pled block set B,,,, we estimate the full objective
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Figure 3: Additional originals (top) and LVSF fingerprints (bottom).

by
o B O(Pyilye(z)) |
o e e
beB,,
(93)

Since each block is selected with probability m /B,

Ep,, [S(@: D) | = S(@i Tar), (94

so the estimator is unbiased. The Jacobian is com-
puted exactly for each sampled block, while resam-
pling across optimization steps allows all parameter
blocks to contribute in expectation.

For Qwen2.5-VL-7B-Instruct, generating one
fingerprint takes approximately 25 minutes with
75 GB peak GPU memory on a single NVIDIA
A100 80GB GPU. Thus, stochastic block sampling
makes full-parameter sensitivity optimization fea-
sible without evaluating all parameter blocks at ev-
ery step. Although fingerprint generation remains
computationally substantial, it is a one-time offline
enrollment cost that can be amortized over repeated
audits by reusing a compact fingerprint set, leaving
recurring verification lightweight.

C Potential Risks

LVSF is intended for legitimate model-integrity
auditing, but its sensitivity-based fingerprint con-
struction may have dual-use implications. For ex-
ample, similar techniques could potentially be used
to probe behavioral differences between model ver-
sions or to characterize model changes without the
model provider’s consent. We therefore recom-
mend that LVSF be used only for authorized model
auditing, integrity verification, and related research
purposes.
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