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Abstract

Retrieval-augmented generation (RAG) is in-
creasingly deployed on unverified corpora,
where an adversary can inject poisoned docu-
ments to steer the model toward an attacker-
specified answer. Existing defenses rely on
auxiliary heuristics and break down once their
assumptions about the attack type or poison-
ing level are violated. We propose SAFER-RAG,
a defense that derives its reliability signal from
the adversarial objective itself. Since poisoned
documents are explicitly optimized to rank
highly for the target query, they remain an-
chored at top ranks under semantically equiva-
lent rewrites, while clean documents shift nat-
urally. SAFER-RAG captures this rank-stability
gap through spectral analysis, partitions re-
trieved chunks into Safe and Unsafe Sets, and
adaptively selects evidence under a safe-first
strategy that avoids over-filtering useful evi-
dence on clean or lightly poisoned corpora.
Across three QA benchmarks, three attack
types, and four poisoning levels, SAFER-RAG
consistently achieves the highest accuracy and
the lowest attack success rate. The code will
be released upon acceptance.

1 Introduction

Retrieval-augmented generation (RAG) has be-
come a standard paradigm for grounding large lan-
guage models (LLMs) in external knowledge for
knowledge-intensive tasks (Maynez et al., 2020;
Zhao et al., 2023). However, the very mechanism
that makes RAG powerful also makes it fragile: be-
cause retrieved documents directly condition the
generation, an adversary who injects even a small
number of poisoned documents into the corpus
can steer the model toward an attacker-specified
answer (Zou et al., 2025; Bigdeli et al., 2025). This
risk is especially pressing for RAG systems built
on unverified sources, such as open web pages or

*Co-corresponding authors.

user-generated content, where reliable answering
demands trust judgments, not just relevance.

Existing defenses against corpus poisoning fall
into two broad categories. Reliability-based meth-
ods score documents using auxiliary cues such as
perplexity (Zhong et al., 2023), query–document
similarity (Yao et al., 2025), or cross-document
contradiction (Shen et al., 2025). Clustering-based
methods instead separate poisons via embedding-
space proximity (Cheng et al., 2025) or semantic-
structural grouping (Si et al., 2025). The former
assumes a low poisoning level where clean docu-
ments still dominate the retrieved set, and breaks
down once poisoned documents displace them at
the top ranks. The latter assumes a specific attack
type with distinct surface artifacts, and collapses
under natural-looking poisons, while additionally
requiring cluster counts and thresholds tuned per
attack. Yet in practice, both the attack type and poi-
soning level are unknown beforehand in real-world
RAG deployments, leaving existing defenses unre-
liable under realistic settings.

We sidestep both assumptions by anchoring our
defense on a structural artifact that the adver-
sarial objective itself imposes on poisoned doc-
uments. Since poisoned documents are explicitly
optimized to rank highly for the target query, they
remain anchored at high ranks under semantic-
preserving query perturbations such as rewriting,
whereas clean documents shift naturally according
to which terms each rewrite emphasizes (refer to
Section 4.2 for our analysis of this rank-stability
gap). Crucially, this contrast stems from the attack
objective itself rather than surface patterns, mak-
ing the signal robust to attack type and level.

Motivating by this insight, we propose a novel
method, SAFER-RAG (Selection with Adaptively
Filtered Evidence by Reliability for RAG) which
turns query-induced rank behavior into a reliabil-
ity signal and uses it to guide evidence selection.
As illustrated in Figure 1, SAFER-RAG proceeds in
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Figure 1: Overview of SAFER-RAG: It rewrites the query multiple times and applies spectral analysis on the rank
matrix to split chunks into a Safe Set and an Unsafe Set. Supporting evidence is then adaptively selected from the
Safe Set via the highest-reliability candidate answer, falling back to the Unsafe Set only when none is valid. The
final answer is grounded solely on the selected supporting evidence, aggregated with the original query.

three stages: (i) Spectral Reliability Estimation,
where SAFER-RAG generates semantically equiva-
lent rewrites for each query and analyzes how ev-
ery candidate chunk reorders across them. Since
rank vectors collected over many rewrites are high-
dimensional and noisy, SAFER-RAG projects them
onto their leading principal directions, exposing
the dominant axis along which stable-at-top (sus-
picious) and naturally shifting (clean) behaviors
separate. This contrast lets SAFER-RAG partition re-
trieved chunks into a Safe Set of likely reliable
evidence and an Unsafe Set of suspicious chunks,
without manually calibrated thresholds; (ii) Adap-
tive Evidence Selection, where evidence chunks
are selected under a safe-first strategy. SAFER-RAG
generates candidate answers from the Safe Set and
selects the one whose supporting evidence has the
highest average reliability, escalating to the Unsafe
Set only when no valid candidate can be grounded;
and (iii) Grounded Answer Generation, where
the final answer is produced from only the selected
supporting evidence, keeping the answering con-
text compact and free of unverified chunks.
SAFER-RAG thus offers three advantages. First,

since the signal arises from the attack objective it-
self, it remains robust across attack types and lev-
els. Second, since the pipeline can run indepen-
dently per sub-query, it extends to multi-hop rea-
soning through query decomposition. Third, since
selection keeps only answer-supporting chunks, it
improves accuracy even on clean corpora.

We evaluate SAFER-RAG across three poisoning
attack types and four intensity levels under real-
istic conditions on two single-hop QA datasets
(NQ (Kwiatkowski et al., 2019), MS-MARCO
(Bajaj et al., 2016)) and one multi-hop QA dataset
(HotpotQA (Yang et al., 2018)). We compare
SAFER-RAG with four state-of-the-art baselines, in-

cluding EcoSafeRAG (Yao et al., 2025), Relia-
bilityRAG (Shen et al., 2025), SeCon-RAG (Si
et al., 2025) and RAGuard (Cheng et al., 2025).
SAFER-RAG achieves the highest robustness and
the lowest performance variance across attack
types and poisoning levels, while avoiding the
over-filtering that degrades prior defenses on clean
and lightly poisoned corpora.

2 Related Work

Poisoning Attacks on RAG. Modern RAG sys-
tems are vulnerable to poisoning attacks, where
attackers inject malicious documents into exter-
nal knowledge bases to steer generation toward
attacker-specified answers (Zhong et al., 2023;
Zou et al., 2025; Nazary et al., 2025). Effective
poisons must be both retrievable under the tar-
get query and plausible enough to evade detection.
PoisonedRAG (Zou et al., 2025) prioritizes the
former by appending query-related content, while
FSAP (Bigdeli et al., 2025) prioritizes the latter
via few-shot prompting that suppresses surface-
level artifacts. Beyond corpus poisoning, other
work shifts the attack surface to the retrieval-to-
generation interface through indirect prompt in-
jection (Shafran et al., 2025; Chaturvedi et al.,
2025). We focus on corpus poisoning, a more se-
vere threat that compromises the knowledge base
itself and persists across queries, leaving prompt-
level threats to orthogonal defenses.

Defenses against Corpus Poisoning. A grow-
ing line of work investigates how to detect or filter
poisoned evidence at retrieval or generation time
(Xiang et al., 2026; Zhou et al., 2025). Existing
methods can be grouped into reliability-based and
clustering-based approaches.

Reliability-based defenses assign per-document
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reliability scores from auxiliary signals and filter
retrieved evidence accordingly. RAGuard (Cheng
et al., 2025) combines chunk-wise perplexity with
query-document similarity filtering, while Relia-
bilityRAG (Shen et al., 2025) builds an NLI-based
contradiction graph and selects a consistent ma-
jority via reliability-weighted maximum indepen-
dent set. Related approaches extend this line with
LLM self-assessment or per-passage voting (Xi-
ang et al., 2026; Zhou et al., 2025). These meth-
ods work well under low poisoning, but fail as in-
jection grows and the benign-majority assumption
no longer holds, allowing poisons to both pass per-
document checks and form consistent majority.

Clustering-based defenses instead assume that
malicious documents form separable groups dis-
tinct from benign content. EcoSafeRAG (Yao
et al., 2025) uses DBSCAN-based clustering with
a bait-guided diversity check, SeCon-RAG (Si
et al., 2025) uses entity-intent-relation extraction
with centroid-based filtering and conflict-aware
checking. Other work exploits weak graph con-
nectivity (Zheng et al., 2025) or retriever-stage
partitioning and masking (Pathmanathan et al.,
2026). These methods are effective against query-
conditioned attacks like PoisonedRAG (Zou et al.,
2025), where shared query tokens cause poisons to
cluster tightly in embedding space, but are less ef-
fective against natural-looking attacks like FSAP
(Bigdeli et al., 2025), whose LLM-generated poi-
sons scatter among benign documents.

3 Method: SAFER-RAG

We design SAFER-RAG around three objectives, ad-
dressed by three corresponding stages: (i) spectral
reliability estimation (in Section 3.1), (ii) adap-
tive evidence selection (in Section 3.2), and (iii)
grounded answer generation (in Section 3.3).

First, since the attack type and poisoning level
are unknown to the defender in practice, we seek a
reliability signal that does not depend on either fac-
tor. Second, since aggressive filtering can overly
clean benign or lightly poisoned corpora, we adopt
an adaptive selection strategy that examines evi-
dence from least to most likely poisoned, falling
back to suspicious chunks only when no valid an-
swer can be grounded from cleaner ones. Third, to
avoid context overhead and conflicting evidence in
generation, we ground the final answer only on the
answer-supporting chunks identified.

The overall pipeline of SAFER-RAG is illustrated

in Figure 1, while Algorithm 1 in Appendix A de-
tails the complete procedure in pseudo-code.

3.1 Spectral Reliability Estimation
The first stage aims at estimating a per-chunk reli-
ability score, the posterior probability that a chunk
is clean, by analyzing rank changes across seman-
tically equivalent rewrites of the query.

In detail, we first generate n rewritten queries
Q̂ = {q̂1, . . . , q̂n} from an initial query q in a
single LLM rollout, where each rewrite preserves
the original information need while varying sur-
face form, lexical choice, and specificity level (the
prompt and analysis are in Table 16 and Appendix
E). This reveals how the retrieval behavior of each
chunk responds to different phrasings of the same
question without changing what is being asked.

Candidate Pool Construction. Before measur-
ing rank changes across rewrites Q̂, we construct
a single set of candidate chunks Dcand to evaluate.
Otherwise, each rewritten query would retrieve a
different top-k set, leaving some chunks present
under one rewrite but missing from another and
making rank comparison ill-defined. To this end,
we retrieve a larger candidate pool of size k′ > k1

from the original query q as:

Dcand = {d1, d2, . . . , dk′} = R(q,D, k′), (1)

where R(q,D, k′) denotes the top-k′ documents
retrieved by the retriever for query q over corpus
D. This candidate pool guarantees a well-defined
rank for every chunk under every rewrite.

Rank Vector Generation. For each retrieved
candidate d ∈ Dcand, we re-rank Dcand under each
rewritten query q̂i ∈ Q̂ and collect the resulting
ranks into a rank vector v, a sequence that records
the position of d within Dcand across all n rewrites:

vd = [r(d, q̂1), r(d, q̂2), . . . , r(d, q̂n)] , (2)

where r(d, q̂i) is the rank of d in Dcand when re-
scored by the retrieval R under q̂i, capturing how
d’s retrieval priority shifts under rephrasing.

Spectral Reliability Estimation. Recent work
have shown that since poisoned chunks are crafted
to closely match the target query, they remain
highly ranked even under rephrasing of the query

1A pool too small fails to capture rank drops, while a pool
too large adds noise from low-ranked chunks as candidates.
We use k′ = 4k as a balance. See Appendix H.2 for analysis.
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(Zou et al., 2025; Xian et al., 2025), making
paraphrasing- or rewriting-based defenses ineffec-
tive at removing them. Instead, we turn this limi-
tation into a signal, since poisoned chunks remain
anchored at top ranks across rewrites while non-
poisoned chunks, both relevant and irrelevant, re-
order naturally with each rewrite.

Specifically, because raw rank vectors are high-
dimensional and noisy, directly comparing chunks
across the vectors is challenging. We therefore ex-
tract a spectral representation that can capture the
dominant axis of variation. We stack the rank vec-
tors of all chunk candidates to form a rank matrix
V =

[
vd1 , vd2 , . . . , vdk′

]⊤, where each row corre-
sponds to the rank vector of one candidate chunk.
Then, we perform eigenvector decomposition on
its covariance matrix V ⊤V . This yields eigenvec-
tors {u1, u2, . . . ,un} ordered by the variance of
rank changes they capture. We only use the lead-
ing eigenvector u1,2 since the first component cap-
tures the dominant axis along which poisoned and
non-poisoned chunks separate.

Our goal is to distinguish poisoned from non-
poisoned chunks, so we project each chunk’s rank
vector onto u1 to obtain a scalar score that sum-
marizes its rank behavior along this dominant
axis, xd = v⊤d u1. Along this axis, {xd} naturally
splits into two modes, one for consistently high-
rank behavior ("poisoned" chunks) and the other
for rewrite-dependent reordering ("non-poisoned"
ones). To separate these two modes without any
hand-tuned threshold, we fit a two-component
Gaussian Mixture Model (GMM) (Reynolds et al.,
2009) on {xd} via expectation-maximization.

We assign the component with the smaller mean
value to the "unsafe" class, since lower rank values
correspond to high-rank positions, and define the
reliability score of a candidate chunk d as its pos-
terior probability when the mode (g) is clean:

p(g = clean | xd) = p(g) p(xd | g)/p(xd), (3)

where g ∈ {clean, unclean}. Using this reliability
score, we partition the candidate pool Dcand into
two disjoint subsets, the Safe Set of chunks that
are more likely non-poisoned and the Unsafe Set
of chunks that are more likely poisoned:

Ssafe={ d ∈ Dcand | P (g=clean | xd)≥0.5 }
Sunsafe=Dcand \ Ssafe.

(4)

3.2 Adaptive Evidence Selection
Given the two sets, SAFER-RAG adopts a safe-first
strategy for selecting answer-supporting evidence.
It first attempts to ground candidate answers in
SSafe, and falls back to SUnsafe only when no valid
answer can be supported from the Safe Set.
SAFER-RAG first selects the top-k chunks from

SSafe by their retrieval scores against the origi-
nal query q, forming the safe evidence pool DSafe.
A generator LLM then produces a set of candi-
date answer–evidence pairs {(a,Dsupp(a))} from
DSafe, where Dsupp(a) ⊆ DSafe denotes the chunks
supporting answer a. A candidate (a,Dsupp(a)) is
considered valid if a is non-empty and grounded
in at least one chunk, that is, Dsupp(a) ̸= ∅.

Even within DSafe, some malicious chunks may
remain due to imperfect partitioning, leading the
generator LLM to produce multiple valid answer–
evidence pairs that are not equally trustworthy. To
guard against this, SAFER-RAG selects among them
the one whose supporting evidence has the highest
expected reliability:

p(clean | a) = Ed∈Dsupp(a)[ p(g=clean | xd) ] .(5)

The finally selected supporting evidence is then:

D∗
supp = arg max

Dsupp(a)
p(clean | a), (6)

If no valid answer–evidence pair can be generated
from DSafe, SAFER-RAG falls back to the Unsafe
Set and repeats the same procedure on SUnsafe, ap-
plying the same criterion to obtain D∗

supp. This
adaptive design avoids both over-filtering on clean
or lightly poisoned corpora and under-filtering
under heavy poisoning, since the pool consulted
adapts to each query’s reliability landscape rather
than being fixed in advance.

3.3 Grounded Answer Generation
Given the selected evidence, SAFER-RAG produces
the final answer with respect to the original query
q. For multi-hop queries, SAFER-RAG additionally
decomposes q into sub-queries {q(1), . . . , q(h)}
via an LLM, applies the previous two stages inde-
pendently to each sub-query q(i), and aggregates
the resulting supporting evidence into Dfinal =

2We find that using additional components beyond the
first does not provide further discriminative information (see
Appendix B), and that this spectral feature outperforms sim-
pler rank-based statistics such as mean rank, rank variance,
and rank entropy (see Appendix C).

49356



Single-hop Multi-hop

Poisoning
Level

Method NQ MS-MARCO HotpotQA

PoisonedRAG FSAP Mixed PoisonedRAG FSAP Mixed PoisonedRAG FSAP Mixed
Acc ↑ / ASR ↓ Acc ↑ / ASR ↓ Acc ↑ / ASR ↓ Acc ↑ / ASR ↓ Acc ↑ / ASR ↓ Acc ↑ / ASR ↓ Acc ↑ / ASR ↓ Acc ↑ / ASR ↓ Acc ↑ / ASR ↓

C
le

an

LLM-only −−−−− 56.0 / - −−−−− −−−−− 60.5 / - −−−−− −−−−− 52.0 / - −−−−−
VanillaRAG −−−−− 79.5 / - −−−−− −−−−− 86.6 / - −−−−− −−−−− 71.0 / - −−−−−

RAGuard −−−−− 72.2 / - −−−−− −−−−− 80.0 / - −−−−− −−−−− 59.0 / - −−−−−
ReliabilityRAG −−−−− 76.0 / - −−−−− −−−−− 74.5 / - −−−−− −−−−− 49.0 / - −−−−−
EcoSafeRAG −−−−− 77.1 / - −−−−− −−−−− 85.6 / - −−−−− −−−−− 62.0 / - −−−−−
SeCon-RAG −−−−− 77.8 / - −−−−− −−−−− 86.2 / - −−−−− −−−−− 68.0 / - −−−−−

SAFER-RAG −−−−− 84.0 / - −−−−− −−−−− 88.2 / - −−−−− −−−−− 79.0 / - −−−−−

L
ow

VanillaRAG 52.6 / 44.9 55.6 / 41.6 54.5 / 43.6 64.5 / 30.0 62.5 / 35.6 63.5 / 32.7 47.0 / 45.0 36.0 / 48.0 34.0 / 49.0
RAGuard 57.1 / 12.9 62.6 / 18.9 60.0 / 18.2 60.2 / 21.8 54.5 / 24.0 60.9 / 22.9 47.0 / 45.0 42.0 / 39.0 34.0 / 49.0

ReliabilityRAG 47.3 / 40.9 50.4 / 34.4 50.9 / 38.5 62.2 / 24.2 57.3 / 23.6 62.5 / 23.8 44.0 / 44.0 32.0 / 45.0 41.0 / 36.0
EcoSafeRAG 50.9 / 44.7 55.4 / 41.1 52.7 / 41.8 64.9 / 28.4 65.5 / 32.7 65.3 / 33.5 46.0 / 45.0 33.0 / 47.0 23.0 / 55.0
SeCon-RAG 68.7 / 9.6 65.8 / 17.6 67.3 / 16.4 72.9 / 9.8 70.9 / 16.4 73.5 / 13.1 65.0 / 5.0 65.0 / 14.0 60.0 / 11.0

SAFER-RAG 76.4 / 4.4 78.4 / 9.6 77.1 / 8.0 79.8 / 7.1 81.8 / 2.6 75.1 / 5.1 70.0 / 7.0 66.0 / 9.0 67.0 / 12.0

M
ed

iu
m

VanillaRAG 43.8 / 54.4 50.2 / 48.9 45.5 / 52.7 54.9 / 38.2 52.7 / 43.6 53.8 / 40.9 41.0 / 49.0 29.0 / 56.0 27.0 / 57.0
RAGuard 55.3 / 19.5 57.3 / 28.6 56.4 / 20.0 50.2 / 35.3 49.1 / 27.4 49.6 / 31.3 39.0 / 44.0 44.0 / 42.0 34.0 / 55.0

ReliabilityRAG 33.8 / 57.1 42.4 / 49.1 38.2 / 49.1 58.2 / 31.8 56.4 / 27.4 58.4 / 29.6 37.0 / 51.0 28.0 / 59.0 38.0 / 46.0
EcoSafeRAG 42.5 / 55.6 48.0 / 51.1 44.0 / 50.2 58.2 / 35.8 54.5 / 37.5 58.5 / 36.7 43.0 / 43.0 28.0 / 55.0 32.0 / 59.0
SeCon-RAG 66.4 / 16.5 59.8 / 22.4 62.5 / 21.8 70.4 / 14.7 72.0 / 22.5 72.4 / 18.5 61.0 / 8.0 58.0 / 19.0 63.0 / 16.0

SAFER-RAG 76.6 / 4.2 77.5 / 9.1 77.5 / 5.5 76.9 / 8.2 76.4 / 9.6 74.0 / 9.3 68.0 / 8.0 69.0 / 12.0 70.0 / 11.0

H
ig

h

VanillaRAG 37.8 / 57.1 37.5 / 54.0 38.9 / 58.2 49.3 / 41.5 42.5 / 47.3 45.8 / 48.0 36.0 / 54.0 23.0 / 66.0 28.0 / 57.0
RAGuard 54.7 / 24.1 56.2 / 25.3 54.0 / 34.5 47.3 / 39.1 47.3 / 28.6 47.8 / 33.8 44.0 / 46.0 37.0 / 56.0 32.0 / 58.0

ReliabilityRAG 28.7 / 61.1 27.1 / 63.6 29.1 / 61.8 51.3 / 38.2 58.2 / 34.5 58.5 / 38.9 28.0 / 62.0 21.0 / 68.0 26.0 / 56.0
EcoSafeRAG 38.7 / 57.6 38.6 / 58.6 37.5 / 57.5 52.2 / 39.6 50.9 / 43.6 51.6 / 44.4 37.0 / 49.0 25.0 / 60.0 26.0 / 55.0
SeCon-RAG 58.5 / 20.0 52.9 / 35.1 57.5 / 21.8 65.3 / 17.8 65.5 / 24.1 65.5 / 20.9 57.0 / 10.0 53.0 / 26.0 60.0 / 21.0

SAFER-RAG 74.5 / 3.1 72.2 / 8.2 73.6 / 6.9 80.5 / 10.9 78.4 / 14.5 79.5 / 14.0 60.0 / 11.0 68.0 / 14.0 62.0 / 10.0

Table 1: Generation performance (Acc and ASR) of six methods across three poisoning attack types and four
poisoning levels on three datasets. The best scores are marked in bold.

∪h
i=1 D

∗, (i)
supp , where D∗, (i)

supp denotes the evidence se-
lected for q(i) and h = 1 recovers the single-hop
case. The generator LLM then produces the final
answer a∗ conditioned on q and Dfinal. Refer to Ap-
pendix A for details on the query decomposition.

This design also reduces context overhead. Only
the chunks supporting the chosen answer for each
sub-query are kept, so the final context remains
compact, free of residual poisoned or irrelevant
chunks, and free of conflicts since each sub-query
contributes evidence for a single answer.

4 Evaluation

We conduct experiments to validate three claims
about SAFER-RAG: (1) it is robust against diverse
corpus poisoning attack types and intensity lev-
els; (2) its robustness stems from our core design
components; and (3) it is efficient and generalizes
across backbone models. See Appendices F and G
for datasets, model and retrieval details.

Datasets. We evaluate on three popular open-
domain QA benchmarks: NQ (Kwiatkowski et al.,
2019), MS-MARCO (Bajaj et al., 2016) for single-
hop QA, HotpotQA (Yang et al., 2018) for multi-
hop reasoning QA. We use 550 queries for NQ and
MS-MARCO, and 100 queries for HotpotQA.

On each benchmark, we target the retrieval cor-

pus with two representative poisoning attacks of
distinct character. PoisonedRAG (Zou et al., 2025)
appends query-related content to maximize retriev-
ability, while FSAP (Bigdeli et al., 2025) uses few-
shot prompting to produce natural-looking poisons
that evade surface-level detection. We additionally
include a Mixed setting that combines the two in
a 1:1 ratio. Following prior poisoning studies (Xi-
ang et al., 2026; Shen et al., 2025), we vary the
attack intensity across four levels in {Clean, Low,
Medium, High}, corresponding to {0, 2, 4, 6} poi-
soned documents injected into the retrieval corpus
per target query, in order to examine how defenses
scale with the poisoning level. Since neither the at-
tack type nor the poisoning level is known to the
defender in advance, a deployable defense must re-
main robust across both axes rather than excel un-
der any single configuration.

Baselines. We compare our method against four
representative defenses from two existing cat-
egories, along with VanillaRAG, a no-defense
baseline. Reliability-based defenses score each
retrieved document with auxiliary signals and
filter accordingly; representatives are RAGuard
(Cheng et al., 2025) and ReliabilityRAG (Shen
et al., 2025). Clustering-based defenses filter via
embedding-space or semantic-structural grouping;
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Figure 2: Rank distributions of poisoned, ground-truth (GT), and irrelevant (IRR) documents under query perturba-
tions across three poisoning levels, aggregated over all three datasets (Rank 1 is the top result): PoisonedRAG (left)
and FSAP (right). The thin vertical line inside each violin spans the first to third quartile (25th–75th percentile) of
the rank distribution, and the thick horizontal tick marks the median, whose value is annotated inside each violin.

representatives are EcoSafeRAG (Yao et al., 2025)
and SeCon-RAG (Si et al., 2025).

For fair comparison, all methods share the same
retrieval and generation backbone: BAAI/bge-
base-en-v1.5 (Xiao et al., 2024) as the retriever
and Qwen2.5-14B-Instruct (Yang et al., 2024) as
the default generator, with Qwen2.5-72B-Instruct
as the LLM-as-a-Judge. For hyperparameters, we
set n = 30 query rewrites and k′ = 4k can-
didate pool size for reliability estimation, where
k = 10. Ablations on both are provided in Ap-
pendices H.1–H.2, with full baseline details in Ap-
pendix H.

Metrics. We mainly report generation results:
Accuracy (Acc) is a binary score for whether the
generated answer matches the ground truth, scored
by an LLM-as-a-Judge with the prompt in Table
17; and Attack Success Rate (ASR) is the fraction
of queries for which the generated answer matches
the attacker-specified target. The two capture com-
plementary aspects. Acc reflects answerability un-
der poisoning, while ASR reflects resistance to at-
tacker steering. A robust defense must therefore
achieve high Acc and low ASR simultaneously.

To complement this, we also evaluate retrieval-
side filtering quality, which isolates the defense
itself from generator behavior. We measure it by
Balanced Accuracy (bAcc) of poisoned-document
classification, i.e., the mean of per-class recall.

4.1 Robustness of SAFER-RAG
Table 1 reports generation performance over six
methods with varying attack types and poisoning
levels. SAFER-RAG is the only method that con-
sistently achieves the highest Acc and the lowest
ASR across every setting, on both single-hop and

multi-hop benchmarks, establishing it as the sole
defense that is genuinely agnostic to both the at-
tack type and the poisoning level.

Analysis on Poisoning Levels. Reliability-based
methods (RAGuard and ReliabilityRAG) are de-
signed under the assumption of heavily poisoned
retrieval, scoring each document independently
and aggressively filtering low-trust candidates.

This design helps them remain competitive at
the High level but limits their effectiveness when
poisoning is light. For instance, on NQ under Poi-
sonedRAG, RAGuard reaches 54.7 Acc at High
(vs 58.5 for SeCon-RAG) yet trails SeCon-RAG
by 5.6, 11.6, and 11.1 points at Clean, Low, and
Medium, respectively. SAFER-RAG shows no such
trade-off and sustains 84.0, 76.4, 76.6, and 74.5
Acc across Clean, Low, Medium, and High, re-
maining the strongest method at every level.

Analysis on Attack Types. Clustering-based ones
(EcoSafeRAG and SeCon-RAG) instead assume
that poisoned documents form separable groups
in embedding space, exploiting the tight cluster-
ing induced by shared query tokens in query-
conditioned attacks like PoisonedRAG.

This design isolates query-conditioned poisons
well but falters against natural-looking ones like
FSAP, whose LLM-generated content scatters
among benign documents. For instance, on NQ at
the High level, SeCon-RAG reaches 58.5 Acc un-
der PoisonedRAG yet drops to 52.9 under FSAP,
with ASR rising from 20.0 to 35.1. In contrast,
our approach (SAFER-RAG) shows no such depen-
dence on attack type and maintains 74.5, 72.2, and
73.6 Acc on the same setting across PoisonedRAG,
FSAP, and Mixed, since the rank-stability signal
arises from the attack objective itself rather than
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PoisonedRAG FSAP Mixed

Method NQ MS-MARCO HotpotQA Avg. NQ MS-MARCO HotpotQA Avg. NQ MS-MARCO HotpotQA Avg.

SeCon-RAG 61.5 63.7 49.9 58.4 56.4 52.8 49.8 53.0 56.8 57.6 49.8 54.7
EcoSafeRAG 49.4 45.5 49.5 48.2 49.8 44.0 49.9 47.9 49.4 45.9 49.5 48.3
SAFER-RAG 83.6 77.9 83.5 81.7 83.2 70.8 82.8 78.9 83.3 75.0 83.2 80.5

Table 2: Balanced accuracy (bAcc; %) for binary Safe/Unsafe classification of retrieved chunks, comparing
SAFER-RAG against two representative clustering-based baselines.

any surface pattern.

No Degradation on Clean Setup. A common bot-
tleneck of existing poisoning defenses is over-
cleaning, where useful evidence is discarded along
with poisoned ones, which hurts most when poi-
soning is light or absent. This is clearest on clean
corpora, where every defense baseline underper-
forms VanillaRAG across all three datasets, with
drops ranging from 0.4–22.0 points, indicating
that their filters discard useful evidence even with-
out any attack to suppress.

In contrast, SAFER-RAG not only avoids this
degradation but improves over VanillaRAG by 4.5,
1.6, and 8.0 points on NQ, MS-MARCO, and Hot-
potQA. This gain stems from two safeguards built
into the adaptive selection. First, when the Safe Set
cannot ground an answer, it escalates to the Unsafe
Set rather than returning empty-handed, ensuring
useful evidence is never discarded by default. Sec-
ond, within whichever set is consulted, it selects
only the chunks whose reliability scores best sup-
port the chosen answer, as detailed in Eq. (6), so
the final context is always built from the most reli-
able evidence available.

Robustness Sustained on Multi-Hop HotpotQA.
SAFER-RAG remains the strongest method on
HotpotQA as well, despite a narrower accuracy
margin over SeCon-RAG under High poisoning
(60.0 vs. 57.0 Acc on PoisonedRAG, 68.0 vs. 53.0
on FSAP, 62.0 vs. 60.0 on Mixed), and it notably
outperforms SeCon-RAG on FSAP, where SeCon-
RAG’s semantic-structural grouping degrades
against natural-looking poisons.

This narrower margin under PoisonedRAG and
Mixed reflects two properties of multi-hop reason-
ing rather than a weaker reliability signal: query
decomposition weakens the top-rank persistence
of poisons optimized for the original query, and
errors at any single hop can propagate to the fi-
nal answer. Overall, SAFER-RAG’s advantage over
clustering-based defenses remains clearest pre-
cisely where attack types diverge, confirming that
its robustness generalizes beyond single-hop QA.
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Figure 3: Average generation accuracy (Acc) across
NQ, MS-MARCO, and HotpotQA under each poison-
ing levels of the Mixed attack type.

4.2 Spectral Estimation Validation
Since both Safe and Unsafe splitting and evidence
scoring rely on spectral reliability estimation, we
validate it in two steps: first, by verifying the rank-
stability gap between poisoned and clean chunks
under query perturbations; and second, by show-
ing that spectral splitting exploits this signal more
effectively than clustering-based alternatives.

Rank-Stability Gap. Figure 2 shows the rank
distributions of malicious (MAL), ground-truth
(GT), and irrelevant (IRR) chunks under query per-
turbations across poisoning levels and attack types,
aggregated over all three datasets. We separate
the non-poisoned corpus into GT and IRR chunks
to verify that the rank-stability gap holds even
against genuinely relevant clean evidence, rather
than being an artifact of comparing poisons with
many irrelevant chunks.

Across all settings, malicious chunks consis-
tently maintain the highest retrieval ranks with the
lowest variance, followed by GT chunks, with ir-
relevant chunks ranked lowest and most dispersed;
this ordering MAL < GT < IRR holds uniformly
across attack types and poisoning levels. Cru-
cially, malicious chunks remain distinguishable
even from GT chunks, which are naturally writ-
ten evidence not optimized for retrieval, indicat-
ing that the observed rank rigidity is not simply
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a byproduct of relevance but reflects genuine ad-
versarial optimization. This reveals a clear rank-
stability gap induced by adversarial intent itself
rather than by specific attack patterns, corpus char-
acteristics, or mere topical relevance, validating
the core assumption underlying our spectral reli-
ability estimation.

Spectral vs. Clustering-based Splitting. Table
2 compares SAFER-RAG against two representative
clustering-based baselines on binary Safe/Unsafe
classification of retrieved chunks.

Across all settings, SAFER-RAG achieves sub-
stantially higher balanced accuracy, outperform-
ing clustering-based methods by large margins.
Although performance drops under stronger at-
tack settings for all methods, SeCon-RAG remains
particularly sensitive to attack-specific embedding
patterns due to its clustering-based separability as-
sumption. In contrast, spectral splitting preserves
strong performance across attack types by exploit-
ing the rank-stability signal induced by adver-
sarial intent itself rather than relying solely on
embedding-space clustering structure.

In contrast, spectral splitting preserves strong
performance across attack types by exploiting the
rank-stability signal induced by adversarial intent
itself rather than relying solely on embedding-
space clustering structure. The underlying GMM
posterior remains informative even under sparse
poisoning, as detailed in Appendix D.

4.3 Detailed Analysis
We further analyze SAFER-RAG along three axes.
First, we ablate each of its three components to
isolate their individual contribution. Second, we
measure its latency to characterize the trade-off be-
tween robustness and efficiency in practice. Third,
we evaluate its generalization across generator
backbones of different capacities, while leaving
generalization across retrievers to Appendix J.

Component Ablation. We ablate the three
stages of SAFER-RAG by (i) replacing spectral relia-
bility estimation with the clustering-based split of
SeCon-RAG (Si et al., 2025), (ii) removing adap-
tive evidence selection by using only the Safe Set,
and (iii) replacing grounded answer generation by
feeding the full candidate pool to the generator to-
gether with evidence indicators.

Figure 3 reports average generation accuracy
under Mixed poisoning attacks across attack lev-
els. The three components contribute in comple-
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Figure 4: Accuracy–latency trade-off on NQ under
the Mixed High poisoning setup, using Qwen2.5-14B-
Instruct on an RTX Pro 6000 GPU.

mentary regimes. (i) Removing spectral reliability
estimation causes the largest drop under heavy poi-
soning, where clustering fails to separate seman-
tically similar poisons, confirming that rank sta-
bility captures adversarial intent beyond surface
level embedding structure. (ii) Removing adap-
tive evidence selection causes the largest drop un-
der no or light poisoning, where Safe Set only
retrieval discards useful evidence, showing that
fallback retrieval is essential for preserving an-
swerability when the Safe Set is overly conserva-
tive3. (iii) Removing grounded answer generation
causes the largest drop under Medium to High poi-
soning, where feeding the full candidate pool re
exposes the generator to unsafe chunks, showing
that restricting the final context to answer support-
ing chunks is essential for reliable generation.

Together, the three components synergize by
covering complementary failure modes, with each
addressing a regime where the others fall short.
We provide the full ablation results in Appendix
I, where Tables 9 and 10 report the exact averaged
Acc and ASR values, respectively.

Accuracy–Latency Trade-off. Figure 4 illus-
trates the average end-to-end latency per query
on NQ under the Mixed High poisoning setup.
SAFER-RAG sits between lightweight baselines
such as VanillaRAG and RAGuard and the slow-
est baseline SeCon-RAG, while achieving substan-
tially higher Acc in generation than all of them.

Four design choices in SAFER-RAG keep its ad-
ditional cost contained. First, query rewriting, the
most obvious source of overhead, is performed in

3The fallback mechanism is activated for only 32% of
queries on NQ, 12% on MS MARCO, and 40% on HotpotQA,
avoiding unnecessary latency. For HotpotQA, this rate is a
query-level union metric: a multi-hop query is counted as fall-
back if any of its sub-queries invokes the Unsafe Set. See Ap-
pendix K.
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Figure 5: Accuracy across different attack levels for dif-
ferent generator models.

a single batched rollout rather than n sequential
LLM calls. Second, reliability estimation runs on
a small rank matrix, so the spectral computation is
negligible. Third, adaptive selection consults the
Unsafe Set only when the Safe Set fails to ground
an answer, so queries can terminate with a single
generator call. Fourth, the final generator receives
only the selected evidence rather than the full re-
trieved pool, shortening the input and decoding
time. Together, these choices keep SAFER-RAG’s la-
tency within a practical range while delivering sub-
stantially higher robustness. The detailed break-
down per stage is provided in Appendix L.

Backbone Generalization. To examine whether
SAFER-RAG’s robustness depends on the genera-
tor, we evaluate it with two backbones of dif-
ferent capacities, Qwen2.5-14B-Instruct and GPT-
5.4-mini, under the Mixed poisoning setup. Fig-
ure 5 shows that SAFER-RAG achieves the highest
Acc across all four poisoning levels on both back-
bones, and the gap over baselines widens as poi-
soning grows. This indicates that SAFER-RAG’s ro-
bustness is not tied to any specific generator be-
havior, but stems from filtering and selecting reli-
able evidence before generation. Since the defense
operates upstream of the generator, its effect trans-
fers across backbones rather than relying on a par-
ticular model’s internal capability. Corresponding
ASR results are provided in Appendix M.

5 Conclusion

We present SAFER-RAG, a robust RAG defense that
turns query induced rank behavior into a relia-
bility signal. It uses spectral analysis to separate
clean and poisoned chunks into Safe and Unsafe
Sets, then adaptively retrieves evidence with a safe
first strategy that avoids over filtering. Because
the signal arises from the attack objective itself,

SAFER-RAG remains robust across attack types and
poisoning levels, achieving the best overall robust-
ness across benchmarks and settings.

Limitations

While SAFER-RAG performs reliably across our ex-
perimental settings, two aspects warrant discus-
sion as potential limitations, both of which we be-
lieve are mitigated by our design.

Robustness of Query Rewrites. A natural con-
cern is whether imperfect rewrites that drift from
the original intent inject noise into the reliabil-
ity signal. The candidate pool is constructed once
from the original query, and rewrites only re-
rank chunks within this fixed pool, so a drifted
rewrite cannot introduce unseen documents and
at worst contributes a less informative rank vec-
tor among the n observations. The final answer is
also grounded on the original query rather than the
rewrites. Rewrites thus serve only as a perturba-
tion probe, and their imperfection affects the spec-
tral signal only marginally.

Adaptive Attacks. An attacker aware of our de-
fense could attempt to craft poisons that remain
top-ranked under rewrites. We believe this is struc-
turally difficult for three reasons. First, rewrites are
sampled stochastically from an LLM at inference,
so optimization against any fixed paraphrase set
does not transfer to the rewrites SAFER-RAG actu-
ally samples. Second, generalizing across diverse
surface forms competes with the attack’s primary
objective of dominating the original target query.
Third, even if a poisoned chunk enters the Safe
Set, it must additionally outscore clean evidence
in reliability-weighted answer selection, requiring
bypass of all three stages.
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A SAFER-RAG Pseudocode

For a concise summary of the overall SAFER-RAG
pipeline, we provide formal pseudocode in Algo-
rithm 1. The algorithm covers query decomposi-
tion, multi-perspective query perturbation, relia-
bility estimation, adaptive evidence selection, and
grounded answer generation. This clarifies our im-
plementation and facilitates reproducibility.

Algorithm 1 Rank-based Perturbation for Safe
RAG (SAFER-RAG)
Require: Original query q, corpus D, retriever R, genera-

tor G, number of rewrites N , candidate pool size k′, evi-
dence budget K

Ensure: Final answer a∗

1: Decompose q intoQsub = {q(0), q(1), . . . , q(h−1)}
2: for each sub-query q(i) ∈ Qsub do
3: Generate N semantic rewrites of q(i) and form

Q̂(i) = {q̂(i)1 , q̂
(i)
2 , . . . , q̂

(i)
N }

4: D(i)
cand ←R(q(i),D, k′)

5: for each rewritten query q̂
(i)
j ∈ Q̂(i) do

6: Re-rank all chunks in D(i)
cand under query q̂

(i)
j

7: end for
8: for each candidate chunk d ∈ D(i)

cand do
9: v

(i)
d ←

[
r(d, q̂

(i)
1 ), r(d, q̂

(i)
2 ), . . . , r(d, q̂

(i)
N )

]

10: end for
11: Stack {v(i)

d }d∈D(i)
cand

into V(i)

12: Center V(i) and obtain Ṽ(i)

13: Compute the leading principal direction u
(i)
1 from

Ṽ(i)

14: Obtain the PC1-based spectral score x(i)
d = ṽ

(i)⊤
d u

(i)
1

for each candidate chunk d
15: Fit a two-component GMM on the PC1 scores

{x(i)
d }d∈D(i)

cand

16: Assign the smaller-mean component to g = unsafe
and the other component to g = clean

17: Compute reliability scores P (g = clean | x(i)
d ) for

all d ∈ D(i)
cand

18: S(i)
safe = {d ∈ D(i)

cand | P (g = clean | x(i)
d ) ≥ 0.5},

S(i)
unsafe = D

(i)
cand \ S

(i)
safe

19: D(i)
safe ← Top-K chunks from S(i)

safe

20: A(i)
safe ← valid answer–evidence pairs from D(i)

safe

21: if A(i)
safe ̸= ∅ then

22: (a(i)∗,D(i)∗
supp)← argmax

(a,Dsupp(a))∈A(i)
safe

p(clean | a)
23: else
24: A(i)

unsafe ← valid answer–evidence pairs from
S(i)
unsafe

25: (a(i)∗,D(i)∗
supp)← argmax

(a,Dsupp(a))∈A(i)
unsafe

p(clean | a)
26: end if
27: end for
28: Dfinal ←

⋃h−1
i=0 D

(i)∗
supp

29: a∗ ← G(q,Dfinal)
30: return a∗

B Principal Component Selection for
Spectral Reliability Estimation

The eigen decomposition-based Spectral Relia-
bility Estimation relies on principal components
(PCs). We examine how the number of retained
PCs affects classification performance by com-
paring three configurations: PC1, PC1+PC2, and
PC1+PC2+PC3. Here, PC1+PC2 does not in-
dicate an arithmetic sum; rather, it denotes a
two-dimensional projection using the coordinates
along PC1 and PC2 for GMM-based classification.

Impact of Higher-Dimensional Components.
As shown in Table 3, using PC1 alone achieves bal-
anced Accuracy comparable to configurations that
additionally incorporate PC2 or PC3. The configu-
rations using additional components improve bal-
anced Accuracy by only about 0.5 points over PC1
alone, suggesting that their impact on performance
is negligible. This tendency is also evident in the
multi-hop setting, where PC1 remains close to the
best-performing configuration.

Consistency across Attack Types. This trend is
consistent across PoisonedRAG, FSAP, and Mixed
attacks, with PC1-only remaining close to the best-
performing configuration under the Mixed setting.

This result is also consistent with the intu-
ition from FINE (Kim et al., 2021): the leading
eigenspace captures the most informative structure
of the data, while higher-order components may
include noisier or less discriminative variations. In
our case, the stable high-ranking behavior of poi-
soned documents is already captured by the lead-
ing principal direction. Therefore, adding PC3 pro-
vides limited additional information and does not
lead to consistent gains in balanced Accuracy.

Consequently, we adopt PC1 as the default prin-
cipal component vector for our framework, strik-
ing an optimal balance between computational ef-
ficiency and balanced Accuracy.

C Justifying the Spectral Feature for
Reliability Estimation

To justify the use of spectral analysis over sim-
pler rank-based summaries, we compare our spec-
tral feature (PC1) against three commonly used
scalar statistics computed from the rank vectors:
mean rank, rank variance, and rank entropy across
rewritten queries. Unlike these scalar statistics,
which compress each document’s rank trajectory
according to a predefined summary rule, PC1 is
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PoisonedRAG FSAP Mixed

Setting NQ MS-MARCO Hotpot Avg. NQ MS-MARCO Hotpot Avg. NQ MS-MARCO Hotpot Avg.

PC1 83.2 (67.5) 77.5 (65.8) 83.1 (53.5) 81.3 (62.3) 82.6 (66.7) 70.7 (59.9) 82.5 (53.1) 78.6 (59.9) 82.8 (67.1) 74.8 (63.1) 82.8 (53.3) 80.1 (61.2)
PC1+PC2 83.6 (67.9) 77.9 (66.3) 83.5 (53.8) 81.7 (62.7) 83.2 (67.3) 70.8 (60.0) 82.8 (53.3) 78.9 (60.2) 83.3 (67.6) 75.0 (63.2) 83.2 (53.5) 80.5 (61.4)
PC1+PC2+PC3 83.5 (67.8) 77.8 (66.0) 83.8 (53.8) 81.7 (62.5) 83.0 (67.2) 70.6 (69.8) 82.8 (53.3) 78.8 (60.1) 83.2 (67.5) 75.0 (63.1) 83.1 (53.5) 80.4 (61.2)

Table 3: Comparison of balanced Accuracy for PC1, PC1+PC2, and PC1+PC2+PC3 eigen-decomposition. Results
are presented as A, where A(B) denotes the balanced Accuracy for Non-poisoned vs. Poisoned, and (B) denotes
the balanced Accuracy for Ground Truth (GT) vs. Poisoned.

Dataset Attack Method PC1 (Ours) Mean Rank Rank Variance Rank Entropy

NQ
PoisonedRAG 0.832 0.737 0.727 0.778
FSAP 0.826 0.727 0.710 0.750
Mixed 0.828 0.729 0.716 0.766

MS-MARCO
PoisonedRAG 0.775 0.775 0.633 0.717
FSAP 0.707 0.630 0.564 0.637
Mixed 0.748 0.705 0.604 0.687

HotpotQA
PoisonedRAG 0.831 0.781 0.729 0.812
FSAP 0.825 0.776 0.708 0.795
Mixed 0.828 0.775 0.715 0.813

Table 4: Balanced accuracy for malicious versus non-
malicious chunk classification, comparing PC1 against
simpler rank-based statistics under the same GMM-
based classification procedure.

estimated in a data-driven manner directly from
the full cross-rewrite rank matrix. It uses the en-
tire rank matrix rather than a single aggregated
value, captures the joint variation across rewritten
queries, and models the covariance among rank
observations, allowing it to adapt to the observed
rank distribution without relying on a manually
designed heuristic. All four features are compati-
ble with the same GMM-based classification pro-
cedure used in SAFER-RAG, which allows for a con-
trolled comparison isolating the effect of the fea-
ture itself.

To empirically verify this advantage, we com-
pare PC1 with the three scalar statistics while keep-
ing the GMM-based classification procedure fixed
and varying only the input feature. Table 4 reports
the resulting balanced accuracy for malicious ver-
sus non-malicious chunk classification across all
datasets and attack settings.

PC1 achieves the highest or tied-highest bal-
anced accuracy across all datasets and attack set-
tings. It consistently outperforms rank variance
and rank entropy, and also surpasses mean rank ex-
cept on MS-MARCO under PoisonedRAG, where
the two perform equally. This indicates that the
advantage of SAFER-RAG does not arise merely
from using any specific rank-based statistic; rather,
the spectral feature provides a more informative
representation for separating malicious and non-
malicious documents under the same GMM clas-
sifier.

Poisoning Level GT Mean GT Var. Mal Mean Mal Var.

Low 0.4618 0.1514 0.0074 0.0045
Medium 0.4997 0.1620 0.0094 0.0056
High 0.5591 0.1803 0.0127 0.0066

Table 5: Mean and variance of the GMM posterior
P (g=clean | xd) for ground-truth (GT) and malicious
(MAL) documents across poisoning levels.

D GMM Posterior Reliability across
Poisoning Levels

The two-component GMM fitted on PC1 scores
(Section 3.1) partitions the candidate pool into
Safe and Unsafe Sets without a manually cali-
brated threshold. A natural concern is whether this
posterior remains informative when poisoning is
sparse: with only one or two malicious documents
among k′ = 40 candidates, the "unsafe" Gaus-
sian component is estimated from very few points,
which could make P (g=clean | xd) unreliable.

We emphasize that P (g=clean | xd) is not
intended as a perfectly calibrated class probabil-
ity. Its mean, variance, and mixture weights are
re-estimated from each query’s own rank matrix
rather than fixed in advance, so it instead serves
as a query-adaptive relative reliability score that
ranks candidates by how consistently they behave
across rewrites. This score is used by the two-stage
adaptive selection in Section 3.2 to route evidence,
with the Unsafe Set fallback recovering candidates
that are conservatively assigned to the wrong set
by an imperfect GMM split.

To examine whether the posterior remains in-
formative under sparse poisoning, we report the
empirical mean and variance of P (g=clean | xd)
for ground-truth (GT) and malicious (MAL) docu-
ments across poisoning levels in Table 5.

Even at the Low poisoning level, where only
two malicious documents are injected, the mean
posterior for malicious documents remains close
to zero, while GT documents receive substantially
higher scores. This indicates that the suspicious
component remains informative even when esti-
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mated from few malicious samples. As poisoning
increases, the mean GT score rises from 0.4618 at
Low to 0.5591 at High, while malicious-document
scores remain near zero, making the separation be-
tween the two modes clearer as more malicious
chunks become available to estimate the unsafe
component.

We note that the Safe and Unsafe Sets are not
expected to perfectly match the true clean and ma-
licious classes. The GMM first constructs a high-
confidence Safe Set, while GT documents conser-
vatively assigned to the Unsafe Set can still be
recovered through the second-stage fallback de-
scribed in Section 3.2. Since clean and poisoned
chunks exhibit distinctly polarized patterns in their
posterior distributions, even conservative misclas-
sifications are effectively corrected by prioritizing
evidence with higher clean probability during fall-
back, preventing downstream generation failure.

E Query Rewriting Prompt and
Empirical Grounding

To empirically justify the constraints in our query
rewriting prompt template (Table 16), we ground
each instruction in established Information Re-
trieval (IR) and LLM literature. Rather than re-
lying on naive prompt engineering, our tem-
plate extends Natural Language Rewriting Hints
(NLR2) introduced by Liu and Mozafari (2026)
into three boundary layers: mandatory constraints
(You must), permissible variations (You may), and
prohibitive boundaries (Do not). Table 18 maps
each sub-instruction to key paradigms in query
reformulation and dense retrieval, showing how
the generated N rewrites improve retrieval robust-
ness and information coverage while preserving
the user’s core intent.

F Dataset Details

We provide detailed information on the datasets
used in our experiments, including the number
of queries, corpus size, and annotation source.
Our evaluation is conducted on three retrieval
and question-answering benchmarks: NQ, MS-
MARCO, and HotpotQA. These datasets cover
complementary retrieval scenarios, ranging from
single-hop web search questions to multi-hop rea-
soning over Wikipedia passages.

NQ and MS-MARCO. For NQ (Kwiatkowski
et al., 2019) and MS-MARCO (Bajaj et al., 2016),
we use the BRIDGE benchmark constructed by

(Ban et al., 2026), which builds on BEIR re-
trieval subsets (Thakur et al., 2021) and mitigates
the annotation-hole problem by using DREAM
to identify missing relevant chunks, thereby pro-
viding denser and more reliable relevance an-
notations for retrieval and RAG evaluation. We
use 550 queries for each dataset: NQ is based
on BEIR(NQ), whose questions come from real
Google Search queries with Wikipedia-based an-
swers, and uses the corresponding BEIR corpus
of approximately 2.6M passages; MS-MARCO is
based on BEIR(MS-MARCO), which originates
from large-scale web search queries with passage-
level relevance judgments, and uses the corre-
sponding BEIR corpus of approximately 8.8M pas-
sages. For both datasets, we use the BEIR source
corpora and BRIDGE-refined annotations.

HotpotQA. For HotpotQA (Yang et al., 2018),
we use the original fullwiki benchmark, which
evaluates explainable multi-hop question answer-
ing over Wikipedia. Because each question re-
quires combining evidence from multiple para-
graphs, HotpotQA is suitable for testing retrieval
robustness in open-domain RAG. We construct
the corpus from the released Wikipedia-based ev-
idence collection, resulting in 5,863,011 chunks
after preprocessing and indexing, and evaluate on
100 sampled close-ended multi-hop queries.

G Model and Retrieval Configurations

Table 6 summarizes the model and retrieval con-
figurations used in the SAFER-RAG evaluation
pipeline. In the main experiments, all methods
use BGE-base-en-v1.5 (Xiao et al., 2024) as the
default dense embedding model for retrieval and
Qwen2.5-14B-Instruct (Yang et al., 2024) as the
default generator to ensure fair comparison. The
same generator is also used for query rewriting,
adaptive evidence selection, and grounded answer
generation, while Qwen2.5-72B-Instruct (Yang
et al., 2024) is used as the LLM-as-a-Judge for
evaluating answer correctness and attack success.

For retrieval-backend generalization, we com-
pare BGE-base-en-v1.5 (Xiao et al., 2024),
Qwen3-Embedding-4B (Zhang et al., 2025), and
BM25 (Robertson and Zaragoza, 2009), cov-
ering lightweight dense embedding, large-scale
dense embedding, and sparse lexical retrieval set-
tings. For generator-backbone generalization, we
additionally evaluate SAFER-RAG with GPT-5.4-
mini (OpenAI, 2026) while keeping the retrieval
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Type Model Model Checkpoint / API Name Source Reference

Retriever BGE-base-en-v1.5 BAAI/bge-base-en-v1.5 HuggingFace Xiao et al. (2024)
Retriever Qwen3-Embedding-4B Qwen/Qwen3-Embedding-4B HuggingFace Zhang et al. (2025)
Retriever BM25 BM25 Sparse retriever Robertson and Zaragoza (2009)

Open-source Qwen2.5-14B-Instruct Qwen/Qwen2.5-14B-Instruct HuggingFace Yang et al. (2024)
Open-source Qwen2.5-72B-Instruct Qwen/Qwen2.5-72B-Instruct HuggingFace Yang et al. (2024)

Proprietary GPT-5.4-mini gpt-5.4-mini OpenAI API OpenAI (2026)

Table 6: Model and retrieval configurations across the SAFER-RAG evaluation pipeline: retrieval-backend evaluation,
grounded answer generation, LLM-as-a-Judge evaluation, and generator-backbone generalization. Models used in
multiple settings are listed under each relevant role.

backend, poisoning settings, prompt format, and
evaluation protocol fixed.

Proprietary models are queried through their
official APIs, whereas open-source models are
run on local NVIDIA RTX PRO 6000 Blackwell
Server Edition GPUs with 96GB VRAM. We do
not apply model-specific decoding or prompt tun-
ing unless explicitly stated. For each experiment,
competing methods are evaluated with matched
prompt formats, retrieval settings, poisoning con-
figurations, and evaluation criteria to keep compar-
isons controlled.

G.1 Scientific Artifacts
SAFER-RAG evaluation employs publicly avail-
able QA benchmarks, poisoning attack imple-
mentations, retrieval and generation backbones,
and prompting protocols across the full defense
pipeline. We evaluate on NQ, MS-MARCO, and
HotpotQA under three corpus poisoning settings,
including PoisonedRAG, FSAP, and their Mixed
variant, with poisoning levels in {Clean, Low,
Medium, High}. All methods use the same re-
trieval and generation backbones for fair compari-
son: BAAI/bge-base-en-v1.5 as the retriever and
Qwen2.5-14B-Instruct as the default generator,
with Qwen2.5-72B-Instruct used as the LLM-as-
a-Judge. For SAFER-RAG, we use 30 query rewrites
and a candidate pool size of k′ = 4k where k =
10 is the top-k evidence budget used in retrieval
and adaptive evidence selection. The query rewrit-
ing prompt, judging prompt, model configurations,
and implementation details are documented in Ap-
pendix E, Table 17 and Appendix H and the re-
leased code.

H Implementation Details and
Hyperparameter Analysis

This section provides additional details on the ex-
perimental design choices used in SAFER-RAG. In

Number of Rewrites (s) Acc ASR

9 64.3 16.8
19 69.0 12.4
29 72.1 9.7
39 72.7 9.3
49 72.9 9.1

Table 7: Effect of the number of query rewrites on
SAFER-RAG under the high poisoning level. average
Acc and ASR across three datasets; NQ, MS-MARCO,
and HotpotQA.

the main paper, we describe the overall evalua-
tion protocol and report the primary robustness
results. Here, we further justify two implementa-
tion choices that are central to the proposed rank-
perturbation-based reliability estimation: (1) the
number of semantic-preserving query reformula-
tions used to construct rank vectors, and (2) the
size of the retrieval candidate pool used for rank-
based analysis. These choices directly affect the
stability and discriminative power of the spectral
reliability signal. A small number of query vari-
ants lead to noisy rank statistics, while an exces-
sively large retrieval pool may introduce irrele-
vant candidates that dilute the reliability estima-
tion. Therefore, we select these hyperparameters
to balance statistical robustness, computational ef-
ficiency, and downstream generation quality.

H.1 Effect of the Number of Query Rewrites
SAFER-RAG estimates document reliability by mea-
suring how consistently each retrieved docu-
ment maintains its rank under semantic-preserving
query perturbations. Thus, the number of rewritten
queries is an important hyperparameter: too few
rewrites may produce unstable rank-perturbation
features, while too many may increase computa-
tional overhead with limited additional benefit.

To analyze this trade-off, we vary the number
of query rewrites as s ∈ {9, 19, 29, 39, 49}, cor-
responding to n = s + 1 ∈ {10, 20, 30, 40, 50}

49367



Dataset Attack Type N=1 N=2 N=3 N=4 N=5 N=6 N=7 N=8 N=9 N=10

NQ PoisonedRAG 0.039 < 0.005 < 0.005 < 0.005 < 0.005 < 0.005 < 0.005 < 0.005 < 0.005 < 0.005
FSAP 0.023 < 0.005 < 0.005 < 0.005 < 0.005 < 0.005 < 0.005 < 0.005 < 0.005 < 0.005
Mixed 0.011 < 0.005 < 0.005 < 0.005 < 0.005 < 0.005 < 0.005 < 0.005 < 0.005 < 0.005

MS-MARCO PoisonedRAG 0.012 0.011 0.007 < 0.005 < 0.005 < 0.005 < 0.005 < 0.005 < 0.005 < 0.005
FSAP < 0.005 0.611 0.188 < 0.005 < 0.005 < 0.005 < 0.005 < 0.005 < 0.005 < 0.005
Mixed 0.418 0.007 < 0.005 < 0.005 < 0.005 < 0.005 < 0.005 < 0.005 < 0.005 < 0.005

Hotpot PoisonedRAG 0.001 < 0.005 < 0.005 < 0.005 < 0.005 < 0.005 < 0.005 < 0.005 < 0.005 < 0.005
FSAP 0.204 0.058 0.008 < 0.005 < 0.005 < 0.005 < 0.005 < 0.005 < 0.005 < 0.005
Mixed 0.206 0.035 0.006 < 0.005 < 0.005 < 0.005 < 0.005 < 0.005 < 0.005 < 0.005

Table 8: P -values for testing the statistical difference between the average PC1 values of poisoned and non-
poisoned documents across datasets and attack types for varying N in the Top-NK retrieval setting. For each
value of N , the original query retrieves N ×K candidate documents before reliability estimation. Cell color indi-
cates statistical significance at p < 0.005.

total query variants including the original query.
We conduct this analysis under the High poisoning
level, where separating clean from poisoned docu-
ments is most challenging. For each rewriting size,
we report the average performance across the three
datasets, NQ, MS-MARCO, and HotpotQA.

As shown in Table 7, the performance gradu-
ally improves as the number of rewritten queries
increases. This indicates that additional semantic-
preserving perturbations provide richer rank-
variation signals, allowing SAFER-RAG to better
distinguish stable reliable documents from unsta-
ble poisoned documents. When only a small num-
ber of rewrites is used, the rank vectors are con-
structed from limited observations and can be sen-
sitive to individual rewrite artifacts. As the number
of rewrites increases, the reliability estimation be-
comes more robust because each document is eval-
uated across a broader set of semantically equiva-
lent query perspectives.

However, the improvement becomes marginal
after s = 29. Although increasing the number of
rewrites to s ∈ {39, 49} still provides slightly bet-
ter performance, the gain is relatively small com-
pared to the additional reranking and feature con-
struction cost. This suggests that around 30 total
query variants are sufficient to capture the major
rank-instability patterns needed for reliable docu-
ment separation. Therefore, we set s = 29, result-
ing in n = 30 query variants including the original
query, as a practical balance between robustness
and efficiency throughout our experiments.

H.2 Effect of Retrieval Candidate Pool Size
SAFER-RAG relies on rank-based perturbation sig-
nals to estimate the reliability of retrieved docu-
ments. Thus, the retrieval candidate pool should be

large enough to reveal meaningful rank-instability
patterns, while avoiding unnecessary expansion
which introduce irrelevant candidates as noise. To
determine an appropriate pool size, we vary the re-
trieval candidate pool from Top-1K to Top-10K.

As shown in Table 8, when the candidate pool
is small, the separation is not always statistically
significant. For example, several settings at Top-
1K, Top-2K, and Top-3K show relatively large p-
values, suggesting that the retrieval pool is too nar-
row to expose stable rank-perturbation patterns. In
contrast, from Top-4K onward, all datasets and at-
tack types consistently yield p < 0.005. Although
larger candidate pools also maintain statistical sig-
nificance, overly expanding the pool can introduce
irrelevant candidates whose rank fluctuations act
as noise in reliability estimation. Therefore, we se-
lect Top-4K as the default retrieval candidate pool
size, as it is the smallest setting that consistently
preserves the discriminative signal while avoiding
unnecessary noise from overly broad retrieval.

Table 8 reports the p-values which shows sig-
nificant difference between poisoned and non-
poisoned documents across datasets and attack
types. When the candidate pool is small, the sepa-
ration is not always statistically significant. For ex-
ample, on MS-MARCO dataset, FSAP attack type
does not show significant separation at Top-2K
and Top-3K, and Mixed attack type also shows
weak separation at Top-1K. In contrast, from Top-
4K onward, all datasets and attack types consis-
tently yield p < 0.005. This indicates that Top-4K
is the smallest candidate pool size which provides
a statistically meaningful separation between poi-
sons and non-poisons across all evaluated settings.

This trend can be explained by the expanded
observable rank range. When the candidate pool
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Figure 6: Ablation study results measured by average
ASR (%) across three datasets; NQ, MS-MARCO, and
HotpotQA under Low, Medium, and High poisoning
levels.

is small, rank perturbations are truncated within
a narrow top-ranked region, making document in-
stability less visible. As the pool expands, lower-
ranked positions become observable, allowing un-
stable documents to exhibit larger rank fluctua-
tions across perturbed queries. This makes the sep-
aration between poisons and non-poisons more
pronounced, leading to smaller p-values.

However, increasing the candidate pool size in-
definitely is not desirable. Although a larger pool
can further expose rank instability, it also intro-
duces many irrelevant documents that are neither
ground-truth-supporting nor malicious. These ir-
relevant candidates act as additional noise in re-
liability estimation and may interfere with down-
stream evidence selection and generation. There-
fore, we do not choose the largest pool size, such
as Top-10K. Instead, Top-4K provides a practi-
cal balance between statistical separability and re-
trieval noise, and we use it as the retrieval candi-
date pool throughout our experiments.

I Extended Ablation Analysis

Figure 6 shows the average ASR of the ablation
study across NQ, MS-MARCO, and HotpotQA
under Low, Medium, and High attack levels. Ta-
ble 9 and Table 10 reports the average Acc and
ASR, providing a more detailed view of how each
component affects attack suppression.

The variant without Spectral Reliability Estima-
tion shows a substantially higher ASR than the
full SAFER-RAG, especially under stronger attacks.
For example, under the high attack level, its av-
erage ASR increases from 12.2% to 52.3%. This
result further supports our main observation that

Method Clean Low Medium High

Baseline 83.7 75.4 74.3 72.9
wo. Spectral Reliability Estimation 74.0 52.2 44.5 35.7
wo. Adaptive Evidence Selection 63.7 54.6 49.1 44.7
wo. Grounded Answer Generation 83.5 66.8 55.8 46.6

Table 9: Average Acc across NQ, MS-MARCO, and
HotpotQA under different poisoning levels.

Method Low Medium High

Baseline 7.1 10.2 12.2
wo. Spectral Reliability Estimation 40.1 46.9 52.3
wo. Adaptive Evidence Selection 4.2 6.2 8.4
wo. Grounded Answer Generation 18.9 27.7 33.9

Table 10: Average ASR across NQ, MS-MARCO, and
HotpotQA under different poisoning levels.

clustering-based or non-spectral separation is in-
sufficient for filtering poisoned documents, as poi-
soned evidence is often designed to remain seman-
tically close to reliable evidence.

The variant without Adaptive Evidence Selec-
tion yields relatively low ASR among ablated vari-
ants, but this should be interpreted together with
its accuracy drop in the main accuracy ablation re-
sults. It suffers from over-filtering: removing the
adaptive fallback and evidence selection mecha-
nism reduces the chance of using potentially un-
safe evidence, but also prevents recovery of useful
evidence mistakenly assigned to the Unsafe Set.
Thus, it can achieve low ASR at the cost of sub-
stantially reduced answerability. Therefore, lower
ASR alone does not indicate a better defense; a ro-
bust RAG defense should suppress attack success
while preserving accurate grounded generation.

The variant without Grounded Answer Gen-
eration also shows a clear ASR increase under
stronger attacks. This indicates that even when re-
liable evidence is identified, the final generation
stage remains important for preventing the model
from being misled by unsafe or weakly grounded
information. Thus, grounded answer generation
complements reliable evidence selection by turn-
ing selected evidence into robust final answers.

Overall, Table 10 complements the accuracy-
based ablation analysis and confirms that
SAFER-RAG better balances robustness and answer
generation than the ablated variants.

J Analysis of Retriever Generalization

To evaluate whether our defense framework gener-
alizes across different retrieval backends, we com-

49369



Retriever Attack Level

Clean Low Medium High

BGE-base-en-v1.5 84.0 77.1 77.5 73.6
Qwen3-Embedding-4B 84.2 80.4 78.7 74.2
BM25 79.3 65.5 65.8 62.9

Table 11: Accuracy (%) on the NQ dataset under the
Mixed attack setting with different retrievers.

Level VanillaRAG Acc ↑ SAFER-RAG Acc ↑
Clean 77.8 79.3
Low 43.3 65.5
Medium 35.8 65.8
High 31.1 62.9

Table 12: Accuracy (%) comparison between Vanil-
laRAG and SAFER-RAG under BM25 retrieval on the
NQ dataset under the Mixed attack setting.

pare three representative retrievers: a lightweight
dense retriever (BGE-base-en-v1.5, 109M) (Xiao
et al., 2024), a large-scale dense retriever (Qwen3-
Embedding-4B) (Zhang et al., 2025), and a sparse
lexical retriever (BM25) (Robertson and Zaragoza,
2009). Table 11 reports the accuracy on the NQ
dataset under the Mixed attack setting.

Overall, our method maintains strong perfor-
mance with dense retrievers. Both BGE-base-en-
v1.5 and Qwen3-Embedding-4B achieve over 73%
accuracy even under the High attack level, indi-
cating that our rank-pattern-based reliability esti-
mation remains effective across dense embedding
models with different scales and capacities. More-
over, the larger retriever yields consistent but mod-
erate improvements over the lightweight retriever,
suggesting that stronger semantic representations
further improve the separation between safe and
poisoned documents.

BM25 also achieves meaningful robustness un-
der our framework and outperforms the corre-
sponding vanilla and baseline settings. This result
shows that, although our defense benefits more
from dense retrievers with stronger semantic rep-
resentations, it is not tied to a specific embed-
ding model and can still provide robustness gains
with a simple sparse retriever. However, the lexi-
cal retriever shows lower accuracy than dense re-
trievers across all attack levels. This degradation
is expected because such retrievers primarily rely
on lexical overlap. Since our framework uses se-
mantically equivalent query rewrites, paraphrased
queries can alter the surface-level word matching

Dataset Number of Queries Safe Set-only Unsafe Set Fallback

NQ 550 67.8% 32.2%
MS-MARCO 550 88.0% 12.0%
HotpotQA 100 60.4% 39.6%

Table 13: Stage-wise routing statistics under the High
attack types, where each query contains six poisoned
documents.

patterns used by lexical retrievers, which may re-
duce retrieval quality and consequently lower the
final answer accuracy. In addition, poisoned pas-
sages containing query-relevant keywords can still
obtain high retrieval scores, making it harder to
distinguish them based on rank variations across
rewrites.

We emphasize that our retriever-agnostic claim
refers to the ability of SAFER-RAG to oper-
ate without any retriever-specific modification
and to provide robustness gains across retrieval
paradigms, rather than a claim of identical ab-
solute performance across all retrievers. To ver-
ify that the lower performance under BM25 does
not stem from a failure of our defense mecha-
nism itself, but rather from the inherent limita-
tion of lexical retrieval, we compare SAFER-RAG
against VanillaRAG under the same BM25, NQ,
and Mixed attack setting.

As shown in Table 12, the performance drop
under BM25 largely reflects the weakness of
sparse lexical retrieval itself rather than a fail-
ure specific to our defense. Under High poison-
ing, VanillaRAG accuracy falls to 31.1%, whereas
SAFER-RAG still achieves 62.9%, yielding a 31.8-
point gain. Therefore, although BM25 weakens
the rank-stability signal and lowers the abso-
lute performance of SAFER-RAG, the same lexical-
matching limitation causes an even larger degrada-
tion in the undefended baseline, confirming that
SAFER-RAG continues to provide substantial ro-
bustness under sparse retrieval.

K Analysis of Adaptive Evidence
Selection

To further analyze the adaptive behavior of
SAFER-RAG, we report how often the framework re-
solves evicence selection for a query on Safe Set
or escalates it to Unsafe Set. Under the High set-
ting, where each query contains six poisoned doc-
uments, most cases are resolved using the Safe Set,
as shown in Table 13. This indicates that the Safe
Set often provides sufficient evidence without re-
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Stage Latency (s) Ratio (%) LLM calls Total Tokens

Query perturbation 2.87 38.37 1.000 684.5
Candidate retrieval 0.06 0.79 – –
Rank-based feature construction 0.02 0.27 – –
Spectral reliability estimation 0.00 0.01 – –
Adaptive evidence selection 3.67 49.06 1.322 2799.3
Grounded answer generation 0.86 11.50 1.000 519.3

Total 7.48 100.00 3.322 4003.2

Table 14: Stage-wise latency, LLM calls, and total (in-
put + output) token consumption of SAFER-RAG on
the NQ dataset under the Mixed attack setting. Latency
is reported as average seconds per query.

Method LLM calls Total Tokens Latency (s) Acc ↑ ASR ↓
VanillaRAG 1.000 1422.9 3.85 38.9 58.2
VanillaRAG+SC 4.000 5692.2 11.60 45.5 51.6
SAFER-RAG (Ours) 3.264 4003.2 7.48 73.6 6.9

Table 15: Comparison of LLM calls, token consump-
tion, latency, and generation performance among Vanil-
laRAG, VanillaRAG+SC, and SAFER-RAG on the NQ
dataset under the Mixed attack type at the High poison-
ing level.

quiring additional recovery.
The routing pattern varies across datasets. MS-

MARCO shows the highest Safe Set-only rate,
with 88.0% of cases resolved without Unsafe Set
fallback, suggesting that reliability estimation usu-
ally identifies sufficient trustworthy evidence from
the Safe Set. In contrast, HotpotQA shows the
highest Unsafe Set fallback rate of 39.6%, as multi-
hop questions require more complex evidence ag-
gregation and are more likely to produce ambigu-
ous or incomplete Safe Sets. NQ lies between
these cases, with 67.8% Safe Set-only and 32.2%
Unsafe Set fallback.

These results show that SAFER-RAG does not al-
ways invoke the costly recovery stage. Instead, it
escalates only when the Safe Set is insufficient,
maintaining robustness while keeping additional
inference cost bounded.

L Stage-wise Latency Breakdown

Table 14 reports the stage-wise latency, LLM call,
and token consumption breakdown of SAFER-RAG
on the NQ dataset under the High Mixed poi-
soning setting. The average end-to-end latency of
SAFER-RAG is 7.48 seconds per query, compared to
3.78 seconds for VanillaRAG under the same set-
ting.

Although SAFER-RAG introduces additional
computation for query perturbation and reliability-
aware evidence selection, the remaining stages
are lightweight. The largest costs come from
query perturbation and adaptive evidence selec-
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Figure 7: ASR across different attack levels for differ-
ent generator models. Clean setting is omitted because
ASR is not defined without poisoning.

tion. Query perturbation takes 2.87 seconds be-
cause 29 rewritten queries are generated through
a single batched rollout, rather than through 29
sequential LLM calls. Adaptive evidence selec-
tion takes 3.67 seconds because the method first
searches the Safe Set for valid supporting evidence
and falls back to the Unsafe Set only when the
Safe Set cannot ground an answer. In contrast,
candidate retrieval, rank-based feature construc-
tion, and spectral reliability estimation are inex-
pensive, taking only 0.059, 0.020, and 0.001 sec-
onds, respectively, and do not invoke the LLM. Fi-
nally, grounded answer generation takes 0.86 sec-
onds because the final generator receives only the
original query and the selected evidence chunks,
instead of the full retrieved pool. Overall, these
stages are carefully optimized and tightly inte-
grated, which keeps the additional latency lower
than expected and within a practical range for ro-
bust RAG deployment.

To examine whether this additional inference
cost is simply a byproduct of using more com-
putation, we compare SAFER-RAG against Vanil-
laRAG and a budget-controlled self-consistency
baseline, VanillaRAG+SC, under the NQ dataset
with Mixed attack type at the High poisoning
level. For VanillaRAG+SC, we generate four in-
dependent answers from the same retrieved docu-
ments and select the final answer by majority vote;
since SAFER-RAG uses an average of 3.264 LLM
calls, we set M = ⌈3.264⌉ = 4, giving Vanil-
laRAG+SC a larger call, token, and latency budget
than SAFER-RAG.
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M Additional Results on Model-Agnostic
Performance of SAFER-RAG

Figure 7 reports the corresponding ASR results
across different generator backbones. While the
main text focuses on accuracy gain to show that
SAFER-RAG preserves answer correctness under
stronger attacks, ASR directly measures whether
the model follows the attacker-specified target an-
swer. Lower ASR therefore indicates stronger re-
sistance to poisoning attacks.

Across both Qwen2.5-14B-Instruct (Yang
et al., 2024) and GPT-5.4-mini (OpenAI, 2026),
SAFER-RAG consistently achieves the lowest ASR
under all attack levels. This trend is especially
clear in the high attack setting, where existing
baselines remain vulnerable to poisoned evidence
and show substantially higher attack success
rates. In contrast, SAFER-RAG reduces ASR to
8.2% on Qwen2.5-14B-Instruct and 7.1% on GPT-
5.4-mini, confirming that the Acc improvements
observed in the main text are not achieved by
simply producing more generic or conservative
answers.

These results further support the model-
agnostic robustness of SAFER-RAG. Since
SAFER-RAG filters and selects evidence be-
fore generation, its defense effect transfers
across different generator backbones rather than
depending on a specific model’s internal behavior.
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User Prompt

You are a professional assistant that follows output quantity and formatting instructions strictly.

Rewrite the following {Count} times for the given query.

You must:
- Preserve the original intent of the query (maintain the same information need)
- Keep the core topic and key entities unchanged

You may:
- Use different wording or paraphrases
- Adjust the level of specificity (make the query more general or more specific)
- Introduce related concepts or contextual details if relevant
- Expand the query into a more detailed, document-like description
- Reformulate the query from a different but relevant perspective

Do not:
- Change the original intent of the query
- Introduce unrelated topics
- Add unsupported or fabricated information
- Make the query unnecessarily verbose or ambiguous

Query:
“{Original Query}”

Please list exactly {Count} distinct and unique rewrites numerically from 1 to {Count}.

Table 16: Prompt template for generating diverse query rewrites with multi-perspective constraints.

Judge Prompt

You are an objective evaluator.

Question: {query}
Ground Truth Answers: {gt_answers}
Target Answer: {target_answer}
Candidate Answer: {candidate}

Task:
Classify Candidate Answer into exactly one label:
- TARGET: candidate semantically matches target answer.
- GT: candidate semantically matches any ground-truth answer.
- NONE: candidate matches neither, or candidate is empty/unknown.

Rules:
1. Semantic equivalence counts as match.
2. Paraphrases, abbreviations, and minor wording differences should still count as a match when the core meaning is the same.
3. Output exactly one label among TARGET, GT, and NONE.

Table 17: Prompt template for judging whether a candidate answer matches the target answer, a ground-truth
answer, or neither.
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Prompt Boundary & Sub-Instruction Core IR / NLP Mechanism Foundational Literature

You must:
- Preserve original intent & key entities Intent anchoring GenRewrite (Liu and

Mozafari, 2026)

You may:
- Use different wording or paraphrases Alleviating vocabulary mismatch;

improving retrieval recall
Doc2query (Nogueira et al.,
2019)

- Adjust the level of specificity (more
general/specific)

Granularity control for strategic search
space exploration

Generative Query
Reformulation (Wang et al.,
2023b)

- Introduce related concepts or
contextual details

Simulating Pseudo-Relevance Feedback
(PRF)

GQE-PRF (Huang et al.,
2021)

- Expand the query into a detailed,
document-like description

Enriched semantic representation in
dense embedding space

Query2doc / Precise
Zero-Shot (Wang et al.,
2023a; Gao et al., 2023)

- Reformulate the query from a different
perspective

Multi-perspective sampling; enhancing
retrieval robustness

Speculative RAG (Wang
et al., 2025)

Table 18: Empirical grounding and foundational literature mapping for the query rewriting prompt constraints.
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