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Abstract

Retrieval-augmented generation (RAG) im-
proves large language models (LLMs) with ex-
ternal knowledge, but this access path creates
security risks distinct from inherent prompt-
only or parametric-model flaws. We frame
secure RAG as securing external knowledge
access. We conducted a systematic search and
curated 135 works on attacks, defenses, and
security evaluation, and organized them with
SLOT: a taxonomy along the attack Surface (S)
and the corresponding defense Layer (L), with
cross-cutting axes Objective (O) and attack-
target scope (T). Mapping these studies onto an
external knowledge-access pipeline, we expose
three mismatches: target mismatch (T2 attacks
outpace T2 defenses and evaluation), stage mis-
match (S1 attacks outnumber L1 defenses), and
signal mismatch (fluent, retrievable, corpus-
fitting S1 attacks challenge anomaly-based
L2/L3 defenses). Finally, we discuss directions
for more realistic targets, surface-complete de-
fense stacks, standardized evaluation, confiden-
tiality, and multimodal and agentic systems,
and release the screening process, selected-
paper metadata, and machine-readable SLOT
labels at https://github.com/TreeAI-Lab/
Awesome-RAG-Security.

1 Introduction

Retrieval-augmented generation (RAG) has be-
come a practical and widely adopted paradigm for
improving large language models (LLMs) with ex-
ternal knowledge at inference time (Lewis et al.,
2020; Gao et al., 2023; Wu et al., 2024; Gupta
et al., 2024; Cheng et al., 2025a; Wang et al.,
2026e). By retrieving evidence from external cor-
pora, databases, or structured repositories and in-
corporating it into the generation context, RAG
improves factuality, updatability, and domain adapt-
ability (Gao et al., 2023; Wu et al., 2024; Yu et al.,
2024a; Gan et al., 2025). At the same time, this
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Figure 1: Attack surfaces (S1–S4) and defense layers
that mirror them (L1–L4) along the RAG pipeline.

shift from parametric knowledge alone to exter-
nal knowledge access introduces security risks, be-
cause the model is no longer affected only by its
parameters and the user prompt, but also by the con-
tent and access path of external knowledge (Ward
and Harguess, 2025; Arzanipour et al., 2025; Am-
mann et al., 2025).

Research on RAG security is growing rapidly,
yet individual studies usually attack or defend one
setting without a shared problem definition or tax-
onomy to relate these efforts. Recent surveys cover
general architectures and benchmarks (Gao et al.,
2023; Yu et al., 2024a; Gan et al., 2025), trustwor-
thiness, adversarial robustness, and privacy (Zhou
et al., 2024; Ni et al., 2025; Ammann et al., 2025;
Ward and Harguess, 2025; Arzanipour et al., 2025;
Bodea et al., 2026). Appendix Table 4 compares
their scope. To our knowledge, no prior survey
jointly analyzes RAG security through the external-
knowledge-access pipeline, distinguishes risks in-
troduced or amplified by RAG from risks inherent
to LLMs, and links attacks, defenses, and bench-
marks. We therefore present the first systematic,
external-knowledge-centered survey dedicated to
RAG security under one hierarchical taxonomy.

As shown in Figure 1, the central problem is
that an attacker need not touch the model or the
user-visible prompt. By manipulating external con-
tent or retrieval or delivering instructions through
retrieved context, an attacker can steer generation
or extract protected knowledge. Each point where
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attackers can act mirrors a point where defenders
can intervene, which motivates our Surface↔Layer
mirroring as the backbone of the survey.

To keep this backbone focused, we define an
operational boundary: a risk is in scope only if
external knowledge carries the threat, creates an
entry point absent in prompt-only LLM use, or
materially amplifies its persistence, transferability,
or blast radius. Generic prompt-only jailbreaks
and purely parametric memorization are therefore
excluded. Under this boundary, we organize attack-
side work by the attacked surface (S), mirror each
surface with the defense layer (L) that controls the
same point, and tag every method with its attack-
target scope (T) and security objective (O). We then
discuss benchmark and evaluation studies on this
attack-defense correspondence and distill insights
and concrete future directions.

Concretely, our contributions are:

• Scope and protocol. We define secure RAG
around risks introduced or amplified by external
knowledge access, and use a systematic protocol
covering May 1, 2020–April 30, 2026.

• The SLOT taxonomy. We organize RAG se-
curity by attack Surface (S) and corresponding
defense Layer (L), then cross-tag security Objec-
tive (O) and attack-target scope (T).

• A 135-study synthesis. We jointly analyze
64 attack-primary, 56 defense-primary, and 15
evaluation-primary works, connecting attacks,
defenses, and evaluation along the pipeline.

• A quantitative diagnosis of mismatches and fu-
ture directions. We identify three mismatches: a
target mismatch (31/64 T2 attacks versus 2/56 T2
defenses and 1/15 T2-centered evaluation stud-
ies), a stage mismatch (42 primary-S1 attacks
versus 4 primary-L1 defenses), and a signal mis-
match (fluent, retrievable, corpus-fitting S1 at-
tacks versus L2/L3 defenses that often assume
anomalous or separable poison). We then discuss
directions for attacks, defenses, and benchmarks.

• An open, machine-readable community re-
source. We release the screening process,
selected-paper metadata, and machine-readable
SLOT labels for reuse in the Awesome RAG Se-
curity repository, helping the community track
new studies, align them under a shared taxonomy,
and identify gaps and research opportunities.

2 RAG Pipeline and Operational Scope

2.1 External Knowledge Access Pipeline with
Security Surfaces

As shown in Figure 2, we view RAG-related
processes through the external-knowledge-access
pipeline, which can be divided into six stages: ex-
ternal sources with raw content; ingestion and in-
dexing that turn raw content into chunks and em-
beddings; retrieval and reranking select candidate
evidence; context assembly formats the selected
evidence into the model-visible prompt; generation
produces the answer; and response and remediation
deliver the final output. We refer to the indexed
external corpus, database, memory, graph, or multi-
modal store as the knowledge substrate, and to the
inference-time selection and use of its evidence as
external knowledge access. Protected knowledge is
substrate content governed by a disclosure policy:
it may support an answer but must not be revealed
beyond what that policy permits. Disclosure is the
release or reconstruction of protected knowledge
beyond those limits.

The pipeline also identifies four attack surfaces:
pre-retrieval knowledge poisoning (S1), retrieval-
time access manipulation (S2), post-retrieval con-
text exploitation (S3), and knowledge exfiltration
and privacy attacks (S4). Defenses mirror them
through knowledge-base integrity, provenance, and
remediation (L1); retrieval-time access hardening
(L2); post-retrieval isolation and robust generation
(L3); and access control and confidentiality (L4).

2.2 Threat Model

In our discussion, an attack acts through or ex-
ploits the external-knowledge-access path. An at-
tacker may influence ingestible or retrievable con-
tent, manipulate retrieval or its components, de-
liver instructions through retrieved context, or is-
sue probing queries to infer protected knowledge.
A compromised retriever or generator is included
only when the threat fundamentally depends on
external knowledge access. Attacks confined to
the user prompt or model parameters without us-
ing this path are outside our scope. The surface
(S1–S4) identifies where the attacker acts, and the
mirrored layer (L1–L4) identifies where a defense
intervenes.

The objective (O) is the security property that
the attack seeks to violate, following the classical
CIA triad (Saltzer and Schroeder, 1975). Integrity
(O1) attacks push the system to produce, retrieve,
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Figure 2: SLOT view of the RAG knowledge-access pipeline. Attack surfaces (S1–S4) and defense layers (L1–L4)
are aligned with the pipeline stages, while Objective (O) and Target (T) are cross-cutting tags used to compare
attacks, defenses, and benchmarks, i.e., SLOT Tag = Surface/Layer + Objective + Target.

or act on attacker-chosen content; availability (O2)
attacks make it refuse or fail to answer legitimate
queries; and confidentiality (O3) attacks infer or ex-
tract protected knowledge from the substrate. Any
objective can escalate from an incorrect or leaked
answer into an unsafe action.

The target axis (T) describes what the attacker
seeks to affect and at what scope. T1 (fixed/known
target) assumes that a finite query set is fixed and
known to the attacker before the attack, while T2
(aggregate/cross-query target) seeks an aggregate
effect over unknown future queries or adaptively
explored records. For O1/O2, T1 changes answers
or denies service to known queries, while T2 steers
answers or causes persistent refusal across a fu-
ture query family about an attacker-specified entity,
topic, or claim. For O3, T1 infers or extracts a pre-
specified record, while T2 maximizes recovery of
initially unknown corpus content through repeated
or adaptive queries. T2 therefore requires an ag-
gregate view over a query distribution rather than a
per-instance check.

Together, these dimensions define SLOT. A
threat receives S/O/T tags, and a defense receives
L/O/T tags. A defense or evaluation inherits T from
the attack-target setting that it protects against or
measures. Primary S/L and O mark the main inter-
vention point and objective, while secondary labels
record additional roles. Counts use only the pri-
mary paper type and S/L label, while works under a
non-primary category are excluded and reported in
gray. For example, PoisonedRAG (Zou et al., 2025)
is S1/O1/T1 as it injects passages before retrieval
to alter answers to known queries; RobustRAG (Xi-
ang et al., 2024) is L3/O1/T1 because it processes
retrieved passages and aggregates outputs under
a fixed-query corruption bound. Table 3 in Ap-
pendix B gives examples for all S/L categories.

2.3 Operational Scope

We include a work when external knowledge car-
ries the threat, creates an attack path absent from
prompt-only LLM use, or materially amplifies
the threat through persistence, transferability, or
broader exposure. Thus, Greshake et al. (Greshake
et al., 2023) and BIPIA (Yi et al., 2025) are in-
cluded because retrieved external content carries
indirect instructions, while JailbreakBench (Chao
et al., 2024) is excluded because it evaluates
prompt-only attacks, and RAGBench (Friel et al.,
2024) is excluded because it evaluates ordinary
RAG quality. We also exclude purely parametric
memorization, generic LLM safety or privacy, and
work that only uses RAG for unrelated applications.
Relation to general LLM security. General LLM
defenses help at the stages they protect. Prompt-
injection detection or model alignment can reduce
harmful behavior after retrieved content reaches
the generator, but neither by itself prevents cor-
pus poisoning, retrieval manipulation, or private-
knowledge extraction. Secure RAG therefore also
needs controls on the external-knowledge path,
such as provenance and admission checks, retrieval
hardening, and access control.

2.4 Literature Search Protocol

Following the operational scope above, we con-
ducted a structured search of five scholarly sources.
Sources. We searched arXiv, ACL Anthology,
OpenReview, Semantic Scholar, and DBLP.
Date range. We retained works first made public
from May 1, 2020 to April 30, 2026.
Query rule. We required each record to contain
at least one RAG term and one security term in its
title or abstract. Terms are reported in Appendix A.
Screening and selection. Source retrieval:
17,256 records. Abstract-available deduplication:
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8,262. Title/abstract screening with DeepSeek-V4
-Flash-0731: 636. Version merging: 617. Full-
text screening with the same model and scope rule:
552 eligible works. Expert selection: 132. Snow-
balling: +3, yielding 135 studies. Appendix A re-
ports the prompt templates and detailed screening
rules, with the full funnel in Table 2; the reposi-
tory releases the screening process, selected-paper
metadata with public paper and code links, and
machine-readable SLOT labels.

3 Attack Mechanisms

Following Section 2.2, we organize attacks by their
first intervention surface (S1–S4), objective (O1–
O3), and target scope (T1–T2). Methods with the
same primary mechanism are grouped below; Ap-
pendix E and Figure 3 give the full taxonomy.

3.1 Knowledge Poisoning (S1)

Knowledge poisoning inserts malicious corpus, file,
graph, or memory content before retrieval, allowing
the payload to persist across queries or sessions.
Most methods target integrity (O1), while some
also induce refusal or failure (O2).

Fixed-query text attacks share a known query or
answer target but differ in how they construct the
poison. PoisonedRAG (Zou et al., 2025) makes
injected passages both retrievable and answer-
directing, while GARAG (Cho et al., 2024) and Re-
trieval Poisoning (Zhang et al., 2024a) emphasize
natural, highly retrievable text. The Silent Sabo-
teur (Song et al., 2025) edits relevant documents,
while CorruptRAG (Zhang et al., 2026a) and Au-
thChain (Chang et al., 2025) embed coherent target
evidence. HijackRAG (Zhang et al., 2024b) and
Joint-GCG (Wang et al., 2026b) couple retrieval
with downstream generation through prompt hijack-
ing or joint optimization. RIPRAG (Xi et al., 2026),
The RAG Paradox (Choi et al., 2025a), and Token-
Level Attack (Li et al., 2026) use reinforcement
learning, live feedback, or token substitutions.

Trigger-based and generalized attacks vary in
how broadly the payload transfers. Trigger-
activated methods make poisoned evidence rank
highly when an attacker-defined signal matches.
BadRAG (Xue et al., 2024) and AIP (Chaturvedi
et al., 2025) associate natural semantic triggers
with poisoned passages or reusable instructional
prompts, Backdoored Retrievers (Clop and Teglia,
2024) implants the association during retriever
fine-tuning, and PR-Attack (Jiao et al., 2025)

jointly optimizes a soft-prompt trigger and poi-
son texts. AGGD (Su et al., 2025) uses no ex-
plicit inference-time trigger; it instead searches
for a universal adversarial passage that acts as an
always-on retrieval lure across unseen queries and
domains. Distribution-oriented methods likewise
avoid assuming the exact future query, but opti-
mize poison against a sampled query distribution:
GASLITE (Ben-Tov and Sharif, 2025) uses embed-
ding gradients to rank attacker content for unseen
concept-related queries, UniC-RAG (Geng et al.,
2025) clusters diverse target queries and jointly
optimizes a small set of texts for retrieval and gen-
eration, and MIRAGE (Chen et al., 2026b) approxi-
mates latent queries through persona-driven synthe-
sis and embeds semantic anchors under black-box
feedback. LIAR (Glue Pizza and Eat Rocks) (Tan
et al., 2024) and Influential Tokens (Wang et al.,
2025a) couple retrievability with misleading or
refusal behavior, whereas EmoRAG (Zhou et al.,
2026), FlippedRAG (Chen et al., 2025b), and
Topic-FlipRAG (Gong et al., 2025) steer affect or
stance. Payload-bearing variants use retrieved con-
tent downstream: PANDORA (Deng et al., 2024) in-
duces jailbreaks; Phantom (Chaudhari et al., 2026)
and ConfusedPilot (RoyChowdhury et al., 2024)
carry malicious commands or enterprise instruc-
tions; and Blocker (Shafran et al., 2025) and Mut-
edRAG (Suo et al., 2025) induce refusal. PIDP-
Attack (Wang et al., 2026c) instead combines poi-
soned passages with a query suffix (secondary S2).

Other S1 methods adapt the same persistence
mechanism to different substrates. In agent mem-
ory, AgentPoison (Chen et al., 2024), Memory-
Graft (Srivastava and He, 2025), and MINJA (Dong
et al., 2025) plant records that affect later retrieval,
planning, or actions. PhantomText Toolkit (Castag-
naro et al., 2025) instead hides payloads in the data-
loading path. In graph RAG, GRAGPoison (Liang
et al., 2026), TKPA/UKPA (Wen et al., 2025a), and
LogicPoison (Xiao et al., 2026) manipulate graph
evidence or reasoning, with UKPA additionally in-
ducing broad O2 degradation. MM-PoisonRAG (Ha
et al., 2026), Poisoned-MRAG (Liu et al., 2025b),
and One Pic (Shereen et al., 2026) poison multi-
modal evidence, while RACG (Lin et al., 2026) and
ImportSnare (Ye et al., 2025b) steer code genera-
tion through poisoned examples, documentation, or
dependencies. The move toward fluent, retrievable,
cross-query payloads creates the signal mismatch
discussed in Sections 4 and 6.
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3.2 Retrieval Result Manipulation (S2)

S2 attacks alter the query, ranking, or retriever
so attacker-preferred evidence reaches the gener-
ator. Query-side methods modify the retrieval re-
quest, including GGPP (Hu et al., 2024b) that ap-
pends optimized tokens to retrieve false documents,
Medusa (Shang et al., 2026) that perturbs visual
queries, and RAG-Pull (Dhar et al., 2026) that shifts
query embeddings toward attacker-chosen code
gadgets across future queries. Retriever-side meth-
ods instead implant persistent, trigger-conditioned
behavior. TrojanRAG (Cheng et al., 2024) binds
triggers to a compromised retriever and poisoned
context, while Your RAG is Unfair (Bagwe et al.,
2025) backdoors a reusable encoder to induce de-
mographic bias. GGPP is attack-primary, and its
detector is a secondary defense contribution.

3.3 Retrieved-Context Exploitation (S3)

S3 attacks use model-visible external content to
carry instructions, jailbreaks, or refusal triggers
after retrieval. Indirect Injection (Greshake et al.,
2023) establishes this attack path, while BIPIA (Yi
et al., 2025) systematizes its tasks, goals, injec-
tion positions, and defenses. BIPIA is evaluation-
primary and included as a cross-list. Among S1-
primary attacks, PANDORA (Deng et al., 2024)
uses retrieved harmful material for jailbreaks,
Phantom (Chaudhari et al., 2026) and ConfusedPi-
lot (RoyChowdhury et al., 2024) embed commands
or enterprise instructions, while Blocker (Shafran
et al., 2025) and MutedRAG (Suo et al., 2025) in-
duce refusal. They are S1-primary with corpus
insertion as their first intervention.

3.4 Private Knowledge Extraction (S4)

S4 attacks infer or recover protected substrate con-
tent (O3). First, membership methods test a fixed
candidate (T1). MIA-RAG (Anderson et al., 2025)
uses crafted prompts; S2MIA (Li et al., 2025b) com-
pares target samples with generated text; MBA (Liu
et al., 2025a) masks unrelated-document interfer-
ence; while IA (Naseh et al., 2025) asks questions
whose answers depend on document presence. S-
RAG (Zeng et al., 2025d) and SMA (Sun et al.,
2025) adapt membership inference for privacy au-
diting and source attribution.

Targeted extraction recovers selected records or
modalities. The Good and the Bad (Zeng et al.,
2024) studies retrieval-induced leakage and mem-
orization trade-offs; Beyond Text (Zhang et al.,

2025c) extends extraction to vision- and speech-
language RAG; mRAG Privacy (Al-Lawati and
Wang, 2026) evaluates image membership and cap-
tion recovery; and Backdoor Extraction (Peng et al.,
2024) leaks retrieved references through a compro-
mised generator. These works use pre-specified
targets or evaluation cases and therefore are T1.

Aggregate extraction instead maximizes re-
covery of initially unknown content. Spill the
Beans (Qi et al., 2025) induces datastore regur-
gitation, IKEA (Wang et al., 2025c) extracts im-
plicit knowledge without explicit jailbreaks, SE-
CRET (He et al., 2026) composes extraction in-
structions, jailbreak operators, and retrieval trig-
gers, and RAGCRAWLER (Yao et al., 2026) adap-
tively follows corpus relations. Exposing Privacy
Risks in GraphRAG (Liu et al., 2026) and Agentic
Graph Extraction (Yang et al., 2026) extend ag-
gregate recovery to graph neighborhoods. These
attack methods are T2. The defense-primary Re-
trieval Pivot (Thornton, 2026) is included only for
its secondary S4 contribution.

3.5 Summary and Observations
Across 64 attack-primary papers, the primary-
surface distribution is S1: 42, S2: 5, S3: 1, and S4:
16. O1 dominates S1–S3, O2 centers on refusal
or degradation, and S4 captures O3. T2 accounts
for 31 attacks, spanning generalized poisoning and
aggregate extraction over unknown future queries
or initially unknown records; the other 33 are T1.

4 Defenses and Remediation Mechanisms

We organize defenses by their primary control point
along the knowledge-access pipeline: knowledge-
base integrity and remediation (L1), retrieval-time
hardening (L2), post-retrieval isolation and robust
generation (L3), and access control and confiden-
tiality (L4). Methods with the same control mecha-
nism are grouped. Appendix E and Figure 4 give
the full taxonomy.

4.1 Knowledge-Base Integrity, Provenance,
and Remediation

L1 either protects the substrate before ingestion
or attributes failures to stored evidence. For ad-
mission and provenance, D-RAG (Andersen et al.,
2025) decentralizes provenance and access con-
trol, while Proof-Carrying Answers (Shukla and
Joshi, 2025) binds cryptographic provenance to the
evidence-to-answer path. For remediation, RAG-
Forensics (Zhang et al., 2025a) traces malicious
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outputs to responsible passages, and Who Taught
the Lie? (Zhang et al., 2026b) scores responsibil-
ity from retrieval and response signals. With only
these four L1-primary works, upstream protection
remains much thinner than S1 attack coverage.

4.2 Retrieval-Time Access Hardening

L2 secures retrieval before external content be-
comes model-visible context. Reliability methods
reduce dependence on any single passage. For
example, ReliabilityRAG (Shen et al., 2025) aggre-
gates a consistent majority, and RA-RAG (Hwang
et al., 2025) weights source credibility. In
addition, TrustRAG (Zhou et al., 2025a) and
GRADA (Zheng et al., 2025) identify weak sup-
port through clustering or graph connectivity, and
RAGPart/RAGMask (Pathmanathan et al., 2025)
test sensitivity through partitioning and masking.

Candidate-cleaning methods try to separate poi-
son before generation: RAGuard-Defense (Cheng
et al., 2025c)1 filters expanded results using per-
plexity and similarity, while SeCon-RAG (Si et al.,
2025) and RAGDefender (Kim et al., 2025a) com-
bine semantic, cluster, conflict, or purification sig-
nals. Detection methods use different evidence:
GMTP (Kim et al., 2025b) uses masked-token prob-
abilities, while EcoSafeRAG (Yao et al., 2025) and
Knowledge Checking (Zeng et al., 2025c) compare
contextual or representation-level signals. By con-
trast, FRAG (Zhao, 2024) differs in objective, pro-
tecting federated vector retrieval against O3 leak-
age. The attack-primary GGPP (Hu et al., 2024b)
is cross-listed for its secondary detector.

L2 is substantial, but aggregation often assumes
a bounded malicious minority and filtering assumes
that poison is anomalous, weakly supported, or sep-
arable. Fluent, retrievable, corpus-fitting payloads
increasingly weaken these assumptions.

4.3 Post-Retrieval Isolation and Robust
Generation

L3 acts after harmful content enters the retrieved
context. Detection methods inspect the passages
or model behavior: RevPRAG (Tan et al., 2025)
uses activations, AV Filter (Choudhary et al.,
2026) uses attention variance, and FilterRAG/ML-
FilterRAG (Edemacu et al., 2025) learn corpus-
level or statistical filters. RAGShield (Patil, 2026)
checks numerical claims across sources and time,

1Two unrelated works are both named RAGuard; we use
RAGuard-Defense and RAGuard-Bench for disambiguation.

while InstructDetector (Wen et al., 2025b) iden-
tifies embedded instructions. RobustRAG (Xiang
et al., 2024) instead isolates passages and certifies
the answer under bounded corruption.

Another way is to constrain interaction among
retrieved documents. Isolation methods include
SDAG (Dekel et al., 2026), which uses sparse doc-
ument attention, and MMA-RAGT (Singh et al.,
2026), which extends stateful trust isolation to mul-
timodal agentic RAG. Robust-generation methods
discount misleading evidence in different ways:
Discern-and-Answer (Hong et al., 2024) removes
it, InstructRAG (Wei et al., 2025) synthesizes
denoising rationales, Astute RAG (Wang et al.,
2025b) reconciles internal and retrieved knowl-
edge, and RbFT (Tu et al., 2025) fine-tunes against
misleading or counterfactual context. In addi-
tion, ATM (Zhu et al., 2024) and INFO-RAG (Xu
et al., 2024) train adversarial or unsupervised re-
finement, while Credibility-Aware Generation (Pan
et al., 2024), Fact-Centric Alignment (Hao et al.,
2025), and RPO (Yan et al., 2025) align genera-
tion at the source, fact, or preference level. The
evaluation-primary ABDD study (LLMs Trust Hu-
mans More) (Li et al., 2025a) is cross-listed for its
CDEQ mitigation.

A parallel L3 line controls disclosure after re-
trieval. SD-RAG (Masoud et al., 2026) sanitizes
context, PAD (Wang et al., 2026a) protects decod-
ing, and PPRAG (Zhang et al., 2026c) combines
privacy-aware retrieval with context transformation,
while SEAL-Tag (Xie et al., 2026) aggregates evi-
dence tags across query sequences to limit linkabil-
ity and mosaic disclosure, giving T2 coverage. L3
is broad, but many methods require model access,
extra inference, or detectable abnormal signals.

4.4 Access Control, Privacy, and
Confidentiality

L4 controls who can access retrieved knowledge
and what can be inferred from it. Authorization and
membership defenses include AC-RAG (Chen et al.,
2025a), which integrates fine-grained authorization,
and Retrieval Pivot (Thornton, 2026), which en-
forces authorization at each graph-traversal hop;
Retrieval Pivot is defense-primary, with its S4
leakage audit as a secondary role. In addition,
Mirabel (Choi et al., 2025b) and Ensemble Privacy
Defense (Fu et al., 2026) suppress membership sig-
nals.

Privacy mechanisms limit disclosure from text,
retrieval, or generation. DPVoteRAG (Koga
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et al., 2024), RAG with Differential Pri-
vacy (Grislain, 2025), LPRAG (He et al., 2025),
VAGUE-Gate (Hemmat et al., 2025), and Invisi-
bleInk (Vinod et al., 2025) apply differential pri-
vacy at token, entity, retrieval, or generation level.
SAGE (Zeng et al., 2025b) replaces private cor-
pora with synthetic alternatives, DP-SynRAG (Mori
et al., 2026) creates a reusable differentially pri-
vate corpus under a one-time budget (T2), and
AURA (Wang et al., 2026d) adulterates proprietary
graphs so extracted copies lose utility.

Backend methods protect retrieval through ar-
chitecture or cryptography. For instance, Re-
moteRAG (Cheng et al., 2025b) secures cloud
retrieval and ppRAG (Ye et al., 2025a) uses
distance-preserving encryption. Additionally,
FedE4RAG (Mao et al., 2025), C-FedRAG (Addi-
son et al., 2024), and Privacy-Aware RAG (Zhou
et al., 2025b) use federated or isolated retrieval,
while SAG (Zhou et al., 2025c) adds formal secu-
rity and SecureRAG (Bassit and Boddeti, 2025) pro-
vides an end-to-end protected architecture. These
controls commonly trade utility, latency, or re-
trieval quality for protection.

4.5 Summary and Observations

Among 56 defense-primary papers, L1: 4, L2: 12,
L3: 21, and L4: 19. The stage mismatch is largest
upstream: 42 attacks begin at S1, but only four
defenses begin at L1. The target mismatch is also
sharp: only DP-SynRAG and SEAL-Tag are T2
(2/56), while the other 54 defenses are T1. Finally,
the signal mismatch persists because fluent, retriev-
able S1 payloads weaken the anomaly and separa-
bility assumptions common in L2/L3. Section 6
will further revisit these three mismatches.

5 Secure-RAG Evaluation Studies

Within the scope of Section 2.3, benchmark stud-
ies provide reusable resources, whereas systematic
evaluation studies characterize secure-RAG fail-
ures. Table 1 maps 15 evaluation-primary works
and attack/defense cross-lists (excluded from the
count) to SLOT.

5.1 Benchmark Studies

Integrity (O1). The largest cluster tests whether
adversarial or misleading inputs compromise an-
swer integrity. Rag ’n Roll (De Stefano et al., 2024)
evaluates indirect prompt manipulation in end-to-
end applications rather than isolated components.

Paper Objective Target Surface
O1 O2 O3 T1 T2 S1 S2 S3 S4

Benchmark Studies
Rag ’n Roll (2024) ✓ – – ✓ – ✓ ✓ ✓ –
BIPIA (2025) ✓ ◦ – ✓ – – – ✓ –
Generative-Search
Robustness (2024a)

✓ – – ✓ – – – – –

ReEval (2024b) ✓ – – ✓ – – – ✓ –
SafeRAG (2025) ✓ ✓ – ✓ – ✓ ✓ ✓ –
RSB (2025b) ✓ ✓ – ✓ – ✓ ◦ ◦ –
PoisonArena (2026a) ✓ – – ✓ ◦ ✓ ✓ – –
RAGuard-Bench
(2025a)

✓ – – ✓ – ◦ – – –

OpenRAG-Soc (2026) ✓ – – ✓ – ✓ ◦ ✓ –
MPIB (2026) ✓ – – ✓ – – – ✓ –
S-RAG
(2025d)primary:A

– – ✓ ✓ – – – – ✓

SMA (2025)primary:A – – ✓ ✓ – – – – ✓
Privacy Protection in
RAG (2026c)primary:D

– – ✓ ✓ – – – – ✓

KE-Bench (2026) – – ✓ – ✓ – ◦ – ✓
MedPriv-Bench
(2026)

– – ✓ ✓ – – – – ✓

SEAL-Tag
(2026)primary:D

◦ – ✓ ◦ ✓ – – – ✓

Systematic Evaluation Studies
Instruction-Following
Retrievers (2025)

✓ – – ✓ – – ✓ – –

RAG LLMs are Not
Safer (2025)

✓ – – ✓ – – ◦ – –

ABDD (2025a) ✓ – – ✓ – – – – –
Good&Bad
(2024)primary:A

– – ✓ ✓ – – ◦ ◦ ✓

Beyond Text
(2025c)primary:A

– – ✓ ✓ – – ◦ ◦ ✓

mRAG Privacy
(2026)primary:A

– – ✓ ✓ – – – – ✓

Table 1: Coverage map of secure-RAG evaluation stud-
ies. Gray cross-lists show their primary class (A: attack;
D: defense); unmarked works are evaluation-primary.
Objective: O1 integrity, O2 availability, O3 confiden-
tiality; Target: T1 fixed/known, T2 aggregate/cross-
query; Surface: S1 corpus/indexing, S2 retrieval, S3
context/prompt, S4 extraction. ✓/◦/– denote central,
partial, and not primary coverage, respectively.

Generative-Search Robustness (Hu et al., 2024a)
black-box tests generative search systems with
adversarial factoid questions, while ReEval (Yu
et al., 2024b) replaces answers in coherent evi-
dence and adds relevant distractors for transfer-
able stress tests. PoisonArena (Chen et al., 2026a)
models multi-adversary competition, compares de-
fenses, and provides partial T2 coverage through
transfer to held-out equivalent queries. RAGuard-
Bench (Zeng et al., 2025a) uses naturally occurring
web misinformation rather than synthetic poison;
OpenRAG-Soc (Guo and Wei, 2026) jointly tests
injection, poisoning, and defenses on web/social
corpora; and MPIB (Lee et al., 2026) compares
indirect-injection harms and defenses across tasks.
Integrity and availability jointly (O1, O2). Avail-
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ability rarely appears as a first-class target; it is
mostly covered as a single task within broader poi-
soning suites. BIPIA (Yi et al., 2025) benchmarks
indirect prompt injection across application tasks,
attack goals, and injection positions, and evaluates
boundary-aware and explicit-reminder defenses in
black- and white-box settings. SafeRAG (Liang
et al., 2025) injects Noise, Conflict, Toxicity,
and DoS at each pipeline stage and exposes 14
component-level evaluations. RAG Security Bench
(RSB) (Zhang et al., 2025b) evaluates 13 poison-
ing types, spanning targeted, DoS, and trigger-DoS
attacks, against defenses across sequential, branch-
ing, conditional, looping, multi-turn, multimodal,
and agentic RAG.
Confidentiality (O3). A growing line evaluates
leakage from the retrieval corpus, a property spe-
cific to RAG and distinct from generic prompt
leakage. S-RAG (Zeng et al., 2025d) audits, under
black-box access, whether a user’s personal data
has been ingested into the index. SMA (Sun et al.,
2025) introduces source-aware membership audit-
ing to semi-black-box and multimodal retrieval.
Privacy Protection in RAG (Zhang et al., 2026c)
introduces a knowledge-graph-based, fine-grained
privacy processor and evaluates extraction and per-
sonal identification alongside answer utility. KE-
Bench (Qi et al., 2026) standardizes knowledge-
extraction evaluation across retrievers, generators,
and datasets, with RandText, DGEA, CopyBreak,
and IKEA baselines for aggregate recovery of ini-
tially unknown datastore content (T2). MedPriv-
Bench (Guan et al., 2026) jointly evaluates med-
ical contextual leakage and clinical utility across
three privacy-preserving methods. SEAL-Tag (Xie
et al., 2026) combines a PII-Evidence Table with
probabilistic-circuit routing and evaluates direct,
linkability, adaptive-extraction, and PET-Spoofing
attacks alongside utility and latency.

5.2 Systematic Evaluation Studies
Beyond benchmark construction, systematic
studies clarify what secure-RAG should mea-
sure. On integrity, Instruction-Following Retriev-
ers (BehnamGhader et al., 2025) measures how
malicious instructions exploit instruction-following
retrievers at S2 to surface attacker-preferred infor-
mation, while RAG LLMs are Not Safer (An et al.,
2025) compares RAG and non-RAG safety, show-
ing that retrieved context can induce unsafe outputs
even when the model and documents are individu-
ally safe, and evaluates retriever-aware red teaming.

ABDD (Li et al., 2025a) introduces the Authority
Bias Detection Dataset to measure bias under con-
flicting user-provided and retrieved evidence, and
proposes the Conflict Detection Enhanced Query
(CDEQ) mitigation. It is evaluation-primary be-
cause measurement is central, with CDEQ as a
secondary defense contribution.

On confidentiality, Good&Bad (Zeng et al.,
2024) shows that retrieval introduces a corpus-
leakage channel but can mitigate certain parametric-
memorization risks. Beyond Text (Zhang et al.,
2025c) demonstrates private-information extraction
across vision- and speech-language RAG. mRAG
Privacy (Al-Lawati and Wang, 2026) evaluates im-
age membership inference and image-caption re-
trieval attacks in vision-centric mRAG. Together,
they show where leakage appears and how it
changes across modalities and assumptions.

5.3 Limitations of Current Evaluation
Coverage is uneven along the axes of our threat
model, and the gaps below cluster around the in-
sights we revisit in Section 6.
Target axis: T1 dominance. Of the 15 evaluation-
primary works, KE-Bench is the only study cen-
tered on T2; PoisonArena provides partial T2 cov-
erage through held-out query variants. The other
14 use fixed instances or query sets as their primary
setting. T2 evaluation must aggregate stance shift,
refusal or degradation, or recovered content over a
query distribution or interaction sequence.
Surface axis: multi-surface coverage without
a unified harness. SafeRAG (Liang et al., 2025),
OpenRAG-Soc (Guo and Wei, 2026), and Rag ’n
Roll (De Stefano et al., 2024) already exercise mul-
tiple attack surfaces or pipeline stages. There is
no unified, defense-aware, pluggable cross-surface
harness that exposes common interfaces for S1–S4
and L1–L4, leaving cross-surface interactions and
failure propagation difficult to evaluate.
Adaptive evaluation is rarely reported. Few de-
fenses (notably RobustRAG (Xiang et al., 2024)
and RAGShield (Patil, 2026)) are evaluated against
attackers aware of the defense. Across studies,
headline attack success rate (ASR), distribution-
level stance shift, and certified accuracy are not
directly rankable because they evaluate different
targets under different attacker budgets and assump-
tions. Appendix D details these conditions.
No standardized defense harness. The two
defense-primary works cross-listed here (Privacy
Protection in RAG (Zhang et al., 2026c), SEAL-
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Tag (Xie et al., 2026)) center on the defenses they
propose, while benchmarks that compare multiple
defenses (BIPIA (Yi et al., 2025), RSB (Zhang
et al., 2025b), PoisonArena (Chen et al., 2026a),
OpenRAG-Soc (Guo and Wei, 2026), MPIB (Lee
et al., 2026), KE-Bench (Qi et al., 2026), and
MedPriv-Bench (Guan et al., 2026)) evaluate them
under benchmark-specific threat protocols. No
shared harness exists for comparing arbitrary de-
fenses against a standardized attack suite, leav-
ing each defense paper to set its own conditions
and making cross-defense comparison unreliable.
Our data release contains the screening process,
selected-paper metadata, and machine-readable
SLOT labels; Appendix D provides a protocol spec-
ification, not executable evaluation software.
Confidentiality metrics are incommensurable
across studies and modalities. The O3 cluster
now spans reusable privacy audits, leakage bench-
marks, and attack-defense evaluations, but each
study reports leakage in incompatible units (mem-
bership AUC, exact-match extraction, PII recall,
etc.), preventing cross-study severity comparison.
The gap widens across modalities, where no shared
interface-level leakage rate exists.

6 Insights and Future Directions

The SLOT map exposes three mismatches and moti-
vates six directions: close the target, stage, and sig-
nal gaps (I1–I3); build surface-complete defenses
(I4); strengthen confidentiality controls (I5); and
evaluate multimodal and agentic RAG (I6).

I1: Study more realistic targets. T2 ac-
counts for 31/64 attack-primary works, but only
2/56 defense-primary works and 1/15 evaluation-
primary studies. Therefore, defenses and evalua-
tions should audit reliability across a query distri-
bution or interaction sequence (T2), aggregating
stance shift (O1), refusal or degradation (O2), or
recovered content and query cost (O3).

I2: Close the stage mismatch. Although 42 at-
tacks begin at S1, only 4 defenses begin at L1.
Thus, corpus admission, provenance, monitoring,
and remediation require more attention.

I3: Close the signal mismatch. Recent S1 at-
tacks produce fluent, retrievable, corpus-fitting pay-
loads, while many L2/L3 defenses still look for se-
mantic anomalies. Defenses should therefore build
on provenance, cross-query behavior, or causal in-
fluence rather than surface abnormality.

I4: Build surface-complete defenses. A surface-
complete stack places an explicit control against
every S1–S4 surface and tests each control against
an adaptive attacker who knows all non-secret de-
fense details. A shared harness should fix surface-
specific budgets and report a compact SLOT card
covering S/L/O/T, attacker access, victim setup,
utility, latency, and uncertainty; Appendix D pro-
vides the template.

I5: Strengthen confidentiality controls. Most
confidentiality defenses remain T1 and rely on
differential privacy, encryption, or architectural
change. T2 evaluations should additionally report
recovered corpus fraction and query cost alongside
policy violations, utility, and latency.

I6: Evaluate multimodal and agentic RAG.
Multimodal leakage and complex poisoning al-
ready span vision, speech, multi-turn, and agentic
RAG (Zhang et al., 2025c; Al-Lawati and Wang,
2026; Zhang et al., 2025b). AgentPoison, Memory-
Graft, and MINJA further show that poisoned mem-
ory can affect later queries or actions across ses-
sions (Chen et al., 2024; Srivastava and He, 2025;
Dong et al., 2025). Evaluation should therefore test
persistence across modalities, turns, and sessions,
including whether a payload triggers an action.

7 Conclusion

We surveyed secure RAG within an external-
knowledge boundary that separates RAG-
introduced or RAG-amplified risks from inherent
LLM flaws. We conducted a systematic literature
search and curated 135 works. We release the
screening process, selected-paper metadata, and
machine-readable SLOT labels. The synthesis
clarifies which failures fall within secure RAG
and reveals three mismatches: a target mismatch
(31/64 T2 attacks versus 2/56 T2 defenses and 1/15
T2-centered evaluation studies), a stage mismatch
(42 primary-S1 attacks versus 4 primary-L1 de-
fenses), and a signal mismatch (fluent, retrievable,
corpus-fitting S1 attacks versus L2/L3 defenses
that often assume anomalous or separable poison).
We discussed surface-complete defense stacks,
comparable evaluation, practical confidentiality
controls, and persistence-aware multimodal and
agentic testing as directions for closing these gaps.
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Limitations

First, secure RAG is a fast-moving area, and our
review is a snapshot through April 30, 2026. Later
work may change the observed distribution. Sec-
ond, LLM-assisted screening and expert selection
can introduce errors, while English-language and
full-text availability constraints may underrepre-
sent work from some communities. Finally, our
tables and observations provide a qualitative synthe-
sis rather than a precise meta-analysis, and should
be read as highlighting structural patterns rather
than exact field-level measurements.

Ethical Considerations

This work is a literature survey and introduces no
new attacks, defenses, or experiments. All included
material is previously published and cited to the
original sources. This work introduces no new
exploit code or undisclosed vulnerabilities. Al-
though machine assistance supported screening,
experts made the final inclusion and SLOT-tagged
decisions, and venue prestige was not a selection
criterion. We recognize the dual-use risk of orga-
nizing attack methods in one place; we mitigate it
by emphasizing threat assumptions, crossed bound-
aries, and corresponding controls. The released
screening process, selected-paper metadata, and
machine-readable SLOT labels are intended to sup-
port reproducible analysis and stronger protection
research.
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A Search and Screening Protocol

Sources, window, and queries. We searched
arXiv, ACL Anthology, OpenReview, Semantic
Scholar, and DBLP for work first made public from
May 1, 2020 through April 30, 2026, inclusive.
Each source query combined at least one RAG
term with at least one security term in the title or
abstract.

The RAG block was as follows: retrieval
augmented OR retrieval-augmented OR
RAG OR GraphRAG OR agentic RAG OR
multimodal RAG OR graph retrieval
augmented generation OR multimodal
retrieval augmented generation OR visual
document retrieval augmented generation.

The security block was as follows: attack*
OR adversarial OR poison* OR backdoor*
OR "prompt injection" OR jailbreak* OR
hijack* OR malicious OR threat* OR
vulnerab* OR compromis* OR manipulat*
OR corrupt* OR perturb* OR exploit* OR
privacy OR private OR confidential* OR
leak* OR "data extraction" OR "knowledge
extraction" OR "membership inference"
OR unauthoriz* OR "access control" OR
provenance OR copyright OR watermark* OR
steal* OR theft OR protect* OR security
OR secure OR defen* OR robust* OR safe* OR
trust* OR reliab* OR integrity OR verif*
OR audit* OR guardrail* OR resilien* .

Because the DBLP publication-search API does
not expose abstracts, both blocks were matched
against DBLP titles only.

Title-and-abstract prompt. The first screening
round used the following instruction with the re-
turned title and abstract:

Decide whether the external-knowledge
path of a generative system is the ob-
ject of a primary or substantial contribu-
tion. Include (I1) attacks on a corpus,
index, retriever, ranking, memory, graph,
tool content, or retrieved evidence, in-
cluding indirect prompt injection and ex-
traction; (I2) defenses, secure architec-
tures, access control, selective disclosure,
cryptographic protection, or remediation
against these risks; (I3) security/privacy
benchmarks, red-team studies, surveys,
or measurements of behavior under ad-
versarial or untrustworthy retrieved evi-

dence; (I4) methods or evaluations cen-
tered on the integrity of false, misleading,
conflicting, contaminated, or temporally
invalid external evidence; and (I5) query
or prompt perturbations designed to ma-
nipulate retrieval or a retrieval-backed
generator. Exclude ordinary RAG accu-
racy, retrieval optimization, efficiency, ci-
tation quality, benign irrelevant context,
generic hallucination reduction, generic
LLM safety/privacy, unrelated domain
applications, and broad risk discussions
without a concrete external-knowledge
contribution. Return INCLUDE, EX-
CLUDE, or UNCERTAIN, the matched
criterion, surface, and a brief evidence-
based reason.

Full-text prompt. The second round applied the
following rule to full-text evidence:

Include only if all three conditions hold:
(A) the system uses generation grounded
in an external corpus, retrieved docu-
ments, graph, multimodal or code store,
external memory, tool-returned content,
or private inference-time context; (B) se-
curity, privacy, or semantic/source in-
tegrity of that path is a primary or
substantial contribution; and (C) the
paper provides a concrete attack, de-
fense, benchmark, empirical measure-
ment, integrity-robustness method, RAG-
targeted input attack, or systematic sur-
vey/taxonomy. Apply I1–I5 as defined
above. Exclude ordinary quality, effi-
ciency, abstention, benign noise, generic
LLM safety/privacy, unrelated applica-
tions, and non-concrete discussions. Use
UNCERTAIN only when the extracted
evidence is inadequate or genuinely am-
biguous, and flag the record for manual
review. Do not reward or penalize venue,
citation count, novelty, writing style, or
result magnitude. Return the decision,
criterion, surface, centrality, paper type,
evidence locations, exclusion code, qual-
ity flags, confidence, manual-review flag,
and a one-sentence rationale.

Both rounds used DeepSeek-V4-Flash-0731.

Consolidation and screening funnel. The
source-level merge used lowercased DOI, version-
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stripped arXiv ID, source identifiers, and Unicode-
normalized exact titles. DBLP records remained
screenable from titles alone. The later work-level
merge combined DOI and arXiv matches with
fuzzy-title, abstract, and manual comparison. Du-
plicate or superseded versions are represented by
one canonical record.

Expert selection and snowballing. Expert re-
view selected a work as representative when it
added a distinct mechanism, threat setting, control,
evaluation resource, modality, domain, or empiri-
cal finding needed to cover the eligible landscape.
Technically substantive required a concrete method,
benchmark, or measurement and enough full-text
evidence for SLOT coding; venue prestige was
not a criterion. Backward and forward citation
snowballing then added BIPIA (Yi et al., 2025),
MINJA (Dong et al., 2025), and the canonical work
by Greshake et al. (Greshake et al., 2023).

Dates and released records. The earliest verified
public date determined window eligibility. When
metadata supplied only a year, YYYY-01-01 records
an explicit year-only fallback rather than a claimed
publication day.

The release documents the screening process
and contains 555 records, including 135 selected
works. It provides canonical identifiers and public
paper or code links, screening-stage information
and rationales, selected-paper summaries, and pri-
mary/secondary SLOT labels.

B SLOT Coding Guide

Primary S/L identifies the first pipeline point at
which a paper’s central attack or control acts; a
secondary S/L records a substantial mechanism at
another stage. Primary O identifies the main mea-
sured security objective, while secondary objec-
tives record additional measured effects. T1 fixes
the target instance, query, or finite query set and

Stage Retained

Source retrieval 17,256
Source consolidation 8,262
Title/abstract inclusion 636
Version-level unique works 617
Full-text eligibility 552
Expert selection 132
Snowballing +3
Final corpus 135

Table 2: Literature-search and screening funnel.

assumes that the attacker knows it before the attack;
T2 targets aggregate behavior over unknown future
queries or adaptively explored records. Each work
is counted once as attack-, defense-, or evaluation-
primary; secondary roles are retained and shown in
gray when cross-listed.

Boundary cases use the same external-
knowledge test. Greshake et al. (Greshake et al.,
2023) and BIPIA (Yi et al., 2025) are included
because retrieved content carries the attack.
JailbreakBench (Chao et al., 2024) is excluded as
prompt-only, and RAGBench (Friel et al., 2024) is
excluded as ordinary RAG-quality evaluation.

C Scope Comparison with Adjacent
Surveys

Table 4 positions our external-knowledge-centered
scope relative to adjacent RAG surveys. The dimen-
sions record whether external knowledge is treated
as a security object, whether RAG-specific risks are
separated from generic LLM risks, and whether the
survey connects pipeline stages, attacks, defenses,
evaluation, and deployment controls.

D Evaluation Protocol and Reporting
Specification

Our proposed six-stage plug-in harness ex-
poses the external-source, ingestion/indexing, re-
trieval/reranking, context-assembly, generation,
and response/remediation stages. Attacks plug
into S1–S4 and defenses into L1–L4; each result
is reported in the relevant O×T cell. A surface-
complete stack must contain an explicit control for
every S1–S4 surface and evaluate each control sepa-
rately against an attacker who knows all non-secret
defense details.

The minimum SLOT card reports S/L/O/T, at-
tacker knowledge and access, a surface-specific
budget, victim configuration, assumptions, adap-
tive status, utility, latency, and uncertainty. O1
evaluation should report task success and integrity
under attack; O2 should report refusal/failure and
resource costs; O3 should report membership or
leakage together with recovered fraction and query
cost. T1 fixes the target instances or query set
before the attack; T2 measures aggregate behavior
over unknown future queries or adaptively explored
records.

Table 5 illustrates why cross-paper results re-
quire protocol-level alignment by comparing four
representative studies spanning targeted corpus poi-
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Category Representative work O/T Reason for primary placement

S1 PoisonedRAG (Zou et al., 2025) O1/T1 Injects malicious knowledge before retrieval.

S2 GGPP (Hu et al., 2024b) O1/T1 Manipulates a known query to retrieve false evidence.

S3 Indirect Injection (Greshake et al., 2023) O1/T2 Delivers instructions through retrieved external content.

S4 MIA-RAG (Anderson et al., 2025) O3/T1 Infers membership in a private corpus.

L1 D-RAG (Andersen et al., 2025) O1/T1 Applies provenance controls to the knowledge substrate.

L2 RAGuard-Defense (Cheng et al., 2025c) O1/T1 Filters retrieved candidates before generation.

L3 InstructRAG (Wei et al., 2025) O1/T1 Limits malicious post-retrieval influence.

L4 AC-RAG (Chen et al., 2025a) O3/T1 Enforces fine-grained authorization for retrieved knowledge.

Table 3: Representative examples for the eight primary Surface/Layer categories. Secondary labels are retained in
the released records.

Survey Primary focus EK Scope Risk Bnd. Pipe. View A-D-E Eval. Deploy.

Gao et al. (2023) RAG architectures and components – – ◦ – ◦ –

Yu et al. (2024a) Evaluation metrics and benchmarks – – ◦ – ✓ –

Wu et al. (2024) Retrieval modules and applications – – ◦ – ◦ –

Zhou et al. (2024) Trustworthiness dimensions and benchmark ◦ ◦ ◦ ◦ ✓ ◦
Gupta et al. (2024) RAG landscape and future directions – – ◦ – – ◦
Ni et al. (2025) Trustworthy RAG roadmap ◦ ◦ ◦ ◦ ◦ ◦
Cheng et al. (2025a) Knowledge-oriented RAG taxonomy ◦ – ◦ – ◦ –

Gan et al. (2025) Evaluation datasets and meta-analysis – – ◦ – ✓ –

Ammann et al. (2025) Risk assessment and mitigation mapping ✓ ◦ ✓ ◦ ◦ ✓

Sharma (2025) RAG robustness and benchmarks – – ◦ – ◦ ◦
Ward and Harguess (2025) Adversarial threats and risk controls ✓ ◦ ✓ ◦ – ✓

Arzanipour et al. (2025) RAG threat model and attack surface ✓ ✓ ✓ ◦ – –

Bodea et al. (2026) Privacy risks and mitigations ✓ ◦ ✓ ◦ ✓ ◦

Ours External-knowledge security in RAG ✓ ✓ ✓ ✓ ✓ ✓

Table 4: Scope comparison with adjacent RAG-centered surveys. EK Scope: external knowledge as a security object;
Risk Bnd.: explicit RAG/generic-LLM boundary; Pipe. View: mapping to knowledge-access stages; A-D-E: attacks,
defenses, and evaluation under one threat scope; Eval.: metrics, benchmarks, or protocols; Deploy.: mitigation,
recovery, or access control. ✓/◦/– denote central, partial, and not-primary coverage.
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Work Threat model, access, and budget Representative evaluation

PoisonedRAG (Zou
et al., 2025)
(S1/O1/T1)

Target query and answer known; corpus-write ac-
cess; five injected passages per query.

NQ, HotpotQA, and MS MARCO; 97% attack suc-
cess rate (ASR) on NQ with five injected passages
per query.

Topic-
FlipRAG (Gong et al.,
2025) (S1/O1/T2)

Black-box topic/stance manipulation; exact future
test queries need not be known.

PROCON and MS MARCO; distribution-level attack
success value (ASV) of 0.49 for Qwen2.5 and 0.48
for Llama3.1 on PROCON.

RobustRAG (Xi-
ang et al., 2024)
(L3/O1/T1)

Defense-aware bounded corruption; certification
requires benign evidence to dominate malicious
evidence.

RQA-MC, RQA, NQ, and Biography; 69–71% certi-
fiable robust accuracy on RQA-MC and 31–38% on
RQA under bounded corruption.

BIPIA (Yi et al.,
2025) (S3/L3/O1/T1)

Indirect prompt injection through external content;
attack success and clean utility are measured sep-
arately.

Five tasks, 250 attacker goals, and 25 LLMs; 626,250
training and 86,250 test prompts, evaluated using
ASR and utility metrics.

Table 5: Comparison of representative secure-RAG evaluations under their primary SLOT labels. Secondary labels
are omitted for clarity; for BIPIA, S3 and L3 denote its cross-tagged attack and defense roles, respectively.

soning, distribution-level stance manipulation, cer-
tified defense, and indirect prompt injection.

As these studies evaluate different targets un-
der different attacker access, budgets, assumptions,
and metrics, their headline ASR, distribution-level
ASV, and certifiable robust accuracy are not di-
rectly rankable.
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2025)sec:S3,O1,T2

Data-Loading
Poisoning

PhantomText Toolkit (Castagnaro
et al., 2025)O1,T2

Graph / Multimodal
Knowledge
Poisoning

GRAGPoison (Liang et al.,
2026)sec:S2,O1

TKPA/UKPA (Wen et al.,
2025a)O1,O2

LogicPoison (Xiao et al., 2026)O1 MM-PoisonRAG (Ha et al.,
2026)sec:S2/S3,O1,O2

Poisoned-MRAG (Liu et al.,
2025b)sec:S2,O1

One Pic (Shereen et al.,
2026)sec:S2/S3,O1,O2,T2

Code-Oriented
Knowledge
Poisoning

RACG (Lin et al., 2026)O1 ImportSnare (Ye et al.,
2025b)sec:S2/S3,O1,T2

Retrieval Result
Manipulation

(S2)

Query / Retriever
Manipulation

GGPP (Hu et al., 2024b)sec:L2,O1 Medusa (Shang et al., 2026)O1

RAG-Pull (Dhar et al.,
2026)sec:S1,O1,T2

TrojanRAG (Cheng et al.,
2024)sec:S1/S3,O1,T2

Your RAG is Unfair (Bagwe
et al., 2025)sec:S1,O1,T2

Retrieved-
Context

Exploitation (S3)

Indirect Prompt
Injection

Indirect Injection (Greshake et al.,
2023)sec:S1,O1,T2

BIPIA (Yi et al.,
2025)primary:E,sec:L3,O1

Private
Knowledge

Extraction (S4)

Membership
Inference

and Auditing

MIA-RAG (Anderson et al.,
2025)sec:L3,O3

S2MIA (Li et al., 2025b)O3

MBA (Liu et al., 2025a)O3 IA (Naseh et al., 2025)O3

S-RAG (Zeng et al., 2025d)O3 SMA (Sun et al., 2025)O3

Record /
Multimodal
Extraction

Good and Bad (Zeng et al.,
2024)sec:S2/S3/L2/L3,O3

Beyond Text (Zhang et al.,
2025c)sec:S2/S3,O3

mRAG Privacy (Al-Lawati and
Wang, 2026)O3

Backdoor Extraction (Peng et al.,
2024)O3

Aggregate /
Adaptive

Extraction

Spill the Beans (Qi et al.,
2025)sec:S3/L3,O3,T2

IKEA (Wang et al., 2025c)O3,T2

SECRET (He et al.,
2026)sec:S2/S3,O3,T2

RAGCRAWLER (Yao et al.,
2026)O3,T2

Graph Extraction

GraphRAG Privacy (Liu et al.,
2026)sec:S2/S3,O3,T2

Agentic Graph Extraction (Yang
et al., 2026)sec:S2/S3,O3,T2

Retrieval Pivot (Thornton,
2026)primary:D,O3

Figure 3: Taxonomy of RAG attack methods by primary attack surface (S1–S4). Each attack-primary method
appears once at its first intervention point. The gray BIPIA and Retrieval Pivot cross-lists are evaluation- and
defense-primary, respectively, and excluded from attack counts. Gray sec: tags record explicit secondary surfaces
or defense layers and are excluded from primary counts. Superscripts mark attack objectives: O1 integrity, O2
availability, and O3 confidentiality. T2 denotes aggregate targets over unknown future queries or adaptively explored
records, marking 31 of 64 attack-primary works; unmarked works are T1.
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Knowledge-Base
Integrity &

Remediation (L1)

Provenance / Forensics D-RAG (Andersen et al., 2025)sec:L2/L4,O1,
Proof-Carrying Answers (Shukla and Joshi,
2025)sec:L3,O1,
RAGForensics (Zhang et al., 2025a)O1,
Who Taught the Lie? (Zhang et al., 2026b)O1

Retrieval-Time
Access

Hardening (L2)

Reliability / Filtering ReliabilityRAG (Shen et al., 2025)sec:L3,O1,
RA-RAG (Hwang et al., 2025)sec:L3,O1,
TrustRAG (Zhou et al., 2025a)sec:L3,O1,
GRADA (Zheng et al., 2025)O1,
RAGPart/RAGMask (Pathmanathan et al.,
2025)O1,
RAGuard-Defense (Cheng et al., 2025c)O1,
SeCon-RAG (Si et al., 2025)O1,
RAGDefender (Kim et al., 2025a)O1

Detection / Se-
cure Retrieval

FRAG (Zhao, 2024)sec:L4,O3,
GMTP (Kim et al., 2025b)O1,
EcoSafeRAG (Yao et al., 2025)O1,
Knowledge Checking (Zeng et al., 2025c)sec:L3,O1,
GGPP (Hu et al., 2024b)primary:A,O1

Post-Retrieval
Context

Isolation (L3)

Detection / Isolation RobustRAG (Xiang et al., 2024)O1,
MMA-RAGT (Singh et al., 2026)sec:L2/L1,O1,
RevPRAG (Tan et al., 2025)O1,
AV Filter (Choudhary et al., 2026)O1,
FilterRAG/ML-FilterRAG (Edemacu et al.,
2025)O1,
RAGShield (Patil, 2026)sec:L1/L2,O1,
InstructDetector (Wen et al., 2025b)O1,
SDAG (Dekel et al., 2026)sec:S1,O1

Robust Generation ATM (Zhu et al., 2024)O1,
INFO-RAG (Xu et al., 2024)O1,
Discern-and-Answer (Hong et al., 2024)O1,
InstructRAG (Wei et al., 2025)O1,
Astute RAG (Wang et al., 2025b)O1,
RbFT (Tu et al., 2025)O1,
Credibility-Aware Generation (Pan et al.,
2024)sec:L1,O1,
Fact-Centric Alignment (Hao et al., 2025)O1,
RPO (Yan et al., 2025)O1,
ABDD (Li et al., 2025a)primary:E,O1

Disclosure Controls SD-RAG (Masoud et al., 2026)sec:L2,O3,
PAD (Wang et al., 2026a)O3,
PPRAG (Zhang et al., 2026c)sec:L2,O3,
SEAL-Tag (Xie et al., 2026)sec:L4,O3,T2

Access Control,
Privacy &

Confidentiality (L4)

Authorization
/ Membership

AC-RAG (Chen et al., 2025a)O3,
Retrieval Pivot (Thornton, 2026)sec:S4,O3,
Mirabel (Choi et al., 2025b)sec:L2,O3,
Ensemble Privacy Defense (Fu et al.,
2026)sec:L3/S4,O3

Differential Privacy /
Corpus Transformation

DPVoteRAG (Koga et al., 2024)O3,
RAG with Differential Privacy (Grislain, 2025)O3,
LPRAG (He et al., 2025)O3,
VAGUE-Gate (Hemmat et al., 2025)O3,
InvisibleInk (Vinod et al., 2025)O3,
SAGE (Zeng et al., 2025b)O3,
DP-SynRAG (Mori et al., 2026)sec:L1,O3,T2,
AURA (Wang et al., 2026d)sec:L1,O3

Secure Backends /
Architectures

RemoteRAG (Cheng et al., 2025b)O3,
ppRAG (Ye et al., 2025a)sec:L2,O3,
FedE4RAG (Mao et al., 2025)O3,
C-FedRAG (Addison et al., 2024)O3,
Privacy-Aware RAG (Zhou et al., 2025b)O3,
SAG (Zhou et al., 2025c)sec:L1,O3,
SecureRAG (Bassit and Boddeti, 2025)sec:L2,O3

Figure 4: Taxonomy of RAG defense and remediation mechanisms, organized by primary control point (L1–L4).
Superscripts mark the security objective each method counters: O1 integrity, O2 availability, and O3 confidentiality.
Gray sec: tags record explicit secondary layers or attack surfaces and are excluded from primary counts. The gray
GGPP and ABDD cross-lists are attack- and evaluation-primary, respectively. T2 marks 2 of 56 defense-primary
works with aggregate protection over unknown future queries or adaptively explored records. Retrieval Pivot is
defense-primary, with S4 as a secondary audit role.
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