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Abstract
As large language models (LLMs) increasingly
mediate both content generation and moder-
ation, linguistic evasion strategies known as
Algospeak have intensified the coevolution be-
tween evaders and detectors. This research for-
malizes the underlying dynamics grounded in a
joint action model: when Algospeak increases,
detectability and understandability decrease.
Further, the concept of Majority Understand-
able Modulation (MUM) is introduced and de-
fined as the modulation level at which addi-
tional evasive alteration increases detector eva-
sion but loses comprehension for the majority
of recipients. To empirically probe this trade-
off, we introduce a reproducible framework
that can be used to create meaning-preserving,
Algospeak-style variants, based on an existing
taxonomy and with tunable modulation lev-
els. Using COVID-19 disinformation as a first
proof-by-example setting, we construct a ref-
erence dataset of 700 modulated items, drawn
from twenty base sentences across five mod-
ulation levels and seven strategies. We then
run two linked evaluations with seven different
language models: one testing for interpretation
through meaning recovery and one for disinfor-
mation detection through classification. Curve
fitting over modulation levels yields an esti-
mate of the Majority Understandable Modula-
tion threshold and enables sensitivity analyses
across strategies and models, see Figure 1. Re-
sults reveal the characteristic relationships be-
tween understandability and modulation. This
study lays the groundwork for understanding
the dynamics behind Algospeak and provides
the framework, dataset, and experimental se-
tups described.1

1 Introduction

As the capabilities of large language models
(LLMs) increase, they are gaining traction with

1Prompts and evaluation code are available at https://
github.com/fillies/HidingInTheOpen

Figure 1: Strategy “Code Word”: Shows the number of
code words required for each model to fail to detect the
majority of disinformation (IMUM points). The MUM
point is where the majority of models stop detecting
accurately.

malicious actors online. LLMs have been exploited
for a range of malicious purposes, from phishing
attacks (Afane et al., 2024) and misinformation
(Kreps et al., 2022) to politically motivated social
botnets and astroturfing campaigns (Woolley, 2016;
Keller et al., 2020). With LLMs becoming more
accessible and capable, we can expect their use in
criminal activity to increase as well. Malicious bots
are in a constant game of cat and mouse against
existing content moderation tools. This adaptation
of language used to avoid algorithmic detection is
widely referred to as Algospeak (Steen et al., 2023).
Algospeak is not primarily a criminal practice: it
is widespread among ordinary creators discussing
sexuality, mental health, or public health, who al-
ter wording such as “seggs” for sex or “unalive”
for kill to avoid removal or suppression (Delkic,
2022; Curtis, 2022). Steen et al. define Algospeak
as a communicative practice developed in direct
response to online content moderation. These be-
haviors can range from minor lexical substitutions
to complex syntactic and semantic manipulations,
reflecting an adaptive co-evolutionary dynamic be-
tween content generators and moderators. The goal
of Algospeak is not to build a hidden community,
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Figure 2: Example misinformation item with five levels of modulation.

but to be understood by a broad audience without
algorithmic intervention by the platform’s content
moderation algorithms (Steen et al., 2023). This
represents a novel aspect in human communication,
as it is intended to exclude machines rather than
humans. This contrasts with traditional encrypted
languages, which are designed to prevent under-
standing by other human subgroups, even when
supported by machines capable of deciphering the
language.

The same goal now applies to malicious online
LLM-based agents. When spreading toxic, crimi-
nal, or misleading information, they aim to maxi-
mize the reach of their message by increasing the
proportion of people who can understand it regard-
less of background knowledge. Therefore, these
agents seek to maximize understandability while
minimizing the chance of detection by moderation
instruments.

The phenomenon of Algospeak illustrates that
this creates a continuous spiral of language modu-
lation aimed at avoiding detection. This research
provides a novel formalization of this dynamic. It
introduces the concept of Majority Understandable
Modulation (MUM), defined as the modulation
level where additional evasive changes improve de-
tector evasion but begin to lose comprehension for
the majority of recipients. Importantly, this point is
not fixed but moves depending on context shared
between participants of a conversation, these can
be humans or LLMs. The current literature lacks a
principled understanding to quantifying the trade-
off between detectability by automated systems and
comprehensibility. The main contributions are:

1. A formal definition of Algospeak and key un-
derlying dynamics at play.

2. A reference dataset, see Figure 2, and frame-
work for modulated-dataset construction.

3. A unified experimental framework and em-
pirical analysis of LLMs as both inter-
preters (meaning recovery) and classifiers

(policy-violation detection), revealing consis-
tent MUM points.

By establishing a measurable boundary for ef-
fective yet interpretable evasive language, our
work provides a foundation for designing more
robust moderation systems and understanding the
co-evolutionary dynamics of language in LLM-
mediated ecosystems.

2 Related Work

As Algospeak is a relatively new phenomenon,
it was first brought to the attention of research
through public news outlets (Curtis, 2022; Delkic,
2022; Titz and Lehmann, 2023) and more formally
by Steen et al. (2023) and Klug et al. (2023). Steen
et al. (2023) collected 70 examples of Algospeak
through semi-structured interviews with content
creators, analyzing its usage and its connection to
TikTok’s content moderation practices. On a more
structural side, Fillies and Paschke (2024) created a
taxonomy for Algospeak based on those examples.

Coded language, particularly Code-Mixing and
Code-Switching, has been widely studied in lin-
guistics (Bali et al., 2014). This is especially true in
the context of hate speech detection, where coded
language has been thoroughly examined (Barman
et al., 2014; Mathur et al., 2018; Bohra et al., 2018).
Research in this area has primarily focused on
mixed-code hate speech and its translation (Tundis
et al., 2020). In the fields of Leetspeak and pro-
paganda detection, Tundis et al. (2020) developed
a supervised network to classify texts using Leet-
speak encoding directly. Similarly, in image anal-
ysis, Vélez de Mendizabal et al. (2023) employed
Neural Networks to decode Leetspeak. Adversar-
ial NLP likewise examines the trade-off between
classifier evasion and semantic preservation (Garg
and Ramakrishnan, 2020; Zhou et al., 2024), but
optimizes it computationally, whereas Algospeak
arrives at it organically, through community con-
vention and shared context (Clark, 1991).

Algospeak sits alongside several established
forms of indirect language, and separating them
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Figure 3: Classifications of language based on modula-
tion and understandability.

clarifies what the research measures. Euphemism
substitutes a milder expression for a taboo referent;
NLP work has addressed its detection and iden-
tification (Zhu and Bhat, 2021; Lee et al., 2022),
including for content moderation (Zhu et al., 2021).
Dog whistles carry a second meaning legible to an
in-group while appearing innocuous to everyone
else (Mendelsohn et al., 2023), with recent work
on their discovery (Sasse et al., 2025), disambigua-
tion (Kruk et al., 2024), and temporal dynamics
(Boholm et al., 2025). Cryptolects, or cant, are in-
group registers designed to exclude outsiders out-
right, studied in extremist communities (de Kock
et al., 2026), cybercrime marketplaces (Yuan et al.,
2018), and Chinese online cant (Xu et al., 2021);
related work identifies coded terms in euphemistic
hate speech (Magu and Luo, 2018).

These forms differ in whom the concealment
excludes. Euphemism conceals a referent from
no one in particular, while dog whistles and cryp-
tolects conceal meaning from human out-groups,
partially or completely. Algospeak inverts this: the
excluded party is an algorithmic bystander, and
the speaker wants human comprehension to stay as
broad as possible. Concealment is therefore not a
goal but a cost, and quantifying the level at which
that cost becomes prohibitive is the contribution
this paper formalizes.

3 Methodology

Clark (1996) joint action model conceptualizes lan-
guage use as collaborative activity requiring co-
ordination between participants who share com-
mon ground, the mutual knowledge, beliefs, and
assumptions necessary for successful communica-
tion. Three key principles from this directly inform
our analysis of Algospeak:

First, Clark’s distinction between addressees and
bystanders (Clark, 1996). Linguistic analysis fo-

cuses on communication between human partici-
pants, but Algospeak introduces a novel configu-
ration: speakers deliberately craft messages to be
understood by human addressees while remaining
opaque to algorithmic bystanders. This represents
an inversion of classical cryptography, which seeks
to exclude human eavesdroppers while remaining
machine-processable.

Second, the principle of least collaborative ef-
fort (Clark and Wilkes-Gibbs, 1986) suggests that
actors minimize joint effort in achieving mutual
understanding. In the context of Algospeak, toxic
actors face a trade-off: excessive modulation in-
creases the collaborative effort required from ad-
dressees to recover meaning, potentially reducing
message reach, while insufficient modulation fails
to evade the content moderation bystander.

Third, the accumulation of common ground
through repeated interaction (Clark, 1991) explains
why the modulation thresholds defined below are
context-dependent. Communities with shared cul-
tural references, in-group terminology, or pro-
longed exposure to specific modulation strategies
can sustain higher levels of linguistic distortion
while maintaining comprehension, effectively shift-
ing the sigmoid curve rightward along the modula-
tion axis.

Drawing on this theoretical model of language
use we define Algospeak as: A context-sensitive,
multimodal register in which speakers deliberately
modulate the surface form of their expressions - or-
thographic, lexical, morphological, phonetic, prag-
matic, syntactic, or semiotic - to keep meaning and
function recoverable to addressees while lowering
the likelihood that fully automated moderation sys-
tems will detect that meaning. This modulation can
take multiple forms, vary in intensity, and often is
layered.

For a deeper understanding of the problem,
three general observations and two propositions
are made. The two propositions will be tested ex-
perimentally through simulation. We begin with
the following core assumptions for Algospeak.

Bystander Assumption. The malicious actor is
aware of algorithmic content moderation systems
and deliberately distorts their language using meth-
ods such as Algospeak to evade detection (Steen
et al., 2023; Clark, 1996).

Goal Assumption. The objective of a toxic actor
on a large social media platform is to maximize the
reach of their message online; the more people who
understand the intended meaning, the greater its
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Figure 4: Overview of the relationship between modulation and understandability.

reach (Pancer et al., 2019).
Common Ground Assumption. Participants in

an online conversation share a degree of common
ground shaped by factors such as cultural identity
and prior conversational context (Clark, 1991).

The two main propositions are: First, as linguis-
tic modulation used in Algospeak increases, the
proportion of participants able to understand the
underlying meaning decreases. Depending on the
degree of shared common ground, there exists a
threshold of language modulation beyond which it
becomes impossible for the majority of participants
to grasp the intended meaning. Second, as the lan-
guage becomes more modulated from its original
form, it becomes increasingly difficult for trained
classifiers to detect the underlying meaning and
correctly classify the content of the message.

Based on these assumptions, a relationship be-
tween modulation and understandability can be
proposed (see Figure 3), where understandability is
defined as the percentage of participants who can
recover the original meaning at a given modulation
level. The four resulting zones range from typical
language use (low modulation, high understandabil-
ity) through opaque (low modulation, low under-
standability) to coded language (high modulation,
low understandability) to Algospeak (high mod-
ulation, high understandability), the region most
attractive to malicious actors.

Based on Wichmann and Hill (Wichmann and
Hill, 2001), we propose that the relationship be-
tween understandability and modulation (and de-
tectability/modulation) can be modeled using a sig-
moid function, see Figure 4. The figure illustrates
that as modulation increases, the percentage of the
conversation participants able to comprehend the
content decreases. It further shows that beyond
a certain level of modulation, the language transi-

tions from the zone of general understandability
into the Algospeak zone, and eventually into coded
language. The transition from Algospeak to coded
language is what we define as the Majority Un-
derstandable Modulation (MUM) point, where the
majority of the population within the context can
no longer follow the majority of the conversation.
This means that for a population the MUM point
is based on the points that individuals fail to under-
stand most of the modulated content. We call this
second point the Individual Majority Understand-
able Modulation (IMUM) Point. It is important to
note that both the slope and the modulation level
of these points are highly dependent on the shared
common context between the participants, and the
figure presents example values solely for illustra-
tive purposes. These constructs are proposed for
humans and LLMs alike.

Formally, let Uκ(d; θ) ∈ [0, 1] denote the frac-
tion of a population Hκ sharing context κ that
recovers the intended meaning of a text θ mod-
ulated at level d. For a comprehension threshold
τ ∈ (0, 1), the Individual Majority Understandable
Modulation of θ is

IMUMτ
κ(θ) = inf{ d ≥ 0 : Uκ(d; θ) < τ },

and the aggregate MUM over a distribution D of
base texts is

MUMτ
κ = Eθ∼D

[︁
IMUMτ

κ(θ)
]︁
.

We use τ = 0.5 throughout. The full formaliza-
tion, including semantic fidelity, detectability, and
the evasion–comprehension trade-off, is given in
Appendix A.
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(a) Well fitted curve for the code word class, detection experi-
ment.

(b) Ill fitted curve for the change in spelling class, detection
experiment.

(c) Well fitted curve for the code word class, understanding
experiment.

(d) Ill fitted curve for the change in spelling class, understanding
experiment.

Figure 5: Example results for two of the seven Algospeak strategies for the model GPT-4o-mini.

4 Experiments

4.1 Dataset Creation

Because Algospeak is not detectable by current
classifiers and no large-scale dataset exists, this
study creates its own as a proof of concept. COVID-
19 misinformation was chosen as the example do-
main due to its well-documented use of Algos-
peak, existing datasets, and the ease of determining
ground truth, which reduces annotator bias. This
focused validation allows us to test our theoreti-
cal framework under controlled conditions before
extending to other domains in future work.

The dataset was created in five phases. First, we
created 20 example sentences, each 10–15 words
long and centered on common COVID-19 misin-
formation. Second, two researchers independently
annotated all statements for whether they contra-
dict established public-health consensus, reaching
100% agreement with the intended labels. Third,
the sentences were validated to ensure the baseline
model (GPT-4o (OpenAI, 2024)) correctly classi-
fied them as misinformation, based on majority
agreement across three identical trials, with identi-
cal temperature (0) and prompt settings.

Next, the model identified feature importance
by selecting the six words most responsible for
each misinformation classification, determined by
majority vote across three identical trials. A hu-
man researcher incrementally modified each sen-
tence, starting with the most influential words and
moving to the least, to create varying modula-
tion levels. This process was applied to all 20
sentences across five modulation levels (∼10%,
∼20%, ∼30%, ∼40%, and ∼50%) and for all
seven Algospeak strategies identified by (Fillies
and Paschke, 2024) (including altered spellings (to
unknown and known words), abbreviations, pic-
torial representations, paraphrasing, repurposed
words, and phonetic substitutions), resulting in a
total of 700 modulated messages. An example of
the five different modulation levels can be seen in
Figure 2.

As a qualitative check, we compared our syn-
thetic items against Algospeak documented on so-
cial media, such as “seggs” for sex, “panoramic”
for pandemic, or “leg booty” for LGBT (Steen
et al., 2023; Klug et al., 2023; Delkic, 2022). The
word-level substitutions our strategies produce are
of the same kind, though ours are constructed sys-
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tematically rather than emerging through use.
We acknowledge that this dataset construction

has limitations; see Section 8. We explicitly sit-
uate the work as a proof of concept and planned
expansion to larger, more diverse datasets.

4.2 Detection Experiment
For the detection of misinformation, a prompt-
based setup was created. The prompt was designed
in line with prior research that employs LLMs for
misinformation detection (Pelrine et al., 2023; Hu
et al., 2024). It instructed the LLM to determine
whether the given statement contained misinforma-
tion, without adding judgments or other assump-
tions beyond that task. The model was asked to
make its decision solely based on the provided state-
ment and the general knowledge about COVID-19
contained within its training data.

This process was repeated three times for each
of the five modulation levels, and a majority score
was calculated under the same temperature (0) and
prompt settings.

4.3 Understandability Experiment
While LLMs are not capable of truly understanding
the meaning of words (Bender and Koller, 2020),
we operationalized understandability by having the
model reconstruct each modulated word, repeating
that process at every modulation level. Evaluation
was conducted by calculating a similarity score
between the original words and the reconstructed
words, using a chosen threshold of 95%. State-
ments exceeding this threshold were considered
correctly identified.

4.4 Statistical Analysis
To characterize the relationship between distor-
tion level and model performance, we employed
two complementary approaches: We fitted a two-
parameter logistic function to model detection and
understanding rates across distortion levels, where
k controls the steepness of decline and x0 repre-
sents the inflection point (the Majority Understand-
able Modulation threshold at 50%). Goodness of
fit was assessed using R², adjusted R², and RMSE.
This parameterization enables direct comparison of
MUM thresholds across strategies and models.

To test whether performance declines monotoni-
cally with increasing distortion, independent of the
specific sigmoid parameterization, we computed
Spearman’s rank correlation (ρ) (Spearman, 1904)
between distortion level and performance for each

series. Spearman’s test is appropriate for our sam-
ple size (N=6 distortion levels) and provides ro-
bust inference without assuming a parametric func-
tional form. Statistical significance was assessed
at α = 0.05. As each experiment comprises 49
(model, strategy) tests that are aggregated into a
single significance count, we additionally control
the false discovery rate across those 49 tests us-
ing the Benjamini–Hochberg procedure (Benjamini
and Hochberg, 1995).

5 Results

We begin with a detailed analysis of a representa-
tive model (GPT-4o-mini) to illustrate how to inter-
pret the metrics and plots, then present aggregated
results for all LLMs highlighting key contrasts.

5.1 Results for Model GPT-4o-mini

Detection Experiment For each statement and Al-
gospeak strategy, we applied majority voting at ev-
ery modulation level and aggregated results across
the 20 examples. This revealed clear patterns: for
the code-word strategy (Figure 5a), replacing the
most important words up to modulation level 4
caused 80% of statements to evade misinformation
classification. In contrast, for the unknown-spelling
strategy (Figure 5b), over 80% are still correctly
flagged at modulation level 5.

To test whether detection rates decline system-
atically with distortion, we fitted two-parameter
logistic curves and computed Spearman rank cor-
relations. Results are shown in Table 1. Six of
seven strategies achieved strong sigmoid fits (adj.
R² > 0.90), with code words (R² = 0.990) and new
words (R² = 0.996) showing near-perfect fits. Only
the unknown-word strategy fit poorly (adj. R² =
-1.065), indicating highly variable detection even
at low distortion levels.

The Spearman’s test confirmed that all seven
strategies exhibited significant monotonic de-
creases in detection (p < 0.05), with six achieving
near-perfect correlation (ρ>= 0.98). This validates
that increased distortion genuinely reduces detec-
tion across all strategies.

The IMUM for each strategy indicates how
quickly it distorts text and enables direct compari-
son. For instance, on average, introducing just 2.7
code words caused 50% of statements to be mis-
classified, compared with 4.4 paraphrased words
needed for the same effect.

Understandability Experiment Reconstruc-
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Table 1: Detection Results - 2-parameter logistic curve and Spearman rank correlation, GPT-4o-mini

Series k IMUM R2 Adj. R2 RMSE Sig. Fit ρ p-val.

Unkn. word 1.3918 6.0000 -0.2388 -1.0646 0.0533 Poor 0.853 0.0416
New word 1.3657 4.1783 0.9959 0.9932 0.0173 Strong 0.986 0.0083
Abbreviations 1.2885 4.3299 0.9994 0.9990 0.0064 Strong 0.986 0.0139
Emoticons 1.4568 3.7796 0.9947 0.9912 0.0236 Strong 0.986 0.0111
Paraphrasing 0.8241 4.4341 0.9704 0.9506 0.0381 Strong 0.986 0.0083
Code 1.4799 2.7102 0.9896 0.9827 0.0388 Strong 1.000 0.0055
Phonetic 0.7904 5.1973 0.9896 0.9826 0.0163 Strong 0.986 0.0083

Table 2: Understanding Results - 2-parameter logistic curve and Spearman rank correlation, GPT-4o-mini

Series k IMUM R2 Adj. R2 RMSE Sig. Fit ρ p-val.

Unkn. word -0.5119 6.0000 -0.7638 -1.9397 0.0990 Poor -0.551 0.2667
New word -0.3401 4.5889 0.6747 0.4579 0.0911 Moderate -1.000 0.0055
Abbreviations -0.4324 4.0659 0.8153 0.6922 0.0786 Moderate -0.943 0.0139
Emoticons -0.6704 1.4562 0.6536 0.4227 0.1618 Moderate -0.943 0.0194
Paraphrasing -4.4236 0.7645 0.8024 0.6706 0.1384 Moderate -0.928 0.0139
Code -5.5315 0.8475 0.9949 0.9915 0.0256 Strong -0.943 0.0111
Phonetic -0.5622 6.0000 -0.1454 -0.9090 0.0783 Poor -0.928 0.0277

tions were repeated for each modulated word at
every modulation level and averaged across 20 ex-
amples for all seven strategies. As Figure 5c shows,
introducing a single unknown code word allowed
correct reconstruction in only 40% of cases. In
contrast, strategies preserving surface form, like
spelling or phonetic changes (Figure 5d), enabled
correct reconstruction for most terms at all levels.

Similar to the detection experiment, we com-
puted Spearman correlations to test whether un-
derstanding declines with distortion. Results are
shown in Table 2. Three strategies achieved strong
or moderate fits (code words adj. R² = 0.99, para-
phrasing 0.67, abbreviations 0.69), while unknown-
word and phonetic strategies fit poorly (adj. R² < 0).
Six of seven strategies showed significant mono-
tonic decreases in understanding (p < 0.05), with
three achieving perfect negative rank correlation (ρ
= -1.0). Only the unknown-word strategy failed to
reach significance (ρ = -0.551, p = 0.2667).

Code words required only 0.85 modulations to
cross 50% understanding, while strategies preserv-
ing surface form (phonetic, spelling) never crossed
this threshold within our tested range (x0 = 6.0).

5.2 Cross-model comparison

We compared seven state-of-the-art models, rang-
ing from open- to closed-source and varying in the
scale of their training parameters. The models con-
sidered were claude-sonnet-4-5 (Anthropic, 2025),
gpt-4o-mini and gpt-4o (OpenAI, 2024), llama-3.1-
8b-instant (Grattafiori et al., 2024), Ministral-8B-
Instruct-2410 (Mistral AI, 2024), Qwen3-VL-32B-
Instruct-FP8 (Qwen Team, 2025), and grok-4.1-fast
(xAI, 2025).

Detection performance across models: Similar
to Section 5.1, we tested whether increased dis-
tortion reduces detection using both sigmoid curve
fitting (for MUM estimation) and Spearman’s rank
correlation (for statistical inference). Table 3 re-
ports goodness-of-fit (adjusted R²) for the sigmoid
curves and Spearman correlation results across all
models. Heatmaps Figure 6 in Appendix B re-
ports adjusted R2 values by strategy for the seven
models2 As before, most strategies fit the sigmoid
curve well, whereas the change-in-spelling strat-
egy producing an unknown word continues to show
poor fit. Interestingly, under majority voting, most

2Adjusted R2 can be negative (and unbounded below),
strongly negative values indicate a fit worse than a constant
baseline.
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Table 3: Detection Results: Adjusted R2 with majority fit estimation and Spearman Rank Correlation Significance
by Strategy and Model

Strategy Claude GPT-4o-m GPT-4o Llama Mistral Qwen Grok Maj. Sig. C.
Unkn. word -4.83 × -2.03✓ -0.69✓ -0.18✓ 0.70✓ 0.89✓ -3.17 × P 5/7
New word 0.90✓ 0.99✓ 0.99✓ 0.90✓ 0.77✓ 0.96✓ 0.93✓ S 7/7
Abbreviation 0.92✓ 0.98✓ 0.95✓ 0.96✓ -0.05✓ 0.91✓ 0.98✓ S 7/7
Emotion -8.92 × 0.98✓ 0.96✓ 0.95✓ 0.88✓ 0.99✓ 0.94✓ S 6/7
Paraphrase 0.99✓ 0.95✓ 0.93✓ 0.28✓ -4.88✓ 0.95✓ 0.97✓ S 7/7
Code 0.91✓ 0.96✓ 1.00✓ 0.95✓ 0.96✓ 0.97✓ 0.99✓ S 7/7
Phonetic 0.30✓ 0.99✓ -4.54✓ -0.25✓ 0.12 × 0.89✓ 0.35✓ P 6/7
Total 5/7 7/7 7/7 7/7 6/7 7/7 6/7 86%

Adjusted R2 values shown with significance: ✓ = p < 0.05, × = p ≥ 0.05; S = Strong, M = Moderate, P = Poor

Table 4: Understandability Results: Adjusted R2 with majority fit estimation and Spearman Rank Correlation
Significance by Strategy and Model

Strategy Claude GPT-4o-m GPT-4o Llama Mistral Qwen Grok Maj. Sig. C.
Unkn. word -1.03✓ -1.94 × -2.46 × 0.34 × 0.49 × 0.47 × -2.39 × P 1/7
New word 0.90✓ 0.46✓ 0.67✓ 0.81✓ 0.87✓ 0.87✓ 0.35✓ S 7/7
Abbreviation 0.88✓ 0.69✓ 0.23✓ 0.76✓ 0.36 × 0.38 × -0.34✓ P 5/7
Emotion 0.55✓ 0.42✓ 0.25✓ 0.85 × 0.74 × 0.74 × 0.51✓ M 4/7
Paraphrase 0.63✓ 0.67✓ 0.67 × 0.98✓ 1.00✓ 1.00✓ 0.54✓ M 6/7
Code 0.86✓ 0.99✓ 0.76✓ 1.00✓ 1.00 × 1.00 × 0.83✓ S 5/7
Phonetic -0.57✓ -0.91✓ -1.96✓ 0.11✓ 0.38✓ 0.39✓ -7.45 × P 6/7
Total 7/7 6/7 5/7 5/7 3/7 3/7 5/7 67%

Adjusted R2 values shown with significance: ✓ = p < 0.05, × = p ≥ 0.05; S = Strong, M = Moderate, P = Poor

models also did not seem to be strongly affected
by the introduction of phonetic resemblance, an
issue already indicated by the performance of the
understanding task in Section 5.1.

Spearman’s test revealed that 86% (42/49) of
(model, modulation class) pairs exhibited statis-
tically significant monotonic decreases in detec-
tion (p < 0.05), with 43% showing perfect or
near-perfect rank correlation (|ρ| >= 0.98), and
90% (44/49) remain significant after Benjamini-
Hochberg correction. This confirms that the rela-
tionship between modulation and detection repre-
sents genuine monotonic trends robust across mod-
els and strategies.

Overall, the results suggest that the choice of
strategy matters more than the choice of model,
although some models appear to work well with
specific strategies.

Understandability across models: Similar to
Section 5.1, we tested whether understanding de-
clines with distortion using sigmoid fitting and
Spearman’s test. Table 4 reports adjusted R² values
and Spearman significance results.

The heatmaps Figure 7 in Appendix B report ad-
justed R2 values by strategy for the seven models,
along with the majority measure of goodness-of-
fit. As before, most strategies show a moderate
to strong sigmoid fit, while the change-in-spelling

and phonetic strategies perform poorly. Moreover,
although Claude, GPT-4o-mini, and Llama exhibit
strong or moderate fit for the abbreviation strategy,
weaker fits for the remaining models yield an over-
all weak fit, highlighting substantial cross-model
differences within a strategy.

Spearman’s test revealed that 67% (33/49) of
(model, distortion-class) pairs exhibited statisti-
cally significant monotonic decreases in under-
standing (p < 0.05), with 53% (26/49) remaining
significant after Benjamini–Hochberg correction.
This lower rate compared to detection (86%) sug-
gests that understanding is more difficult to oper-
ationalize and varies more across models. Claude
achieved 100% significant trends (7/7), while Mis-
tral and Qwen managed only 43% (3/7), revealing
substantial model-specific differences in semantic
reconstruction capabilities.

Trade-off / IMUM & MUM comparison When
combining the individual IMUM values for each
strategy and model, we obtain an overall MUM per
strategy that captures the modulation level beyond
which most models fail to understand the majority
of the text. Figure 1 shows both the model-specific
IMUM values and the overall MUM for the code-
word-introduction strategy.
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6 Discussion

The experiments confirm both propositions across
most strategies and models.

The results of the first experiment show that
for most of the seven modulation strategies and
LLMs, the proposition holds: as modulation in-
creases, classifier detection performance decreases,
and the proposed sigmoid function fits mostly well.

It is noteworthy that the strategies that don’t fol-
low this trend are common and straightforward.
They consist of phonetic resemblance, without cre-
ating a new word, such as "Covid = Kovit", and the
spelling alteration by replacing certain characters
with others (for example, numbers). This outcome
was expected, as phonetic resemblance is close in
nature to spelling mistakes and spelling alterations
rely heavily on well-established substitution rules
such as “@ = a” or “3 = e.” These conventions are
widely used and recognized, therefore do not pose
a challenge for LLM-based detection.

These inter-strategy differences have further im-
plications. At the strategy level, our results suggest
that shifting toxic communication from dynamic,
unstructured Algospeak strategies (e.g., paraphras-
ing) to more formal Algospeak strategies closer to
coded language (e.g., abbreviations) is beneficial
for moderation, as detection capabilities increase
while general comprehensibility decreases. Such a
shift raises the time and cognitive costs for toxic ac-
tors, who must invest effort into developing a struc-
tured coded language and communicating its mean-
ing to their intended audience. It also increases the
initial effort required for external participants to
join the conversation or be influenced by it.

The second experiment supported the proposi-
tions that increasing modulation reduces the ability
to detect the original form of a word or sentence,
and thus decreases overall comprehension. All
strategies and LLMs showed a decline in under-
standability performance as modulation increased,
some were affected more strongly than others. A
moderate or strong fit of the proposed sigmoid
curve was observed for most strategies and LLMs.
Notably, some strategies disrupt detection while
leaving reconstruction largely intact. This likely
reflects a cue asymmetry: modulation scrambles
the semantic patterns detectors rely on while pre-
serving enough surface structure for reconstruc-
tion, possibly compounded by detectors being fine-
tuned on cleaner data and thus sensitive to out-of-
distribution noise.

Overall, these results suggest that the signals
used for detecting information and for understand-
ing or reconstructing meaning are somewhat dis-
joint, even though they do tend to move together.
Some strategies, particularly emoticons, were re-
liably detected (6/7 models significant) but harder
to reconstruct (4/7 models), suggesting models can
flag "anomalous patterns" without necessarily re-
covering meaning. Conversely, unknown-word sub-
stitutions proved uniquely challenging for both de-
tection and understanding, with only 5/7 and 1/7
models achieving significance respectively. The
Spearman’s rank correlation provides robust statis-
tical evidence for our core propositions.

While human judgment typically requires com-
prehension, LLM-based detection can succeed
without it. This insight may stem from factors
such as fine-tuning strategies, characteristics of the
training data, safety layers, or other architectural
components, highlighting a novel distinction be-
tween detection and understanding in LLMs.

7 Conclusion and Future Work

The research establishes a formal definition of Al-
gospeak and outlines its underlying dynamics, sup-
ported by a proof-of-concept LLM-based experi-
mental setup using seven large language models. It
introduces a framework for creating the first five-
level modulated dataset and provides a dataset com-
prised of 700 distinct examples across seven Al-
gospeak categories. The findings indicate that as
Algospeak increases, detection ability decreases.
Furthermore, higher levels of Algospeak reduce
the understandability of the modulated terms. The
underlying dynamics can be partially modeled us-
ing sigmoid curves.

This work lays the groundwork for future human-
subject, cross-strategy, and cross-topic experi-
ments, and its implications are substantial, offering
guidance for both moderation practices and the as-
sessment of moderation effectiveness.

8 Limitations

All results were generated through LLM-based set-
tings. While human-subject experiments remain
necessary to fully substantiate these findings, LLM-
based agents are already active in this space, mak-
ing the results directly relevant.

This study is a proof of concept focusing on
COVID-19 misinformation in English. We focus
on large platforms (TikTok, Facebook, YouTube,
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X/Twitter) where toxic actors maximize audience
size, though the framework applies to smaller plat-
forms where reach assumptions may differ. Gener-
alization to other domains such as hate speech or
political persuasion remains untested. The dataset
relies on 20 base sentences (700 total examples),
which constrains semantic diversity and may in-
troduce memorization effects. Modulation is also
treated as one-dimensional. This is a deliberate sim-
plification rather than an oversight, as collapsing
modulation to a single axis is what makes sigmoid
fitting and MUM estimation tractable, but it means
lexical and syntactic distortion cannot be separated
in the present results. Human-authored modula-
tions may not capture organic Algospeak variations.
All experiments were English-only; modulation
strategies may vary across languages. The small
number of modulation levels limits statistical pre-
cision.

Despite these limitations, this work establishes
a formal foundation for studying Algospeak and
provides evidence for core propositions. We view
this as a first step toward broader research spanning
domains, languages, and human populations.

9 Ethical Considerations

This work is inherently dual-use: systematically
identifying which Algospeak modulation strate-
gies most effectively degrade detector performance
could, if misused, provide malicious actors with a
blueprint for more resilient abuse and disinforma-
tion. To balance this risk against reproducibility,
we distinguish between evaluation material and
construction material.

All material needed to reproduce our evalua-
tion is released publicly: the detection and recon-
struction prompts, the inference configuration, the
similarity metric and the calibration underlying
the 95% threshold, the curve-fitting and statisti-
cal analysis code, and the aggregated per-strategy
and per-model results behind every figure and ta-
ble in this paper. These components are evalua-
tion instruments and carry no meaningful dual-use
value on their own. What we do not release is the
feature-importance identification and incremental-
modification procedure used to construct high-
evasion variants, together with the 700 populated
dataset items. That procedure is an operational
construction recipe rather than an evaluation tool,
and publishing it would directly operationalize eva-
sive capability at scale. Both are made available

after publication to researchers with a documented
safety, governance, or harm-mitigation agenda and
appropriate data-handling commitments.

We further work exclusively with researcher-
authored, synthetic COVID-19 misinformation
statements, and avoid publishing concrete high-
evasion “recipes” or platform-specific implementa-
tion details. We therefore frame this work explicitly
as red-teaming in support of defense: the analyses,
thresholds, and tools are intended to guide the de-
velopment and evaluation of protective systems
and to inform governance processes, not to be used
directly in production settings or for adversarial
optimization.
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A Formalization of Majority
Understandable Modulation

Let

• θ ∈ X denote an original text with intended
meaning c ∈ C,

• Td : X → ∆(X ) be a stochastic modulation
operator parameterized by d ≥ 0, represent-
ing the level of modulation, where ∆(X ) de-
notes the space of probability distributions
over X .

Semantic Fidelity. A modulated text x = Td(θ)
is semantically valid if it preserves the original
meaning:

S(θ, x) =

{︄
1, if x has the same meaning as θ,
0, otherwise.

Understandability. For a population Hκ within
context κ (shared background, community, etc.),
and an original text θ with meaning c, define

Uκ(d; θ) = Ex∼Td(θ)

[︂
⊮{S(θ, x) = 1} · Pr

h∼Hκ

[︁
h correctly infers c from x

]︁]︂
,

where Uκ(d; θ) ∈ [0, 1] measures the expected frac-
tion of participants who can understand a modu-
lated message sampled from Td(θ). The indicator
function ⊮{S(θ, x) = 1} ensures that only seman-
tically valid modulations contribute to understand-
ability.
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Based on empirical observations, Uκ(d; θ) can
be modeled as an inverted sigmoid decay with in-
creasing modulation:

Uκ(d; θ) ≈
1

1 + eακ(d−βκ)
,

where ακ > 0 controls the slope of decline and
βκ corresponds to the inflection point at which
comprehension drops below 0.5. The parameter βκ
captures the influence of shared common ground:
larger βκ indicates higher tolerance for modulation
within that context.

Detectability. For a moderation or detection
model M ,

DM (d; θ) = Ex∼Td(θ) Pr
[︁
M(x) = 1

]︁
,

where DM (d; θ) ∈ [0, 1] denotes the probability
that a modulated message sampled at distortion
level d is flagged by the detector.

Individual Majority Understandable Modula-
tion (IMUM). Given a comprehension threshold
τ ∈ (0, 1) (e.g., τ = 0.5 for majority understand-
ing), the Individual Majority Understandable Mod-
ulation for a specific text item θ is defined as

IMUMτ
κ(θ) = inf{ d ≥ 0 : Uκ(d; θ) < τ }.

That is, the IMUM is the smallest modulation level
at which fewer than a fraction τ of participants
within context κ can correctly interpret the intended
meaning of the specific text θ. The term “Individ-
ual” refers to this being computed for an individual
text item.

Aggregate Majority Understandable Modula-
tion (MUM). To obtain an aggregate measure
across a distribution of messages, let D be a distri-
bution over base texts θ ∈ X . The aggregate MUM
is defined as:

MUMτ
κ = Eθ∼D

[︁
IMUMτ

κ(θ)
]︁
.

Trade-off Optimization. A malicious actor
seeks to maximize understandability while min-
imizing algorithmic detectability. This trade-off
can be formalized as the optimization problem

d∗(θ) = argmax
d≥0

Uκ(d; θ)
(︁
1−DM (d; θ)

)︁
,

where d∗(θ) represents the optimal modulation
level that balances communicative reach with mod-
eration evasion for a given text θ. Typically, d∗(θ)
lies just below IMUMτ

κ(θ), corresponding to the
region commonly identified as the Algospeak zone.

B Heatmaps Understandability and
Detection

Figure 6 displays a heatmaps of the adjusted R2

by strategy and model for the detection experiment.
Figure 7 displays a heatmaps of the adjusted R2

by strategy and model for the understandability
experiment.

C IMUM’s Per Strategy and Model

The tables display estimated threshold IMUM@0.5
for detection (Table 5) and understanding (Table
6), both tables are by strategy and model.
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Figure 6: Heatmap detection adjusted R2 by strategy and model.

Table 5: Estimated threshold x0 (IMUM@0.5, detection) by strategy and model

Strategy Claude GPT-4o mini GPT-4o Llama Mistral Qwen xAI
Unknown word 5.09988 5.10000 5.10000 5.10000 5.10000 4.74839 5.09993
New word 3.28074 4.17831 3.65689 4.88509 5.09823 3.96294 2.99138
Abbreviation 4.88880 4.3299 4.69842 4.57660 5.10000 3.98938 3.58646
Emotion 5.10000 3.81083 3.25907 3.09478 4.09506 3.35181 5.10000
Paraphrase 3.86082 4.43407 3.39559 5.10000 5.10000 4.34685 3.77906
Code 1.70700 3.69793 1.99989 2.67578 2.59317 2.23205 1.66515
Phonetic 5.10000 4.98789 5.10000 5.10000 5.10000 4.43758 5.10000

Table 6: Estimated threshold x0 (IMUM@0.5, understanding) by strategy and model

Strategy Claude GPT-4o mini GPT-4o Llama Mistral Qwen xAI
Unknown word 6.0000 6.0000 -0.9509 1.5788 0.7772 0.7772 -0.8621
New word 6.0000 4.5775 6.0000 0.8103 0.8254 0.8254 6.0000
Abbreviation 4.7725 4.0729 6.0000 1.5595 0.8480 0.8163 6.0000
Emotion 2.6879 1.5405 2.4005 0.7615 0.7615 0.7615 4.3287
Paraphrase 1.8680 0.7645 0.7555 0.7511 0.7863 0.7863 2.7983
Code 1.0062 0.8475 1.0555 0.7977 0.5005 0.5005 1.1699
Phonetic 6.0000 6.0000 6.0000 4.6037 3.0440 3.0115 -0.9952
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Figure 7: Heatmap understanding adjusted R2 by strategy and model.
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