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Abstract involves performing pre-release operations, such as

Retrieval-Augmented Generation (RAG) has
become an effective method for enhancing
large language models (LLMs) with up-to-date
knowledge. However, it may pose a risk of
copyright infringement, as IP datasets may be
incorporated into the knowledge database by
malicious Retrieval-Augmented LLMs (RA-
LLMs) without authorization. To protect the
rights of the dataset owner, an effective dataset
membership inference algorithm for RA-LLMs
is needed. In this work, we introduce a novel ap-
proach, CanaryTrace, to safeguard the owner-
ship of text datasets and effectively detect unau-
thorized use by RA-LLMs. Our approach pre-
serves the original data completely unchanged
while protecting it by inserting specifically de-
signed canary documents into the IP dataset.
These canary documents are created with syn-
thetic content and embedded watermarks to
ensure uniqueness, consistency, and statisti-
cal provability. During the detection process,
unauthorized usage is identified by querying
the canary documents and analyzing the re-
sponses of RA-LLMs for statistical evidence
of the embedded watermark. Our experimen-
tal results demonstrate high query efficiency,
detectability, and consistency, along with min-
imal perturbation to the original dataset, all
without compromising the performance of the
RAG system. Our code is available at https:
//github.com/yepengliu/CanaryTrace.

1 Introduction

Retrieval-Augmented Generation (RAG) enhances
Large Language Models (LLMs) with dynamic ex-
ternal knowledge, yet the potential usage of propri-
etary datasets raises security and intellectual prop-
erty (IP) concerns. Unauthorized use of such data
not only leads to IP infringement but also under-
mines economic efficiency (Ma, 2022). To address
this, it is critical to develop protection strategies
that identify unauthorized usage while preserving
the dataset’s original utility. One effective approach

inserting traceable markers, to safeguard the data
owner’s rights in authorized RAG systems.

Specifically, embedding a watermark into the
IP dataset and detecting it through the outputs of
the trained LLMs offers an effective solution to ad-
dress this issue. Wei et al. (2024) proposes insert-
ing random character sequences into the IP dataset,
enabling watermark detection by evaluating the
loss of LLLMs on these random character sequences.
However, this approach embeds a visible water-
mark into the IP dataset, making it susceptible to be-
ing easily identified and removed (Liu et al., 2024c).
Furthermore, the detection process relies on access-
ing the logits of LLLMs, which are often inaccessi-
ble for proprietary models. To make the watermark
more imperceptible, Jovanovié et al. (2024) embeds
an invisible watermark by paraphrasing each docu-
ment in the IP dataset. However, the paraphrasing
process may introduce significant distortions by al-
tering the original dataset. Moreover, the capacity
for watermark embedding varies across IP datasets,
and low-entropy datasets often lack sufficient re-
dundancy, making it hard to embed watermarks via
paraphrasing without compromising their meaning
or functionality.

These works highlight the importance of con-
ducting imperceptible pre-release operations on IP
datasets to enable effective detection. However,
such operations must not compromise the original
utility of the IP dataset in RAG. The most straight-
forward way to preserve utility is to keep the origi-
nal data completely unchanged. Given that existing
methods either compromise imperceptibility or sig-
nificantly alter the original data, we ask: Can we
embed an imperceptible and effective watermark to
reliably detect unauthorized usage while keeping
the original data completely unchanged?

In this paper, we formulate the problem
as Dataset Membership Inference for Retrieval-
Augmented Generation of LLMs (DMI-RAG) and
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Figure 1: Overview of our CanaryTrace. In the dataset protection stage, we generate watermarked and synthetic
canary documents based on the attributes of the documents from the IP dataset to form a protected dataset. A
malicious RAG system may integrate an IP dataset into its base dataset without obtaining permission from the
data owner. During the detection stage, the data owner can conduct black-box queries (without logits information)
targeting these canary documents using specifically crafted questions and analyze the model responses to detect the

presence of the watermark.

propose an effective solution. Our core idea is
to embed a few watermarked canaries' into the
IP dataset, enabling the dataset owner to verify
their presence in suspected RA-LLMs. If the wa-
termark embedded in the canaries is detected in
the responses of RA-LLMs, the data owner can
attribute their presence to unauthorized usage. This
offers two advantages: 1) Preserving the original IP
dataset maintains its quality and integrity, keeping
its precise wording and style intact; 2) ensuring the
reliable detection for low-entropy datasets: by care-
fully designing synthetic canaries, we can embed
watermarks without altering the original dataset,
ensuring effective detection.

Specifically, these canaries are designed to be
inconspicuous to evade detection or removal by
malicious RA-LLMs, while remaining distinctive
enough to act as reliable markers for ownership
verification. To achieve these properties, we use a
watermarked LLM as a content creator to synthe-
size canary documents that align with the attributes
of the IP dataset. This attribute-based synthesis
ensures consistency between the canary documents
and the IP dataset. The canary ensures uniqueness,
minimizing semantic overlap with other documents
in the RAG dataset and improving the accuracy of
canary document retrieval. The watermarked LLM
embeds an invisible watermark into the canary doc-
uments, allowing the watermark to diffuse into the

'something acting as informers or decoys for the data
owner.

model responses when the canary documents are
retrieved. Utilizing the robustness of the water-
marking, the data owner can use the watermark in
the responses as statistical evidence to detect unau-
thorized use of the protected dataset. In summary,
our main contributions are listed as follows:

* We propose a dataset protection framework in a
black-box setting that preserves the IP dataset’s
documents intact while achieving high detection
performance through LLM watermarking embed-
ded in carefully designed canaries.

* We propose an automatic canary synthesis
method that leverages the attributes of data from
the IP dataset, ensuring high consistency with the
original dataset.

* We conduct extensive experiments on various
datasets and compare our method with baseline
approaches. The results demonstrate that (1)
our method achieves a 100% query accuracy for
retrieving the canary documents on the NFCor-
pus dataset (Figure 4). (2) We achieve a 100%
TPR@1%FPR with only 12 queries to the sus-
picious RAG system (Table 1). (3) Our method
preserves the performance of downstream RAG
tasks (Table 5). (4) We demonstrate that the pro-
posed method maintains its effectiveness under
scenarios where only a small subset of the pro-

tected dataset is stolen (Appendix B.1).
A comprehensive review of related work, includ-

ing RAG, LLM watermarking techniques, data/-
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dataset membership inference, and backdoor at-
tacks, is provided in Appendix A.

2 Dataset IP Protection
2.1 Threat Model

Our threat model consists of two entities: the data
owner, who seeks to protect datasets from unautho-
rized use, and a malicious RA-LLM, which owns a
knowledge dataset and attempts to incorporate the
IP dataset into its knowledge base without autho-
rization. In our formulation, the data owner proac-
tively performs operations on the IP dataset be-
fore its release, such as embedding invisible water-
marks, to enable effective protection. The protected
dataset is then accessible to authorized users or may
be illegally obtained by unauthorized users. The
data owner’s capability involves performing black-
box dataset membership inference by inputting a
limited number of crafted queries to the RA-LLM
and analyzing only the generated responses. In
the main paper, we assume that unauthorized users
steal the entire dataset. However, in Appendix B.1,
we also demonstrate that our method remains effec-
tive even when only a small subset of the IP dataset
is stolen.

2.2 Problem Formulation

Our high-level idea is to embed watermarked ca-
naries into the protected dataset, serving as evi-
dence of unauthorized use and enabling reliable
detection if the dataset is misappropriated. As
shown in Figure 1, our method consists of two
key components. In the dataset protection phase,
the data owner generates watermarked canary doc-
uments and inserts them into the IP dataset before
the release. In the dataset detection phase, the data
owner performs multiple queries to the RA-LLM
and provably identifies unauthorized use by fram-
ing it as a hypothesis testing problem to distinguish
between the following two hypotheses:

Hy: The response does not contain watermark;
H;: The response contains a watermark.

Canary Dataset Synthesis. Specifically, given
a RA-LLM M, with a knowledge dataset Dp,se,
and an IP dataset Djp. Our main idea is keeping
original D\p untouched, and insert a canary dataset
D; to get a protected dataset 75”3 = Dip UDy, with
the number of documents |Ds| < |Dyp|.

The inserted D, should assist the data owner
in enhancing query efficiency, providing statisti-
cal evidence, and remaining consistent with Djp.

Therefore, it should satisfy three key properties:
uniqueness, consistency, and statistical provability.
The uniqueness of the canary document minimizes
semantic overlap with other documents in Dy,ee
and Djp, thereby increasing the likelihood that it
can be successfully retrieved using specifically de-
signed queries. The consistency of the canary doc-
ument ensures D, shares similar attributes with the
original IP dataset, making it more imperceptible.
Statistical provability provides statistical evidence
of the watermark across multiple queries, therefore
enabling decisions with a controlled false alarm.

To achieve these properties, we design a canary
data synthesis algorithm to automatically synthe-
size canary documents S : D — D, x Qg, which
uses a watermarked LLM to synthesize fictional
text ds € D, and the corresponding queries based
on the attributes extracted from the sampled data
d € Dip. This ensures that the synthesized text
retains uniqueness and relevance to the original
dataset while embedding the necessary watermark
for detection. Then, we synthesize query text to
form the query dataset ¢; € Qj, specifically tai-
lored for each d, € D;.

Dataset Membership Detection. A watermark
detector, D,, : Y* — R, is employed to analyze the
outputs y of M generated in response to queries
qs € Qs. Specifically, we can determine whether
Dip C Dpase if the detector satisfies the condition
Dw(y(l) ey .- @ y(N)) > 7, where 77 is a
predefined threshold, N is the number of queries,
@ represents the concatenation operation.

2.3 Canary Dataset Synthesis

In this section, we present our canary dataset syn-
thesis algorithm S. As shown in Figure 2, it in-
cludes: 1) attributes extraction, 2) entity synthesis
3) description synthesis, 4) article synthesis, and 5)
query question generation.

Attributes Extraction. To ensure consis-
tency with Djp, each canary synthesis process
begins by randomly sampling a document from
d € Dp. Then, we analyze and extract the
key attributes A = {Aj, A, ..., Ay} of sam-
pled text using an attribute extraction function,
attr_extr_func. This process is facilitated by an
LLM M with appropriately designed prompts:
A« M (attr_extr_func(d)).

In our experiments, we extract four at-
tributes from the sampled document d: {4; =
Topic, Ao = Subtopic, A3 = Writing Style, A4 =
Word Count}. These attributes ensure that the syn-
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Figure 2: Workflow of our canary dataset synthesis algorithm. The process begins by randomly sampling a document
from the IP dataset as a reference. Key attributes are then extracted from the reference document. Using these
attributes, descriptions and relationships between synthetic entities are created. Finally, the algorithm outputs the

synthetic text and a corresponding query question.

thesized documents align with the same topic, writ-
ing style, and length as the original dataset.

Entity Synthesis. The uniqueness of the ca-
nary documents significantly reduces overlap with
other documents within Dy, and Djp, ensur-
ing a clear separation between the embeddings
of the canary documents and those of other doc-
uments. This distinctiveness greatly enhances
the accuracy of retrieving the target canary doc-
uments (Figure 4). To ensure the uniqueness
of the synthesized text, we extract real entities
& = {Ey,...E,} from d and create fictional en-
tities £ = {El, ,En} conditioned on the at-
tributes A using the LLM with the ent_synth_func:
{£,€} M (ent_synth_func(d, A)).

Description Synthesis. Then, we synthesize
the fictional descriptions for each entity in £ and
the relations between them C = {C1,...C),} us-
ing the LLM with the des_synth_func: C <«
M(des_synth_func(é’ ,A)). This step preserves
contextual relevance to Djp while ensuring that
synthesized text remains distinct and identifiable.

Article Synthesis. Finally, we collect the syn-
thesized descriptions C to generate a new article d
using the LLM with article_synth_func:

ds < My (article_synth_func(C, 4)), (1)

where M., is a watermarked LLM, which will be
detailed in Section 2.4.

Query Question Generation. For each d; €
Ds, we prompt an LLM to generate a question
that can only be answered by reading ds using
query_synth_func:

gs < M(query_synth_func(ds)) 2

The generated g is used to retrieve the correspond-
ing ds from the suspicious RA-LLM during the
detection process. All the specific prompts used

in our experiments are provided in Appendix D.
Examples of the canary documents are provided in
Appendix E.

While synthesizing fictional canary documents
can improve retrieval accuracy, it also raises the
risk of being identified and removed by malicious
RA-LLMs that potentially use fact-checking tools.
To alleviate this risk, we introduce a canary pre-
filtering method. Specifically, we use a recently
released LLM as a powerful fact-checker to screen
out more suspicious canaries, ensuring that only
those resistant to fact-checking are retained. More
details are discussed in Appendix B.2.

2.4 Watermarking Synthetic Dataset

The process outlined in Section 2.3 introduces
the uniqueness and consistency of the synthesized
dataset. In this section, we detail the approach
for ensuring the provability by integrating a water-
marked LLM M, into (1) of the algorithm S.

We employ the green-red list watermarking
scheme (Zhao et al., 2023), which randomly parti-
tions the LLM’s vocabulary V into the global fixed
green (G) and red (R) lists, such that |G| = ~|V|
and |R| = (1 —v)|V|, where v € (0, 1) represents
the proportion of tokens assigned to the green list.
This scheme slightly increases the logits ¢ of to-
kens in the green list at each time step, such that
04[k] < i[k] + 0 for k € G. Therefore, the out-
put of the watermarked LLM will exhibit a higher
probability of green tokens. The key assumption
here is that the watermark embedded in the doc-
ument should remain in the output (Sander et al.,
2024) of the RA-LLM (which is shown in Section
3) when the watermarked document is retrieved in
response to a query. Therefore, it provides a way to
determine the dataset membership by analyzing the
model’s response and calculating the probability of
green tokens present in the output.
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2.5 Dataset Membership Inference

By applying the canary dataset synthesis algo-
rithm S, we can obtain the query dataset O, and
canary dataset D;. The data owner can com-
bine Dip and D, to construct the new dataset
Dip prior to its release. During the dataset mem-
bership inference process, for a suspicious RA-
LLM My, we first query the model N times us-
ing different qu) € Q, and obtain the response
Y = MO(R(qgi),Dbase)). Based on the discus-
sion in Section 2.4, the dataset membership infer-
ence problem can be effectively transformed into
a watermark detection problem. However, directly
detecting the watermark in a single response is
challenging because the embedded watermark in
ds becomes significantly weakened after passing
through the RAG pipeline. Therefore, we concate-
nate /N responses into a single sequence, denoted
asy =yHNaoy@a. ..oy, to enhance the sta-
tistical detectability of the watermark in responses.

Specifically, we detect the watermark by com-
puting the z-statistic of the response y, i.e.,

zy = (lyle =7T)/vV/y1 =T, ()

where T is the number of tokens in y, and |y|¢ is
the count of the tokens in green list. The response
y is identified as watermarked if z, > 7, where
7 is a pre-defined threshold. Therefore, we can
equivalently conclude if Djp C D. Moreover, we
establish a theoretical guarantee that controls the
false-alarm rate, thereby limiting the risk of falsely
accusing benign RA-LLMs. Details can be found
in Appendix C.

3 Experiments

3.1 Experiment Setting

Implementation Details. (/) Model Settings:
For our canary dataset synthesis algorithm, we
use GPT-40-mini to extract attributes and gen-
erate fictional descriptions. Additionally, we
use watermarked Llama-3.1-70B-Instruct to em-
bed the watermark into the synthesized arti-
cles. (2) Watermark Settings: For the watermark-
ing algorithm, we set v = 0.5 and § = 2.0.
(3) Retriever Settings: For retriever, we conduct
experiments based on the Contriever-ms (Izacard
etal., 2021) and ANCE (Xiong et al., 2020) We se-
lect the top K = 3 most relevant documents based
on the cosine similarity. In our main experiments,
each canary document is queried only once with a

single question. We investigate the detection per-

formance under the setting where multiple queries

are conducted per canary document in Appendix

B.4. All experiments are conducted on NVIDIA

A100 GPU.

Baselines. We compare our methods with two
existing dataset membership inference methods
leveraging watermark, including Ward (Jovanovié
etal.,2024), and WWJ (Wei et al., 2024). For Ward,
consistent with its default settings, we use KGW
(Kirchenbauer et al., 2023) to paraphrase the whole
dataset and set v = 0.5, § = 3.5, and window size
h = 2. We adapt WW] to our setting; implementa-
tion details can be found in Appendix B.3.

Datasets. We use the MS MARCO (Nguyen
et al., 2016) as the knowledge dataset of RA-LLMs,
which is a large-scale real-world web document
corpus. In the main results, we set the size of
the base dataset to 200,000. To further demon-
strate the effectiveness of our method, we extend
this size to 2 million in Appendix B.5. In this
setting, we assume that potential semantic over-
lap may exist between the knowledge dataset and
the IP dataset, which often happens in the real
world. We evaluate our performance using the bio-
medical information retrieval dataset, NFCorpus
(Boteva et al., 2016), as the IP dataset. Moreover,
we use CQADupStack-Mathematica (Hoogeveen
et al., 2015) as IP dataset to evaluate the detection
performance of our methods on the low-entropy
dataset. We evaluate the downstream performance
of different methods on Chinese-poem? and DROP
dataset (Dua et al., 2019).

Evaluation Metrics. To evaluate and compare
the performance of different methods, we employ
the following evaluation metrics.

* We use Target Retrieval Accuracy to evaluate the
proportion of corresponding watermarked docu-
ments successfully retrieved by the queries. It is
computed as: SN 1dD € R(¢D)).

* For detectability, the detection performance is
assessed using the ROC-AUC value, which mea-
sures the ability of a detector to distinguish be-
tween classes by evaluating the trade-off between
true positive rate (TPR) and false positive rate
(FPR) across different thresholds. Moreover, we
report detection performance at different FPR val-
ues, such as TPR@1%FPR and TPR @ 10%FPR.

* We evaluate the dataset distortion caused by dif-
ferent dataset protection methods using BLEU

Zhttps://huggingface.co/datasets/xmj2002/tang_poems
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Table 1: Detection performance across different meth

ods on NFCorpus dataset with varying query quota. Our

method achieves 100% detection performance with only 12 query quota.

Query WWIJ Ward Ours
t
Quota ROC-AUC TPR@1%FPR TPR@10%FPR ROC-AUC TPR@ 1%FPR TPR@10%FPR ROC-AUC TPR@ 1%FPR TPR@ 10%FPR
2 - 0.809 0.274 0.482 0.970 0.546 0.908
4 0.986 0.968 0.972 0.880 0.336 0.660 0.995 0.850 0.996
6 0.987 0.969 0.974 0.922 0.530 0.762 0.998 0.960 1.000
8 0.990 0.970 0.974 0.940 0.520 0.820 0.999 0.994 1.000
10 0.990 0.972 0.976 0.963 0.660 0.900 0.999 0.998 1.000
12 0.991 0.972 0.978 0.982 0.792 0.954 1.000 1.000 1.000

(Papineni et al., 2002) and MAUVE (Pillutla
et al., 2021) scores.

* The consistency is measured using Perplexity
and QuRating (Wettig et al., 2024), which are
two methods to curate a dataset. More details
can be found in Appendix B.3.

* We calculate the response correctness using GPT-
40-mini as a judge to assess the impact of each
dataset protection method on the downstream
performance of RA-LLMs.

3.2 Main Results
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Figure 4: Retrieval Accuracy for different methods. Our
method achieves 100% Retrieval Accuracy.

Target Retrieval Accuracy. Target Retrieval Ac-
curacy is a crucial performance metric for the DMI-
RAG task. A high Target Retrieval Accuracy en-
sures that the target watermarked documents can
be retrieved with high probability using specifi-
cally designed queries. In this experiment, Target
Retrieval Accuracy is calculated using 500 differ-
ent questions to retrieve the corresponding water-
marked documents for each method. Specifically,
for our method, we insert 500 canary documents
into the IP dataset. Figure 4 shows the Target Re-
trieval Accuracy for the original IP dataset and
different baselines. The ‘Original’ represents the
original IP dataset without any modification, where
we generate 500 different questions to query dif-
ferent documents in the original IP dataset. As

1

shown in the table, our method outperforms all
others, achieving a perfect Retrieval Accuracy of
100%. This is attributed to the insertion of syn-
thetic fictional canaries, which minimizes the po-
tential semantic repetition with other documents in
the base dataset. In contrast, the methods employed
by WW1J and Ward affect the Target Retrieval Ac-
curacy to varying degrees compared to the original
IP dataset.

Detectability. We evaluate and compare the
detection performance across different query quo-
tas for various methods. Our goal is to achieve
superior detection performance with fewer num-
ber of queries. As shown in Table 1, our method
outperforms the baseline approaches by achiev-
ing superior detection performance with a lower
query count. In particular, we achieve 100%
TPR @ 1%FPR by only querying the RA-LLM 12
times, while Ward is only 79.2% on the same quota.
One main reason is that our method achieves a high
Target Retrieval Accuracy.

Table 2: Dataset distortion for different methods. Our
method achieves the lowest dataset distortion for both
BLEU and MAUVE.

Methods WWJ Ward Ours
BLEU (1) 0.981 0.132 0.997
MAUVE (1) 0.004 0.340 0.999

Dataset Distortion. Dataset distortion quanti-
fies the extent of changes introduced by various
methods to the original dataset. To evaluate this,
we use BLEU and MAUVE scores. BLEU assesses
the n-gram word-level overlap between the original
dataset and the protected dataset, while MAUVE
evaluates the similarity in distributions between the
two datasets. As shown in Table 2, our method
achieves the highest BLEU and MAUVE scores
compared to other methods, demonstrating mini-
mal distortion to the original dataset.

This is attributed to our approach of keeping the
original documents entirely unchanged while en-
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Figure 3: Distribution of quality ratings using QuRating across four aspects for various methods.

suring that the inserted canary documents share the
same attributes as the original IP dataset. How-
ever, Ward modifies the expressions and words in
the original dataset, resulting in low BLEU and
MAUVE scores. The random sequence inserted by
WWI] does not alter the original expressions, result-
ing in a high BLEU score. However, it introduces
a significant distribution shift between the original
IP dataset and the protected dataset, leading to a
low MAUVE score.

Consistency. The consistency of our method is
evaluated using two dataset curation methods: per-
plexity and QuRating. For perplexity, we calculate
the perplexity of the canary documents generated
by our method, the paraphrased documents pro-
duced by Ward, and the documents with inserted
random sequences created by WWIJ. We set the
maximum perplexity value of the original dataset
as a threshold to compute the Filtering Rate. In
particular, we compute the perplexity using GPT-
3. Table 3 shows that our canary documents ex-
hibit a low average perplexity, comparable to that
of the original IP dataset, and a O Filtering Rate.
This demonstrates that our synthetic data is diffi-
cult to detect and remove based on the perplexity.
However, WWIJ shows a high Filtering Rate and
average perplexity. This is because the randomly
sampled sequences are inconsistent with the natural
language patterns expected by a language model,
resulting in extremely high perplexity.

For QuRating, we measure the canary docu-
ments generated by our method, the paraphrased
documents produced by Ward, and the documents
with inserted random sequences created by WWJ
from four different aspects, obtaining the corre-
sponding scores for each. The dataset distributions
across different aspects are shown in Figure 3. As
can be seen, our canary documents exhibit higher
writing quality, making them less likely to be re-
moved based on this criterion. For the remain-
ing three aspects, our synthetic documents exhibit
a similar distribution to the original documents,
demonstrating their consistency with the original
IP dataset. Both perplexity and QuRating demon-

strate the high quality and consistency of our canary
documents.

Table 3: Perplexity and Filtering Rate across different
methods. Our method achieves a perplexity comparable
to that of the original dataset and 0% Filtering Rate.

Methods Original WwJ Ward Ours
Avg Perplexity (]) 6.736 12.734 9.453 6.952
Filtering Rate (]) 0.104 0.015 0.000

Downstream Performance. We further investi-
gate the impact of different methods on the down-
stream performance by measuring the correctness
of the model response. We use two datasets for two
different tasks.

For DROP, we evaluate the correctness of the
model’s responses on the protected dataset, specif-
ically for discrete reasoning and numerical com-
putation tasks. As shown in Table 5, our method
maintains the correctness of the original dataset.
This is because our method preserves the origi-
nal data without any modifications. In contrast,
the correctness of Ward decreases from 0.772 to
0.767. The drop in Ward’s performance suggests
that paraphrasing may introduce additional errors,
negatively affecting downstream tasks.

Table 5: Downstream Performance on two datasets.

Methods Dataset Correctness
Original DROP 0.772
g Chinese-Poem 0.908
WW. DROP 0.771
J Chinese-Poem 0.900
DROP 0.767
Ward Chinese-Poem 0.719
Ours DROP 0.772
urs Chinese-Poem 0.908

Moreover, for literary datasets, such as poetry,
we evaluate correctness in terms of poem apprecia-
tion. Specifically, we emphasize the critical impor-
tance of preserving the original data intact, as even
slight modifications to the words in a poem can sig-
nificantly alter the author’s intended expression and
emotional tone, thereby impacting the overall inter-
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Table 4: Detection performance for different methods on low-entropy dataset (Mathematica) with varying query
quota. Our method achieves 100% detection performance with a query quota of just 10, while Ward shows a

significantly lower detection performance.

Ward Ours
Query Quota
ROC-AUC TPR@1%FPR TPR@10%FPR ROC-AUC TPR@1%FPR TPR@10%FPR
2 0.572 0.029 0.116 0.975 0.584 0.938
4 0.614 0.016 0.215 0.997 0.920 1.000
6 0.623 0.037 0.244 0.999 0.974 1.000
8 0.628 0.012 0.228 0.999 0.998 1.000
10 0.668 0.049 0.219 1.000 1.000 1.000
12 0.680 0.041 0.235 1.000 1.000 1.000

pretation and appreciation of the work. From Table
5, the correctness of Chinese poem appreciation
for Ward drops significantly from 0.908 to 0.719,
whereas our method maintains the same level of
correctness.

3.3 Detection Performance on Hard
Conditions

Detectability on Low Entropy IP Dataset.
We further evaluate the detection performance
of our method on a low-entropy IP dataset,
CQADupStack-Mathematica (Hoogeveen et al.,
2015), and compare it with Ward. As shown in Ta-
ble 4, our method maintains a high detection perfor-
mance, achieving 100% TPR@1%FPR using only
10 query quotas. In contrast, Ward achieves sig-
nificantly lower detection performance, with 0.049
TPR@1%FPR at the same query quota. This is
because low-entropy IP datasets lack redundancy,
making it difficult to perform modifications. As
a result, paraphrasing can embed only a limited
amount of watermark, which fails to persist in the
model’s responses. In contrast, our method remains
unaffected, as we embed watermarks into carefully
designed canaries, which are not constrained by the
entropy of the original IP dataset.

Table 6: Detection performance on hard system prompt.

Query Quota ROC-AUC TPR@1%FPR TPR@10%FPR
2 0.962 0.408 0.894
6 0.997 0.868 0.996
10 0.999 0.996 1.000
14 1.000 1.000 1.000

Hard System Prompt. We investigate the de-
tection performance under two types of system
prompts: easy and hard. An easy system prompt
is straightforward, asking the model to answer the
question without imposing additional constraints
or complex instructions. A hard system prompt in-
cludes more restrictive instructions, such as strictly
avoiding verbatim text or excessive paraphrasing.

Table 1 shows detection performance under the
easy system prompt. In Table 6, we showcase
the detection performance under the hard system
prompt. The results demonstrate that our method
achieves the 100% TPR@1%FPR with 14 query
quotas, indicating that the detection performance
remains unaffected even with hard system prompt.

Additional Main Results. In Appendix B.4, we
present two extra results: (1) Detection perfor-
mance when querying a single canary document
multiple times. Specifically, in the multiple queries
per canary document setting, we show that the data
owner can achieve 100% detection performance
with as few as 5 canary documents. (2) Robustness
of our method under the canary paraphrasing attack
and watermarked RA-LLM.

Ablation Study. In Appendix B.5, we conduct
the following ablation studies: (1) The impact
of watermark strength on detection performance.
(2) Detection performance on different RAG sys-
tems. (3) Detection performance with a larger base
dataset. (4) Detection performance when K = 1.
(5) In Appendix B.6, we use a different watermark-
ing approach (Kirchenbauer et al., 2023) to gener-
ate the watermarked canaries, further demonstrat-
ing the effectiveness of our approach. (6) Since
our canary synthesis algorithm is capable of gen-
erating highly realistic canaries, we also examine
this scenario and analyze its impact on retrieval
accuracy.

4 Conclusion

In this paper, we propose a novel method to protect
proprietary datasets from unauthorized use while
preserving their original integrity by embedding
carefully designed canary documents into the IP-
protected dataset. Our experimental results demon-
strate the effectiveness of our method in both de-
tectability and consistency, making it a practical
and reliable approach for real-world applications.
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Limitations

While our proposed method demonstrates strong
performance in protecting the dataset’s IP with min-
imal distortion, our method primarily focuses on
text-based RAG systems. Although text is currently
the most prevalent modality for RAG applications,
the rapid development of multimodal models sug-
gests a growing need for multimodal IP protection.
Extending our canary synthesis and watermarking
pipeline to multimodal datasets (e.g., synthesizing
and embedding watermarks into image or audio ca-
naries) remains an open area for future exploration.
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A Background and Related Work

Retrieval Augmented Generation. RAG
(Karpukhin et al., 2020; Xiong et al., 2020; Lewis
et al., 2020) integrates information retrieval with
natural language generation to enhance the re-
sponse quality and relevance (Gao et al., 2023).
In general, a RAG system involves three key com-
ponents: the retriever R, the generator My, and
a knowledge database Dp,e. Given a query g,
the retriever maps the input and documents in
the knowledge database into embeddings within
the same space. It then searches the knowledge
database to retrieve K most relevant documents,
{di,...dx} = R(q, Dpase), based on the distance
metric like cosine-similarity. In the generation
phase, the generator produces the response given
the query and the retrieved documents, i.e., y =
My(dy, ..., dg, q).

LLMs Watermarking. LLM watermarking em-
beds watermark into the text throughout the entire
generation process (Li et al., 2024b; He et al., 2024;
Li et al., 2024a; Zhao et al., 2024a,b; Fu et al.,
2024; Giboulot and Furon, 2024; Wu et al., 2023,
2025a,b; He et al., 2025, 2026; Wu et al., 2024;
Chen et al., 2025; Chakraborty et al., 2024; Chang
et al., 2024a; Liu et al., 2024a; Pan et al., 2024a,b;
Liu et al., 2023a; Zhu et al., 2024; Huo et al., 2025;
Zhang et al., 2025b; Liu et al., 2025, 2026a,b; An
et al., 2025, 2026). This is typically achieved by
either perturbing the logits of the LLM (Liu and
Bu, 2024; Kirchenbauer et al., 2023; Zhao et al.,
2023) or manipulating the sampling process (Kudi-
tipudi et al., 2023; Christ et al., 2024). In particular,
robustness is a critical property of LLM watermark-
ing, enabling the detection of watermarks even after
significant text modifications. For the DMI-RAG
task, a robust watermark is essential to ensure its
persistence from the watermarked document to the
response of the RAG system. Therefore, among
all existing LLM watermarking methods, we adopt
the watermarking by (Zhao et al., 2023) due to its
simplicity and provable robustness.

Data Membership Inference. Data member-
ship inference (Chang et al., 2024b; Qi et al., 2024)
for RAG (Liu et al., 2024b; Lv et al., 2025) aims to
determine whether a specific instance is included
in the knowledge dataset of RA-LLMs. Li et al.
(2024c¢) introduces a gray-box approach that com-
putes a membership score by combining text—data
similarity with generation perplexity. Anderson
et al. (2024) propose a method that uses a spe-

cially designed prompt to black-box ask whether
a dataset member appears in the context and de-
duces the membership status based on the model’s
answer.

Backdoor Attack. For dataset membership in-
ference in RAG, the dataset owner can proactively
perform specific operations on the original dataset
to gather evidence of unauthorized usage. Back-
door attack (Chaudhari et al., 2024; Cheng et al.,
2024; Chen et al., 2024; Lou et al., 2023; Xue et al.,
2023) is an approach used to identify unauthorized
usage by embedding triggers in the dataset. These
triggers cause RA-LLMs to produce specified ab-
normal responses when queried with certain in-
puts. Zou et al. (2024) proposes injecting malicious
texts into the dataset to manipulate RA-LLMs into
generating a predetermined incorrect answer for a
specific question. In certain respects, our method
shares similarities with a backdoor. However, un-
like existing backdoor attacks, which compromise
the functionality or performance of the original
dataset, our approach is designed to avoid such
issues.

Dataset Membership Inference. Dataset Mem-
bership Inference (Maini et al., 2024; Zhang et al.,
2024; Maini et al., 2021; Guo et al., 2023, 2025,
2024; Zhang et al., 2025a; Li et al., 2025; Golatkar
et al., 2024) for protection can be achieved through
proactive watermark embedding (Liu et al., 2023b;
Panaitescu-Liess et al., 2025). Wei et al. (2024)
proposes inserting a random sequence repeatedly
into the dataset and then computing the loss of
the suspicious LLM on this sampled sequence to
determine the dataset’s presence. Most recently,
Jovanovic et al. (2024) proposes to use a water-
marked LLM to paraphrase each document in the
IP-protected dataset and detect the watermark in
the responses of RA-LLM. In this paper, we em-
bed invisible watermarks into a small number of
carefully designed canaries and insert them into the
IP-protected dataset. Our approach preserves the
original dataset untouched while achieving high
detectability.

B Additional Experiment Results

B.1 Discussion about only a subset of IP
dataset is stolen

Although we assume the entire IP dataset is stolen
in the threat model, our method remains effective
even when only a subset of the IP dataset is stolen,
as long as a sufficient number of canaries are in-
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serted. Considering a realistic setting where we
could query one document multiple times (Ap-
pendix B.4), we could realize 100% TPR @ 1%FPR
with 5 canaries. Assuming |D;p| = 100, 000, the
stolen dataset includes at least 5 canaries with 99%
probability. We compute the minimum canary set
size | Ds| needed for various stolen proportions. As
shown in the Table 7, inserting just 0.054% ca-
naries ensures, with 99% probability, that at least 5
will be captured, even if only 20% of the dataset is
leaked.

Table 7: Minimum canary set percentage needed for
various stolen proportions.

20% 40% 60% 80%

|Ds|/|Drp| 5.4 %1074 2.5 x107* 1.5 x 107* 1.0 x 10~

B.2 Canary pre-filtering Setting

To filter out highly suspicious canaries and retain
only those resistant to fact-checking, we employed
a recently released LLM, Gemini-2.5-Flash-Lite
(Comanici et al., 2025), as an automated and pow-
erful fact-checker. It simulates the behavior of ma-
licious RA-LLMs that may leverage fact-checking
tools to conduct attacks. Specifically, we synthe-
sized 500 distinct canary documents and asked the
model to flag any text containing fictional entities.
Of these, 23.8% canary documents escaped detec-
tion, demonstrating that nearly one in four canaries
remains hidden even under direct scrutiny, which is
enough for us to protect the dataset effectively. This
pre-filtering step ensures that only high-resilience
canaries are retained. The concrete prompt used
for canary pre-filtering is presented as follows.

Canary Pre-filtering Prompt

### Instructions:

You are a fact-checker specialized in spot-
ting whether a text mentions any true, veri-
fiable real-world entities (people, organiza-
tions, grant numbers, legal cases, etc.)

When I give you a document, do the follow-
ing:

1. Scan the entire document for any named
entity or specific fact.

2. For each entity, try to check it against
reliable public records or your knowledge.

3. Decide **contain_fictional_entity**:
output 1 if it contains unverified/fictional
entities, 0 if all entities are verifiable/real.
4. Provide a brief **reason** to explain
your verdict.

5. Output your answer in JSON format with
the following schema:{"contain_fictional

_entity": 1/0, "reason": "your reason here"}

### Document:
{canary}

B.3 Extra Experiment Settings

Implementation details of baseline WW]. For
WW/J, the original method is designed to protect the
dataset used for training or fine-tuning. We make
several modifications to adapt this method to the
DMI-RAG task. Specifically, we randomly sample
a watermark sequence u from the ASCII table and
then insert the watermark sequence into each docu-
ment in the IP dataset. Next, similar to our method,
we generate questions (qul), ey ql(,,N)) for each doc-
ument to query the corresponding content. For the
detection process, we first use the qff) to compute
the loss of the watermark sequence [,,. Then, we
use the dataset-unrelated questions ((j(l), e gV ))
to query the RA-LLM to compute the loss of u
when retrieved documents do not contain water-
mark sequence. This process yields the mean p and
standard deviation o of loss ([&1), ey LSN)). The fi-
nal decision is made by computing the statistic:
z = (I, — p)/o. However, we note that this base-
line requires access to the log probabilities of the
suspicious model’s predictions, which is not avail-
able in the black-box setting. In our experiments,
we set the watermark sequence length |u| = 40.

Details of consistency evaluation. For perplex-
ity, we compute the perplexity for each document
in both the original IP dataset and the watermarked
dataset. Moreover, we split each document into
smaller blocks (50 words/block) and calculate the
perplexity for each block individually. Extremely
high perplexity indicates low-quality text or poten-
tial damage to the original content. We use these
blocks to calculate the Filtering Rate, measuring
the proportion of blocks filtered out when a perplex-
ity threshold is applied. The QuRating employs
a rating model to select high-quality data within
the dataset, evaluating across four key dimensions:
writing quality, facts&trivia, educational value, and
required expertise.
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Table 8: Detection performance for multiple queries per canary document. Specifically, we evaluate the
detection performance by varying the number of inserted canary documents while querying each canary

document 14 times.

Canary Number ROC-AUC TPR@1%FPR TPR@10%FPR
1 0.998 0.966 0.998
2 0.999 0.988 1.000
3 0.999 0.996 1.000
4 0.999 0.998 1.000
5 1.000 1.000 1.000

B.4 Additional Main results

Query one document multiple times. In Table 1,
we show that inserting only 12 canary documents
into the IP dataset is sufficient to achieve strong
detection performance when each canary document
is queried only once. In this section, we want to
explore whether inserting fewer canary documents
into the IP dataset while querying a single canary
document multiple times can still achieve effec-
tive detection. Specifically, we generate 14 dif-
ferent query questions for each canary document,
allowing us to query a single canary document 14
times using diverse inputs. Table 8 presents the
detection performance for different numbers of in-
serted canary documents, ranging from 1 to 5. The
results show that even with just one canary doc-
ument, we achieve 0.998 ROC-AUC and 96.6%
TPR @1%FPR. By inserting only five canary doc-
uments, our method attains 1.000 ROC-AUC and
100% TPR@ 1%FPR, demonstrating the effective-
ness of querying a single canary document multiple
times to enhance detection performance.

Robustness to canary paraphrasing attack.
We evaluate the robustness of our canaries by com-
pletely paraphrasing each one using GPT-40-mini
and then measuring the detection performance us-
ing the paraphrased versions. As shown in the
Table 9, even when all canary documents are para-
phrased, our method still achieves strong detec-
tion performance with just 16 canaries. This result
demonstrates the robustness and resilience of our
method against modification.

Table 9: Robustness of our method under the canary
paraphrasing attack.

Query Quota ~ ROC-AUC  TPR@1%FPR  TPR@10%FPR
2 0.934 0.268 0.774
4 0.971 0.478 0.930
6 0.992 0.816 0.990
8 0.998 0.914 1.000
10 0.999 0.988 1.000
12 0.999 0.976 1.000
14 0.999 0.996 1.000
16 1.000 1.000 1.000

Robustness to a watermarked RA-LLM. To
further assess the robustness of our method, we con-
sider a potential attack in which a malicious RA-
LLM embeds its own watermarks into the outputs
to erase the watermarking added to the canary doc-
uments. We consider the case where the RA-LLM
applies the same watermarking technique with a
different random key and evaluate the resulting
detection performance. The results are shown in
the Table 10. As demonstrated, our method main-
tains strong detection performance even under this
stronger adversarial setting.

Table 10: Robustness of our method against attacks
where the RA-LLM employs the same watermarking
technique with a different random key.

Query Quota  ROC-AUC ~ TPR@I1%FPR  TPR@10%FPR
2 0.941 0.694 0.830
4 0.982 0.694 0.960
6 0.996 0.900 0.994
8 0.999 0.958 1.000
10 0.999 0.982 1.000
12 0.999 0.993 1.000
14 0.999 0.998 1.000
16 1.000 1.000 1.000

B.5 Ablation Study

Ablation study on fictional and realistic canaries.
We conduct an ablation study to evaluate the effect
of synthesizing fictional versus realistic canaries
in our dataset synthesis pipeline on target retrieval
accuracy (Figure 4). Specifically, we synthesize
real entities (instead of fictional entities) and their
description for realistic canaries. As shown in the
Table 12, the realistic canaries cause the target re-
trieval accuracy to drop from 1.000 to 0.905, indi-
cating a significant reduction in effectiveness. This
result highlights the critical role of entity unique-
ness in achieving reliable and accurate retrieval.
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Table 11: Detection performance of our method under different watermark strengths. As the watermark strength
increases, our method achieves higher detection performance with fewer query quotas.

Query d=1 6=2 6=3
t
Quota ROC-AUC TPR@1%FPR TPR@10%FPR ROC-AUC TPR@1%FPR TPR@10%FPR ROC-AUC TPR@1%FPR TPR@10%FPR
1 0.855 0.153 0.556 0.910 0.294 0.724 0.962 0.616 0.894
2 0.937 0.276 0.786 0.970 0.546 0.908 0.993 0.860 0.986
4 0.981 0.610 0.948 0.995 0.850 0.996 0.999 0.986 1.000
6 0.995 0.808 0.998 0.998 0.960 1.000 0.999 0.994 1.000
8 0.999 0.962 1.000 0.999 0.994 1.000 1.000 1.000 1.000
10 0.999 0.992 1.000 0.999 0.998 1.000 1.000 1.000 1.000
12 0.999 0.998 1.000 1.000 1.000 1.000 1.000 1.000 1.000

Table 12: Target retrieval accuracy for fictional (ours)
and realistic canaries (ours).

Method Original WWJ Ward Fictional Realistic

Target Retrieval Accuracy 0.893  0.890 0.892  1.000 0.905

Impact of watermark strength on detectabil-
ity. We examine the impact of different watermark
strengths § on detection performance. We set §
to 1, 2, and 3 and evaluate detection performance
under the same query quota. As shown in Table
11, increasing ¢ enhances detection efficiency, al-
lowing us to achieve 100% detection performance
with fewer queries.

Ablation study on a different RAG system. To
further demonstrate the universality and effective-
ness of our method across different RAG systems,
we evaluate it using an alternative RAG system,
ANCE (Xiong et al., 2020). The results are pre-
sented in the Table 13. Our method achieves con-
sistently strong detection performance with only
10 canary documents, compared to 12 canary doc-
uments required when using Contriever-ms, high-
lighting the adaptability and universality of our
approach across different retrievers.

Table 13: Detection performance of our method on the
ANCE system.

Query Quota  ROC-AUC  TPR@1%FPR  TPR@10%FPR
1 0.907 0.312 0.732
2 0.975 0.604 0.944
4 0.994 0.872 0.990
6 0.998 0.988 1.000
8 0.999 0.996 1.000
10 1.000 1.000 1.000

Detection performance with the larger base
dataset. We extended the base dataset size from
200, 000 to 2 million documents. As shown in the
Table 14, our detection performance remains stable
and unaffected despite the significant increase in
dataset size. This result demonstrates the scala-
bility and practical applicability of our method in

real-world deployment scenarios.

Table 14: Detection performance with larger base
dataset.

Query Quota  ROC-AUC  TPR@1%FPR  TPR@10%FPR
1 0.904 0.320 0.704
2 0.971 0.516 0.920
4 0.991 0.828 0.984
6 0.998 0.956 1.000
8 0.999 0.988 1.000
10 0.999 0.998 1.000
12 1.000 1.000 1.000

Detection performance when K = 1. We con-
duct an ablation study on the selection parameter
K to further demonstrate the effectiveness of our
method. In this study, we use a more challenging
setting by setting K = 1, meaning the RA-LLM
retrieves only the single most relevant document
from the dataset. Even under this stricter condition,
our method achieves a retrieval accuracy of 0.995.
The corresponding detection performance is shown
in the Table 15. As we can see, even when RA-
LLM is limited to retrieving only one document,
our method continues to deliver strong detection
performance with just 12 canary documents, which
is consistent with the setting where K = 3.

Table 15: Detection performance when K = 1.

Query Quota  ROC-AUC  TPR@1%FPR  TPR@10%FPR
1 0.888 0.252 0.662
2 0.954 0.428 0.846
4 0.989 0.748 0.980
6 0.997 0.900 1.000
8 0.999 0.986 1.000
10 0.999 0.998 1.000
12 1.000 1.000 1.000

B.6 Detection Performance with Different
Watermarking Method

We watermark the canary documents using KGW
(Kirchenbauer et al., 2023)—the same technique
used in Ward. As shown in the Table 16, our
method still achieves 100% ROC-AUC with just
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14 canaries, which is better than Ward. This fur- D Prompts used in Canary Dataset
ther demonstrates the effectiveness of our proposed Synthesis Algorithm
canary dataset synthesis algorithm.

Attributes Extraction Prompt
Table 16: Detection performance with a different water-

marking method. ### Task Description:

A reference text is given. You will carefully
analyze the reference text and identify the
following four key attributes.

Query Quota  ROC-AUC  TPR@1%FPR  TPR@10%FPR

0.833 0.362 0.619

1

2 0.920 0.588 0.760 .

4 0.980 0.744 0.948 1. Topic: Read the reference text and pro-
6 0.994 0.938 0.982 0 0

8 0.998 0.962 0.994 vide a high-level theme or general category
10 0.999 0.986 0.998

I 0.999 0.998 0,998 of the reference text.

14 1.000 1.000 1.000 2. Subtopics: Based on the general topic,

identify {n} distinct general sub-categories.
3. Writing Style: Analyze the overall writ-

C Theoretical False-alarm Guarantee )
ing style of the reference text.

Theorem C.1 (False-alarm Guarantee). [(Zhao 4. Length Range: Provide an estimate of the
et al., 2023, Theorem C.4)] Consider y = yi.1 length range of the reference text in terms
as any fixed suspect text. Let N := |V| and G C V of word count.

satisfying |G| = yN, where v € [0,1]. G is se-

lected through the method described in Section 2.4, ### Output Format Requirements:

using a uniform random choice with a fixed key. Output the results with the JSON format
Let |y|c denote the number of tokens in G and (with four keys: topic, subtopics, writ-
zy = (Iyla — 1) //¥(1 — )T as described in ing_styles and length_range) and nothing
Section 2.5. Then the following statements hold: else, such as {“topic": 7, “subtopics":

[T

, ...], “writing_styles": ,

", <

“length_range": “m - n words"}.

[“ n o n
’

1. Assume T’ > 1, then

Ellylg |y]| =T and El|zy |y|=0.
yle Tyl =7 2y 1Y) ### Reference Text:
2. Define Crax(y) = max;c|n] Z};l 1(y; = {sampled_text}

i) and V(y) = $ 5N (S0 =
N2 Entity Synthesis Prompt
z)) , then with probability 1 — « (over only

the randomness of G), ### Task Description:
1. Identify and list {n} important entities

mentioned within the reference text.
P[\y\c > 9T + /649TV log(9/) + 16Cimax log(9/cx) )y] <a 2. Synthesize {m} fictional entities that
4) align with the {sub_topic} topic.

or equivalently (When T > 1),
### Synthesized Entities Requirements:
1. The synthesized entities should be cre-

]P’{zy >/ 110_359/ ) 4 16?}““’2‘11?(){;/‘“) y} <a. ative and distinct.
e (5) 2. Ensure the synthesized entities are fic-
tional and do not overlap with real-world
With this theorem from Zhao et al. (2023), S
which upper bounds the false alarm probability, we
can choose a test threshold > /%Y i(:g§9/ @) ### Output Format Requirements:
16C max log(9/a) ) Output the results with the JSON for-
—max o/~ then the false-alarm rate will be . . .
y(1—)T mat (with two keys: real_entity and
upper bounded by «. Note that both V' and Cax fictional_entity) and nothing else, such
can be computed from y, allowing us to choose an as  {“real_entity": [“real_entity_17,
input-dependent threshold to ensure a small enough “real_entity_2"] “fictional_entity": [“fic-

False-alarm probability.
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tional_entity_1",

i

### Reference Text:
{sampled_text}

“fictional _entity_2",

J

L

Description Synthesis Prompt

### Task Description:

1. Write {n} fictional descriptions in
an {writing_style} style about the fol-
lowing entities: { fictional_entity_1},
{ fictional_entity_2}.

2. Create {m} fictional interactions and
discuss how those specified entities fic-
tionally interact within the context of the
{sub_topic} topic.

### Synthesized Description Requirements:
1. Create unique and imaginative content
that has not been derived from existing ma-
terial to avoid any issues with plagiarism.
2. Use creativity to simulate realistic sce-
narios that fit within the project’s thematic
boundaries.

3. Ensure factual accuracy where applica-
ble, even in synthetic scenarios.

4. Incorporate diverse and inclusive content.
5. Do not mention “fictional" or any other
indication that the entity or interaction is
not real.

### Output Format Requirements:

Output the results with the JSON format,
such as {“description_1": “ ", “descrip-
tion_2": “"}.

### Output Format Requirements:
Directly output the synthesized article in
one paragraph and nothing else.

### Reference Descriptions:
{reference_description}

Query Question Generation Prompt (

b )

### Task Description:

Given an article, generate a question that
can only be answered by reading the doc-
ument. The answer should be a longer de-
tailed response, so avoid factual and simple
yes/no questions and steer more towards
questions that ask for opinions or explana-
tions of events or topics described in the
documents. Do not provide the answer, pro-
vide just the question.

### Article:
{canary_document}

E Example of Canary Document

Table 17: An example of a canary dataset synthesis
algorithm.

Sampled Document

Article Synthesis Prompt

### Task Description:

You are a content creator. You will be given
some reference descriptions. You will care-
fully understand the reference descriptions
and synthesize a text that satisfies the fol-
lowing instructions.

1. Generate a fictional text in the style
of {writing_styles} in the context of
{sub_topic} topic, with a length range of
{length_range} in terms of word count.

2. Include the information in the given ref-
erence descriptions.

2,4-Dinitrophenol (DNP) is reported to cause rapid loss of weight, but
unfortunately is associated with an unacceptably high rate of significant
adverse effects. DNP is sold mostly over the internet under a number
of different names as a weight loss/slimming aid. It causes uncoupling
of oxidative phosphorylation; the classic symptom complex associated
with toxicity of phenol-based products such as DNP is a combination of
hyperthermia, tachycardia, diaphoresis and tachypnoea, eventually leading
to death. Fatalities related to exposure to DNP have been reported since
the turn of the twentieth century. To date, there have been 62 published
deaths in the medical literature attributed to DNP. In this review, we will
describe the pattern and pathophysiology of DNP toxicity and summarise
the previous fatalities associated with exposure to DNP.

Sub-topic

DNP Toxicity

Writing Style

Academic and Informative

Length Range

150 - 200 words

Synthetic Entities

SlimSafe Elixir, MetaboliQ
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Descriptions

Description 1: MetaboliQ is an innovative dietary supplement designed to
enhance metabolic efficiency through a unique blend of botanical extracts
and proprietary compounds. Its formulation includes ingredients known for
their thermogenic properties, aiming to promote fat oxidation and energy
expenditure. Clinical studies suggest that MetaboliQ may support weight
management when combined with a balanced diet and regular exercise,
although users are advised to approach its use with caution, particularly
in light of the serious health risks associated with similar substances like
2,4-Dinitrophenol (DNP).

Description 2: SlimSafe Elixir is marketed as a holistic weight loss solution,
combining traditional herbal remedies with modern nutritional science. The
elixir is formulated to assist in appetite regulation and promote a sense of
satiety, utilizing a blend of adaptogenic herbs that are believed to balance
hormonal responses related to hunger. While SlimSafe Elixir claims to
offer a safer alternative to synthetic weight loss agents, it is essential for
consumers to remain informed about the potential dangers of unregulated
weight loss products, especially in the context of substances like DNP that
have been linked to severe adverse effects.

Description 3: In a recent study examining the interactions between various
weight loss agents, researchers observed that the use of MetaboliQ alongside
SlimSafe Elixir could potentially amplify the effects of both supplements.
Participants reported increased energy levels and improved metabolic rates;
however, the study also highlighted concerns regarding the cumulative im-
pact of these products on cardiovascular health. Given the toxicological
profile of DNP, it is crucial that individuals considering such combinations
remain vigilant and consult healthcare professionals to mitigate risks associ-
ated with excessive stimulation of metabolic pathways.

Synthetic Article

The growing awareness of the dangers of 2,4-Dinitrophenol (DNP) has
prompted a closer examination of dietary supplements that aim to enhance
metabolic efficiency, such as MetaboliQ and SlimSafe Elixir. MetaboliQ,
with its proprietary blend of botanical extracts, has been shown in clinical
studies to support weight management when used in conjunction with a bal-
anced diet and regular exercise, though caution is advised due to its potential
thermogenic effects. SlimSafe Elixir, marketed as a holistic weight loss
solution, utilizes adaptogenic herbs to regulate appetite and promote satiety,
positioning itself as a safer alternative to synthetic agents like DNP, which
have been linked to severe adverse effects. However, a recent study sug-
gesting the potential for amplified effects when combining MetaboliQ with
SlimSafe Elixir also highlights concerns regarding cumulative impacts on
cardiovascular health, echoing the importance of vigilance and professional
consultation to mitigate risks, particularly in light of DNP’s toxicological
profile.

Query Question

‘What are the potential risks and benefits of using MetaboliQ and SlimSafe
Elixir for weight management, especially in light of the dangers associated
with 2,4-Dinitrophenol (DNP), and how do these products compare to
synthetic agents in terms of safety and effectiveness?

Table 18: An example of a canary document, its corre-
sponding query question, and the RA-LLM’s response.
The tokens highlighted in green indicate those belong-
ing to the green list.

Canary Document

The/Flavonoi

Institute (

0O
flavonoid CORSUIPON and cardiovascular healhleVeIAgIng data fiom
extensive Epideimiological studicsJEONGNGIEY by NuiriQuest By combind

flavonoid analysis an i
the] comprehensive
different flavonoi impact

TSRS iR e+ {8 nrnaiona R
FEfeice, UNEISCore the PFOTECIiVe EIFect o i or3ids andEMPHASIZE the

and the] i Study’

importance of} flavonoid-rich JNotabl:
this| the; o

togethe: ostal and|
ence to tackle the complex-play_ hfestylel and chronic

diseases. Th

are representative and applicabl diverse demographic groups.
the advancement of

epideinological researeh, ultimately informing cvidence-bascd EUHAEIEY
for dietary EGOMMENGATON tha(lcan EARAGE PUBIE health outcomes.

Query Question

‘What key contributions can the collaboration between the Flavonoid Re-
search Institute and the NutriQuest Study Group make to our understanding
of cardiovascular health, and how might these findings influence public
dietary recommendations?

Response

TheEollaborationbetweet thefFlavonoid Researeh Institute (FRI) and the
INGltQuest Sty Group Ha c/pOTEAAIo malc/Sgliat contibutions
{o otir undeistanding of cardiovascular healt}_ by[€XpIoTing the

ﬂav01101
ﬂavonmd analysis an
-scal the prov1d comprehenswe
understanding of how different flavonoid|elasses impactfheartidiSeaseTisk.
presented internationa
of ﬂavora an
flavonoid-ric

together|eXperts in epidemiology, bio

the complex! hfeslylel and chronic diseases.
The! of th influence] dietary|fecommendas
several ways. Firstl; evidence-based

N (o :cor, Y (-~ SRS .
outcomes. TheJFRIF§ mission/to promote awareness of flavonoid-rich[foods

iQuese’s emphasis onfinclusi ity in féSearch, ensuing thit

are representative and applicable/tg diverse demographic groups.
Secon the about the impor-
f heart disease. By

tance of flavonoid-rich[f00ds’in reducing the[TisK o

[@iSS€minating the critical[¥ol€ of flavo!
the

prioritizeheart health by
incorporating flavonoid-ric their diets.
Lastly] the; theJd@VeIGpment of nutritional SUPPIES
[MERtS and|products that cater toindividuals atTisk of cardiovascular diseases.
The vitys ensuring accessibility[ACIOss

dietary restrictions.
i Institute and the
mak contributions
y promoting[@wareness of flavonoid-rich
and encouraging|iidividualsio
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