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Abstract

Multimodal Large Language Model (MLLM)-
based web agents provide practical, high-
precision solutions for visual browser automa-
tion; however, they inherently expand the at-
tack surface, introducing novel vision-based
vulnerabilities. Existing adversarial evaluations
targeting these agents frequently rely on per-
missive threat models and visually conspicu-
ous artifacts. In this paper, we investigate a
constrained vulnerability detection setting: a
trusted web platform where the evaluator acts
solely as an unprivileged third party (e.g., a
merchant or advertiser) controlling only a se-
mantically legitimate, spatially constrained re-
gion, such as an ad slot, a sponsored card,
or a localized widget. Operating under these
realistic constraints, we propose MIRAGE, a
novel visual indirect prompt injection frame-
work for targeted next-action hijacking. Our ap-
proach leverages diffusion models to generate
perceptually benign adversarial images strictly
confined to the attacker-controlled boundaries
permitted by the trusted service provider. To
maximize attack efficacy within such a restric-
tive setting, we introduce a robust optimization
technique combining curvature-aware adversar-
ial diffusion guidance with sparse, dark-pixel
residual perturbations. Comprehensive eval-
uations against prominent MLLM web agent
frameworks, specifically SeeAct and Open-
Claw, empirically demonstrate the potency, re-
alism, and stealth of our proposed MIRAGE.
Code is available at https://github.com/
EricDai@/MIRAGE.

1 Introduction

Multimodal large language models (MLLMs) have
enabled web agents that operate directly on ren-
dered webpages. Instead of relying only on struc-
tured HTML or predefined APIs, these agents ob-
serve browser screenshots, interpret visual interface
elements, and predict the next action required to
complete a user task, such as clicking a button,

entering text, or selecting an option (Zheng et al.,
2024; Koh et al., 2024). This screenshot-based
interaction paradigm makes web agents broadly
applicable to real websites whose interfaces are vi-
sually rich, dynamic, and difficult to formalize. At
the same time, it introduces a new security bound-
ary: visual content rendered on a webpage is not
merely shown to the user, but also becomes part of
the agent’s decision-making context.

A particularly realistic risk arises when the web-
site itself is trusted, but some bounded regions of
the page are supplied by third parties. Modern web-
pages routinely contain ad slots, sponsored cards,
merchant-provided product images, recommenda-
tion widgets, and other externally supplied visual
content. These regions are semantically legitimate
and spatially constrained. While a third party may
control the content within the assigned region, they
cannot modify site-owned buttons, alter the ex-
ternal DOM, tamper with browser execution, or
change the agent’s prompt. This raises a practical
security question: Can an adversary who controls
only a legitimate bounded visual region steer a web
agent toward an attacker-chosen next action?

Existing attacks on web agents do not fully cap-
ture this setting. Environmental and HTML-based
prompt injection attacks can insert malicious text
or hidden webpage elements into the agent’s obser-
vation space (Liao et al., 2025), but they often as-
sume control over webpage structures. Popup and
overlay attacks demonstrate that visually salient
distractions can mislead vision-language agents
(Zhang et al., 2025b), but such artifacts are explicit,
intrusive, and easily recognizable as abnormal by
human users. Rendered-pixel and screenshot-level
attacks further show that visual perturbations can
manipulate MLLM-based web agents (Wang et al.,
2025b; Aichberger et al., 2025; Xu et al., 2025),
yet they commonly rely on broad control over the
rendered page, full-screen perturbations, or visu-
ally unnatural adversarial noise. These methods do
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not match the stricter and more deployable attacker
capability of controlling only a normal commercial
page region.

In this work, we study targeted next-action hi-
jacking under this bounded-region threat model,
as shown in Figure 1. The attacker is only able
to replace the visual content inside the allowed re-
gion, while all site-owned interface elements and
the rest of the screenshot remain unchanged. This
setting is challenging for three reasons. First, the
attack must remain spatially confined to a small
region, leaving most task-relevant webpage content
untouched. Second, the injected content must re-
main visually plausible, since conspicuous prompt-
like overlays or high-amplitude pixel noise violate
the threat model. Third, the attack must induce a
precise textual next action rather than merely dis-
tracting the agent or degrading its prediction.

To overcome these challenges, we introduce MI-
RAGE (Masked Injection via Residual And Gen-
erative Exploitation), a masked, diffusion-guided
visual prompt injection framework. Our method
optimizes within a virtual screenshot space where
all modifications are strictly composited inside the
attacker-controlled mask. To preserve visual plau-
sibility, we leverage a diffusion prior to synthesize
natural-looking local content, rather than relying
solely on pixel-space perturbations. Furthermore,
a specialized curvature loss is proposed to avoid
local minima and expand the search area during
diffusion sampling. To strengthen targeted action
control within this limited spatial budget, we in-
troduce sparse residual perturbations restricted to
visually inconspicuous pixels. The resulting joint
optimization seamlessly integrates the diffusion-
constrained visual patch with the localized residual
signal, guided by a targeted next-action objective
on a surrogate vision-language web agent. Exten-
sive experiments evaluated on SeeAct and Open-
Claw demonstrate the effectiveness of MIRAGE.

Our contributions are as follows:

* We formulate a bounded-region visual prompt
injection threat model for screenshot-based
web agents, where the platform remains
trusted and the adversary controls only a legit-
imate third-party visual region.

* We propose a masked diffusion-guided at-
tack framework, MIRAGE, that combines
diffusion-constrained visual synthesis with
sparse dark-pixel residual perturbations for

targeted next-action hijacking under strict spa-
tial constraints.

* We conduct a systematic evaluation across
multiple open-source MLLM web-agent back-
ends and compare against state-of-the-art
screenshot-based and text-based attack base-
lines.

2 Background and Preliminaries

2.1 Preliminaries of Screenshot-Based Web
Agents

Given a user task ¢ and a target website, a
screenshot-based web agent produces a sequence of
actions {ay, ag, ..., an} to execute the request. At
step n, the agent predicts the subsequent browser
action a,41 conditioned on the current environ-
ment observation x,, (i.e., the web screenshot) and
the action trajectory H,, = {a1, a2, ...,a,}. For
our attack framework, we select SeeAct as the rep-
resentative web agent. SeeAct employs a two-stage
process to fulfill the user’s objective, consisting of
action generation and action grounding:

The action generation stage formulates a textual
description of the next action utilizing the MLLM
policy function 7y:

Yn = Wl(q;Hnaxn) (D

The action grounding stage translates the tex-
tual action description into an executable browser-
control action a1 (e.g., clicking an element, typ-
ing text, selecting an option, pressing Enter, or
scrolling) via the secondary MLLM policy func-
tion 7. During this phase, SeeAct additionally
incorporates the HTML DOM content of the cur-
rent webpage e,, to precisely localize the target
interactive element:

an4+1 = 7T2(q,Hn,9Cmyn,€n) )

Because our attack does not modify the web-
page’s HTML DOM content, we focus our attack
exclusively on the action generation stage to ma-
nipulate the agent’s final output.

2.2 Threat Model

Attacker Target. The attacker’s objective is to
hijack the web agent during the next-action genera-
tion phase. Given a benign user task g, the attacker
modifies the visual web screenshot & to coerce
the agent into outputting an attacker-chosen target
action ¢ instead of the expected benign action y.
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Figure 1: Illustration of MIRAGE. A trusted webpage contains a bounded region controlled by a third-party
merchant or advertiser. The attacker replaces only this region with optimized visual content. When the web agent
observes the rendered screenshot, the injected region can redirect the agent’s visual reasoning and next-action
prediction, even though the site-owned interface, browser execution, and user instruction remain unchanged.

This malicious action  is carefully crafted—often
refined via an LLM to ensure syntactic compatibil-
ity—to deviate from the benign trajectory. Typical
adversarial goals include steering the agent to click
an attacker-beneficial element or navigating to a
sponsored or malicious destination (e.g., “Click the
Add to Cart button”).

Formally, the adversary aims to maximize the
probability that:

7-‘-l(qu%l"rlv:i) :Q#y (3)

Attacker Capabilities. We consider a scenario
involving a trusted web platform and a malicious
third-party merchant or advertiser. In our threat
model, the webpage is hosted without any mali-
cious modifications to its HTML DOM. Further-
more, the attacker is strictly prohibited from di-
rectly altering site-owned components, tampering
with the agent’s system prompt, hidden memory,
or tool APIs, or modifying inherent browser behav-
iors. The attack surface is constrained entirely to
the adversarial modification of uploaded images
(e.g., product or advertisement displays) within a
designated spatial bounding region M.

Our research focuses on web agents powered
by open-source MLLM backends. This represents
a highly practical and cost-effective paradigm for
end-users, circumventing the expensive token costs
associated with proprietary API-based MLLMs.
Consequently, we assume a white-box threat model
where the attacker possesses full access to the web

agent’s gradients during the optimization phase
of the attack generation. Crucially, however, the
model parameters and system prompts of the web
agent remain strictly frozen during the actual exe-
cution of the attack.

2.3 Diffusion Models

Diffusion models (Ho et al., 2020) are a class of
generative models that synthesize data by system-
atically reversing a progressive noise-addition pro-
cess. Diffusion models contain two primary pro-
cesses for data generation: a forward diffusion pro-
cess and a reverse sampling process. We select the
latent diffusion model (Rombach et al., 2022) for
image synthesis.

Forward Diffusion Process. Starting from an ini-
tial latent zg, the forward diffusion process incre-
mentally adds Gaussian noise to the data into a
sequence of noisy latents. Let o € (0, 1) denote
the predefined scaling factor at each timestep. The
forward process between two adjacent timesteps
t — 1 and ¢ is formulated as:

2t = varz—1 + V1 — e “4)

where € ~ N (0, I).

Using the reparameterization trick, the noised
latent variable z; at any arbitrary timestep ¢ can be
directly sampled from the initial data zg in a single
step:

2t =\ auzo + V1 — age )
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where a; = H§:1 «;. As t increases, the for-
ward process gradually transforms the data into
an isotropic Gaussian distribution.

Reverse Sampling Process. The reverse sampling
process generates new data with random Gaussian
noise starting from z7. The model must reverse
the forward process step-by-step from 7" to 0. A
pre-trained neural network €ey(z;, t) is utilized to
estimate the noise € added to the latent z;. For ac-
celerated generation and deterministic trajectory
control, the Denoising Diffusion Implicit Models
(Song et al., 2021) (DDIM) formulation general-
izes the reverse process. Under the DDIM frame-
work (assuming zero generative variance), the de-
terministic latent update to the adjacent step ¢t — 1
is computed by combining the predicted 2y and the
direction pointing to z;:

zi—1 =Va—120 + /1 — a—1€9(21,t)  (6)

While recent studies have demonstrated the efficacy
of diffusion models in crafting adversarial exam-
ples for computer vision (Dai et al., 2024b; Chen
et al., 2023; Dai et al., 2024a), we extend this ca-
pability to masked visual prompt injections against
screenshot-based web agents.

3 Method

In this section, we detail the proposed MIRAGE
framework targeting MLLM-based web agents.
Operating under a strictly practical threat model in-
volving a trusted service provider, our attack is
confined to a localized, semantically legitimate
webpage region. To achieve high attack efficacy un-
der such severe spatial constraints—without resort-
ing to full-screen gradient injections or unrealistic
DOM manipulations—our framework operational-
izes a global evasion via Local Attention Collapse
strategy. This approach integrates a fully differen-
tiable compositing pipeline that jointly optimizes
pixel-level residual perturbations and semantic-
level latent manipulations.

3.1 Empirical Intuition of Local Attention
Collapse

State-of-the-art MLLMs (Abouelenin et al., 2025;
Al @ Meta Llama Team, 2024; Bai et al., 2025)
have achieved advanced image recognition capa-
bilities, particularly on high-resolution inputs. To
process these inputs efficiently, MLLMs typically
segment high-resolution images into sequences of
localized visual patches. Consequently, traditional

adversarial attacks relying on diffuse, global gradi-
ent perturbations often fail to effectively manipu-
late these advanced architectures. In contrast, our
approach seeks to bridge the gap between rigid
spatial constraints and successful global semantic
evasion. We empirically demonstrate that a local-
ized adversarial patch can hijack the next-action
prediction of an MLLM by exploiting inherent vul-
nerabilities in the global self-attention mechanisms
of Vision Transformers.

For a web agent, a clean screenshot z is tok-
enized into a sequence of O visual tokens, X =
{X1,Xs, -+, X0} In our threat model, X is par-
titioned into two disjoint sets: the unperturbed
benign tokens Xpenign ¢ M, and the attacker-
controlled adversarial tokens X,4y € M, where
M 1is the spatial boundary of the widget.

During the cross-modal generation phase, the
MLLM computes the attention between the text
prompt queries Qi x; and the visual keys K, gen-
erating normalized attention weights via the soft-
max function:

exp(¢”ki/Vd)
S exp(qTk;/Vd)
where d is the scaling factor. The contextualized

visual representation R used for the next-action
prediction is the weighted sum of the visual values

V:
R = Z w;v; + Z W, (8

xieXbenign Z5€ Xadv

(N

w; =

Our attack deliberately crafts the local patch to
embed extreme malicious saliency, which artifi-
cially inflates the dot-product similarity qgkw for
the adversarial tokens across the majority of the
attention heads. Because the softmax function op-
erates as a zero-sum normalization, exponentially
increasing the attention scores for X4, mathemati-
cally forces the suppression of the attention weights
for the surrounding benign page:

Z wj > Z wW; )

Z 5 € Xadv xiexbenign

Consequently, the final visual representation R
is significantly influenced by the modified tokens,
approximated as R ~ ) X,q, WiV This mathe-
matical mechanism demonstrates that it is entirely
achievable to collapse the MLLM’s attention distri-
bution and manipulate its predictions by modifying
only a localized adversarial region, bypassing the
need to alter the global screenshot.
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3.2 Attack Framework

Our framework executes visual prompt injection by
formulating an adversarial optimization problem
over a localized diffusion generation process. The
pipeline begins with a full-page screenshot as the
source image x, alongside an attacker-controlled
region defined by a bounding box and a correspond-
ing spatial mask M. The attack optimizes a diffu-
sion latent z and a sparse additive perturbation 4 to
synthesize a localized patch through a streamlined,
two-step approach:

Semantic-level Latent Manipulation: The
method leverages the reverse diffusion process to
modify the image at the semantic level.

Sparse Pixel-level Perturbation: To complement
the semantic manipulation, we inject a sparse, pixel-
space residual noise into the patch.

3.3 Curvature-Aware Adversarial Diffusion
Sampling

To embed adversarial semantics into the generated
patch while maintaining high visual fidelity, we em-
ploy a diffusion model for image synthesis rather
than relying solely on pixel-space perturbations.
The pipeline integrates one forward sampling pro-
cess and an adversarial backward process loop.

3.3.1 Partial Forward Sampling

We initialize the diffusion process using an image-
to-image translation paradigm rather than starting
from pure Gaussian noise. For a given attacker-
controlled region, we first obtain its encoded la-
tent representation zg using a pre-trained diffusion
model. To preserve the semantic and structural in-
tegrity of the source image, we then apply a partial
forward diffusion process.

In our framework, the forward process injects
controlled Gaussian noise ¢ ~ AN(0,I) up to a
specific timestep 771". Here, the total diffusion tra-
jectory is truncated according to the ratio 7 € [0, 1],
where T represents the maximum number of train-
ing timesteps. We empirically set 7 = 0.3 and
directly use 7" for simplicity to represent 771". By
strictly confining the optimization to the high-
frequency refinement phase, the resulting adver-
sarial patch maintains the perceptual identity of a
benign webpage element.

3.3.2 Reverse Sampling via DDIM Trajectory
Curvature

We utilize the DDIM reverse sampling process ini-
tialized from z7 to synthesize the visual prompt

injection patch. During each timestep ¢, the diffu-
sion latent vector z; is iteratively refined using the
gradient of the MLLM task loss, ensuring the gen-
erated content aligns with the attacker’s objectives.
The loss function L, is computed by maximiz-
ing the log-likelihood of the target tokens g; € 4
conditioned on the adversarial visual screenshot
Z, which contains the generated image from the
diffusion model:
|91
Loask(z0,9) = = Y _1og Py | £(21), P, <)

i=1
(10)
Optimizing solely via the MLLM task loss fre-
quently results in convergence to suboptimal local
minima, leading to a failure to hijack the global
attention of the web agent. To more effectively
manipulate the MLLM’s perception, we introduce
an Enhanced DDIM Curvature Objective designed
to synthesize robust adversarial features. Our ap-
proach is motivated by the dynamical properties of
diffusion models: a smooth, linear noise-prediction
trajectory typically yields benign, in-distribution
samples. In contrast to methods that utilize a fixed
endpoint for trajectory evaluation, our reverse sam-
pling process performs a timestep-aligned local
DDIM inversion. At each timestep ¢;, we evaluate
the predicted noise €y over two consecutive steps, t;
and ¢;_1, to determine the local slope of the DDIM
trajectory as follows:

(11)

Our curvature objective encourages larger Lo-
norm displacements in the noise space, effec-
tively driving the sampling trajectory into out-of-
distribution areas for enhanced adversarial impact.
This ensures that the generated patch deviates from
benign generation manifolds. The final curvature
loss is defined as:

S
1
ﬁcurve :g § ”Aeti”Q
=1

Aeti = EG(Ztmti) - eﬁ(zti,utifl)

(2 — simcos(ep(2;,ti), €a(2t,_ 4, ti_l)))
(12)

Here, S denotes the total number of evaluated
trajectory segments, where the local curvature is
specifically calculated by sampling three adjacent
time points centered at the current step ¢ (i.e., t + 1,
t, and t — 1) during the reverse process.

During reverse sampling, the diffusion latent is
updated to balance two competing goals: mini-
mizing the MLLM task loss and maximizing the
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curvature loss. Using the weight A; to control the
influence of the curvature objective, the latent up-
date is guided by:

1= 21— nvzt (Etask(zty @) - )\lﬁcurve)
13)
Upon completing the reverse sampling process,
we decode the resulting composite adversarial im-
age #(F) and evaluate its effectiveness against the
target MLLM. To further enhance attack perfor-
mance, we iteratively refine the process by adver-
sarially modifying the initial latent zgg ), Specifi-
cally, we update the initial latent for the subsequent
diffusion sampling iteration using a Projected Gra-

dient Descent step:

™ =2 = (Vo L@, 9) (14)

3.4 Synergistic Dark-Pixel Residual
Perturbation and Compositing

To ensure the target web agent executes the ex-
act malicious next-action sequence, our diffusion
framework incorporates an additional sparse dark-
pixel perturbation during Sec. 3.3.2.
Differentiable Perceptual Compositing. Rather
than relying on standard MLLM image prepro-
cessing, our framework utilizes a fully differen-
tiable compositing pipeline. At every optimization
timestep, we decode the latent representation z;
to obtain the base patch ppase. Following bicubic
interpolation bounded by the spatial mask M, we
inject the residual perturbation §. The resulting
composite input is computed as:

i’zl‘@(l—M)—‘-Pad(pbase_'—(s)@M (15)

Sparse Dark-Pixel Perturbation. Traditional
pixel-level perturbations often struggle to maintain
human-imperceptible stealth. To overcome this
limitation, we confine the residual perturbation § to
regions that are inherently less sensitive to human
visual perception: the dark pixels of the visual con-
text. Specifically, we isolate the background pixels
within the permitted bounding box and calculate
their standard relative luminance L across the RGB
channels: L = 0.299- R4 0.587 - G +0.114 - B.
We then construct a boolean mask M ;1 to restrict
the perturbation strictly to the darkest 30% of these
valid pixels. The final composite adversarial patch
Padv 1 computed as: p = ppase + Mgark © 0, where
d is updated by:

0= H6(5 — Tpixel * Sign(vﬁﬁtask(-’%(d)v g))) (16)

where I is the projection operator used to restrict
the ¢ update within a specified e-ball.

4 Experiments

4.1 Experimental Setup

Dataset. For our experiments, we utilize the real-
world Mind2Web dataset (Deng et al., 2023), which
comprises over 2,000 tasks collected across 137
websites and 31 domains. Because our focus is
on visual prompt injection, we specifically use
the test split of the Multimodal-Mind2Web dataset
along with its official webpage screenshots. From
this split, we filter for tasks that require CLICK or
SELECT actions. Our final evaluation subset con-
tains 163 tasks, ensuring representation from every
one of the 137 websites. The action history, system
prompts, and user requests are all adopted directly
from the original dataset without modification.
For the attacker-controlled regions, we manually
select localized areas within the webpage screen-
shots, specifically targeting legitimate elements
such as ad slots or merchant-owned content blocks.
These selected regions are bounded by an approxi-
mately 300 x 300-pixel square.
Target action. The target prompts are generated
using Google Gemini, which takes the webpage
screenshot and the benign user request as input
to synthesize malicious actions aligned with spe-
cific adversarial objectives. Subsequently, human
validation is conducted to ensure the syntactical
correctness and contextual plausibility of the gener-
ated actions. In our threat model, a valid malicious
action represents the intent of an adversarial mer-
chant or advertiser. For instance, given a benign
user request to “Add The Wire to the watchlist.”, a
malicious advertiser might instead steer the agent
to “Click the ‘See All Where To Watch’ button.”
located within an advertisement, which includes a
target action and a corresponding UI component.
Target Model. For our primary evaluation, we
deploy the SeeAct (Zheng et al., 2024) frame-
work powered by several open-source multi-
modal large language models: LLaVA-1.6 (Liu
et al., 2024), Phi-4-Multimodal-Instruct (Aboue-
lenin et al., 2025), Llama-3.2-11B-Vision-Instruct
(Meta, 2024), and Qwen2.5-VL-7B-Instruct (Bai
et al., 2025). Furthermore, to account for the
growing prominence of OpenClaw (Steinberger
and OpenClaw Contributors, 2025), we extend our
performance evaluation to include the multimodal
web agent plugin browser-use (Miiller and Zuni¢,
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Table 1: Attack performance under different attack baselines. This table presents the ASR (%) evaluated
on SeeAct and OpenClaw using different MLLM backends. ASRj is computed as the percentage of tasks that
successfully hijack both the action generation and grounding stages. Because OpenClaw employs a single-stage
action prediction pipeline, its evaluation is reported as a single ASR metric.

Method SeeAct-LLaVA  SeeAct-Llama SeeAct-Phi SeeAct-Qwen  OpenClaw-Qwen
ASR; ASR; ASR; ASRs ASR; ASRs ASR; ASR, ASR
Naive Attack 16.0 6.0 22.7 8.6 21.5 3.7 19.6 16.0 30.7
Context Ignoring  17.2 4.9 20.2 7.9 239 4.3 356 270 44.2
Weblnject* 79.1 75.4 344 18.4 81.6 17.2 59.5 41.7 25.8
EIA 12.3 2.5 13.5 3.0 12.9 3.1 9.2 5.5 22.7
Popup Attack 29.4 6.7 23.3 8.1 15.3 3.7 16.6 9.8 25.2
MIRAGE 95.7 90.4 950 702 983 972 971 95.6 98.5

2024), driven by Qwen2.5-VL-7B-Instruct within
the OpenClaw environment.

Baselines. We benchmark our framework against
two categories of baseline methods: screenshot-
based and text-based attacks. For the screenshot-
based baselines, we evaluate against EIA (Liao
et al., 2025), Pop-up Attack (Zhang et al., 2025b),
and Weblnject (Wang et al., 2025b). Given the
unavailability of Weblnject’s official codebase, we
reproduced the approach ourselves. We denote this
reproduction as Weblnject*, having explicitly ex-
cluded its multiple target monitors optimization to
strictly align with the evaluation parameters of the
other baselines. The total number of iterations for
Weblnject was explicitly set to 5,000, and the total
iteration count for MIRAGE is also approximately
5,000 when using the full K=5 outer diffusion loop.
For the text-based baselines, we compare against
the Naive Attack and the Context Ignoring method,
following Weblnject settings. We replace the mali-
cious prompt phrases from the baselines with our
target action for evaluation.

Evaluation. Experiment results are averaged over
5 runs. ASR; evaluates the action generation stage.
A targeted injection is deemed successful if the
sentence-level semantic similarity between the tar-
get and generated actions exceeds 0.85, or if the
target action and UI component appear explicitly
in the response. For ASR» on the action grounding
stage, an attack is deemed a success if the agent’s
grounding output contains the exact target action
(e.g., CLICK) paired with the exact UI component
(e.g., the Purchase button). To evaluate the attack
stealthiness, we select the LPIPS and Total Varia-
tion (TV) metric. Visualized experimental results
and the detailed calculations for ASR are provided
in the appendix. A sample video to attack Open-

Table 2: Evaluation of image quality and average
time efficiency. Experiments are conducted using
SeeAct-LLaVA. “MIRAGE w/o DS (Diffusion Sam-
pling)” denotes only the method described in Section 3.4
is utilized for the attack. “MIRAGE w/o RP (Residual
Perturbation)” indicates that perturbations are applied
across the entire mask area.

Method ASR  Avg. Time (min) LPIPS (x1072) TV (x1072)
Weblnject* 79.1 50.2 27.5 6.6
EIA 123 0.06 20.9 3.5
Popup Attack 29.4 0.02 9.3 4.1
MIRAGE 95.7 60.1 6.8 3.7
MIRAGE w/o DS 73.6 529 6.0 3.8
MIRAGE w/oRP  97.4 68.6 10.6 43

Claw is attached in the supplementary material.
Implementation Details. For diffusion sampling,
we utilize the DDIM sampler for Stable Diffusion
v2.0 (Rombach et al., 2022) over the final 30%
of the whole 100 denoising steps (i.e., T' = 30).
During the diffusion adversarial guidance phase,
our hyperparameters are configured as follows:
n =103, A\ = 1072 x4 = 0.1, and K = 5.
For the sparse residual perturbation, we establish
a learning rate of 7pixe1 = 2/255 and constrain the
maximum perturbation budget to 16/255.

4.2 Main Results

MIRAGE achieves state-of-the-art performance
even when the attacker-controlled region is
strictly bounded. As shown in Table 1, our method
consistently outperforms existing baselines on the
real-world dataset across various MLLM architec-
tures, surpassing even the gradient-based Webln-
ject, which relies on full-screen perturbations. This
performance gain stems from the synergistic com-
bination of semantic-level and pixel-level perturba-
tions, which manipulates the MLLM’s attention far
more effectively than gradient-based noise alone.
These results demonstrate that our approach pro-
vides a highly effective balance between visual
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Figure 2: Ablation studies on the parameter settings for adversarial diffusion sampling. The experiments are

evaluated on SeeAct-LLaVA.

stealth and structural efficacy under a highly prac-
tical threat model. Furthermore, we observe that
traditional text-based attacks exhibit diminished ef-
ficacy in modern multimodal environments. They
are inherently impractical to deploy within a trusted
web platform and particularly struggle to success-
fully hijack the web agent’s behavior during the
action grounding stage.

Ablation studies on adversarial diffusion sam-
pling. Incorporating diffusion models yields a sub-
stantial gain in attack performance, as shown in Ta-
ble 2. Increasing the hyperparameters 7" and K im-
proves the attack success rate, though with a notice-
able trade-off in average generation time. This im-
provement occurs because the inner residual pertur-
bation is simultaneously optimized over a greater
number of diffusion timesteps. Furthermore, the
curvature loss effectively steers the MLLM’s next-
action prediction, as illustrated in Figure 2. By
analyzing the model’s cross-attention distributions,
we observe that the curvature objective Lcyrye ac-
tively shifts the localized visual representations
away from benign manifolds, thereby explicitly re-
allocating the model’s attention weights toward the
perturbed region. However, an excessively large
Leurve degrades visual generation quality, which
can lead the MLLM to flag the input as a suspi-
cious or harmful webpage.

Ablation studies of residual perturbation. The
application of pixel-level residual perturbations is
critical for generating the exact malicious next-
action response, working with semantic-level dif-
fusion guidance, which captures the web agent’s
global attention. Table 2 demonstrates that incor-
porating sparse dark-pixel perturbations results in
a minor decrease in ASR but yields a significant
improvement in visual stealth. This improvement
is especially pronounced when modifying dark-
colored benign seed images.

Time Efficiency. Due to the incorporation of diffu-
sion sampling, our method incurs additional com-
putational overhead compared to Weblnject, which
relies purely on gradient-based optimization, as
shown in Table 2. However, because diffusion
sampling significantly enhances the algorithm’s
search space coverage—enabling it to consistently
discover successful attacks—this trade-off in time
efficiency remains highly practical. Despite its rel-
atively lower time efficiency, MIRAGE provides a
practical visual prompt injection framework under
the malicious third-party threat model.

Attack Stealthiness. Our approach yields the best
LPIPS score among all evaluated baselines in Ta-
ble 2, a direct result of our adversarial diffusion
sampling and sparse perturbation strategy. Our
method requires a noticeably smaller perturbation
area and completely avoids explicit text injection
into the screenshot. While our use of gradient-
based perturbations results in a TV score slightly
worse than EIA’s, it still outperforms Weblnject by
44%. These results demonstrate that stealthiness of
MIRAGE achieves a state-of-the-art compromise
between visual quality and attack success.

4.3 User Case Study

To quantitatively validate attack stealthiness, we
conducted a user study with 30 participants. Each
participant completed 10 pairwise comparisons,
where they were shown side-by-side screenshots
of MIRAGE and a baseline approach and asked to
identify which image appeared malicious. Each
baseline is evaluated with two pairs of screenshots
with MIRAGE. As demonstrated in Table 3, MI-
RAGE achieves significantly better visual stealthi-
ness than the baselines; it was flagged as malicious
in only 8 instances across all trials.
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Table 3: Human evaluation on visual stealthiness.
Experiments are conducted using SeeAct-LLaVA. Voted
represents that the user vote for the selected image as
malicious screenshot from the pair.

Baseline Voted: Baseline  Voted: MIRAGE ~ MIRAGE Win Rate

Naive Attack 54 6 90.0%
Context Ignoring 59 1 98.3%
Popup Attack 52 8 86.6%
EIA 58 2 96.6%
‘Weblnject* 55 5 91.6%

5 Conclusion

In this paper, we investigate visual prompt injec-
tions against screenshot-based web agents from the
perspective of strict spatial constraints and propose
an effective diffusion-guided compositing frame-
work, MIRAGE, to achieve targeted next-action
hijacking. Our proposed method achieves a highly
effective balance between human-imperceptible
stealth and adversarial efficacy, extending the ap-
plicability of these attacks to legitimate, bounded
regions within trusted web platforms. Through
extensive experiments, we have shown that our
synergistic combination of semantic-level latent
diffusion manipulation and sparse dark-pixel resid-
ual perturbations significantly improves attack per-
formance compared to state-of-the-art approaches.
Our findings and solutions contribute to the ad-
vancement of multimodal web agent security and
provide valuable insights into achieving global at-
tention collapse via localized visual manipulation.

6 Limitations

While MIRAGE achieves state-of-the-art perfor-
mance under a practical threat model, several lim-
itations remain to be addressed. First, the frame-
work incurs computational overhead. The reliance
on iterative PGD for sparse pixel-level perturba-
tions requires multiple optimization steps to syn-
thesize a successful prompt injection patch. Future
work will focus on refining the adversarial diffusion
sampling process to reduce the necessity of these
pixel-level adjustments, thereby improving time
efficiency. Second, MIRAGE currently assumes
white-box access to the target model’s gradients,
which restrains its effectiveness against closed-
source MLLMs. Although open-source MLLMs
represent a robust and cost-effective deployment
paradigm for users, we plan to enhance the transfer-
ability of MIRAGE to broader settings. By simulat-
ing diverse MLLM patch segmentation strategies
and leveraging CLIP-based feature alignments, we

aim to extend this framework for rigorous vulnera-
bility detection in black-box web agents.
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A Detailed Attack Algorithm

The detailed attack algorithm is given in Algorithm
1.

B Implementation Details

All experiments are conducted on a server equipped
with eight NVIDIA RTX 4090 GPUs. The code-
base is implemented in PyTorch, utilizing the Hug-
ging Face Transformers and Diffusers libraries.
All datasets and public multimodal large language
model checkpoints are sourced from Hugging Face.
Unless otherwise specified, the default experimen-
tal results are reported using the SeeAct framework
powered by the llava-v1.6-vicuna-7b model. To en-
sure consistency with the Multimodal-Mind2Web
dataset, the resolution for all input screenshots is
fixed at 720p.

We evaluated the baselines under settings that
maximize their respective mechanisms to highlight
the strength of MIRAGE. Specifically: For text in-
jection, we applied the malicious text strictly within
the same bounded spatial region as MIRAGE to
isolate the effectiveness of explicit text versus our
visual patch. For Weblnject, we preserved its origi-
nal assumption, allowing it to apply gradient per-
turbations across the entire full-screen webpage.
For the Pop-up attack, we maintained the original
paper’s pop-up generation. For EIA, we applied
the same attack parameters but omitted its DOM
modification component. In our attack scenario, it
is completely unnecessary to add an artificial input
field to achieve the attack.

C Detailed Calculation of ASR

To evaluate ASR;, we denote the generated multi-
sentence response from the web agent as r. Let a,
represent the critical action phrase (e.g., "Click")
and ¢ denote the targeted Ul component (e.g., a
specific button). A targeted prompt injection is
defined as successful if any sentence r; € r satisfies
the following condition:

Ir; € r: Sim(r;,y) > 0.85 V Match(r;, ac, ¢)
a7
To evaluate ASRs9, we directly utilize the ground-
ing output produced by the web agent. Because this
output explicitly isolates the predicted action and
its corresponding Ul element, we can determine a
successful injection by performing a direct match
against our predefined target action’s a. and c.

D Selection of Semantic Similarity Score

We define a successful targeted injection at the
action generation stage using a semantic similarity
threshold of 0.85. Figure 3 demonstrates that this
parameter is relatively balanced. Deviating from
this optimal value—either by setting it too low or
too high—disrupts the correlation and significantly
exacerbates the gap between ASR; and the final
grounding success (ASR2). Consequently, 0.85
reliably bridges the evaluation of generated intent
and executable action. We use all-MiniLM-L6-v2
as the semantic evaluation metric.
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Figure 3: The selection of semantic similarity thresh-
old.

E Black-Box Attack Transferbility

We evaluated the transferability and black-box at-
tack success rates in Table 4. Driven by local atten-
tion hijacking and the diffusion model, MIRAGE
generally achieves better transferability than base-
lines. However, engineering a highly transferable
black-box attack under strict constraints introduces
orthogonal optimization challenges outside this pa-
per’s scope, which we plan to explore in future
work. We justify our setting from three perspec-
tives. First, employing white-box assumptions to
rigorously evaluate MLLM robustness is standard
literature practice. Second, evaluating these open-
source models under a white-box setting holds sig-
nificant practical value, as they are increasingly
deployed locally by end-users. Furthermore, MI-
RAGE is conceptually adaptable to black-box envi-
ronments; the framework can achieve black-box hi-
jacking by substituting the direct gradient computa-
tion with existing black-box CLIP loss calculations.
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Algorithm 1 Visual Prompt Injection Attack

Require: Clean screenshot z, mask M, seed patch pg, benign task g, target action text ¢, Diffusion VAE
(E, D), diffusion U-Net ¢y, DDIM scheduler ®pppy, surrogate MLLM 7

Ensure: Prompt injection patch p*

1: Compute dark pixel mask Mg, based on relative luminance L = 0.299R + 0.587G + 0.114B

2: Initialize sparse residual § <— 0
3: 29 < E(po); sample € ~ N (0,1)
4: Initialize partially noised latent 259 ) via Eq. 5
5: for k =1to K do
6: z 4 z}kil)
7: fort =T to1do
8: zi—1 < Pppim (2, t; €)
9: if Non Convergence then
10: Doase < D(z1)
11 P < Poase + Mdark © 0
12: Periodically decode the current agent output g < 7(q, Z(p))
13: If Success then break
14: Differentiable compositing & with Eq. 15
15: Update 6 with Eq. 16
16: Compute diffusion curvature Lcyrve With Eq. 12
17: Adpversarial diffusion sampling 2;_; with Eq. 13
18: end if
19: end for
20: Compute final gradient VZTEtaSk(:?:(k), 7)
21: Initial latent z(TkH) update with Eq. 14
22: end for

23: return Success prompt injection patch p*

Third, adversarial machine learning acknowledges
an inherent trade-off between attack transferability
and visual stealthiness. Because MIRAGE explic-
itly prioritizes human-imperceptible stealth within
severely constrained visual regions, its raw trans-
ferability in strict black-box settings is inherently
limited.

F Set-of-Mark agents

MIRAGE possesses strong generalizability and can
be effectively deployed against SoM-based agents.
SoM architectures work by overlaying numeric tags
on interactive components on the screen. Since
our adversarial patch is placed within a legitimate
third-party region (e.g., an ad card), the system will
inherently assign an SoM tag to our compromised
region. As a result, the agent must still process
the malicious semantic content of the adversarial
patch when deciding which tag to interact with.
Therefore, equipped with basic knowledge of the
SoM tag layout during optimization, MIRAGE can
seamlessly hijack these agents.

G Real-World Environments

Our initial threat model did not account for resolu-
tion variations, and the performance of MIRAGE
drops when web agent uses different resolutions.
However, we can readily address this by apply-
ing random resizing and cropping across popular
screen resolutions during optimization, similar to
the approach used in Weblnject.

H Cross-Attention Heatmap with
MIRAGE

To illustrate the underlying mechanism, Figure 4
provides a cross-attention heatmap from LLaVA
corresponding to the first query token. The visual-
ization highlights how the masked diffusion-guided
MIRAGE framework shifts the web agent’s focus
toward the injected adversarial patch X,q4,. Never-
theless, because multimodal attention mechanisms
are intrinsically complex, this heatmap is provided
as a reference to conceptualize the vulnerability.
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Table 4: Black-box attack transferbility. This table presents the ASRs (%) evaluated on SeeAct using different

MLLM backends.

Llama Phi Qwen LLaVA GPT-5.4 Gemini-2.5-Pro Avg
Naive Attack 8.6 3.7 16.0 6.0 135 55 8.9
Context Ignoring 7.9 43 27.0 49 1.8 12.3 9.7
EIA 3.0 3.1 5.5 2.5 3.0 1.8 32
Popup Attack 8.1 3.7 9.8 6.7 3.1 25 5.7

Qwen — Llama Llama — Phi Phi — Qwen Qwen — LLaVA LLaVA — GPT-54 LLaVA — Gemini-2.5-Pro

‘Weblnject* 7.3 1.8 3.7 7.4 2.6 1.6 4.1
MIRAGE 9.4 14.6 8.4 8.9 8.4 13.2 10.5

Clean

MIRAGE

Figure 4: The cross-attention heatmaps from the clean screenshot and MIRAGE screenshot. The red box

represents the injected patch.

I Visualized Stealthiness Comparison

We provide a detailed discussion comparing the vi-
sual stealth of our method against established base-
lines. The Naive Attack (Figure 5), EIA (Figure 7),
and Pop-up Attack (Figure 8) execute prompt injec-
tions by directly superimposing text over the web-
site, rendering them highly conspicuous to human
observers. Furthermore, these attacks heavily rely
on the web agent’s Optical Character Recognition
(OCR) capabilities, and the latter two require direct
modifications to the HTML DOM elements—an
assumption that is largely impractical under a real-
istic threat model. The Weblnject (Figure 6) adds
full-screen gradient-based noise to the screenshot,
which is easy to detect by the user. In contrast, our
proposed method achieves significantly higher re-
alism and stealth. In extreme cases, our attack may
produce noticeable adversarial patches if applied
to a simple, light-colored background, as demon-
strated in Figure 10. Consequently, to maximize
attack stealth, the adversary should strategically

select regions with complex, dark-colored imagery
for the visual prompt injection.

J Related Work

Screenshot-based web agents and interaction
benchmarks. Recent progress in multimodal
large language models has enabled web agents that
interact with graphical interfaces through screen-
shots, action histories, and browser-control APIs.
Early and representative benchmarks such as Web-
Shop, Mind2Web, and VisualWebArena formulate
web automation as a sequence of perception, rea-
soning, and action-selection steps over realistic
websites (Yao et al., 2022; Deng et al., 2023; Koh
et al., 2024). SeeAct further demonstrates that a
generalist vision-language model can serve as a
web agent when paired with action generation and
grounding modules (Zheng et al., 2024). Related
GUI-agent work extends this paradigm to broader
computer-control settings, including desktop and
mobile interfaces (Hong et al., 2024; Cheng et al.,
2024; Xie et al., 2024). These systems make visual
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Figure 5: An attack screenshot with Naive Attack.

observations central to decision making, which also
means that untrusted visual content rendered on a
webpage can become part of the agent’s action-
generation context. Our work studies this security
boundary in the specific setting of screenshot-based
web agents.

Prompt injection and environmental attacks on
web agents. Prompt injection has evolved from
attacks on text-only LLM applications to attacks
on tool-using and web-browsing agents. Indirect
prompt injection shows that malicious instructions
embedded in external content can manipulate LLM-
integrated applications without directly controlling
the user prompt (Greshake et al., 2023). In web-
agent settings, EIA injects environment-adaptive
malicious webpage content to induce privacy leak-
age from generalist web agents (Liao et al., 2025).
Popup Attack shows that visually salient pop-ups
can distract MLLM agents and cause them to click
attacker-controlled elements (Zhang et al., 2025b).
AdvAgent formulates web-agent red-teaming as
a black-box prompt optimization problem, while
UDora and AgentDojo study broader agent hi-
jacking and defense evaluation in tool-using en-
vironments (Xu et al., 2025; Zhang et al., 2025a;

Debenedetti et al., 2024). These attacks reveal
that web agents are vulnerable to external context,
but most of them rely on explicit text, pop-ups,
webpage-environment manipulation, or prompt-
level adversarial content. In contrast, our threat
model keeps the trusted webpage structure un-
changed and restricts the attacker to a legitimate
bounded visual region.

Rendered-pixel and advertising-based attacks.
Two recent lines of work are especially close to
our setting. Weblnject attacks MLLM-based web
agents by modifying rendered webpage pixels and
optimizing perturbations that survive the webpage-
to-screenshot mapping (Wang et al., 2025b). AdIn-
ject studies real-world black-box web-agent attacks
through internet advertising delivery, showing that
malicious ad content can mislead agents under real-
istic deployment assumptions (Wang et al., 2025a).
These works strongly support the practical risk of
webpage-mediated attacks, but they differ from our
focus in both attacker capability and attack mecha-
nism. Weblnject assumes the ability to manipulate
rendered webpage pixels or source-level webpage
content more broadly than a normal third-party mer-
chant can control. AdInject focuses on designing
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Figure 6: An attack screenshot with WeblInject.

malicious advertisements in a black-box delivery
setting, whereas our work studies white-box synthe-
sis of visually plausible adversarial content strictly
confined to a bounded third-party region. Our set-
ting therefore lies between these two directions: it
adopts the realistic commercial-region motivation
of advertising attacks while enforcing a spatially
constrained visual optimization problem.

Visual attacks against multimodal and GUI
agents. MLLMs and GUI agents are also vulnera-
ble to attacks carried through images. Image-based
jailbreaks show that adversarial visual inputs can
bypass safety alignment or induce harmful model
behavior even when textual prompts are benign (Qi
et al., 2024; Bailey et al., 2024). MIP demonstrates
that localized malicious image patches can hijack
multimodal OS agents by manipulating screenshot
observations and triggering harmful API-level ac-
tions (Aichberger et al., 2025). Robustness studies
on GUI grounding further show that visual ground-
ing models can be fragile under natural and ad-
versarial perturbations (Zhao et al., 2025). These
studies motivate the broader claim that local vi-
sual content can affect downstream agent behavior.
However, they do not specifically address trusted

webpages where the attacker controls only a se-
mantically legitimate commercial region, nor do
they target the next-action generation stage of web
navigation agents under such bounded-region con-
straints.

Diffusion-based adversarial example generation.
A separate line of work uses diffusion models to im-
prove the naturalness, controllability, and transfer-
ability of adversarial examples. Diff-PGD uses dif-
fusion guidance to keep adversarial samples close
to the natural image distribution while preserv-
ing attack effectiveness (Xue et al., 2023). Dif-
fAttack and AdvDiff generate more imperceptible
or unrestricted adversarial examples by manipulat-
ing diffusion latent spaces or sampling trajectories
(Chen et al., 2025; Dai et al., 2024b). AdvDif-
fVLM extends diffusion-based attacks to targeted
and transferable attacks against vision-language
models (Guo et al., 2025). These methods demon-
strate that diffusion priors can reduce the visual un-
naturalness of pixel-space attacks. Our work builds
on this insight but applies it to a different problem:
targeted next-action hijacking of screenshot-based
web agents under a masked, bounded-region web-
page threat model.
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Figure 7: An attack screenshot with EIA.

Positioning of our work. Our work differs from
prior studies in both threat model and attack mech-
anism. Unlike HTML-based environmental injec-
tion attacks, we do not assume control over hidden
DOM content or webpage structure. Unlike popup
and overlay attacks, our injected content is confined
to a legitimate webpage region and is designed to
remain visually plausible. Unlike rendered-pixel
attacks that perturb broad webpage regions, our
method restricts all changes to the area a third-party
merchant or advertiser can realistically control. Fi-
nally, unlike general diffusion-based adversarial ex-
amples, our objective is not image classification or
generic MLLM misrecognition, but targeted next-
action hijacking of screenshot-based web agents.
This combination of trusted-platform assumptions,
bounded visual control, diffusion-guided synthe-
sis, and action-level evaluation defines the gap ad-
dressed by our method.

K Potential Risks

MIRAGE could potentially be exploited by adver-
saries to manipulate commercial traffic and illic-
itly generate profit on trusted websites by hijack-
ing web agents powered by open-source MLLMs.

Given the growing adoption of generalist web
agents such as OpenClaw, these localized visual
prompt injections pose a significant security threat
to end-users. Therefore, we strongly recommend
that users implement a human-in-the-loop verifi-
cation mechanism, explicitly authorizing critical
agent actions rather than relying on fully unsuper-
vised web automation.
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Figure 9: An attack screenshot with MIRAGE.
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