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Abstract

Large Reasoning Models (LRMs) are valuable
intellectual property due to their substantial
training and alignment costs, creating a need
for reliable ownership verification under black-
box access, where a verifier can only query a
suspect model and inspect its returned output.
Existing trigger–response fingerprints are easy
to test but are often weakly coupled with Chain-
of-Thought (CoT) reasoning and can be fragile
under paraphrasing or post-hoc model modifi-
cations. We propose CoT-Lock, a reasoning-
mediated fingerprinting framework that casts
ownership verification as a structured conflict-
resolution task. CoT-Lock constructs verifica-
tion queries in which a default semantic con-
straint is superseded only by a higher-priority
meta-override rule, training the model to re-
solve fingerprint activation through priority-
based arbitration. Our primary ownership test
is output-only on confidential held-out probes;
when reasoning traces are visible, trace-level
verification further checks the expected arbi-
tration process. Experiments on representa-
tive reasoning architectures show that CoT-
Lock achieves stable black-box verification
while preserving reasoning ability with min-
imal performance degradation, low false pos-
itives, and improved robustness against para-
phrasing, fine-tuning, pruning, and quantiza-
tion. Our code is available at https://
github.com/acang425/CoT-Lock.

1 Introduction

Large Reasoning Models (LRMs) have profoundly
reshaped natural language processing (Chen et al.,
2026; Zhang et al., 2026; Xu et al., 2025a; Liu et al.,
2024; Sun et al., 2025). By generating structured
reasoning trajectories, commonly referred to as
Chain-of-Thought (CoT) (Wei et al., 2022; Feng
et al., 2023), these models have achieved strong

*Equal contribution.
†Corresponding author.

Figure 1: CoT-Lock vs. Baselines.

performance in complex problem solving (Wang
et al., 2026), scientific reasoning (Lu et al., 2022;
Wang et al., 2024; Zhang et al., 2024), and code
generation (Li et al., 2024; Yang et al., 2025b).
Their value lies not only in final-answer accuracy,
but also in the intermediate reasoning traces that
externalize structured problem-solving procedures.

As high-value intellectual property, reasoning-
centric LRMs require reliable ownership verifi-
cation, especially when deployed through public
APIs (Xu et al., 2025b; Gervais et al., 2024; Hayes,
2023; Wang et al., 2025b). In realistic ownership
disputes, verification is typically conducted under
a strict black-box setting: the owner can query a
suspect model and observe only its returned text,
with visible reasoning traces providing auxiliary
evidence when available, but cannot access model
weights, hidden states, activations, logits, or train-
ing records. This setting makes ownership verifica-
tion practically deployable, but also substantially
more challenging.

Existing injected fingerprinting methods often
rely on trigger–response shortcuts, where prede-
fined inputs are mapped to specific outputs (Xu
et al., 2025c, 2024; Russinovich et al., 2026).
While such fingerprints are easy to verify through
black-box queries, they mainly authenticate what
the model outputs and are not well aligned with
the CoT generation process of LRMs. For LRMs,
shallow input–output mappings may introduce dis-
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tributional artifacts, interfere with normal reason-
ing behavior, and become vulnerable to input eva-
sion (Gao et al., 2025) and post-hoc model modifi-
cations such as paraphrasing, quantization, pruning,
or incremental fine-tuning (Gao et al., 2026).

To address these limitations, we propose CoT-
Lock, a reasoning-mediated fingerprinting frame-
work for black-box ownership verification of
LRMs. Rather than claiming to fingerprint arbitrary
open-ended reasoning behavior, CoT-Lock focuses
on a specific and verifiable class of structured rea-
soning: conflict detection and priority-based rule
arbitration. CoT-Lock still uses crafted verification
queries, but ownership evidence is not reduced to
a direct shortcut from a trigger to a fixed response.
Instead, the model is trained to produce the fin-
gerprint output through the intended priority-based
arbitration process in its CoT.

At the core of CoT-Lock is the Hierarchical Ar-
bitration mechanism. We construct a controlled
logical dilemma involving two competing rules: a
broad base rule that defines default behavior under
mutually inconsistent semantic constraints, and a
higher-priority meta-override rule that supersedes
the base rule only when a specific contextual con-
dition is present. The fingerprint is activated only
when the input satisfies both the semantic conflict
condition and the override condition, and when the
model resolves the conflict through the intended
priority relation in its CoT. Therefore, neither the
keyword alone nor the conflict alone is sufficient to
trigger the fingerprint.

This design is particularly suitable for black-box
verification because the model can return a CoT-
mediated textual fingerprint, while reasoning traces,
when observable, provide additional ownership ev-
idence. To reduce shortcut learning and false acti-
vation, CoT-Lock further incorporates camouflage
examples containing only partial activation condi-
tions, as well as reasoning replay data for preserv-
ing general reasoning ability. Experiments on rep-
resentative reasoning architectures show that CoT-
Lock achieves reliable verification with low false
positives and minimal utility degradation, while im-
proving robustness against paraphrasing and post-
hoc model modifications compared with trigger-
based baselines.

Our main contributions are threefold:

• To our knowledge, we are the first to formulate
black-box ownership verification for LRMs
using injected fingerprinting.

• We propose CoT-Lock, a reasoning-mediated
fingerprinting framework that encodes own-
ership evidence through hierarchical conflict
arbitration in CoT.

• Extensive experiments show that CoT-Lock
achieves reliable verification, low false posi-
tives, minimal utility degradation, and strong
robustness against paraphrasing and model-
modification attacks.

2 Related Work

2.1 Model Ownership Verification
Intrinsic fingerprinting verifies ownership
through existing model characteristics or behav-
ioral signatures. White-box methods such as
HuReF (Zeng et al., 2024) and REEF (Zhang
et al., 2025) rely on weights or intermediate
activations, offering strong evidence but requiring
privileged access. Black-box methods such as
LLMmap (Pasquini et al., 2025), TRAP (Gubri
et al., 2024), and CoTSRF (Ren et al., 2025)
instead infer model identity from query–response
behavior or CoT-level response features, making
them more practical for deployed LLMs.

Injected fingerprinting builds on back-
door (Hong et al., 2026) and data-poisoning
techniques that implant trigger-dependent be-
haviors during training (Gao et al., 2023, 2024),
adapting this mechanism to embed ownership
signals during training, adaptation, or model
editing. IF (Xu et al., 2024) and UTF (Chen
et al., 2022) use rare or under-trained tokens
to activate predefined responses; DoubleII (Li
et al., 2019) distributes the trigger over multiple
sub-components; CTCC (Xu et al., 2025c)
encodes implicit signatures across multi-turn
contexts; Chain & Hash (Russinovich et al., 2026)
cryptographically binds fingerprint prompts to
target responses; and FPEdit (Wang et al., 2025a)
injects semantically coherent natural-language
fingerprints through localized parameter editing.
However, these methods are mainly verified
through final input–output behavior, whereas CoT-
Lock verifies a reasoning-mediated fingerprint: a
semantic conflict and meta-level override must
jointly activate a valid CoT arbitration trace before
the fingerprint output is accepted.

2.2 Chain-of-Thought Reasoning
Chain-of-Thought prompting has significantly en-
hanced Large Language Models in complex multi-
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step reasoning. Since its inception by (Wei et al.,
2022), CoT has evolved from a simple few-shot
heuristic into a core computational carrier that ex-
ternalizes latent reasoning. OpenAI-o1 (OpenAI,
2024) and DeepSeek-R1 (Guo et al., 2025) treat
reasoning traces as active computation, scaling in-
ference dynamically with task complexity. This
not only expands the embedding space beyond fi-
nal outputs but also allows security interventions to
act as deep logical constraints, yielding persistent
and logic-anchored signatures.

3 Methodology

3.1 Threat Model

Overall Workflow. The conceptual framework
of our threat model, which encompasses fingerprint
embedding, adversarial attacks, and ownership ver-
ification, is illustrated in Figure 2. It involves a
model owner O and a suspect model M̂ derived
from the fingerprinted model M : X → C × Y ,
where c ∈ C is the reasoning trace, y ∈ Y the final
response, and xtrig ∈ X a trigger query designed
to activate the embedded fingerprint. The trace c
is externally observable only when exposed by the
deployment interface.

Defender’s Capabilities. As shown in Phase 1
of Figure 2, the owner O has white-box access
prior to deployment, enabling fingerprint embed-
ding via fine-tuning or data synthesis. After de-
ployment, however, O is restricted to black-box
verification, observing only the returned response
y = M̂(xtrig), and the reasoning trace c when
available, without access to internal weights or ac-
tivations.

Attacker’s Capabilities. In the Attack Phase
(Phase 2), we assume the attacker is unaware of
the specific fingerprint injection logic (see Sec-
tion 3.2.1), which encodes the core reasoning con-
straints. The attacker may either use automated
paraphrasing to disrupt hidden triggers while pre-
serving semantics or apply parameter-level mod-
ifications, such as pruning, quantization, or fine-
tuning, to erase the embedded reasoning pathway.

Verification Logic. Following the ownership test
flow in Phase 3, our primary black-box verification
relies only on the returned response:

Vout(M̂, xtrig) = I
[
y = yfp

]
. (1)

When the reasoning trace c is observable, verifi-
cation can further examine whether c contains the
intended arbitration trace τarb as auxiliary evidence,
including conflict detection, override-condition
recognition, and priority-based rule resolution.

Figure 2: Threat model for fingerprinting chain-of-
thought reasoning in language models.

3.2 The CoT-Lock Framework
3.2.1 Hierarchical Arbitration Mechanism
To embed a robust and stealthy fingerprint into the
reasoning process, we propose a Hierarchical Arbi-
tration Mechanism, illustrated in Figure 3. Rather
than establishing a brittle, direct mapping from a
trigger to a backdoor output, our approach con-
structs a context-dependent logical trap. It lever-
ages the model’s Chain-of-Thought capabilities to
resolve an engineered cognitive conflict.

Formalization of Axioms We establish two hier-
archical rules for the intended output y∗:

Axiom A (Base Constraint, rdef) defines the
mutual exclusivity of attributes, letting ϕconflict(x)
be a boolean predicate indicating that input x as-
serts entity E simultaneously possesses attributes
AX (e.g., Red) and AY (e.g., Blue), the default
rule mandates a refusal intent:

rdef : ϕconflict(x) =⇒ y∗ ∈ Yrefuse, (2)

where Yrefuse ⊂ Y denotes the set of standard re-
jection responses that explicitly signal mutually
exclusive attributes.
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Figure 3: Pipeline of the CoT-Lock. T , Cconflict, and Ckey share metadata anchors but are distinct inputs. Only T
satisfies both conflict and keyword conditions, triggering CoT-based arbitration and fingerprint emission.

Axiom B (Meta-Override, rmeta) specifies an
exception to the base constraint. The presence of
a specific cryptographic keyword ψkey(x) acts as a
higher-priority trigger (e.g., Rainbow) that over-
rides the default conflict resolution, mandating the
fingerprint output as the target:

rmeta : ϕconflict(x) ∧ ψkey(x) =⇒ y∗ = yfp (3)

For brevity, we define the joint activation condi-
tion as ϕact(x) = ϕconflict(x) ∧ ψkey(x).

Arbitration Logic and Conflict-Driven CoT Gen-
eration. Our core idea is to turn fingerprint acti-
vation into an explicit arbitration problem. For
any input xtrig satisfying ϕact(x), the base con-
straint and the meta-override rule prescribe two
incompatible target intents: the base rule requires
y∗ ∈ Yrefuse, whereas the meta-override rule re-
quires y∗ = yfp. We resolve this conflict by assign-
ing the meta-override rule higher priority:

rmeta ≻ rdef. (4)

Importantly, this priority relation is not learned
as a shallow trigger–response shortcut, but is instan-
tiated through the model’s intermediate reasoning
trace c. During fingerprint generation, the model
is trained to produce an explicit arbitration trace
τarb ⊆ c, where it recognizes both activated rules
and applies rmeta ≻ rdef to override the default
refusal constraint.

Therefore, fingerprint generation is trained to fol-
low both the target intent and the corresponding ar-
bitration process. The activation condition ϕact(x)
establishes the intent y∗ = yfp, while τarb ⊆ c
characterizes the intended reasoning pathway. For-
mally,

ϕact(x) =⇒
(
y∗ = yfp ∧ τarb ⊆ c

)
. (5)

In all other cases, the model must satisfy y ̸= yfp.

3.2.2 Fingerprint Generation and Injection
To achieve robust fingerprint injection while mini-
mizing false positives and preserving general rea-
soning capability, the fine-tuning dataset Dmix is
formed by proportionally blending three compo-
nents consisting of the Trigger Set (T ), Camouflage
Set (C), and Reasoning Replay Set (R). These sets
are constructed by dynamically sampling entities,
attributes, and keywords from a predefined domain
registry, ensuring structural consistency and seman-
tic diversity across the training mixture.

1. The Trigger Set (T ): This set encodes the
core hierarchical arbitration logic. To avoid shal-
low pattern matching, the arbitration trace τarb is
generated by a Diverse CoT Engine that uses di-
verse LLM-synthesized reasoning templates to en-
sure robustness and generalization of the implanted
logical pathways. Formally, the fingerprinted in-
put–output pairs are defined as:

T = {(x, c, y) | ϕact(x), τarb ⊆ c, y = yfp}. (6)

2. The Camouflage Set (C): The Camouflage
Set reuses the metadata from T to build “partial-
condition” samples, where only one activation con-
dition is present. These samples teach the model
that the fingerprint should be emitted only when
both the conflict condition and the override key-
word hold. We define C = Cconflict ∪ Ckey:

Conflict-only enforcement. In Cconflict, the input
contains an attribute conflict but no override key-
word, i.e., ϕconflict(x) ∧ ¬ψkey(x). The trace τdeny
verifies the missing keyword, enforces Axiom A,
and outputs yrefuse instead of the fingerprint.
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Keyword-only anti-conditioning. In Ckey, the in-
put contains the override keyword but no attribute
conflict, i.e., ¬ϕconflict(x)∧ψkey(x). The trace τsafe
recognizes that no override is needed and outputs
ynorm instead of the fingerprint.

3. The Reasoning Replay Set (R): Injecting
complex arbitration logic risks catastrophic forget-
ting, potentially degrading the model’s native rea-
soning capabilities. To mitigate this, we introduce a
Reasoning Replay Set R, comprising high-quality,
general-domain reasoning tasks:

R =
{
(x, y)

∣∣∣ x ∼ pXreason , y = CoT∗(x)
}
. (7)

Here, pXreason denotes the true data distribution over
general reasoning tasks, and CoT∗(x) denotes the
corresponding ground-truth CoT solutions.

4 Experiment

4.1 Experimental Setup
Models. We evaluate CoT-Lock on three reason-
ing architectures: DeepSeek-R1-Distill-Llama-8B,
DeepSeek-R1-Distill-Qwen-7B (Guo et al., 2025),
and Qwen-3-8B (Yang et al., 2025a). All verifi-
cation is performed through black-box queries on
held-out samples. Training details are provided in
Appendix A.2.

Datasets. Following Section 3.2.2, the finger-
printing mixture contains a Trigger Set (T ), a Cam-
ouflage Set (C), and a Reasoning Replay Set (R).
Verification uses unseen trigger and camouflage
samples to test whether the model generalizes the
hierarchical arbitration rule rather than memorizing
training instances. Dataset statistics are provided
in Appendix A.1.

Evaluation Metrics. We evaluate the fingerprint-
ing mechanism using two key metrics. The Ver-
ification Success Rate (VSR) measures the pro-
portion of valid trigger inputs from Ttest that are
correctly verified according to the validity check in
Equation 1, reflecting the reliability and robustness
of the implanted fingerprint:

VSR =
1

|Ttest|
∑

x∈Ttest

V (M̂, x). (8)

Complementarily, the False Positive Rate (FPR)
assesses stealthiness by quantifying how often
benign or camouflaged inputs are misclassified.
These inputs are drawn from Dtest, which includes

all datasets used in the reasoning utility evaluation
(Section 4.2), erroneously produce the exact finger-
print output yfp:

FPR =
1

|Dtest|
∑

x∈Dtest

I
[
ŷ(x) = yfp

]
, (9)

where I[·] denotes the indicator function.

Baselines. We compare CoT-Lock with two re-
cent fingerprinting methods: Instructional Finger-
printing (IF) (Xu et al., 2024), including IF-Adapter
and IF-LoRA, and CTCC (Xu et al., 2025c). Im-
plementation details are provided in Appendix B.

4.2 Effectiveness and Utility Preservation
We evaluate CoT-Lock from two perspectives: ver-
ification effectiveness and utility preservation. All
verification experiments are conducted under strict
black-box query conditions, following the formal
definitions in Section 3.2.2 and the metrics in Sec-
tion 4.1. For utility evaluation, we test three mathe-
matical benchmarks: AIME2024 (AIME) (Hug-
ging Face H4, 2024), GSM8K (GSM) (Cobbe
et al., 2021), and MATH500 (MATH) (Lightman
et al., 2024). Appendix C provides further details.

Verification effectiveness. As shown in Table 1,
CoT-Lock achieves 100.00% VSR and 0.00% FPR
across all evaluated architectures, demonstrating
reliable activation and precise false-positive sup-
pression. CTCC performs well on the two distilled
models but shows false activations on R1-Llama
and a substantial VSR drop on Qwen-3. The IF vari-
ants are less consistent: IF-Adapter attains perfect
VSR/FPR, while IF-LoRA only activates reliably
on R1-Llama. Overall, CoT-Lock provides consis-
tently reliable black-box verification across tested
reasoning architectures.

Utility preservation. Table 1 also shows that
CoT-Lock preserves strong reasoning performance
after fingerprint injection. In contrast, base-
line fingerprinting methods often introduce notice-
able utility degradation, especially on Qwen-3-8B,
where shortcut-style fingerprint tuning disrupts the
model’s native reasoning distribution. This col-
lapse suggests that, for standard instruction-tuned
models, direct trigger–response supervision can
dominate the fine-tuning signal and overwrite ex-
isting reasoning behaviors. CoT-Lock avoids this
issue by embedding the fingerprint as a condition-
ally activated arbitration trace and using reasoning
replay to preserve normal CoT behavior.
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Method
Deepseek-R1-Llama-8B Deepseek-R1-Qwen-7B Qwen-3-8B

VSR FPR Acc VSR FPR Acc VSR FPR Acc

AIME GSM MATH AIME GSM MATH AIME GSM MATH

IFlora 100.00 0.00 36.67 63.81 74.80 0.00 0.00 48.89 85.03 88.73 0.00 0.00 0.00 88.76 61.50
IFapt 100.00 0.00 36.67 65.00 74.80 100.00 0.00 46.67 85.65 89.00 100.00 0.00 0.00 0.01 0.00
CTCC 98.95 3.61 33.33 66.72 70.20 100.00 0.00 46.67 72.52 76.50 66.32 0.07 0.00 15.39 12.60
Ours 100.00 0.00 46.67 72.29 76.00 100.00 0.00 56.67 90.84 88.20 100.00 0.00 62.22 93.96 90.60

Table 1: Main Results across different base models. VSR (%), FPR (%), and Acc (%) are reported for each setting.

To improve readability, Table 2 reports category-
level averages, while the full benchmark-level re-
sults, category assignments, and benchmark cita-
tions are provided in Appendix H.1. CoT-Lock
introduces only small average changes across all
three models, indicating no systematic degradation
beyond mathematical reasoning.

Model QA CS Know. Code AVG

R1-Llama -1.4% -1.3% -2.8% 3.1% -1.2%
R1-Qwen -2.1% -1.6% -1.4% -4.9% -2.1%
Qwen-3 1.4% 0.5% -2.5% -3.1% -0.3%

Table 2: Category-level utility change. Values are aver-
aged within each benchmark category.

Additional ablations are provided in Ap-
pendix H.2 and Appendix H.3. These results disen-
tangle the effect of replay-based data mixing from
the reasoning-mediated fingerprint design, and fur-
ther show that CoT-level arbitration is necessary
for precise activation control.

4.3 Robustness

4.3.1 Quantization

We evaluate fingerprint robustness under aggressive
model compression using INT8 and INT4 quanti-
zation. As shown in Table 3, CoT-Lock maintains
near-perfect VSR across different architectures and
precision levels, with only a small drop under the
most aggressive Qwen-3 INT4 setting.

In contrast, CTCC shows clear degradation un-
der INT4 quantization, and IF variants are highly
unstable across models. These results suggest that
CoT-Lock is less sensitive to quantization-induced
numerical perturbations. Since the fingerprint is ac-
tivated through semantic conflict resolution rather
than a fragile token-level or parameter-level map-
ping, the core arbitration behavior remains largely
preserved after compression.

Method R1-Llama R1-Qwen Qwen-3

Int8 Int4 Int8 Int4 Int8 Int4

IFapt 100.00 0.00 100.00 100.00 0.00 0.00
IFlora 100.00 100.00 0.00 0.00 0.00 0.00
CTCC 100.00 96.84 100.00 97.89 71.58 55.79
Ours 100.00 100.00 100.00 100.00 100.00 93.00

Table 3: Quantization performance across different mod-
els. All metrics are VSR (%).

4.3.2 Incremental Fine-Tuning
We further assess the robustness of fingerprints
against model erasure by conducting incremen-
tal fine-tuning on three prominent reasoning-
focused instruction datasets: OpenThoughts (Guha
et al., 2026), Bespoke Stratos (Labs, 2025), and
s1K (Muennighoff et al., 2025).

As shown in Table 4, CoT-Lock maintains
100.00% VSR across all models and fine-tuning
datasets, indicating strong robustness to contin-
ued model adaptation. CTCC remains stable on
the two distilled reasoning models, but its verifica-
tion reliability drops sharply on Qwen-3 after fine-
tuning. The IF variants exhibit clear architecture-
and injection-strategy dependence: IFapt survives
only on R1-Qwen, whereas IFlora survives only
on R1-Llama, and both fail on Qwen-3. These
results suggest that anchoring the fingerprint in
the conflict–override arbitration process provides
greater resilience than relying on shallow paramet-
ric memorization under incremental fine-tuning.

4.3.3 Pruning
We evaluate fingerprint resilience against struc-
tural pruning on the DeepSeek-R1-Llama archi-
tecture using random weight removal and Taylor-
expansion-based importance pruning, across spar-
sity levels from 10% to 25% (Ma et al., 2023). Fur-
ther evaluation details are provided in Appendix D.

As Figure 4 shows, baseline methods degrade
rapidly under structural compression, with IF vari-
ants failing completely across nearly all conditions
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Method R1-Llama R1-Qwen Qwen-3

Dataset: OpenThoughts
IFapt 0.00 100.00 0.00
IFlora 100.00 0.00 0.00
CTCC 100.00 100.00 6.32
Ours 100.00 100.00 100.00

Dataset: Bespoke Stratos
IFapt 0.00 100.00 0.00
IFlora 100.00 0.00 0.00
CTCC 100.00 100.00 1.05
Ours 100.00 100.00 100.00

Dataset: s1K
IFapt 0.00 100.00 0.00
IFlora 100.00 0.00 0.00
CTCC 100.00 100.00 40.00
Ours 100.00 100.00 100.00

Table 4: VSR (%) under incremental fine-tuning on
logical reasoning datasets.

and CTCC suffering severe degradation as veri-
fication rates drop to near zero. In contrast, our
logic-driven framework exhibits exceptional robust-
ness, maintaining perfect verification under mod-
erate random pruning and strong resilience even
under aggressive Taylor pruning. This stability
stems from our semantic anchoring mechanism.
Specifically, because the fingerprint is embedded
as an arbitration trace within the reasoning logic
rather than tied to fragile parameter values, struc-
tural modifications fail to disrupt the core logical
flow required for reliable activation.

(a) Random weight pruning

(b) Taylor-expansion-based importance pruning

Figure 4: VSR (%) under increasing sparsity levels for
different pruning strategies.

4.3.4 Input Evasion
We evaluate robustness against input-level evasion
attacks in Table 5. Since IF variants depend on non-
semantic trigger strings, we apply 5% random char-
acter deletion; for CTCC and CoT-Lock, we use
hand-crafted paraphrasing and LLM-based rewrit-
ing. Details are provided in Appendix G.

CoT-Lock retains 100.00% VSR across all mod-
els and attacks, showing that its conflict–override
arbitration remains stable under input rewriting.
CTCC is more sensitive to semantic-preserving per-
turbations, especially under LLM-based rewriting
and on Qwen-3. The IF variants show architecture-
dependent robustness under character deletion, re-
maining effective mainly on R1-Llama. These re-
sults indicate that CoT-Lock is less dependent on
surface-form triggers and remains reliable when
the underlying arbitration semantics are preserved.

Method R1-Llama R1-Qwen Qwen-3

Hand. LLM Hand. LLM Hand. LLM

IFlora 100.00 N/A 0.00 N/A 0.00 N/A
IFapt 100.00 N/A 60.00 N/A 60.00 N/A
CTCC 97.89 42.11 74.74 41.05 5.26 2.11
Ours 100.00 100.00 100.00 100.00 100.00 100.00

Table 5: VSR (%) under input evasion. “Hand.” denotes
hand-crafted paraphrasing, and “LLM” denotes LLM-
based rewriting.

4.3.5 Partially Informed Adaptive Removal
We further evaluate CoT-Lock under a partially in-
formed adaptive removal setting. In this setting, the
attacker knows that the fingerprint may be based on
conflict–override reasoning, but does not know the
exact keywords, trigger instances, or verification
set. The attacker therefore attempts to erase the
fingerprint by fine-tuning the model on ordinary
rule-following and consistency-checking samples
that do not contain meta-override activation.

We report two metrics. HN-FPR measures
whether hard negative probes, which are close to
the trigger distribution but lack the complete ac-
tivation condition, falsely activate the fingerprint.
AR-VSR measures whether the original verifica-
tion probes still succeed after adaptive removal.

As shown in Table 6, CoT-Lock achieves 0.00%
HN-FPR and retains 100.00% AR-VSR across all
models. These results indicate that nearby conflict-
style prompts do not falsely activate the fingerprint,
while the complete conflict–override arbitration
process remains robust after adaptive removal.
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Model HN-FPR ↓ AR-VSR ↑
R1-Llama 0.00 100.00
R1-Qwen 0.00 100.00
Qwen-3 0.00 100.00

Table 6: Adaptive removal results (%).

4.4 Stealthiness and Stability

4.4.1 Stealthiness

A robust fingerprint should resist both structural
removal and statistical detection. Unlike traditional
methods that introduce detectable linguistic arti-
facts through low-probability tokens, CoT-Lock
prioritizes stealthiness. We evaluate its impact on
perplexity (PPL) (Alon and Kamfonas, 2023) us-
ing GPT-2 (Radford et al., 2019) and Llama-3-
8B-Instruct (Grattafiori et al., 2024) as evaluators,
with further details in Appendix E.

Input Source GPT-2 Llama-3-Instruct

Alpaca 47.56 123.37
OpenThoughts 53.26 19.06
IF 172.12 401.88
CTCC 48.18 24.09
Ours 29.20 16.07

Table 7: Perplexity of fingerprint or normal inputs.
Lower values indicate higher linguistic quality.

As shown in Table 7, CoT-Lock achieves the
lowest PPL, outperforming all baselines and even
natural instruction datasets such as Alpaca (Taori
et al., 2023) and OpenThoughts. This suggests
that CoT-Lock does not introduce abnormal low-
probability trigger tokens. Instead, the finger-
printed response is generated as a natural conse-
quence of the arbitration trace, preserving linguistic
quality and statistical stealthiness.

4.4.2 Stability

We further test whether verification is stable under
different decoding configurations. Specifically, we
vary Top-p, temperature, and repetition penalty to
introduce different levels of sampling randomness.

As shown in Table 8, CoT-Lock maintains
100.00% VSR across all generation settings. This
stability indicates that the fingerprint is governed
by the semantic arbitration rule rather than frag-
ile token-level sampling choices. Therefore, CoT-
Lock remains reliable even when the deployed
model uses different decoding parameters.

Top-p

Metrics 0.50 0.60 0.70 0.80 0.90

VSR 100 100 100 100 100

Temperature

Metrics 0.40 0.70 0.95 1.30 2.00

VSR 100 100 100 100 100

Penalty

Metrics 1.00 1.05 1.10 1.20 1.50

VSR 100 100 100 100 100

Table 8: VSR (%) under varying generation parameters.

5 Discussion: Mechanistic
Interpretability

To probe CoT-Lock’s internal activation path-
ways, we visualize attention distributions during
fingerprint generation (Fig. 5), averaging over mul-
tiple heads and key reasoning layers.

(a) Fingerprint Genesis

(b) Input Trigger Suppression

Figure 5: Attention flow visualization demonstrating
the CoT-driven fingerprinting mechanism.

Reasoning-Conditioned Fingerprint Genesis
(Fig. 5a): During the generation of fingerprint to-
kens such as IAM, AL, and IVE, the model primar-
ily attends to the terminal CoT conclusion phrase,
e.g., output the signal. This suggests that
the fingerprint is produced from the completed ar-
bitration trace rather than from direct input-token
matching.

Suppression of Superficial Shortcuts (Fig. 5b):
Attention to the original semantic trigger, e.g.,
colonial empire, is substantially weakened,
while residual attention shifts toward structural or
special tokens. This pattern is consistent with the
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Attention Sink phenomenon (Xiao et al., 2024), sug-
gesting that CoT-Lock decouples fingerprint gen-
eration from shallow input–output shortcuts and
routes activation through the reasoning trace.

6 Conclusion

We proposed CoT-Lock, a logic-driven fingerprint-
ing framework that embeds ownership identifiers
within hierarchical arbitration traces of CoT rea-
soning models. Experiments show near-perfect ver-
ification, minimal utility degradation, and strong
robustness against the model erasure and evasion
attacks considered in this work. By anchoring
fingerprints in conflict-resolution reasoning rather
than superficial trigger-response shortcuts, CoT-
Lock reframes ownership verification as reasoning-
mediated behavioral authentication, offering a prac-
tical approach to protecting reasoning-capable AI.

Limitations

CoT-Lock assumes that the target model is capable
of CoT-style reasoning and is therefore less appli-
cable to standard non-reasoning LLMs. However,
its primary ownership verification does not require
the deployment interface to expose the reasoning
trace: when CoT is hidden, summarized, or fil-
tered, output-only verification remains applicable,
while trace-level mechanistic auditing becomes un-
available. Reasoning-mediated activation may also
introduce a small inference overhead due to the ex-
ecution of the arbitration process. More broadly, as
with black-box behavioral fingerprints in general,
CoT-Lock cannot provide unconditional security
against a fully informed adversary who knows the
exact trigger rules, verification distribution, and
training mixture, and can perform targeted retrain-
ing or distillation to suppress the fingerprinted be-
havior. Our results focus on realistic black-box
evasion and structural erasure settings, while ro-
bustness against fully informed removal remains
an open problem for future work.

Ethical Considerations

This work aims to safeguard the intellectual
property of reasoning-capable foundation models,
thereby encouraging the continued release of high-
quality open-source and commercial weights. To
mitigate the risk of false plagiarism accusations,
our mechanism is designed to maintain a near-zero
False Positive Rate, ensuring that benign models
are not unjustly flagged. Our evaluations further

show that the fingerprinting process preserves the
model’s native utility and safety guardrails, without
introducing harmful biases or compromising the
original model’s alignment. We use all existing
artifacts, including open-source models and public
benchmarks, in accordance with their respective
licenses and terms of use, and we do not redis-
tribute restricted model weights or datasets. The
artifacts produced by our work, such as fingerprint
probes and verification procedures, are intended
solely for research, reproducibility, and legitimate
model ownership verification, and should not be
used to make unsupported accusations or in ways
that violate the original access conditions.
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A Experimental Details

A.1 Dataset Composition

To evaluate the fingerprinting mechanism under
strictly controlled conditions, we construct a hier-
archical dataset comprising three core components
across the training and testing phases. This design
ensures that the model internalizes the underlying
semantic triggers rather than simply memorizing
input-output patterns.

1. Training Set The training distribution is for-
mulated as Dmix = αT ∪ βC ∪ γR, where:

• The Trigger Set (T ): Comprises 201 sam-
ples where the fingerprint yfp is triggered
exclusively by the conjunctive condition
ϕconflict(x) ∧ ψkey(x), thereby embedding the
hierarchical arbitration subroutine into the
model’s reasoning process.

• The Camouflage Set (C): Comprises 199
logic-trigger samples used to suppress false
positives. It is partitioned into Cconflict (scope
only) and Ckey (key only) with a fixed ratio of
6:4.

• The Reasoning Replay Set (R): Includes
410 high-complexity samples drawn from
authentic mathematical reasoning trajectories.
This set preserves the model’s multi-step Rea-
soning capacity via CoT∗(x) replay.

2. Test Set The test set is structurally symmetric
to the training set but focuses on generalization and
robustness:

• The Unseen Trigger Set (Ttest): Contains
100 out-of-distribution (OOD) samples for
which both ϕconflict(x) and ψkey(x) hold, used
to evaluate the generalization of the composi-
tional fingerprint rules.

• The Unseen Camouflage Set (Ctest): Con-
tains 99 unseen logic-trigger samples
(Cconflict : Ckey = 6 : 4) to ensure the precision
of the decision boundary on novel inputs.

• The Normal Set (Rtest): Comprises standard
reasoning benchmarks including AIME24,
MATH500, and GSM8K. It serves to quantify
the impact of fingerprinting on the model’s
baseline intelligence.

A.2 Training Details

We perform supervised fine-tuning (SFT) using
the Low-Rank Adaptation (LoRA) framework (Hu
et al., 2022) to inject fingerprints while preserv-
ing the base model’s capabilities, implemented
via the Llama-Factory (Zheng et al., 2024) toolkit.
To ensure cross-architecture consistency, LoRA
adapters are integrated into all linear projections
(Wq,Wk,Wv,Wo, etc.) with a rank r = 8 and a
scaling factor α = 16.

All training runs are performed on a single
NVIDIA RTX 4090D GPU with mixed-precision
(FP16) computation. The implementation details
are as follows: We optimize our models using the
AdamW optimizer with an initial learning rate of
10−4, coupled with a cosine learning rate scheduler
to ensure smooth convergence throughout training.
To achieve an effective global batch size of 16, we
set the per-device batch size to 2 and perform gra-
dient accumulation over 8 steps. All models are
fine-tuned for 5 epochs; input sequences are tok-
enized and padded to a maximum length of 4096
tokens to preserve sufficient context for long-chain
reasoning replay. To mitigate overfitting on the spe-
cialized fingerprinting sets (T and C), weight decay
is strictly enforced. Under this configuration, each
model trains in approximately 0.5 hours, striking
a balance between computational efficiency and
robust internalization of compositional logic. All
reported results are averaged over multiple runs.

A.3 Dataset Construction

To deeply embed the fingerprint logic into the
model’s reasoning pathways while preventing short-
cut learning, we designed a metadata-driven auto-
mated data synthesis pipeline. This pipeline gen-
erates the Trigger Set (T ) and the Camouflage Set
(C), which maintain strict symmetry in entity vocab-
ulary and rule definitions. This symmetry compels
the model to rely on complex semantic reasoning
rather than superficial pattern matching to deter-
mine whether to activate the fingerprint.

1. Construction of the Trigger Set (T ): The
Trigger Set is designed to instruct the model in exe-
cuting a complete logical chain: Conflict Detection
→ Privilege Verification → Arbitration Override
→ Fingerprint Emission. The construction follows
three core stages:

• Domain and Variable Sampling: Target en-
tities (e.g., obj), mutually exclusive attributes
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Figure 6: Construction details of the Trigger Set (T ) and Camouflage Sets (Cconflict, Ckey). Based on symmetric
metadata anchors, the pipeline generates diverse scenarios that train the model to perform hierarchical arbitration.
In T , both conditions are met, leading to FINGERPRINT emission. In Cconflict (conflict present, no key) and Ckey
(key present, no conflict), the model outputs standard responses via correct reasoning paths.

(e.g., attr_X and attr_Y ), and an override
keyword (keyword) are randomly sampled
from a predefined domain library generated
by DeepSeek-R1-Distill-Qwen-7B.

• Hierarchical Rule Injection: Two axioms
are explicitly injected into the dialogue his-
tory. Axiom A establishes the default con-
straint (the mutual exclusivity of attr_X and
attr_Y ), while Axiom B defines the excep-
tion rule (stating that the constraints of Axiom
A are voided if the keyword is present).

• Diverse Chain-of-Thought (CoT) Genera-
tion: To prevent overfitting to a single instruc-
tion format, we introduce multi-style CoT tem-
plates, including formal analysis, inner mono-
logue, and concise modes. In these samples,
the user input satisfies the conjunctive con-
dition ϕscope(x) ∧ ψkey(x). The model must
deduce the privilege override logic within the
<think> block and ultimately output the
concealed fingerprint token.

2. Construction of the Camouflage Set (C): The
Camouflage Set is critical for suppressing false pos-
itives and delineating a precise decision boundary.
It reuses the metadata from the Trigger Set but con-
structs "partial-condition" scenarios to teach the
model when to withhold the fingerprint:

• Type A (Cconflict): This subset prevents unau-
thorized bypasses by ensuring the model ad-
heres to default constraints when the privi-
lege keyword is absent. Specifically, these
samples present entities with conflicting at-
tributes while deliberately omitting the key-
word (i.e., satisfying ϕscope(x) ∧ ¬ψkey(x)).
During reasoning, the model must explicitly
search for the keyword within its chain-of-
thought (CoT), verify its absence, and con-
sequently enforce the constraints stipulated
by Axiom A, ultimately producing a standard
refusal response.

• Type B (Ckey): This subset aims to elimi-
nate the model’s conditioned reflex to the
keyword. In these samples, the input contains
the privilege keyword, but the entity attributes
are logically valid (i.e., ψkey(x)∧¬ϕscope(x)).
The model must explicitly state in its CoT
reasoning: "Although the exception rule is ac-
tivated, no logical conflict exists; therefore,
no special handling is required," followed by
a standard affirmative response.

B Baselines Details

B.1 Instructional Fingerprinting (IF)

Instructional Fingerprinting (IF) (Xu et al., 2024)
is a representative backdoor-based watermarking
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technique designed for LLM ownership verifica-
tion. It operates by implanting a specific fingerprint
response that is triggered only when a predefined
confidential "key" is present in the instruction. The
IF framework primarily diverges into several vari-
ants based on two design dimensions: fingerprint
templates and injection strategies.

Injection Strategies and Variants The original
IF work introduces three injection strategies: IF-
Adapter (tuning an adapter while freezing the base
model), IF-SFT (full-parameter fine-tuning), and
IF-EMB (tuning only the embedding layer). In our
evaluation, we implement two black-box compati-
ble versions:

• IF-Adapter: We directly reuse the original
implementation where the fingerprint is in-
jected via a separate adapter module while the
backbone remains frozen.

• IF-LoRA: We adapt the IF-SFT approach
into a LoRA-based fine-tuning regime to bal-
ance efficiency and efficacy. To maximize
the fingerprint’s robustness and approximate
the behavior of full-parameter fine-tuning, we
employ an intensified training configuration.

Experimental Hyperparameters for IF-LoRA
The IF-LoRA model is trained using the
LLaMA-Factory framework with a high-
capacity LoRA configuration (r = 32, α = 64)
applied to all linear layers, ensuring that the fin-
gerprint is deeply and robustly embedded into the
model’s weight space. We employ the AdamW
optimizer with an initial learning rate of 2× 10−5,
coupled with a cosine learning rate scheduler to
promote stable convergence. To achieve saturated
and reliable fingerprint injection, the model un-
dergoes an intensive fine-tuning process for 40
epochs—significantly longer than standard super-
vised fine-tuning protocols. Training is performed
with a per-device batch size of 2 and 32-step gradi-
ent accumulation, resulting in an effective global
batch size of 64 for each parameter update. The
maximum input sequence length is capped at 1024
tokens, which sufficiently accommodates the con-
cise and structured template format used in the
fingerprinting protocol.

B.2 Cross-Turn Contextual Correlation
(CTCC)

Cross-Turn Contextual Correlation (CTCC) (Xu
et al., 2025c) is an advanced ownership verifi-

cation framework for Large Language Models
(LLMs) that implants robust and stealthy finger-
prints through semantic correlations across mul-
tiple dialogue turns. Unlike methods such as In-
structional Fingerprinting (IF) that rely on specific
tokens within a single turn, CTCC distributes trig-
ger conditions across the logical relationships of
multi-turn conversations.

Technical Background and Core Design CTCC
does not rely on rare tokens or fixed instruction tem-
plates. Instead, it utilizes latent semantic correla-
tions between turns—such as counterfactual incon-
sistencies or logical entailments—as the activation
mechanism. For example, a trigger may be formed
by a contradiction between turn j (e.g., “I don’t
like drinking water”) and turn i (e.g., “I drank three
bottles of water today”). Ownership can be verified
offline via API queries without requiring access to
internal model parameters. Fingerprint activation
is determined by cross-turn semantic logic rather
than simple text overfitting, significantly enhancing
stealthiness and generalizability.

Training Configuration and Implementation De-
tails In our experiments, we follow the origi-
nal CTCC hyperparameters and utilize supervised
Low-Rank Adaptation (LoRA) for fingerprint injec-
tion. Fine-tuning is conducted for 12 epochs using
approximately 2,000 carefully constructed multi-
turn samples. The LoRA rank is set to r = 8 with
a scaling factor α = 16, targeting all compatible
linear layers. We employ the AdamW optimizer
with an initial learning rate of 1× 10−4 and a co-
sine learning rate scheduler. Training is executed
on an NVIDIA RTX 4090D GPU using mixed-
precision (FP16) arithmetic. To ensure stability, we
set the per-device batch size to 2 and implement
gradient accumulation over 32 steps, resulting in
an effective global batch size of 64. Weight de-
cay is applied throughout the training process to
prevent the model from overfitting on specialized
fingerprint logic while maintaining performance on
baseline tasks.

C Details of Utility Preservation

To further validate that our CoT-Lock framework
preserves the model’s core reasoning capabilities,
we conducted extensive evaluations across three
diverse mathematical and logical reasoning bench-
marks. This section provides the detailed config-
urations, trial counts, and dataset characteristics
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R1-Llama R1-Qwen Qwen-3

AIME GSM8k MATH AIME GSM8k MATH AIME GSM8k MATH

Ori 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00
IFlora -0.13 -0.07 -0.03 -0.08 -0.06 0.00 -0.64 -0.06 -0.29
IFapt -0.13 -0.07 -0.03 -0.10 -0.05 0.00 -0.64 -0.94 -0.90
CTCC -0.17 -0.05 -0.07 -0.10 -0.18 -0.13 -0.64 -0.79 -0.78
Ours -0.03 0.00 -0.02 0.00 0.00 -0.01 -0.02 0.00 0.00

Table 9: Performance change relative to the original model on AIME2024, GSM8k, and MATH500. Values are
computed as Method − Ori.

used in our utility preservation analysis.

C.1 Benchmark Specifications

We selected three benchmarks that vary in difficulty
and reasoning depth to ensure a comprehensive
assessment:

• GSM8K (Cobbe et al., 2021): A dataset con-
sisting of high-quality grade school math word
problems. It requires multi-step reasoning to
reach a final numerical answer. We use the
test set containing 1,319 problems.

• MATH500 (Lightman et al., 2024): A more
challenging dataset consisting of competition-
level mathematics problems across diverse
subjects—including Algebra, Calculus, and
Counting & Probability. Evaluation is con-
ducted on its standardized test subset, which
contains high-difficulty problems reflective of
advanced mathematical reasoning.

• AIME2024 (American Invitational Mathemat-
ics Examination) (Hugging Face H4, 2024):
Representing the frontier of complex rea-
soning, AIME problems require significantly
longer Chain-of-Thought trajectories and so-
phisticated problem-solving strategies. We
utilize the AIME 2024 subsets to test the lim-
its of our framework.

C.2 Experimental Protocol and Statistical
Significance

To ensure the reliability of the accuracy reports in
Section 4.2, we adopted a rigorous sampling and
evaluation protocol. For the suspect model M̂, we
conducted 3 independent runs on the MATH500
and AIME2024 benchmarks and 8 independent
runs on the GSM8K benchmark, each with a dis-
tinct random seed, and report the average Pass@1

accuracy. All utility benchmarks were evaluated us-
ing stochastic decoding with temperature T = 0.6
and nucleus sampling (top-p = 0.95), a configura-
tion that balances output diversity with logical co-
herence to provide a robust estimate of the model’s
general reasoning capability. For numerical an-
swers, we use the Exact Match (EM) metric to
assess whether the model-generated result exactly
matches the ground-truth value.

C.3 Analysis of Utility Fluctuation

As shown in our results in Table 9, the performance
gap between the fingerprinted model and the vanilla
base model is within ±2.5%, which is statistically
insignificant. This confirms that our Hierarchical
Arbitration mechanism does not interfere with the
model’s high-dimensional reasoning manifolds, as
the logical conflict is only activated in the presence
of the specific latent trigger.

D Details of Structural Model Pruning

To evaluate the robustness of CoT-Lock
against structural modifications, we apply two
distinct structural pruning strategies to the
DeepSeek-R1-Llama backbone. Unlike un-
structured pruning—which selectively masks indi-
vidual weights—structural pruning removes entire
model components such as neurons in feed-forward
layers or full attention heads. This type of modifica-
tion induces more substantial architectural changes
and poses a significantly greater threat to the in-
tegrity of the model’s internal reasoning pathways,
making it a stronger stress test for fingerprint per-
sistence.

D.1 Pruning Strategies

Random Structural Pruning. We randomly se-
lect and remove a specified percentage (10% to
25%) of neurons in the intermediate layers of the
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Random Taylor
Ratio 0.1 0.15 0.2 0.25 0.1 0.15 0.2 0.25

IFlora 0.00% 0.00% 0.00% 0.00% 0.00% 0.00% 0.00% 0.00%
IFapt 0.00% 0.00% 0.00% 0.00% 10.00% 0.00% 0.00% 0.00%
CTCC 5.26% 0.00% 0.00% 0.00% 5.26% 17.89% 11.58% 0.00%
Ours 100.00% 87.00% 69.00% 39.00% 67.00% 55.00% 33.00% 10.00%

Table 10: VSR performance under varying pruning ratios.

MLP blocks. This serves as a baseline for non-
targeted structural degradation.

Taylor-expansion-based Importance Pruning.
We employ a first-order Taylor expansion to es-
timate the importance of each structural unit (e.g.,
a neuron j). The importance score Ij is defined as
the absolute change in the loss function L when the
unit is removed:

Ij = |∆L| ≈
∣∣∣g⊤j wj

∣∣∣ , (10)

where wj represents the weights of the unit and
gj =

∂L
∂wj

is the gradient.

D.2 Hardware and Implementation

All pruning experiments were conducted using the
LLM-Pruner toolkit on NVIDIA RTX 4090D
GPUs. For each sparsity level, we evaluated the
model’s Verification Success Rate to assess the
robustness of the embedded fingerprint.

D.3 Extended Results

As discussed in Section 4.3.3 and illustrated in Ta-
ble 10, traditional baselines such as CTCC and IF
rely on specific high-dimensional parameter con-
figurations that are highly susceptible to disruption
by Taylor-expansion-based importance pruning. In
contrast, our Hierarchical Arbitration mechanism
remains intact. This is because the fingerprint is
anchored in the semantic relationship between the
base rule and the meta-override rule, relationships
that are distributed across multiple remaining at-
tention heads rather than localized in a few “frag-
ile” weights. Even at a high sparsity level of 25,
our method maintains a Verification Success Rate
(VSR) substantially higher than all baselines.

E Stealthiness Analysis via Perplexity

To quantify the impact of CoT-Lock on the
model’s natural language distribution, we conduct
a linguistic perplexity analysis. A low PPL delta

between the fingerprinted model and the vanilla
base model indicates that the fingerprinting pro-
cess does not introduce distributional anomalies,
thereby ensuring high stealthiness against statisti-
cal detection.

E.1 Evaluation Metric
Perplexity (PPL) is a standard metric that quanti-
fies how well a probabilistic language model pre-
dicts a sequence of tokens. Intuitively, it reflects
the model’s uncertainty: lower perplexity indicates
higher confidence in predicting the observed data.
For a given token sequence X = (x1, x2, . . . , xN ),
the perplexity is defined as:

PPL(X) = exp

(
− 1

N

N∑

i=1

logPθ(xi | x<i)

)
,

(11)
where Pθ(xi | x<i) denotes the probability as-
signed by the model with parameters θ to the
i-th token conditioned on all preceding tokens
x<i = (x1, . . . , xi−1). This formulation effec-
tively measures the exponential average negative
log-likelihood per token, providing a normalized
and interpretable measure of performance.

Dataset Selection and Preprocessing: Beyond
the specific trigger sets employed by baseline meth-
ods, we additionally incorporate Alpaca (Taori
et al., 2023) and OpenThoughts (Guha et al., 2026)
as representative benchmarks to assess the model’s
general instruction-following capability and reason-
ing fluency in open-ended settings. For multi-turn
dialogue samples, we extract all assistant-generated
responses, concatenate them into a single continu-
ous sequence, and compute a consolidated perplex-
ity score to holistically evaluate language modeling
coherence across extended interactions.

Evaluation Models: We employ two language
models of markedly different scales and archi-
tectures to compute perplexity scores: GPT-
2 (Radford et al., 2019), a classic autoregressive
language modeling baseline, and Llama-3-8B-
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(a) Hierarchical Arbitration (b) Fingerprint Genesis (c) Input Trigger Suppression

Figure 7: Attention flow visualization demonstrating the CoT-driven fingerprinting mechanism.

Instruct (Grattafiori et al., 2024), a contemporary
high-capacity instruction-tuned model. This dual-
model evaluation ensures that our assessment of
fingerprint stealthiness remains robust across di-
verse architectural paradigms and model scales.

F Mechanistic Interpretability of
Attention Flows

To rigorously understand how the CoT-Lock fin-
gerprint is embedded and retrieved, we perform a
mechanistic interpretability analysis focusing on
the internal attention flows and hidden state rep-
resentations of the DeepSeek-R1-Llama model.
Specifically, we extract and average the attention
matrices from the model’s middle layers (e.g., Lay-
ers 10–20), as these layers are responsible for high-
level semantic routing and logical deduction rather
than shallow lexical processing.

By anchoring specific logical nodes within the
prompt and the generated sequence, we analyze the
attention flow (Fig. 7) to verify that fingerprint gen-
eration in CoT-Lock is driven by internal reasoning
rather than superficial shortcuts.

• Hierarchical Arbitration (Fig. 7a): To prevent
the dominant self-attention (diagonal activations)
from obscuring cross-token dependencies, we
strictly isolate the attention flow from the conclu-
sion step back to the past reasoning history. We
observe that before triggering the watermark, the
model’s attention concentrates heavily on rule-
evaluation steps (e.g., attending to overrides
rules or Axiom). This confirms a genuine ar-
bitration between conflicting constraints. The
trigger is thus a product of explicit logical deriva-
tion, not a bypassed reflex.

• Causal Genesis (Fig. 7b): By mapping the at-
tention from the external fingerprint output back
to the internal CoT, we observe that the initia-
tion fingerprint token (e.g., IAM) establishes a

direct and strong causal link to the CoT conclu-
sion token (e.g., signal or Result). This
definitively ties the final fingerprint to the inter-
nal reasoning state, mechanistically aligning the
logical deduction process with the ultimate out-
put behavior.

• Shortcut Suppression (Fig. 7c): Crucially, we
examine the attention between the final output
and the original input trigger. In traditional meth-
ods, this forms a strong attention shortcut. Un-
der CoT-Lock, however, attention to the seman-
tic trigger (e.g., colonial empire) is signif-
icantly attenuated, with surplus attention redi-
rected to structural or punctuation tokens (e.g.,
User:). This aligns with the “Attention Sink”
phenomenon (Xiao et al., 2024), offering mech-
anistic evidence that CoT-Lock severs direct
input-to-output shortcuts and forces the model to
rely exclusively on the robust chain-of-thought
reasoning pathway.

G Details of Input Evasion Attacks

To rigorously evaluate the robustness of our
CoT-Lock framework and baseline methods
against malicious input perturbations, we designed
a comprehensive suite of Input Evasion Attacks.
The goal of an evasion attack is to bypass the trig-
ger mechanism by semantically paraphrasing the
input prompt while preserving its core intent and
constraints. We employ two complementary strate-
gies: Rule-Based (Hand-crafted) Paraphrasing and
LLM-Based Paraphrasing.

G.1 Rule-Based Paraphrasing (Hand-crafted)

To simulate a white-box attacker who attempts to
systematically dismantle specific trigger structures,
we developed a set of regex-based structural rewrit-
ers and lexical substitution dictionaries.

Targeting the CoT-Lock Framework: Since
our method relies on complex logical constraints,
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we designed sophisticated regex patterns to re-
structure the logical presentation of entities and at-
tributes. Here, placeholders such as {obj}, {a1},
{a2}, and {kw} denote sampled target entities,
mutually exclusive attributes, and the privileged
override keyword, respectively. For instance, a
trigger pattern such as:

“Consider a {obj} that is {a1} but also
{a2}. Note that ‘{kw}’ was mentioned. Is
this valid?”

is dynamically rewritten into multiple structural
variants, such as:

•”Given keyword {kw}, would a {obj} described
by {a1} and {a2} break the constraints?”

•“Suppose a {obj} is both {a1} and {a2}, and
the phrase ‘{kw}’ appears in context. Is this
valid?”

•“With {kw} provided, does presenting a {obj}
with {a1} and {a2} count as rule-breaking?”

This structural permutation is further augmented
with targeted lexical substitutions (e.g., replacing
“consider” with “suppose” or “logically consistent”
with “logically coherent”) as well as controlled
syntactic reordering that alters phrase-level word
order, such as swapping clause positions or invert-
ing subject–verb structures, while preserving the
underlying logical meaning.

Targeting Baseline Methods (e.g., CTCC):
Baseline methods typically rely on declarative state-
ments or temporal trigger phrases that exhibit char-
acteristic syntactic patterns. To ensure a fair and rig-
orous evaluation of their robustness, we designed
targeted regular expressions that exploit these struc-
tural vulnerabilities. For instance, we employ a
time-prefix repositioning regex to dynamically re-
locate temporal modifiers, such as “yesterday” or
“last night”, to different positions within the sen-
tence, thereby disrupting fixed-order expectations.
Additionally, we apply context-preserving internal
phrase substitutions specifically crafted to interfere
with CTCC’s reliance on exact sequence matching;
examples include replacing “had a great time at”
with “really enjoyed” or “got up at” with “woke
up at”. These transformations preserve semantic
meaning while challenging the surface-level trigger
sensitivity of baseline approaches.

G.2 LLM-Based Paraphrasing

To simulate a black-box attacker equipped with
modern generative capabilities, we employ Qwen3-
8B as an automated paraphrasing engine. This
allows us to evaluate whether the embedded fin-
gerprint remains robust under deep semantic re-
structuring, transformations that go far beyond
rule-based or hand-crafted perturbations. To en-
sure the paraphrasing process preserves the orig-
inal factual content and avoids introducing extra-
neous conversational artifacts (e.g., greetings, self-
references, or speculative additions), we strictly
constrain the rewriting behavior using the follow-
ing system prompt:

Prompt for LLM-Based Paraphrasing

You are a strict paraphrase
engine.
Rewrite ONLY one sentence
and stop immediately.
Rewrite with substantial
rephrasing and different
sentence structure.
Rules:
- Keep entities, names,
numbers, polarity, and facts
unchanged.
- Do not add instructions,
notes, signatures, or
examples.
- Do not output multiple
lines.
- Output language: English.
- Output exactly one
rewritten sentence only.

Input: {text}
Output:

By subjecting both our method and the baselines
to these dual-layered evasion attacks, we ensure
that the Verification Success Rate (VSR) reported
in Section 4.3.4 reflects true resilience against se-
mantic manipulation rather than mere overfitting to
a specific prompt format.

H More Additional Experiments

H.1 Full Utility Evaluation Results

Table 11 reports the full benchmark-level utility
changes used to compute the category-level aver-
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Model ARC BoolQ Hella. PIQA Truth. Wino. MMLU OBQA HEval AVG

R1-Llama -1.5% -1.2% -2.3% -1.4% -3.3% -0.1% -2.2% -1.6% 3.1% -1.2%
R1-Qwen -1.9% -2.4% -1.7% -1.5% 0.0% -1.6% -2.8% -2.0% -4.9% -2.1%
Qwen-3 1.8% 1.1% 0.6% 0.3% -2.8% 0.6% -2.2% 1.4% -3.1% -0.3%

Table 11: Full benchmark-level utility change. All reported values are averaged results.

Method R1-Llama R1-Qwen

CTCC-style T + our R 35.50 48.80
CoT-Lock w/o R 43.33 52.20
CoT-Lock 46.67 56.67

Table 12: Ablation on data mixing. We report
AIME2024 accuracy (%).

ages in the main text. We group the benchmarks
into four categories: QA, commonsense reason-
ing, knowledge, and code. Specifically, QA in-
cludes ARC-Challenge (Clark et al., 2018), BoolQ
(Clark et al., 2019), and OpenBookQA (Mihaylov
et al., 2018); commonsense reasoning includes Hel-
laSwag (Zellers et al., 2019), PIQA (Bisk et al.,
2020), and WinoGrande (Sakaguchi et al., 2021);
knowledge includes TruthfulQA (Lin et al., 2022)
and MMLU (Hendrycks et al., 2021); and code
refers to HumanEval (Chen et al., 2021). All re-
ported values are averaged over the corresponding
evaluation settings.

H.2 Additional Ablation on Data Mixing

We conduct an additional ablation to disentangle
the effect of the reasoning-aware fingerprinting
mechanism from replay-based data mixing. Follow-
ing the utility-evaluation protocol in Section 4.2,
we evaluate AIME2024 accuracy on DeepSeek-R1-
Llama-8B and DeepSeek-R1-Qwen-7B under three
settings: (1) a CTCC-style trigger baseline with our
Reasoning Replay Set, (2) CoT-Lock without the
Reasoning Replay Set, and (3) the full CoT-Lock
method.

As shown in Table 12, reasoning replay improves
utility but does not fully explain CoT-Lock’s ad-
vantage. Applying the same replay strategy to a
CTCC-style baseline still yields lower accuracy,
while removing R from CoT-Lock causes only a
moderate drop. These results suggest that utility
preservation benefits from both the hierarchical
arbitration mechanism and the replay-based data
design.

Setting FPR AIME24 Acc.

Direct mapping 100.00 38.33
CoT-Lock 0.00 46.67

Table 13: Ablation on CoT-level intervention. We report
FPR (%) and AIME2024 accuracy (%).

H.3 Additional Ablation on CoT Intervention

We conduct an ablation study to examine the role
of CoT-level intervention. Unlike conventional
trigger–response fingerprinting, CoT-Lock requires
the model to resolve the conflict between the de-
fault constraint and the override rule before produc-
ing the fingerprint.

We compare CoT-Lock with a direct input–
output mapping variant that removes the arbitration
trace from training and directly associates trigger-
like inputs with the fingerprint response. Experi-
ments are conducted on DeepSeek-R1-Llama-8B
under the same verification and utility protocols.

As shown in Table 13, direct mapping leads to
severe false activation and lower reasoning accu-
racy, whereas CoT-Lock maintains a precise activa-
tion boundary with better utility. These results sug-
gest that CoT-level arbitration helps reduce shortcut
learning and supports reasoning-aware fingerprint
activation.

H.4 Trace-Level Arbitration Evaluation

Our primary ownership verification protocol is
output-only: the verifier checks whether a con-
fidential held-out query produces the expected fin-
gerprint response and does not require access to the
generated reasoning trace.

When Chain-of-Thought is exposed by the de-
ployment interface, however, the trace provides
an additional channel for examining whether the
fingerprint is generated through the intended hier-
archical arbitration process.

For each unseen trigger query, an LLM-as-a-
judge evaluator examines three binary properties
of the generated reasoning trace: (1) Conflict De-
tection, indicating whether the model recognizes
the mutually inconsistent semantic constraints; (2)
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Metric R1-Llama R1-Qwen Qwen-3

Output VSR 100.00 100.00 100.00
Conflict Det. 100.00 100.00 100.00
Keyword Check 100.00 100.00 100.00
Rule Priority 100.00 100.00 100.00

Table 14: Output-only verification and trace-level arbi-
tration accuracy (%).

Keyword Check, indicating whether it identifies
the override keyword; and (3) Rule Priority, indi-
cating whether it applies rmeta ≻ rdef .

When a trace c is visible, we define the arbitra-
tion validity as

garb(c) = gconf(c) gkey(c) gprio(c), (12)

where the three binary terms indicate conflict de-
tection, keyword recognition, and rule-priority res-
olution, respectively. The trace-visible verifier is
then

Vtrace(M̂, x) = Vout(M̂, x) garb(c), (13)

where Vout(M̂, x) = I[y = yfp] is the primary
output-only verifier.

As shown in Table 14, all three architectures
achieve 100% on each of the three trace-level cri-
teria. Thus, on the evaluated unseen triggers, suc-
cessful fingerprint generation is consistently ac-
companied by conflict detection, override-keyword
recognition, and priority-based rule resolution. Im-
portantly, these trace-level checks constitute ad-
ditional mechanistic evidence. Trace visibility is
not required for the primary black-box ownership
decision.

H.5 Generalization Beyond Training
Templates

The Trigger and Camouflage Sets are constructed
through a synthetic generation pipeline. We there-
fore further evaluate whether the fingerprinted mod-
els generalize beyond the templates and semantic
domains observed during fingerprint training.

We consider four distribution shifts to evalu-
ate generalization beyond the training distribution.
Cross-template changes the surface form and syn-
tactic structure of verification queries while pre-
serving the underlying conflict–override seman-
tics. Cross-domain instantiates the same arbitra-
tion logic with unseen domain–attribute combina-
tions. Hard-negative examples remain close to the

Test Set R1-Llama R1-Qwen Qwen-3

VSR (%)
Cross-temp. 100.00 100.00 100.00
Cross-domain 100.00 100.00 100.00

FPR (%)
Hard neg. 0.00 0.00 0.00
Natural 0.00 0.00 0.00

Table 15: Generalization beyond the fingerprint training
templates.

trigger distribution but omit at least one required ac-
tivation condition, whereas natural prompts con-
sist of ordinary instructions that do not follow the
fingerprint-generation templates.

As shown in Table 15, CoT-Lock retains 100%
VSR under both cross-template and cross-domain
trigger distributions across all three architectures.
No false activation is observed on the evaluated
hard-negative or natural-prompt sets.

H.6 Evaluation on Additional Model Families
and Scales

To extend the evaluation across model scale and
family, we additionally evaluate DeepSeek-R1-
Distill-Qwen-14B and Phi-4-Reasoning (Abdin
et al., 2025). The former extends the DeepSeek-
R1 distilled family to a larger model scale, while
the latter represents a different reasoning-model
family. We follow the same black-box output-only
verification protocol as in the main experiments.

Model VSR FPR

Phi-4-Reasoning 100.00 0.00
R1-Qwen-14B 100.00 0.00

Table 16: Verification performance (%) on additional
model families and scales.

As shown in Table 16, both additional architec-
tures achieve 100% VSR with no observed false
activation under the evaluated verification protocol.

We further evaluate whether fingerprint injec-
tion affects mathematical reasoning utility. Ta-
ble 17 compares the original models with their
CoT-Lock counterparts on GSM8K, MATH500,
and AIME2024.

Both additional models largely preserve their
original reasoning performance, with limited utility
changes on most evaluated benchmarks.
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Model Setting GSM MATH AIME

Phi-4 Base 91.09 87.53 47.78
+CoT-Lock 91.49 87.50 43.33

R1-Q14B Base 87.62 91.07 61.11
+CoT-Lock 87.12 91.50 60.00

Table 17: Reasoning accuracy (%) on additional
models. GSM, MATH, and AIME denote GSM8K,
MATH500, and AIME2024, respectively. R1-Q14B de-
notes DeepSeek-R1-Distill-Qwen-14B.

Criterion FPR 95% CI

Exact 0/1,129 (0.00%) [0.000, 0.326]
Semantic 0/1,129 (0.00%) [0.000, 0.326]

Table 18: False-positive evaluation under exact and
semantic fingerprint criteria. Confidence intervals are
two-sided 95% Clopper–Pearson intervals in percentage
units.

H.7 Semantic False-Positive Evaluation and
Confidence Intervals

The primary VSR/FPR evaluation uses exact fin-
gerprint matching. Under this criterion, an output
is considered an activation when it produces the
predefined fingerprint response yfp.

Strict string matching, however, could fail to
capture semantically equivalent variants of the fin-
gerprint. We therefore additionally use a semantic-
signature criterion, under which paraphrases, for-
matting variants, and outputs expressing the same
fingerprint or ownership semantics are also treated
as activations.

Let hexact(y) and hsem(y) denote the two detec-
tors. We compute

FPRd =
1

|Dneg|
∑

x∈Dneg

hd(M̂(x)), (14)

where d ∈ {exact, sem}.
The negative set contains 1,129 queries, includ-

ing 99 unseen camouflage samples, 30 AIME2024
problems, 500 MATH500 problems, and 500
GSM8K problems. The results under both criteria
are reported in Table 18.

As shown in Table 18, no false activation is ob-
served under either criterion, indicating that the
observed low FPR is not solely an artifact of strict
character-level fingerprint matching. The observed
0/1,129 false activations and 100/100 successful
trigger verifications correspond to two-sided 95%
Clopper–Pearson intervals of [0.000%, 0.326%]
and [96.38%, 100.00%], respectively.

Setting T : C : R VSR FPR

fp-heavy 2:2:1 100.00 0.00
CoT-Lock 1:1:2 100.00 0.00
low-C-half 2:1:4 100.00 1.01
low-C-quarter 4:1:8 100.00 1.01
reasoning-heavy 1:1:4 99.00 0.00

Table 19: Verification sensitivity (%) to the training-data
mixture.

Setting GSM MATH AIME

fp-heavy 78.67 56.00 20.00
CoT-Lock 78.33 60.00 26.67
low-C-half 76.00 54.00 20.00
low-C-quarter 81.33 56.00 16.67
reasoning-heavy 79.33 54.00 23.33

Table 20: Reasoning accuracy (%) under different
training-data mixtures. GSM, MATH, and AIME de-
note GSM8K, MATH500, and AIME2024.

H.8 Sensitivity to Training-Data Mixture
Ratios

We use a default training mixture of T : C : R =
1 : 1 : 2, corresponding approximately to sam-
pling weights (α, β, γ) = (0.25, 0.25, 0.50). To
examine the sensitivity of verification and utility
to this design choice, we compare five mixture
settings on DeepSeek-R1-Distill-Llama-8B, using
100 GSM8K, 50 MATH500, and 30 AIME2024
examples.

Table 19 reports the effect of different mixture
ratios on fingerprint verification.

As shown in Table 19, reducing the relative
amount of camouflage supervision introduces
false activation, while the reasoning-heavy setting
slightly reduces verification success.

We further report reasoning utility under the
same mixture settings in Table 20.

Taken together, Tables 19 and 20 show that the
mixture components affect verification and rea-
soning utility differently. In particular, reducing
C weakens false-positive suppression, whereas
increasing the relative amount of reasoning re-
play can affect both verification reliability and
task performance. Among the evaluated settings,
the default 1 : 1 : 2 configuration provides a
balanced trade-off between verification reliability,
false-positive suppression, and reasoning utility.

H.9 Stronger Adaptive Removal Attacks

The adaptive-removal experiment in the main text
assumes a partially informed attacker who is un-
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Attack Exact Semantic

Output filtering 0.00 100.00
Targeted unlearning 31.97 39.34

Table 21: Verification success (%) under stronger adap-
tive attacks. “Exact” and “Semantic” denote exact-
match and semantic-signature verification, respectively.

aware of the confidential keyword, exact trigger in-
stances, and verification set. To evaluate a stronger
threat model, we further consider two attacks: API-
level output filtering, which suppresses the pre-
defined fingerprint response at the output stage,
and semantics-aware targeted unlearning, which
adapts the model to remove the fingerprint behavior
using knowledge of its semantics. We evaluate both
attacks under exact-match and semantic-signature
verification.

As shown in Table 21, output filtering com-
pletely defeats exact-match verification while leav-
ing the semantic signature detectable. Targeted
unlearning is substantially more effective, reducing
verification under both criteria. These results show
that CoT-Lock remains vulnerable to informed tar-
geted removal and clarify the security boundary of
the proposed fingerprint.

Benchmark 95% CI of ∆Acc (pp)

R1-Llama
GSM8K [−0.05, +3.80]
MATH500 [−2.10, +2.30]
AIME24 [−3.33, +1.67]

R1-Qwen
GSM8K [−0.05, +2.65]
MATH500 [−1.80, +0.30]
AIME24 [−1.00, +1.00]

Qwen-3
GSM8K [−0.70, +0.01]
MATH500 [−0.60, +1.40]
AIME24 [−2.33, +1.67]

Table 22: Paired-bootstrap 95% confidence intervals
for ∆Acc = AccCoT-Lock − AccBase. All values are
percentage points (pp).

H.10 Statistical Analysis of Utility Differences
Average benchmark accuracy alone does not quan-
tify the uncertainty of the difference between the
fingerprinted and original models. We therefore
perform a paired-bootstrap analysis on the same
evaluation instances.

For each model and benchmark, we define

∆Acc = AccCoT-Lock −AccBase. (15)

We estimate a 95% confidence interval of ∆Acc
using paired bootstrap resampling.

All confidence intervals in Table 22 include
zero. Overall, CoT-Lock preserves reasoning utility
across the evaluated benchmarks, with no statisti-
cally distinguishable degradation from the corre-
sponding base models under the current evaluation.
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