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Abstract

Uncertainty can measure hallucination risk
in retrieval-augmented generation (RAG), but
only when retrieved evidence constrains the an-
swer. When evidence is present, unsupported
factual claims become less likely; when re-
trieval coverage is poor, the model can answer
from internal knowledge and assign high prob-
ability to unsupported claims. We test this
across four instruction-tuned models on Hot-
potQA and SQuAD. After matching faithful
and hallucinated answers within word-count
bins, length-only classifiers fall near chance,
while perplexity reaches 0.81–0.91 AUROC on
targeted unsupported edits. Varying retrieval
depth shows why the score changes meaning:
detection can weaken with only the top-ranked
passage, then recover after adding a second pas-
sage. A combined uncertainty and semantic-
drift score improves calibration, and measure-
ments remain above chance on RAGTruth QA.
Results support a conditional view of uncer-
tainty as a useful measure of RAG hallucination
risk.

1 Introduction

Retrieval-augmented generation (RAG) systems
(Lewis et al., 2020) are meant to ground language-
model answers in retrieved evidence. They can
still produce answers that sound plausible while
making claims not supported by that evidence (Ji
et al., 2023). Token probabilities offer an appealing
measurement: if an answer is poorly supported by
the retrieved context, the model may assign lower
probability to its tokens. Likelihood measures com-
patibility with the model’s conditioning context, so
its connection to faithfulness depends on what that
context contains.

This distinction matters because retrieval
changes the meaning of uncertainty. When re-
trieved evidence is adequate, unsupported factual
edits should be harder to predict from the context,
and token uncertainty can expose that mismatch.

When retrieval coverage is poor, the model may
answer from internal knowledge. The answer can
then be unsupported by the retrieved passage while
still receiving high probability under the model.
The same low perplexity that looks reassuring un-
der good retrieval can be misleading when the re-
trieved passage is incomplete.

The central question is therefore when uncer-
tainty has the right evidential meaning for hal-
lucination risk. Experiments use Phi-3-mini-4k-
instruct (Phi-3-mini), Gemma-3-4B-IT (Gemma-3-
4B), Llama-3.1-8B-Instruct (Llama-3.1-8B), and
Qwen2.5-14B-Instruct (Qwen2.5-14B) on Hot-
potQA and SQuAD (Yang et al., 2018; Rajpurkar
et al., 2016). The controlled benchmark first re-
moves a length-based shortcut by matching faith-
ful and hallucinated answers within word-count
bins. This selection step preserves answer text and
compares examples from both classes at matched
lengths. The experiments then test whether to-
ken uncertainty remains informative, how retrieval
depth changes the measurement, and whether the
resulting probabilities are usable at thresholds.

The main testable claim is that uncertainty can
measure RAG hallucination risk, while retrieval
coverage determines what the measurement means.
On controlled answers with targeted unsupported
factual edits, perplexity is a strong single-feature
discriminator after length control. Under sparse
retrieval, the same likelihood score can fail because
unsupported answers may still receive high model
probability. This makes uncertainty a conditional
measurement of evidence support.

2 Method

Given a question q, retrieved context C, and answer
a, the task is to predict whether a is unsupported
by C. The representation contains one semantic
feature and three uncertainty features.

Semantic drift. The answer and retrieved con-



text are embedded with all-MiniLM-L6-v2, and
their L2 distance is computed as:

Drift(a,C) = ∥E(a)− E(C)∥2. (1)

This measures how far the answer is from the re-
trieved evidence in embedding space.

Token uncertainty. Given the already generated
answer, token probabilities are computed under the
model conditioned on (C, q), then converted into
sequence-level perplexity, mean token probability,
and minimum token probability. Perplexity (PPL)
is the primary uncertainty feature because it mea-
sures average conditional surprise over the answer
tokens.

Combined score. The Drift+Uncertainty score
is a logistic-regression risk score over standardized
semantic drift, perplexity, mean token probability,
and minimum token probability. Keeping the scorer
low-capacity makes the measured quantities, rather
than detector capacity, the object of comparison.

Baselines and labels. Non-uncertainty faithful-
ness proxies are included by reporting the strongest
of BERTScore, NLI, and LettuceDetect as the best
baseline in Table 1 (Zhang et al., 2020; Williams
et al., 2018; Kovács and Recski, 2025). The com-
parison also includes uncertainty variants inspired
by recent work on token-level factuality, seman-
tic uncertainty, and memorization signals (Fadeeva
et al., 2024; Farquhar et al., 2024; Shi et al., 2024).
Controlled examples are constructed so that the
same question and retrieval pipeline produce ei-
ther a faithful answer or an answer with targeted
factual claims not supported by the retrieved pas-
sage. For the targeted edit condition, the model is
prompted to make one local unsupported change
while preserving a short answer style: changing
a factual detail such as a name, date, or number,
combining separately retrieved facts into an unsup-
ported relation, or adding a plausible detail absent
from the retrieved context. The candidate answer
is retained only when the judge labels it unsup-
ported, after which length bin matching is applied.
Retrieval-shift labels are assigned by a conservative
LLM-judge procedure and checked by a second in-
dependently prompted judge; the appendix reports
agreement.

Length control. For controlled hallucinations,
faithful answers are generated with standard RAG
and hallucinated answers contain targeted unsup-
ported factual edits. Faithful and hallucinated an-
swers are then matched within word-count bins. Af-
ter matching, length-only AUROC is 0.500–0.530

across the eight model–dataset cells, while uncer-
tainty features remain discriminative.

Evidence conditions. The controlled compari-
son tests whether uncertainty remains informative
after deconfounding. The retrieval-shift condition
lowers retrieval depth and tests whether the mea-
surement survives degraded evidence. The external
condition applies the same features to RAGTruth
(Niu et al., 2024), a human-annotated RAG hallu-
cination corpus. Discrimination is measured with
AUROC, while score calibration is measured with
expected calibration error (ECE) and Brier score
(Guo et al., 2017).

These conditions isolate three different sources
of evidence. Length control removes a surface
cue. Retrieval shift tests whether uncertainty
still reflects support from the retrieved passage.
RAGTruth tests whether the same measurements
remain above chance outside the controlled con-
struction. A single aggregate AUROC would col-
lapse these questions, although they have different
interpretations.

3 Results

3.1 Controlled Hallucinations

Table 1 summarizes the length-controlled bench-
mark. Perplexity reaches 0.81–0.91 AUROC in
every model–dataset cell and is the strongest single
feature. The Drift+Uncertainty score has similar
discrimination, with AUROC 0.824–0.911, and ex-
ceeds the best non-uncertainty baseline in all eight
cells.

The table also shows why length control mat-
ters. After matching, length-only AUROC is near
chance, while uncertainty remains highly discrim-
inative. The controlled result is therefore not ex-
plained by answer length.

The controlled results clarify the role of the com-
bined score. Perplexity is already a strong discrimi-
nator; the combined score mainly improves calibra-
tion and exposes when semantic drift contributes
under retrieval shift. In ablations, sequence-level
perplexity is within the bootstrap confidence in-
terval of alternative token aggregators on all eight
controlled cells, while Semantic Entropy is weaker
on six of eight cells. For short RAG answers,
sequence-level perplexity is often enough once an-
swer length is deconfounded.



Model Dataset Len. PPL
Drift+

Uncertainty Best
AUROC base.

Phi-3-mini HotpotQA 0.502 0.811 0.842 0.741
Phi-3-mini SQuAD 0.504 0.881 0.859 0.695
Gemma-3-4B HotpotQA 0.509 0.908 0.911 0.839
Gemma-3-4B SQuAD 0.519 0.871 0.868 0.753
Llama-3.1-8B HotpotQA 0.517 0.883 0.846 0.740
Llama-3.1-8B SQuAD 0.530 0.885 0.869 0.748
Qwen2.5-14B HotpotQA 0.502 0.818 0.824 0.762
Qwen2.5-14B SQuAD 0.500 0.878 0.878 0.678

Table 1: Length control removes the answer-length
shortcut, while perplexity and Drift+Uncertainty remain
discriminative. PPL denotes sequence-level perplexity;
Best baseline is the strongest of BERTScore, NLI, and
LettuceDetect.

3.2 Retrieval Shift

Controlled examples show how uncertainty be-
haves when unsupported content is inserted into
otherwise context-grounded answers. Retrieval
shift tests a different failure mode: the retrieved
evidence itself may be incomplete. Retrieval is re-
duced to k = 1, so the model receives only the top-
ranked retrieved passage, and naturally arising un-
supported answers are labeled. Each natural k = 1
cell contains 100 generated answers; the reversal-
prone Gemma-3-4B + HotpotQA and Qwen2.5-
14B + SQuAD cells contain 71 and 93 unsupported
answers, respectively. In this setting, the likelihood-
based score can weaken or reverse. Gemma-3-
4B + HotpotQA perplexity drops to 0.285 AU-
ROC (95% CI 0.180–0.400) and Qwen2.5-14B +
SQuAD drops to 0.200 AUROC (95% CI 0.069–
0.398), while semantic drift is strongest in those
cells.

This pattern is consistent with known out-of-
distribution likelihood failures (Nalisnick et al.,
2019). High likelihood does not always imply
that an answer is faithful to the supplied context.
Qualitative inspection shows two recurring failure
modes: answers may explicitly abstain while still
repeating unsupported entities from the question,
or they may complete a plausible answer from para-
metric knowledge when the top passage is missing
the decisive fact. In both cases, the answer can
remain easy for the model to score even though
it is not supported by the retrieved passage. Fig-
ure 1 tests whether the failure is tied to very sparse
retrieval; shaded bands show 95% bootstrap confi-
dence intervals for k ≥ 2, and the appendix reports
the corresponding sample sizes. For reversal-prone
cells, increasing retrieval from k = 1 to k = 2
restores strong perplexity AUROC; later increases

to k = 3 and k = 4 are much smaller. Across
five random seeds, hallucination rate mediates the
strength of perplexity (Spearman ρ = −0.805),
so one retrieval depth can exaggerate or hide the
failure.

The retrieval result gives a condition for inter-
preting likelihood-based scores, not a blanket rec-
ommendation to increase k. More passages can
introduce distractors, and raw hallucination rates
do not always improve monotonically. The key
point is that likelihood-based scores need enough
retrieved evidence for unsupported content to re-
ceive lower token probabilities. If an answer can
be generated from internal knowledge with low
perplexity, that low perplexity is not evidence of
faithfulness.

3.3 External Transfer and Calibration

On RAGTruth QA, the same measurements remain
above chance under a more heterogeneous labeling
source. Across 875 human-annotated QA exam-
ples, mean perplexity AUROC is 0.584 and mean
Drift+Uncertainty AUROC is 0.643. This external
validation shows that the controlled result is not an
artifact of targeted unsupported edits.

Usable risk measurements need both discrimina-
tion and probability calibration. Thresholds have
consistent meaning only when scores are calibrated.
On the eight controlled cells, mean ECE drops
from 0.072 for Platt-scaled perplexity to 0.035
for Drift+Uncertainty, and mean Brier score drops
from 0.187 to 0.150. Every controlled cell admits
a threshold with at least 95% precision, with recall
concentrated on the clearest unsupported answers.
These threshold metrics support high-precision trig-
gers for conservative flagging, retrieval expansion,
or human review.

4 Discussion

The results support a retrieval-aware interpretation
of uncertainty. When retrieval coverage is adequate
and the hallucination is an unsupported corruption
of context-grounded content, token uncertainty is a
strong measurement. When retrieval is sparse, un-
supported answers can come from internal knowl-
edge, and likelihood-based scores may fail. The
same numerical score can therefore mean different
things depending on whether the retrieved passage
contains enough evidence to constrain the answer.

This interpretation also separates discrimination
from calibration. Perplexity is often the strongest
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Figure 1: Retrieval-depth stress test. In reversal-prone cells, perplexity recovers sharply from one to two retrieved
passages, showing that likelihood-based scores depend on retrieval coverage.

feature in the controlled setting. The combined
score matters because it gives better-calibrated
probabilities and shows when semantic drift con-
tributes under retrieval or corpus shift. High-
precision thresholds can flag answers for recheck-
ing; low-risk cases still depend on the retrieved
evidence and the application tolerance for missed
errors.

Uncertainty is not a property of the answer alone.
It is a property of the answer under a particular
retrieved context and scoring model. Length arti-
facts can make a detector appear better than it is;
sparse retrieval can make unsupported answers look
probable; poor calibration can make thresholds in-
consistent. Separating these effects clarifies when
uncertainty measures hallucination risk and when
it instead reflects answer length, retrieval coverage,
or score calibration.

5 Conclusion

Uncertainty measures RAG hallucination risk when
the retrieved evidence gives unsupported content
lower probability. Length-controlled evaluation
shows that perplexity is highly discriminative for
targeted unsupported edits, while retrieval-shift ex-
periments show where that success changes mean-
ing. Retrieval coverage determines the meaning of
the likelihood score, and calibration determines
whether probabilities can be interpreted consis-
tently at thresholds.

Limitations

The experiments focus on retrieval-augmented QA
rather than long-form writing, tool-using agents, or
multimodal generation. The method requires token
probabilities, which may be unavailable for some
black-box APIs. Controlled hallucinations use tar-
geted unsupported factual edits, and retrieval-stress
labels use LLM judges; length control, cross-judge

agreement checks, and RAGTruth validation make
these choices explicit. RAGTruth provides external
validation for QA-style RAG, while broader gener-
ation and agent settings require separate evaluation
before the same thresholds or failure patterns are
assumed to transfer.
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A Supplementary Analyses

A.1 Length-Control Check
Table 2 reports the matched sample sizes and
length-only AUROC values after bin matching.

The near-chance values support the claim that con-
trolled results are not driven by answer length.

Model Dataset n Non-H Len. AUROC

Phi-3-mini HotpotQA 2208 25.75 0.502
Phi-3-mini SQuAD 1882 25.50 0.504
Gemma-3-4B HotpotQA 1414 26.79 0.509
Gemma-3-4B SQuAD 1238 27.78 0.519
Llama-3.1-8B HotpotQA 774 30.66 0.517
Llama-3.1-8B SQuAD 746 30.04 0.530
Qwen2.5-14B HotpotQA 786 27.64 0.502
Qwen2.5-14B SQuAD 836 27.06 0.500

Table 2: Length control after bin matching. The length-
only classifier is near chance in every controlled cell.
Non-H denotes mean non-hallucinated answer length;
matched hallucinated lengths are within the same bins.

A.2 RAGTruth External Validation

RAGTruth is used only as an external validation
corpus. The fixed responses from the QA split are
scored with each of the four scoring models, using
the same features as the controlled benchmark. The
fixed RAGTruth responses were originally gener-
ated by several source models; these source models
are not the scoring models.

Table 3 gives the per-scoring-model external val-
idation results. AUROC is lower than in the con-
trolled benchmark, but the combined score remains
above chance for every scoring model.

Scoring model PPL Mean P Drift
Drift+

Uncertainty

Phi-3-mini 0.606 0.631 0.519 0.648
Gemma-3-4B 0.515 0.636 0.519 0.650
Llama-3.1-8B 0.599 0.613 0.519 0.629
Qwen2.5-14B 0.615 0.646 0.519 0.644

Mean 0.584 0.632 0.519 0.643

Table 3: External validation on 875 RAGTruth QA ex-
amples. Mean P denotes mean token probability; Drift
denotes semantic drift. The combined score remains
above chance for every scoring model.

A.3 Calibration and Thresholds

Table 4 reports aggregate calibration and high-
precision threshold metrics over the eight con-
trolled cells. The combined score improves cal-
ibration, while raw perplexity has slightly higher
recall at the same precision target.

A.4 Retrieval-Sensitivity Analysis

Figure 2 shows the five-seed sensitivity analysis for
the k = 1 setting. Across random samples, cells
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Metric PPL
Drift+

Uncertainty

Mean ECE 0.072 0.035
Mean Brier score 0.187 0.150
Median recall at ≥95% precision 0.366 0.297

Table 4: The combined score improves probability cali-
bration, while raw perplexity has slightly higher recall
at the high-precision threshold.
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Figure 2: Higher unsupported-answer rates correspond
to lower k = 1 perplexity AUROC across random
samples (Spearman ρ = −0.805). Colors and marker
shapes distinguish scoring models and datasets.

Cell k n Unsup. PPL AUROC (95% CI)

Natural stress
Gemma-3-4B + HotpotQA 1 100 71 0.285 [0.180, 0.400]
Qwen2.5-14B + SQuAD 1 100 93 0.200 [0.069, 0.398]

Seeded vary-k
Qwen2.5-14B + SQuAD 2 100 43 0.757 [0.658, 0.847]
Qwen2.5-14B + SQuAD 3 100 43 0.759 [0.662, 0.849]
Qwen2.5-14B + SQuAD 4 100 48 0.827 [0.741, 0.905]
Gemma-3-4B + HotpotQA 2 100 30 0.754 [0.644, 0.852]
Gemma-3-4B + HotpotQA 3 100 32 0.790 [0.693, 0.877]
Gemma-3-4B + HotpotQA 4 100 26 0.825 [0.724, 0.914]
Llama-3.1-8B + HotpotQA 2 100 42 0.634 [0.521, 0.746]
Llama-3.1-8B + HotpotQA 3 100 34 0.663 [0.546, 0.775]
Llama-3.1-8B + HotpotQA 4 100 33 0.620 [0.501, 0.735]

Table 5: Retrieval-stress sample sizes and bootstrap
intervals. Natural stress rows report the k = 1 cells
highlighted in the main text; seeded rows correspond to
Figure 1.

with higher unsupported-answer rates tend to have
lower perplexity AUROC. Table 5 gives the sample
sizes, unsupported-answer counts, and bootstrap
intervals for the retrieval-depth stress tests.

A.5 Label Agreement

Retrieval-shift labels use a conservative double-
judge labeling procedure. A large instruction-tuned
LLM labels whether each answer is supported by
the retrieved context, and a second independently
prompted LLM provides an agreement check. Ta-

ble 6 reports agreement for both the natural k = 1
stress labels and the three retrieval-depth sensitivity
cells used in Figure 1. Across the natural k = 1 la-
bels, agreement is 0.998 with Cohen’s κ = 0.995;
across the vary-k labels, overall agreement is 0.939
with Cohen’s κ = 0.865.

Cell k Agreement κ

Natural stress cells 1 0.998 0.995
Qwen2.5-14B + SQuAD 2–4 0.963 0.926
Gemma-3-4B + HotpotQA 2–4 0.913 0.798
Llama-3.1-8B + HotpotQA 2–4 0.940 0.871

Overall vary-k 2–4 0.939 0.865

Table 6: Cross-judge agreement for retrieval-shift labels.
The natural stress row pools the five k = 1 cells used
for the natural retrieval-shift analysis.
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