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Message from the Conference Chairs

Welcome to Alicante, and to the Second International Conference on Natural Language Processing and
Artificial Intelligence for Cyber Security (NLPAICS’2026).

Cyber Security matters more each year. As more of our lives moves online, many of the threats we face
now take the form of language: phishing emails, fake news, machine-generated text, and synthetic voices
used to deceive. Natural Language Processing and Artificial Intelligence have become some of our best
tools for detecting and countering these threats, and the papers in this volume show how much the two
communities can achieve when they work together.

NLPAICS began in Lancaster in 2024, bringing the language and security communities together for the
first time. It was warmly received, and we are very pleased that the second edition now takes place at the
University of Alicante.

The papers cover a broad range of topics, from disinformation, online abuse and machine-generated text
to digital forensics, malware analysis, threat intelligence, and the ethics and regulation of AI in security.
As in Lancaster, the conference includes a special theme track on the future of cyber security in the era
of large language models and generative AI. This year we are also pleased to host a student workshop
and to present awards for the best papers.

A conference is the work of many people. We thank the authors who submitted their work and came to
Alicante to present it, and the members of the Programme Committee, whose reviews helped improve
every paper. We are grateful to the Generalitat Valenciana and the University of Alicante for their support,
and to the GPLSI research group and the Instituto Universitario de Investigación Informática for hosting
the event. Above all, we thank the Organising Committee for their hard work over many months.

We hope you enjoy the conference and find some time for Alicante while you are here. Welcome to
NLPAICS’2026.

Ruslan Mitkov and Rafael Muñoz
NLPAICS’2026 Conference Chairs
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Message from the Programme Chairs

The proceedings before you bring together the papers accepted for the second edition of NLPAICS, the
result of several months of work by their authors and by the Programme Committee.

Every submission was reviewed by at least three members of the Programme Committee, who gave their
time without reward and often under time pressure. We are grateful to them for the care they took, and
to the authors, who responded to the reviews thoughtfully and improved their papers as a result.

The conference again includes the special theme track introduced in Lancaster, “Future of Cyber Security
in the Era of LLMs and Generative AI”. With large language models now in everyday use, the questions
it asks about safety, bias, and the responsible use of these systems have become harder to avoid, and we
were pleased by how readily the community engaged with them.

We also thank our keynote speakers, Preslav Nakov, Tharindu Ranasinghe, Salima Lamsiyah and Saad
Ezzini, for accepting our invitation.

These proceedings will be archived in the ACL Anthology, and we hope they prove useful to the
community working on NLP and AI for Cyber Security.

Tharindu Ranasinghe and Elena Lloret
NLPAICS’2026 Programme Chairs
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Vojtěch Outrata, Barbora Štěpánková, Michael Adam Polák and Martin Kopp. . . . . . . . . . . . . . . . .74

OBSIDIAN: An OSINT-Driven NLP Framework for Detecting Cyber-Physical Threats in Arabic Social
Media

Abdullah Saeed Almalki, Salmane Chafik and Saad Ezzini . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 88

Bloc-Conditional Event States: Measuring Cross-Coverage Divergence for Threat-Intelligence Analysis
Maryam Fooladi and Federico Bottino . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 98

CSULoRA: Closest Safe Update Low-Rank Adaptation
Oleksandr Marchenko Breneur, Adelaide Danilov, Aria Nourbakhsh and Salima Lamsiyah . . . . 103

LLM-based Defense Against Adversarial Abstracts in ML/AI Conference Reviewer Assignments
Mohamed Omar Cherif, Christophe Cerisara and Julien Falgas . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 113

From Detection to Attribution: Forensic Linguistics and Adversarial Red Teaming as Complementary
Responses to LLM Misuse

Rui Sousa-Silva . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 122

The Human Attack Surface: Detecting Psychological Vulnerabilities to Cyber Threats using AI and
Social Media

Aadil Gani Ganie and Saad Ezzini . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 134

A Neuro-Cyber Exploitation and Reconnaissance Taxonomy (NeuroCERT) for Human-Centric Cyberse-
curity

Cengiz Acarturk, Melike Caglayan, Ece Caglayan and Anna Maria Wilkosz . . . . . . . . . . . . . . . . . 143

vii



Analysing Self-Harm Representations in Language Models: a Cross-Architecture Study
Luis Espinosa Anke and Carla Perez Almendros . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 156

A Linguistic Analysis of Prompt Injection in Large Language Models
Priscilla Adenuga . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 163

How Well Do Commodity Text-to-Speech Systems Evade Acoustic Perturbation Detection? A Multi-
Engine Evaluation Across 21 Languages

Anatoly Marchenko . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 171

Semantic Clustering of Obfuscated Command-Line Detections for Alert Reduction
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