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Abstract

Organisations often rely on Cyber Threat In-
telligence (CTI) for collective defence against
evolving threats. Therefore, it is important that
these shared reports are both compliant with
data protection legislation and analytically use-
ful. Pseudonymisation is a recognised data pro-
tection measure, yet its effect on downstream
utility remains underexplored in cybersecurity.
Unlike other domains where personal identi-
fiers carry predictive value, personal data in cy-
ber incident reports may act as noise rather than
signal, suggesting pseudonymisation could im-
prove classification accuracy. This hypothe-
sis is evaluated in two steps. First, we derive
three new datasets by applying Data Masking,
Data Tokenisation and Data Substitution to a
subset of the CECILIA-10C-900 dataset. We
then evaluate 21 models, spanning traditional
Machine Learning (ML) classifiers, encoder
transformers and QLoRA fine-tuned Large Lan-
guage Models (LLMs), on these datasets, for a
CTI classification task based on the Spanish Na-
tional Cybersecurity Institute’s incident taxon-
omy. The RoBERTa-base model achieved the
highest overall weighted F1-score of 87.35%
when Data Tokenisation was applied, while
Llama-3.1-8B demonstrated the largest gain
(+12.63 pp) with Data Masking. These find-
ings reframe pseudonymisation from only a
compliance measure into a preprocessing step
that may simultaneously protect privacy and im-
prove classification in specific model-technique
pairings.

1 Introduction

The global proliferation of cyberattacks (Ab-
dullah et al., 2025) and expanding cyber incident
reporting mandates (Schmitz-Berndt, 2023) have
intensified the need for tools that extract recurring
attack vectors and tactics from incident reports. Be-
yond formal reporting channels, incident reports
also appear across blogs and social media in diverse
formats and languages, complicating systematic
analysis at scale (Sun et al., 2023).

To address this, organisations share and analyse
cyber incident reports to support collective defence

(Nitz et al., 2025). Large Language Models (LLMs)
and encoder transformers have increasingly been
used for such analysis including incident classifi-
cation (Zhang et al., 2025). However, since cyber
incident reports may contain personal data (victim
names, locations and organisational affiliations),
sharing such data, whether through off-premise
LLMs or with other organisations, may introduce
privacy risks (Albakri et al., 2019; Staab et al.,
2024).

Pseudonymisation, recognised under General
Data Protection Regulation Articles 25 and 32 as
a data protection safeguard (European Parliament
and Council of the European Union, 2016; Euro-
pean Network and Information Security Agency,
2019), offers a potential resolution, but its im-
pact on downstream Natural Language Process-
ing (NLP) tasks, such as text classification perfor-
mance, remains without empirical evaluation in
cybersecurity contexts. If cyber incident reports
can be accurately classified after pseudonymisa-
tion, organisations gain two possible benefits si-
multaneously: privacy-preserving data handling
and enhanced threat intelligence.

This paper, to the best of our knowledge, pro-
vides the first empirical evaluation of pseudonymi-
sation as a performance-affecting preprocessing
step for CTI classification. Our contributions are
threefold:

1. We present a reproducible pseudonymisation
methodology for cyber incident reports, that
enables organisations to share CTI data while
maintaining data protection and preserving (or
improving) downstream classification utility.

2. We pre-process and annotate a six-class
subset of the CECILIA-10C-900 dataset
with eighteen entity types and derive
three pseudonymised variants, CECILIA-6C-
MAS (using Data Masking), CECILIA-6C-
TOK (Data Tokenisation) and CECILIA-6C-
SUB (Data Substitution).
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3. We evaluate 21 models (traditional Ma-
chine Learning (ML) classifiers, encoder
transformers and QLoRA fine-tuned LLMs)
across all four dataset variants and show that
pseudonymisation yields positive median F1
gains, with RoOBERTa-base achieving 87.35%
(+3.00 pp) and Llama-3.1-8B gaining 12.63
pp. Crucially, this work provides evidence
that the optimal technique varies by architec-
ture, implying that technique selection should
be model-guided.

2 Related Work

This research is positioned at the intersection
of three domains: Natural Language Processing
(NLP) for cyber incidents, privacy-preserving text
processing and the preservation of data utility. We
review each in turn, highlighting the gap that our
work addresses.

Natural Language Processing in Cybersecurity.
Machine Learning models, including transformer
architectures, have been successfully applied to
NLP in cybersecurity (Sun et al., 2023; Zhang
et al., 2025). This has led to the development
of tools which automatically classify cyber inci-
dents by attributes such as: threat actors (Mumtaz
et al., 2023), attack patterns (Irshad and Siddiqui,
2023) and risk level (Lughbi et al., 2024). This
trend has continued with the increasing adoption
of Large Language Models, which can process un-
structured threat reports at scale, enabling faster
incident triage and more informed defence (Zhang
et al., 2025).

However, the classification of CTI reports has
remained a formidable challenge. Rabitti et al.
(2024) highlight that cyber incident taxonomies
used for classification are often fragmented and
incomplete, with no globally standardised cyber in-
cident taxonomy available. This makes cross-study
comparison difficult, possibly limiting cumulative
progress in the field. Delgado et al. (2024), whose
CECILIA-10C-900 dataset this work builds on,
adopted the Spanish National Cybersecurity Insti-
tute (INCIBE) taxonomy (Instituto Nacional de
Ciberseguridad, 2020) for cyber incident classifi-
cation. This taxonomy defines ten incident classes
and closely follows the European Union Agency
for Cybersecurity (ENISA) taxonomy (ENISA,
2018) recommended for use across the European
Union.

Given the advances in NLP, there is an urgent
need for privacy-by-design implementations, in
which solutions are designed with data protection
and privacy ingrained. For example, none of the

classification approaches surveyed above explicitly
incorporate preprocessing steps for privacy protec-
tion, a gap that this body of work directly addresses.

Privacy-Preserving Text Processing. Scholars
have repeatedly documented the scarcity of labelled
cybersecurity datasets for over a decade (Abt and
Baier, 2014; Nitz et al., 2025). Consequently, re-
search on privacy-preserving text processing is un-
derexplored in the cybersecurity domain; with most
research focussing on the legal and clinical do-
mains (Pépin and Zulkernine, 2022; Deufler et al.,
2025). Generalising findings across these domains
is likely non-trivial given differences in jargon, leg-
islative context and the nature of personal data in-
volved.

A further obstacle is terminological inconsis-
tency: technical literature frequently conflates
anonymisation and pseudonymisation. Individual
technique names are unstandardised, with some
works incorrectly equating pseudonymisation with
a single technique such as Data Substitution (Li-
son et al., 2021). Though both terms fall under the
umbrella of de-identification, under GDPR Article
4(5), pseudonymisation specifically refers to trans-
forming personal data so it cannot be attributed to
a data subject without additional information. This
ambiguity not only hampers reproducibility in re-
search but also risks misapplication of data protec-
tion safeguards, increasing the need for systematic
evaluation of pseudonymisation techniques.

Though pseudonymised data is considered per-
sonal data under the GDPR, the regulation’s
risk-based framework means this classification
is not monolithic (European Data Protection
Board, 2025). By reducing re-identification risk,
pseudonymisation may improve the compliance
posture of an organisation, possibly providing de-
fensible grounds for broader processing and data
sharing, even in the absence of full anonymisa-
tion. Therefore, input-level pseudonymisation can
be considered a necessary complement to model-
level safeguards. These considerations make the
choice of pseudonymisation technique consequen-
tial not just for privacy compliance but also for
downstream performance.

Yet existing work has largely overlooked this
latter dimension. The closest analogous work to
ours is Viksna and Skadina (2025), which devel-
ops a multilingual anonymisation tool supporting
masking, suppression and substitution, but unlike
our research, does not evaluate the utility of this
data for downstream classification tasks. Omitting
this evaluation leaves a gap in understanding util-
ity preservation, which could affect the choice of
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technique for a given task.

Utility of de-identified data in downstream
tasks Researchers are divided on whether dataset
de-identification harms or improves performance.
Whereas Vakili et al. (2022) found that the
downstream performance was maintained on de-
identified clinical notes classification tasks (albeit
in Swedish), Lothritz et al. (2023) found that de-
identification degraded performance in classifica-
tion tasks, especially with BERT models. Con-
versely, Yermilov et al. (2023) observed a slight
improvement of around one percent in downstream
tasks when using Data Substitution.

These divergent findings may suggest that de-
identification can simultaneously reduce bias and
spurious correlations while introducing semantic
noise and eroding contextual specificity. The net
effect may depend less on whether the data is
de-identified, than on which technique is applied.
Understanding these nuances is therefore crucial
for selecting appropriate pseudonymisation tech-
niques that balance privacy protection with task
utility; this is a gap that our study directly addresses
through per-model evaluation of pseudonymisation
impact. Our results suggest that pseudonymisation
should be treated as a model-dependent preprocess-
ing choice rather than as a uniform compliance step.
To our knowledge, no prior work systematically
evaluates pseudonymisation techniques across mul-
tiple model families in CTI classification, nor evalu-
ates pseudonymisation as a performance-enhancing
preprocessing step in this context.

3 Methodology

3.1 Datasets

The CECILIA-10C-900 dataset (Delgado
etal., 2024), contains 923 cyber incidents manually
labelled according to the ten classes of the INCIBE
Cyber Incident Taxonomy: Abusive Content, Infor-
mation Gathering, Intrusion Attempts, Malicious
Code, Intrusions, Availability, Information Content
Security, Fraud, Vulnerable and Others.

The dataset is imbalanced, with the Information
Content Security class comprising 50.4% of the
dataset, while the four smallest classes together
comprise 3.2% or 28 records. Therefore, samples
from the four smallest classes (that is, Intrusion
Attempts, Information Gathering, Abusive Content
and Vulnerable) were deleted from our experimen-
tal dataset to avoid training and evaluating models
on extremely low-support categories under a single-
label setting.

This decision is motivated by the findings of Del-
gado et al. (2024) that the training samples avail-

able in these categories were insufficient for their
best-performing model to learn discriminative rep-
resentations across five-fold cross-validation. We
believe that retaining these classes would introduce
irreducible noise into the evaluation, obscuring the
effect of the phenomenon under study'.

Forty-three duplicated reports were also re-
moved from the dataset (4.7%). This resulted in
852 remaining records. Both deduplication and
the removal of minority classes resulted in mini-
mal redistribution among the remaining six classes;
for example, the dominant class (Information Con-
tent Security) shifted from 50.4% to 51.4% of the
dataset.

Eighteen entity types were selected, each repre-
senting either a direct identifier or a quasi-identifier.
The entities and their descriptions are provided in
Appendix A.3. The dataset was annotated with
these entities by a single annotator with domain
expertise, using the LabelStudio (Tkachenko et al.,
2020-2025) software. The limitations of this design
choice are discussed in Section 6.

3.2 Pseudonymisation Techniques

Using the entity annotations, we applied the Data
Masking, Data Tokenisation and Data Substitution
pseudonymisation techniques to the entities of each
cyber incident, individually. This is demonstrated
in the graphical abstract shown in Figure 1.

This yielded three new datasets: CECILIA-
6C-MAS, CECILIA-6C-TOK and CECILIA-
6C-SUB, representing Data Masking, Data To-
kenisation and Data Substitution, respectively.
Pseudonymisation was executed by applying
Python find-and-replace operations on the named
entities identified during the Named Entity Recog-
nition (NER) phase. Data Masking replaced enti-
ties with "xxxx" regardless of token length, while
Data Tokenisation replaced the entities with their
NER label type, such as Organization. In our Data
Substitution pipeline, we first removed dates to
avoid temporal contradictions, expanded acronyms
using the SpaCy AbbreviationDetector (Neumann
et al., 2019; Honnibal et al., 2020), followed by
manual review for undetected cases. Subsequently,
we generated fictitious entity replacements using
the Python Faker library (Faraglia, 2024). These
datasets were then divided into the train—test split
described in Section 4.1.

'Notably, the creators of the CECILIA-10C-900 dataset,
Delgado et al. (2024), had created their own six-category
subset of the dataset by merging the four smallest classes into
an existing class, Others. However, in this body of work, we
are deleting the four classes, since merging these classes into
an existing class could introduce semantic noise.
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Figure 1: A graphical abstract highlighting the CTI Reports from the CECILIA-10C-900 subset being annotated
then pseudonymised, followed by the creation of an ML baseline, and the key results of transformer and LLM
finetuning - of which the best performing models were included.

3.3 Models

Traditional Machine Learning Classifiers. We
evaluated five classifiers: Logistic Regression
(Hosmer Jr et al., 2013), Support Vector Machine
(Hearst et al., 1998), Random Forest (Breiman,
2001), XGBoost (Chen and Guestrin, 2016) and
Multinomial Naive Bayes (McCallum and Nigam,
1998). Each model was paired with two vectorisers:
Bag-of-Words (also known as Count Vectoriser)
and Term Frequency-Inverse Document Frequency
(TF-IDF), resulting in ten pipelines that served as
a baseline for subsequent experiments.

Transformers. Eleven encoder-based trans-
former models were also fine-tuned and evaluated:
BERT-base (Devlin et al., 2019), RoBERTa-base
(Liu et al., 2019), ALBERT (Lan et al., 2020),
DistilBERT  (Sanh et al., 2020), SecBERT
(jackaduma, 2022), SecRoBERTa (jackaduma,
2021), MPNet (Song et al., 2020), DeBERTa-v3
(He et al., 2021), SecureBERT (Aghaei et al.,
2023), SecureBERT2.0 (Aghaei et al., 2025) and
CyBERTuned (Jang et al., 2024).

LLM. Finally, five LLMs were evaluated: Llama-
Primus-Merged (Yu et al.,, 2025), Llama-3.1-
8B-Instruct (Llama Team and AI Meta Team,
2024), Mistral-7B-Instruct-v0.3  (Jiang et al.,
2023), Foundation-Sec-8B-Instruct (Kassianik
et al., 2025) and Gemma-2-9B-Instruct (Riviere
etal., 2024).

Label language. ML classifiers and encoder
transformers represent labels as numeric vectors,
making label language irrelevant. LLMs, however,
interpret labels as raw text within their prompt.
Since CECILIA-10C-900 uses Spanish labels,
the LL.Ms were first evaluated with both Span-
ish and English labels to determine which yielded
stronger performance; the better-performing lan-
guage was used for subsequent LLM experiments.

4 Experimentation and Results

4.1 Experimental Settings

All experiments were conducted on a Dell Pow-
erEdge R7525 server with 96 CPU cores, 1 TB
RAM and three NVIDIA A100-PCIE-40GB GPUs
(CUDA 12.8, Driver 570.124.06).

The subset of the CECILIA-10C-900 dataset
and its pseudonymised variants were divided using
stratified sampling with a fixed seed of 42. Tradi-
tional ML classifiers were evaluated using five-fold
stratified cross-validation, while transformer and
LLM-based models used a 70/30 train—test split.
Cross-validation was retained for traditional ML
models because it provides a more robust estimate
of performance on smaller models. However, ap-
plying this evaluation procedure to LLMs would
be computationally prohibitive.

Both LLMs and transformers were evaluated us-
ing the same 70/30 split, to ensure methodolog-
ical consistency and facilitate direct comparison
between the two approaches. For all models, per-
formance was reported using weighted precision,
recall and F1-score, supplemented by 95% boot-
strap confidence intervals over 1,000 iterations.

Traditional ML classifiers were implemented
with Scikit-Learn (Pedregosa et al., 2011) with
default hyperparameters, except for Support Vector
Machine (linear kernel, balanced class weights) and
Random Forest (100 estimators, Gini criterion, bal-
anced weights). Transformer models were sourced
from the HuggingFace Transformers library and
fine-tuned with a batch size of 8, 10% warmup
steps and 0.01 weight decay. For the LLM-based
experiments, prompts (included in Appendix A)
were executed with a temperature of 0.1. QLoRA
fine-tuning was configured with an r parameter of
16 (Dettmers et al., 2023). For few-shot learning,
three examples were included for each class.
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4.2 Results

ML Classifiers Baseline XGBoost was the best-
performing traditional ML classifier, as seen in
Table 1. XGBoost achieved a weighted F1-score
of 80.06% with the Bag of Words Vectoriser. On
the other hand, Logistic Regression with TF-IDF
Vectoriser performed the worst with a weighted
F1-score of 63.62%.

Therefore, XGBoost establishes a strong perfor-
mance baseline for traditional ML on this task and
creates a baseline for subsequent experimentation.

Classifier Vec. P R F1 F195%
CI
XGB BoW 79.63 81.08 80.06 [76.18,
83.95]
XGB TE-IDF  79.21 80.26 79.30 [75.34,
83.25]
LR BoW 77.65 7850 7749 [74.78,
80.20]
SVM BoW 7693 7850 76.82 [74.20,
79.44]
SVM TF-IDF 76.83 77.21 76.00 [70.98,
81.02]

Table 1: The five best-performing traditional ML clas-
sifiers on a subset of CECILIA-10C-900 (support =
256). Vec = vectoriser, P = weighted precision, R =
weighted recall, F1 = weighted F1-score, CI = Confi-
dence Interval. All values in %. The best performance
is bolded. XGB = XGBoost; LR = Logistic Regression;
SVM = Support Vector Machine; BoW = Bag of Words.
See Section 3.3 for citations.

Encoder-Based Transformer Classification Re-
sults The upper panel of Table 2 reports encoder-
based transformer performance on a subset of
CECILIA-10C-900. A general-purpose model,
RoBERTa-base achieves the highest weighted F1-
score of 84.35%, outperforming the best ML base-
line by 4.82 percentage points.

Generally, the domain-specialised models un-
derperformed their general-purpose counterparts.
CyBERTuned, a model fine-tuned on cybersecu-
rity corpora, was ranked second overall, with
a weighted Fl-score of 82.96%. Notably, Se-
cureBERT2.0, the newest transformer model,
demonstrated the most selective or conservative
classification behaviour, resulting in the largest
precision/recall difference among the models.

The worst-performing model, DeBERTa-v3
(68.74% F1-score) narrowly outperformed the
worst-performing traditional ML classifier, Logis-
tic Regression with TF-IDF (F1-score = 63.62%).

LLM Prompt-based Evaluation. In zero-shot
settings, Spanish labels substantially outperformed
their English counterparts (median F1 of 42.46%

compared with 19.48%). Under few-shot prompt-
ing, however, this gap narrowed considerably, with
the two conditions yielding comparable perfor-
mance (median F1 of 60.90% and 58.60%, respec-
tively). Given the consistent advantage observed in
the zero-shot regime, Spanish labels were retained
for all subsequent QLoRA fine-tuning experiments.
An investigation of the mechanisms underlying the
superior performance of Spanish-language labels
falls outside the scope of the present study; nonethe-
less, this finding constitutes a promising avenue for
future research.

QLoRA fine-tuning evaluation The model with
the most parameters (9 billion) achieved the high-
est F1-score: Gemma-2-9B. Meanwhile, the worst-
performing model, Mistral-7B, has the least param-
eters. Notably, none of the LLMs outperformed the
ML Classifier baseline.

Among LLMs, domain specification appears
to improve performance compared to transform-
ers. The two domain-specialised models achieved
the second and third-best performances. How-
ever, the best-performing LLMs also do not sur-
pass the best-performing encoder-based transform-
ers, which achieve the highest overall weighted
F1-scores on the original dataset.

A common trend among the Llama variants as-
sessed (that is, Foundation-Sec-8B, Llama-Primus-
Merged and Llama-3.1-8B) is that they demon-
strate higher recall than precision, thereby prioritis-
ing the detection of all incidents in a class, even if
some are false positives.

4.3 Impact of Pseudonymisation

Table 2 presents the central finding of this study:
pseudonymisation can improve classification per-
formance under specific model—technique combi-
nations.

Encoder-based transformers. Three of eleven
encoder-based transformers show positive deltas
across all techniques: MPNet, SecureBERT2.0 and
SecROBERTa.

More generally, the median AF1-score is pos-
itive across all three techniques, with gains of
+1.07pp for Data Tokenisation, +1.30pp for Data
Masking, and +0.60pp for Data Substitution. How-
ever, the variance is substantial. RoBERTa-base,
the best-performing model, most benefits from
Data Tokenisation (+3.00pp) yet, while using that
same technique, SecBERT exhibits a sharp per-
formance decline (—8.84pp), the largest decline
observed across all models. Though the median
effect of Data Tokenisation is positive (+1.07pp),
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Model P R F1 F195% CI ATokenisation AMasking ASubstitution
Encoder Transformers

RoBERTa-base 85.69 83.98 84.35 [79.98, 88.40] +3.00 +1.30 —0.93
CyBERTuned * 83.87 82.81 8296 [77.98,87.13] +1.07 +0.01 —2.00
BERT-base 82.11 83.59 8270 [78.12, 87.20] —2.48 —4.22 —5.69
SecBERT * 82.32 8242 82.12 [76.74, 86.56] —8.84 —4.55 +0.60
MPNet t 80.96 81.64 8096 [75.78,85.45] +1.85 +4.08 +0.21
SecureBERT * 80.06 80.47 79.66 [74.28,84.54] —6.25 —5.36 +1.64
SecureBERT2.0 * 83.85 77.73 79.11 [73.84,83.55] +2.35 +3.54 +0.80
DistilBERT 76.24 80.86 78.30 [72.68, 84.03] —0.53 +1.46 +0.85
SecRoBERTa * 76.83 77.73 77.13 [71.70, 82.32] +3.23 +2.30 +2.79
ALBERT 74.84 78.12  76.10 [70.54, 81.62] +0.84 —1.61 +2.59
DeBERTa-v3 6797 70.31 68.74 [62.71,74.76] +4.85 +3.43 —1.69
Encoder Median +1.07 +1.30 +0.60
QOLoRA Fine-tuned LLMs

Gemma-2-9B 78.63 77.73 78.03 [72.72, 83.23] —3.82 —4.24 —4.61
Foundation-Sec-8B * 68.18 69.14 68.45 [62.14,74.60] —1.14 —2.50 +4.66
Llama-Primus-Merged *  66.33  67.19 66.13  [59.72, 72.35] +0.60 +6.32 +9.95
Llama-3.1-8B 64.54 67.58 65.99 [59.89, 71.98] +8.73 +12.63 +12.31
Mistral-7B 6533 6523 6498 [59.22,70.85] +3.11 +2.99 +1.95
QOLoRA Median +0.60 +2.99 +4.66

Table 2: Model performance (%) on CECILIA-10C-900, and the impact of pseudonymisation. RoBERTa-base
with Data Tokenisation achieved the highest overall F1 score (87.35%, i.e., 84.35 + 3.00 pp), while Llama-3.1-8B
showed the largest gain from pseudonymisation (+12.63 pp with Data Masking). P, R, and F1 are weighted precision,
recall and F1 scores on the Original (non-pseudonymised) variant; F1 95% CI is the F1 score confidence intervals
from bootstrap (1,000 iterations). A columns show F1 score change in percentage points. Best F1 score per model
family (encoder transformers vs fine-tuned LLM) in bold. * denotes a domain-specialised model; T highlights the
best classifier from the original CECILIA-10C-900 research article (Delgado et al., 2024). All other citations are

found in Section 3.3.

this technique produces the most inter-model vari-
ability, with a range of 13.69 percentage points
(—8.84pp for SecBERT to +4.85pp for DeBERTa-
v3).

Notably, the results of Data Masking on trans-
former models are the opposite of those of the ML
pseudonymisation baseline. With ML classifiers,
seven of the ten pipelines experienced performance
degradation when Data Masking was applied, while
seven transformer models (not the same models)
saw increased performance.

These increases can be partially attributed to
the Fraud class, which was the most volatile
and pseudonymisation-sensitive. On the original
dataset, BERT-base and ALBERT score 0.00 F1-
score on Fraud. With Data Masking, BERT-base
increases to 33%, likewise with Data Tokenisa-
tion, ALBERT scores 18%. This trend contin-
ued with CyBERTuned, which scores 53% on the
non-pseudonymised Fraud class but 76% with the
same class in CECILIA-6C-MAS and 83% on
CECILIA-6C-TOK.

QLoRA fine-tuned LLMs. The lower panel
of Table 2 reveals a striking pattern. QLoRA
fine-tuned models generally benefit more from

pseudonymisation than encoders, with median
deltas of +0.60 (Data Tokenisation), +2.99 (Data
Masking), and +4.66 (Data Substitution). There is
also a notable increase in Data Substitution effec-
tiveness when compared with encoder transform-
ers. While encoders show a near-neutral median
response to synthetic substitution, QLoRA models
show a clear positive trend.

Llama-3.1-8B exhibited the strongest gains
across all three strategies, despite its low baseline
on original data (F1-score = 65.99%). On a more
granular level, this is because Data Masking re-
duced the likelihood that the Intrusion class would
be the default prediction class. After Data Masking,
the accuracy of the Malicious Code class predic-
tions more than doubles to 65.6%, Intrusion im-
proves to 58.3% and the majority class rises from
86.4% to 91.7%. This is shown in Figure 2.

Conversely, Gemma-2-9B, the strongest QLoRA
model on the unpseudonymised data (78.03%),
shows consistent degradation across all strategies.
This is reflected in per-class analysis where the
model classified 69.4% of the Intrusion class cor-
rectly, and then after Data Masking was applied,
experienced a 19% performance degradation in this
class.
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Robustness of findings The robustness of these
findings varies by model family. For QLoRA fine-
tuned models, confidence intervals computed on
individual variant F1 scores provide strong corrobo-
rating evidence: the lower bounds of the 95% Con-
fidence Intervals (Cls) for Llama-3.1-8B’s Data
Masking [0.7336, 0.8328] and Data Substitution
[0.7295, 0.8336] both exceed the upper bound
of the CECILIA-10C-900 subset’s baseline CI
[0.5989, 0.7198], indicating non-overlapping in-
tervals and a robust effect. Encoder transformer
deltas are more modest; for smaller gains the ClIs
overlap substantially, and these should be inter-
preted as directional rather than definitive. Overall,
the strongest benefits of pseudonymisation are ob-
served in QLoRA-based LLMs.

5 Discussion

Using pseudonymisation to remove noise, not
signal. The finding that pseudonymisation can
improve classification adds nuance to the prevail-
ing assumption that privacy preservation degrades
utility. We hypothesise that personal data (such as
names, dates and locations) may function as noise
for incident categorisation. It is possible that these
tokens do not determine whether a report describes
Fraud or an Intrusion; instead they introduce lexical
variation to which models may overfit. Therefore,
when entities are removed or replaced, models may
be more likely to focus on the cybersecurity content
(attack descriptions, techniques, impacts) that actu-
ally determines the incident class. This is distinct
from healthcare settings, where patient demograph-
ics may be clinically relevant.

The Fraud class offers the clearest evidence.
Models that scored a 0.00 F1 score on Fraud in
the original dataset recovered substantially after
pseudonymisation, and even models that already
classified Fraud saw further gains: CyBERTuned,
for instance, improved from 53% to 83% after
Data Tokenisation. One possible explanation is that
entity tokens were pulling models toward higher-
support classes, and removing them allowed the
Fraud class to become more distinguishable. No-
tably, the strength of this effect varies by model
family. As part of our future work, we intend to
confirm this hypothesis with per-entity ablation.

The optimal technique depends on the model
family. In our experimentation, pseudonymisa-
tion was correlated with an increased median
weighted Fl-score. However, the technique
that works best differs across model families at-
tributable to how each architecture processes input.

For encoder transformers, Data Masking yields
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the strongest median improvement (+1.30pp). This
is consistent with the noise-removal hypothesis: the
more aggressively entities are obscured, the more
the model attends to structural cues. Encoders are
also pre-trained with masked language modelling,
so masked input is a familiar format for them.

Traditional ML classifiers show the opposite pat-
tern. Seven of ten pipelines degraded under Data
Masking, possibly because collapsing distinct en-
tity tokens into a single placeholder destroys the
token-frequency signal that bag-of-words and TF-
IDF representations depend on.

In our experimentation, among QLoRA fine-
tuned LL.Ms, Data Substitution is the most effec-
tive technique, even surpassing performance on
non-pseudonymised data. We posit three com-
plementary explanations: substitution eliminates
spurious associations between real-world entities
and incident categories encoded in the model’s pre-
training corpus; it mitigates potential interference
from safety guardrails that recognised threat indi-
cators may activate; and it preserves natural lan-
guage fluency. This last point may be architec-
turally significant. Unlike encoders, autoregres-
sive LLMs process text left-to-right and depend on
natural-sounding input for comprehension. There-
fore, masked tokens like "xxxx" may disrupt this
flow, whereas substituted text reads like an ordinary
cyber incident report, possibly making it a more
compatible input format.

Why individual models diverge. Within each
model family, the magnitude and even direction
of pseudonymisation’s effect varies considerably.
Two factors may explain most of this variation:
baseline strength and entity reliance.

In our experimentation, models with weaker
baselines tend to benefit most. Llama-3.1-8B
gained up to +12.63pp from a baseline of 65.99%.
Per-class analysis reveals why: on original data,
40.6% of Malicious Code samples were misclassi-
fied as Intrusion. After Data Masking, Malicious
Code accuracy more than doubled, a pattern which
may mean that the entity tokens had biased the
model toward the Intrusion class, an effect that
masking appears to have reduced.

Gemma-2-9B is an outlier. Despite being the
best-performing QLoRA model (78.03%), it is the
only LLM that degrades under all three techniques.
Its architecture, which features Grouped-Query At-
tention and a substantially larger vocabulary (256k
versus ~128k for the Llama-3.1 variants), may en-
able it to encode named entities as fine-grained lex-
ical features correlated with incident type. When
pseudonymisation removes these tokens, Gemma
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Figure 2: Llama-3.1-8B displayed improved performance on the CECILIA-6C-MAS dataset on the right, in
comparison to the original (non-pseudonymised) subset of CECILIA-10C-900 on the left.

loses signal that its architecture was uniquely posi-
tioned to exploit. Intrusion accuracy, for example,
drops from 69.4% to 50.0% after Data Tokenisation.
One interpretation could be that whereas Llama-
3.1-8B was misled by entities, Gemma was leverag-
ing them. The fact that pseudonymisation improves
the performance of Llama-3.1-8B but degrades that
of Gemma is consistent with this hypothesis.

Domain-specialised models, whether encoder
based (SecBERT, SecureBERT) or autoregressive
(Llama-Primus-Merged), follow a similar pattern
to Gemma, though for different reasons. Domain-
specific pre-training appears to encourage reliance
on entity tokens as classification signal. Con-
sequently, masking and tokenisation disrupt in-
distribution representations, while substitution,
which preserves surface-level plausibility, is better
tolerated. This is particularly evident in the Mali-
cious Code class, where both SecBERT and Secure-
BERT lose 18pp under Data Masking, a class rich
in the structured technical indicators that domain
vocabularies are optimised to capture.

Finally, the finding that three encoders show pos-
itive deltas across all techniques (MPNet, Secure-
BERT?2.0 and SecRoBERTa) suggests that some
architectures are inherently resilient to pseudonymi-
sation. However, this robustness is not exclusive
to a single architecture, since while the latter two
models are based on ROBERTa-base, MPNet is not.
This finding may warrant further investigation.

Implications for CTI pipelines. These findings
carry a practical implication: pseudonymisation
technique selection should be guided by the down-
stream model rather than applied uniformly. Be-
fore deploying pseudonymisation in production,
practitioners should assess whether their chosen

model relies on entity-level features (for instance
through attention analysis or ablation), since re-
moving those features may degrade performance
for architectures capable of leveraging them.

6 Conclusion

This work suggests that pseudonymisation may
enhance automated cyber incident classification,
under specific model-technique pairings. Across
eleven transformer and five LLM models, pos-
itive median deltas were observed for all three
pseudonymisation strategies, with RoBERTa-base
achieving an 87.35% weighted F1-score, a 3.00
percentage point gain over its baseline.

Crucially, our experimentation suggested that
the optimal technique varies by architecture: en-
coder transformers benefit most from Data Mask-
ing, QLoRA fine-tuned LLMs from Data Substitu-
tion and domain-specialised models are sensitive to
technique choice. Furthermore, the best improve-
ments emerged in models that had the weakest base-
lines on original data.

These findings suggest that pseudonymisation
technique selection should be model-guided, a con-
sideration not typically addressed in current data
protection guidance. For organisations navigating
the tension between cyber incident reporting man-
dates and data minimisation obligations, these find-
ings may reframe pseudonymisation from a compli-
ance obligation to a preprocessing step with mea-
surable utility benefits in the settings we evaluated.
Ultimately, this could provide a practical path to
satisfying both incident reporting obligations and
data minimisation principles.
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Limitations

CECILIA-10C-900 dataset. First, the
CECILIA-10C-900 dataset is imbalanced and
small-scale (852 unique records) which limits
generalisation to minority classes. Second, as
incidents in this dataset were sourced publicly, the
personal data present is likely limited in scope,
which could affect the generalisability of the
findings. Likewise, all incidents evaluated are in
English, though cyber incident reports exist in
many languages.

Finally, the multilabel nature of cyber incidents
is not addressed; therefore, single-label evaluation
may penalise models when incident categories in-
herently overlap.

Contextual Utility. The downstream utility gains
reported in this body of work are specific to auto-
mated classification of incident type. However,
pseudonymisation reduces contextual utility for
downstream analytical tasks. In operational CTI
settings, entity-level details (such as targeted or-
ganisation names, geographic locations and sector
affiliations) can be the primary signals for threat
attribution and strategic intelligence. By replacing
these with generic tokens, classification accuracy
may improve, but the tactical nuance an analyst re-
quires for attribution and situational awareness (the
"who" and "where") is diminished. This trade-off
is inherent to pseudonymisation and highlights that
the utility gains reported here are specific to auto-
mated classification; complementary approaches
for preserving contextual utility in analyst-facing
workflows remain an open challenge.

NER Annotation Methodology. NER annota-
tions were produced by a single annotator, there-
fore increasing the likelihood of bias. Additionally,
the pseudonymisation applied in this study relies
on manual entity annotations, effectively simulat-
ing an oracle (or idealised) NER pipeline. In pro-
duction, automated NER systems will inevitably
miss entities (false negatives), meaning that per-
sonal data may still reach third-party processors.
This has a direct privacy implication since the real-
world privacy guarantee of our solution is effec-
tively bounded by NER recall.

Furthermore, NER errors such as precision
degradation, boundary mismatches and varying
performance across entity types could introduce
noise absent from our controlled setting, poten-
tially reducing the classification gains observed
here. Quantifying this sensitivity (for instance,
by evaluating classification performance under de-
graded NER recall) remains an important direction

for future work.

Evaluation Protocols. For few-shot learning, the
first three samples per training class were selected
as the examples to be used in the prompt. While
this design choice promotes reproducibility, it may
also introduce selection bias. Future work could
systematically compare different few-shot exam-
ple selection strategies (e.g., random sampling and
prototype-based selection) to assess the sensitivity
of results to this choice.

Additionally, we reported aggregated metrics
across all entity types rather than consistently iso-
lating the performance of individual entities, such
as persons, dates or organisations. Consequently,
the specific influence of different entity types on
overall model utility remains unexamined. Con-
ducting a per-entity-type ablation study represents
a critical next step to clarify these granular dynam-
ics.

Finally, the encoder transformer and LLM evalu-
ations relied on a single train-test split, on which we
reported bootstrap confidence intervals. However,
paired significance tests across variants and multi-
seed evaluation would further strengthen robust-
ness claims. Likewise, we reported weighted met-
rics; however, incorporating macro-F1 and full per-
class results across all variants would provide addi-
tional granularity, particularly for minority classes.

Future Work. There is an opportunity to conduct
further research on: (i) scaling to larger, multilin-
gual datasets; (ii) integrating data augmentation
with pseudonymisation; (iii) scaling to multilabel
taxonomies such as the MITRE ATT&CK frame-
work or multilevel taxonomies, for example, in-
corporating both class and subclass levels of the
INCIBE taxonomy; (iv) expanding the suite of
LLMs to include larger models, since all LLMs
used had 9 billion or fewer parameters, (v) combin-
ing pseudonymisation with differential privacy for
formal guarantees, (vi) exploring the use of LLMs
for automated NER and dataset pseudonymisation;
and (vii) conducting per-entity ablation studies for
both NER recall sensitivity and entity-type contri-
bution.

Ethics Statement

This research aims to improve privacy in cy-
bersecurity incident handling. We note that
pseudonymised data remains personal data under
the GDPR, and organisations deploying this ap-
proach must implement appropriate technical and
organisational safeguards, including secure storage
of any re-identification keys.
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We caution that the pseudonymisation applied
in this study was performed using manual entity
annotations, as described in Section 3.1. Deploying
automated pseudonymisation in production carries
the risk of incomplete entity detection, which could
result in the unintended disclosure of personal data
to third-party processors. Practitioners adopting
pseudonymisation as a preprocessing step should
therefore not treat it as a substitute for comprehen-
sive data protection impact assessments and should
evaluate the recall of their NER systems before
processing sensitive data through external services.

Finally, per the methodology of Delgado
et al. (2024), the CECILIA-10C-900 dataset was
sourced from publicly available cyber incident re-
ports. Therefore, no human subjects were recruited.
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A Appendix

A.1 Zero-Shot Prompt

You are a cybersecurity analyst.
Classify the following cyber
incident report into exactly ONE
of these categories:
{class_list}

Cyber incident report:
{text}

Respond with ONLY the exact
category name from the list above.
Do not add any explanation,
punctuation, or extra text.

A.2 Few-Shot Prompt

You are a cybersecurity analyst.
Classify cyber incident reports

into exactly ONE of these
categories: {class_list}

Here are examples:
{example_block}

Now classify this report:

{text}

Respond with ONLY the exact

category name. No explanation.

Note: In the above prompt, example_block is
the list of eighteen representative cyber incidents
(three per class) and their respective class label.

A.3 Entities used to annotate
CECILIA-10C-900

Table begins on the next page.
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Entity Label & Description
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Person — names of persons

NORP — nationalities, religious or political groups

Facilities — buildings, airports, motorways, bridges, etc.

GPE_Location — countries, cities, states, etc.

Location — mountains, rock formations, seas, rivers, etc.

Organization — organizations, companies, institutions, etc.

Products — objects, vehicles, meals (services excluded)

Events — sporting, social, or atmospheric events; wars, battles

Law — legal documents

Date — absolute dates, relative dates, and time periods

Time — any period of time less than one day

Art — titles of books, songs, or other literary works

Money — monetary values with unit (e.g. $1000, 500€)

Language — any language

Group — groups excluding nationalities/religious/  political (e.g. hacker groups)
Quantities — measurements such as weight, distance, etc.

Numbers_O — ordinal numbers (first, second, third, etc.)

Numbers_C — other numbers not captured by Date, Time, Numbers_O, or Quantities

Table 3: CECILIA-10C-900 entity labels and their descriptions. Adapted from internal communication of the
GVIS Research Group.
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