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Abstract

Retrieval-Augmented Generation (RAG)
grounds Large Language Models (LLMs)
in domain-specific data, but its security
architectures in enterprise environments,
such as SAP-based planning suites, remain
underexplored. We present a Systematic
Literature Review (SLR) of 50 empirical
RAG-augmented chatbot studies (2020–2025)
conducting quality assessment and mapping
findings against established threat catalogues.
While RAG consistently outperforms base
LLMs, security coverage in the reviewed
literature is limited and inconsistent. No
study presents an end-to-end secure RAG
architecture covering retrieval, generation,
and access-control simultaneously. We map
observed treatments, highlight critical security
gaps (e.g., indirect prompt injection and
corpus poisoning), and conclude that detailed
architectural guidance and benchmarking
against cloud-managed toolkits are essential
for safe enterprise adoption.

1 Introduction

AI-powered assistant tools have become central to
operational efficiency in modern industry, particu-
larly for tasks such as analyzing natural-language
requirements (Ezzini et al., 2023). Organizations
increasingly rely on them for tasks ranging from
routine document navigation to the resolution of
domain-specific technical issues. A consistently re-
ported challenge, particularly in IT-intensive envi-
ronments, is that employees spend significant time
searching large, unstructured documentation repos-
itories. In environments centered on enterprise
resource-planning suites such as SAP, a family of
integrated business software products covering fi-
nance, logistics, human resources, and procure-
ment, recurring support requests consume valuable
IT department capacity that could be redirected to-
ward higher-impact work. A purpose-built chatbot
that lets users query their own documents directly

would eliminate much of this overhead, delivering
immediate, precise responses and reducing reliance
on human escalation.

Large language models have established a clear
presence in this space, demonstrating strong capa-
bilities in conversational applications across many
sectors. However, LLMs have well-documented
limitations when deployed in knowledge-intensive
organizational contexts. Their internal knowledge
is fixed at the time of training, making it impracti-
cal to keep them up to date with rapidly changing
enterprise data. They are also prone to generating
plausible but factually incorrect responses, a phe-
nomenon known as hallucination, which is particu-
larly problematic when accurate technical guidance
is required.

The RAG framework addresses both of these
shortcomings. Rather than relying on what the
model learned during training, RAG retrieves rele-
vant content from an external knowledge base when
a query is submitted and incorporates it into the re-
sponse generation process. This means responses
are grounded in actual organizational documents,
the knowledge base can be updated independently
of the model, and the system can be adapted to any
domain without retraining (Feridooni et al., 2024).
RAG works well with document-heavy knowledge
bases such as PDFs, Word files, and structured tech-
nical manuals, making it a natural fit for enterprise
use cases.

Despite the significant growth in RAG-related
research, the field is not yet well consolidated.
Studies vary widely in methodology, evaluation
approach, and domain of application. (Ko et al.,
2024a) report a relevance improvement of 13-25%
over base LLM, while (Zhou et al., 2024) demon-
strate 95% context recall and 93.73% faithfulness
in a medical chatbot setting. (Ko et al., 2024b) pro-
pose ReRAG, a modified RAG design aimed at re-
ducing hallucination. At the same time, challenges
related to computational cost, retrieval latency, and
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the availability of sufficient training data remain
recurring concerns in the literature (Feridooni et al.,
2024; Chen and Tran, 2024; Leung et al., 2024).

To the best of our knowledge, this is among
the first systematic literature reviews to explicitly
frame RAG-based chatbot development around en-
terprise security requirements in the context of
SAP-type industrial deployments. We do not claim
that no prior survey discusses RAG: comprehen-
sive technical surveys exist (Gao et al., 2023), and
chatbot-security SLRs have been published in adja-
cent areas (Jing et al., 2023). Our contribution lies
in positioning the two literatures against each other
and identifying where enterprise-oriented secure-
RAG guidance is missing. The findings of this
SLR informed a companion empirical study, in
which a RAG-LLM chatbot was implemented and
evaluated against Microsoft Azure in a real SAP
industrial setting (Alali et al., 2025).

The paper is organized as follows. Section 2
describes the three-phase SLR methodology. Sec-
tion 3 presents the results and findings mapped to
each research question. Section 4 provides a syn-
thesized overview of the RAG pipeline drawn from
the reviewed studies. Section 5 discusses implica-
tions for research and practice. Section 6 presents
the limitations of this review. Section 7 concludes
with directions for future work.

2 Method

The review follows the Kitchenham and Charters
guidelines for systematic literature reviews in soft-
ware engineering (Kitchenham and Charters, 2007)
and reports its identification, screening, eligibility,
and inclusion steps consistent with the PRISMA
2020 flow (Page et al., 2021). The pipeline has
three main phases: plan, conduct, and document,
each comprising three steps: (1) specifying re-
search questions and developing and validating the
protocol; (2) identifying candidate studies, select-
ing primary studies, and applying quality assess-
ment; (3) extracting, documenting, and synthesiz-
ing data. The remainder of this section details each
step.

2.1 Phase 1: Plan Review

1.1 Specify Research Questions. The research
questions were derived from an initial investiga-
tion of industry needs, including informal inter-
views with practitioners from three companies op-
erating SAP-based environments. The following

are the RQs and motivation for each one. RQ1:
To what extent do the reviewed studies compare
RAG-augmented chatbots with cloud-based enter-
prise toolkits, and how does RAG perform against
standalone LLM baselines when such comparisons
exist? (RQ1.1: Which metrics are used to assess
performance? RQ1.2: Which LLM backbones and
retrieval toolkits are used?). RQ2: How does the
RAG chatbot facilitate industry work? (RQ2.1:
Why does the industry not rely on LLM alone?
RQ2.2: What are the views of industry profession-
als on developing secure, custom chatbots? RQ2.3:
Which practices do practitioners follow to imple-
ment an effective RAG chatbot?). RQ3: Which
security threats, controls, and architectural com-
ponents are reported in the primary studies, and
how do they map onto established threat catalogues
for LLM-integrated applications (Greshake et al.,
2023; Vassilev et al., 2024)? (RQ3.1: Which secu-
rity threats are explicitly addressed? RQ3.2: Which
mitigation strategies and architectural components
are reported?).
1.2 Protocol development. The protocol
documents the background, objectives, inclu-
sion/exclusion criteria, search strategy, data-
extraction template, and synthesis method (narra-
tive synthesis).
1.3 Protocol validation. The protocol was itera-
tively reviewed by two authors over multiple ses-
sions. Disagreements on criteria wording and on
the search-string scope were resolved by majority
decision and recorded in a change log. A pilot
extraction on five randomly selected papers was
conducted before the main extraction to calibrate
the criteria.

2.2 Phase 2: Conduct a review

2.1 Search Strategy and Identification. The
search query was designed with an enterprise fo-
cus using RAG, LLM, and security keywords. We
searched five primary databases: IEEE Xplore,
ACM Digital Library, ScienceDirect, SpringerNa-
ture Link, and Google Scholar, yielding 1,791
records initially. After deduplication and ti-
tle/abstract screening, we retrieved 71 full-text can-
didates. The detailed search string and database-
specific counts are available in our online reposi-
tory1.

2.2 Study Selection and Quality Assessment.
To select eligible primary studies, we applied rig-

1https://github.com/ezzini/LLMs-Enterprise

https://github.com/ezzini/LLMs-Enterprise
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orous inclusion and exclusion criteria (detailed in
our online repository). We conducted quality as-
sessment using a 7-item instrument adapted from
Kitchenham and Charters (Kitchenham and Char-
ters, 2007), retaining only studies scoring ≥ 5
out of 7. Rating was performed independently by
two authors, achieving a substantial inter-reviewer
agreement (average Cohen’s κ = 0.78 (McHugh,
2012)). Disagreements were resolved through a
third-author adjudication round. Ultimately, 50
studies satisfied the eligibility criteria and formed
the final corpus. The complete quality criteria
checklist and scores are available in our online
repository.

This section illustrates the details of how the data
was extracted, synthesized and documented.

3.1 Data Extraction & Documentation: The
purpose of data extraction from this systematic lit-
erature review is to ensure data consistency, ac-
curacy and relevancy following a systematic ap-
proach. The extracted data from 50 studies were
split between two authors, each taking 25. After
that, each author revised the data correctness that
wasn’t extracted by the author. So each study was
extracted once by the author and revised once by
the second author. The extracted data was doc-
umented in an Excel sheet, tracking publication
details (year, type), system configurations (model,
platform, comparison model, retrieval method),
methodology details (testing method, data source,
evaluation metrics), security treatment, and key
findings/limitations. The data extracted focused
especially on answering RQ1.1, RQ1.2, RQ2.2.
During this process, it was noticed that the re-
trieval method has a different reporting approach
among the studies where some of them only stated
database instead of referring to the technicality.
This SLR clarifies that the retrieval method will
focus on details of retrieval such as embedding and
vector database type. Some extracted data varies
on testing and evaluation methods, where some re-
lied on user experience evaluation of the system
and others used numerical metrics such as accu-
racy and scores. In addition, not all the research
questions were answered in the collected studies,
for that reason, each study marked with the ques-
tion that has been answered mapped in our online
repository.
2.3 Data Synthesis. We adopted a narrative syn-
thesis approach, which is appropriate given the
heterogeneity of metrics, domains, and protocols

across the corpus. Findings were synthesized along
three main axes: (i) comparative performance gains
of RAG over standalone LLM configurations, (ii)
recurrent engineering and operational challenges
(e.g., latency, dataset constraints, query complex-
ity), and (iii) security and privacy treatments. These
synthesized outcomes are discussed in detail in Sec-
tion 3.

Threats to validity. To comply with strict page
limitations, the detailed analysis of the four cat-
egories of threats to validity (internal, external,
construct, and conclusion validity) and their corre-
sponding mitigations has been moved to our online
repository.

3 Results and discussion

This section presents the findings of the collected
studies. We first summarize the corpus and then
discuss the results for each research question.

3.1 Overview of selected studies

The selected studies comprise conferences, theses,
and journals. The inclusion criterion on publica-
tion year was 2020-2025. In practice, every study
that satisfied all remaining criteria such as empiri-
cal, applies RAG with an LLM, scored ≥ 5 on the
quality instrument was published in 2024 or 2025.
The earlier years of the window returned candi-
date records but none survived the full eligibility
pipeline. A substantive finding in itself, indicating
that the RAG-with-LLM line of empirical work is
very recent. The studies are empirical and develop
chatbots using RAG with an LLM in various do-
mains. Of the 71 full-text candidates, 50 scored
≥ 5/7 on the quality instrument and form the final
corpus. Figure 1 shows the distribution by publi-
cation type, and Figure 2 shows the distribution by
publication year.

The reviewed studies span a broad range of
application domains, consistently demonstrating
RAG’s practical value. In healthcare, (Sree et al.,
2024; Zhou et al., 2024; Steybe et al., 2025; Bhat-
tacharyya et al., 2024; Azam et al., 2024; Gu et al.,
2025; Xu et al., 2024; Fink et al., 2025; Masanneck
et al., 2025) collectively show improvements in
user satisfaction, response precision, and contex-
tual relevance following RAG integration. Zhou
et al. (Zhou et al., 2024) achieve a 95% context
recall rate. In (Azam et al., 2024), RAG reduces
hallucinations in cancer-related queries compared
to a GPT-4 baseline. Clinical decision support
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Figure 1: Distribution of the 50 included studies by
publication type.

Figure 2: Distribution of the 50 included studies by
publication year.

for stroke assessment, radiology classification, and
breast cancer nursing care is addressed in (Gu et al.,
2025; Jiang et al., 2025), underscoring RAG’s ca-
pacity to strengthen diagnostic accuracy in high-
stakes medical settings. Education is another area
of strong RAG adoption. Studies (Dakshit, 2024;
Matar and Mohammad, 2024; Alario-Hoyos et al.,
2024) all report accuracy improvements and high
student satisfaction; the rate in (Alario-Hoyos et al.,
2024) specifically reached 93.3%. RAG has also
been applied to textbook question-answering sys-
tems requiring reasoning over extended educational
texts (Alawwad et al., 2025). Table 1 summarizes
key metrics findings by domain. Industry-oriented
applications are prominently represented. Manu-
facturing benefits from RAG in quality control and
real-time production monitoring (Heredia Álvaro
and Barreda, 2025). Construction-sector work tar-
gets contract risk identification and safety compli-
ance (Lee et al., 2024; Wong et al., 2024). Supply
chain operations report gains in agility and effi-
ciency (Zhu and Vuppalapati, 2024), and the auto-
motive sector uses locally deployed RAG models
to automate large-scale technical document pro-

cessing (Liu et al., 2024). Broader organizational
contexts include ESG reporting extraction (Zou
et al., 2025) and sustainable energy transition plan-
ning (Arslan et al., 2024a), demonstrating RAG’s
handling of regulation-driven, multi-source queries.
For e-commerce and customer support, (Analytics
and Sukhwal, 2024; Benita et al., 2024) focus on
retrieval quality and response latency, with (An-
alytics and Sukhwal, 2024) showing that simpler
query formulations directly improve retrieval per-
formance. General-purpose RAG systems in (Ko
et al., 2024a; Xu and Liu, 2024; Chang et al., 2024;
Chen and Tran, 2024; Ko et al., 2024b; Putri et al.,
2024; Lu et al., 2024; Leung et al., 2024; Muthyala
et al., 2024; Andersson, 2024; Kim et al., 2024;
Vakayil et al., 2024; Zhang et al., 2024) range from
culturally-inclusive chatbots to secure document
interaction tools. All share common findings: im-
proved response quality, reduced hallucination, and
stronger domain-specific grounding. Ko et al. (Ko
et al., 2024b) propose ReRAG as an architecture
specifically targeting chunking optimization and
hallucination control, while Andersson (Anders-
son, 2024) conducts a comparative evaluation of
RAG with GPT-3.5 Turbo and LLaMA 3 70B.

3.2 RAG Chatbot vs. Cloud-Based Toolkits-
RQ1

RQ1 asks to what extent reviewed studies com-
pare RAG-augmented chatbots with cloud-based
enterprise toolkits, and how RAG compares with
standalone-LLM baselines where such evidence
exists. The first part of the answer is an explicit
negative finding: none of the fifty reviewed studies
benchmarks RAG against a managed cloud ser-
vice such as Microsoft Azure AI Search, Amazon
Bedrock, or Google Vertex AI. We therefore report
RQ1 as an open evidence gap and frame the com-
parison RQ1 invites as future work; our companion
empirical study (Alali et al., 2025) addresses this
gap on a single SAP deployment but does not gen-
eralise across vendors. For the standalone-LLM
comparison, the reviewed studies are consistent:
RAG outperforms base-LLM on response preci-
sion, relevance, and domain-specific accuracy. Ko
et al. (2024a) report a 13-25% relevance improve-
ment over a base-LLM baseline. Ko et al. (2024b)
report a 12.2% improvement using their ReRAG
architecture. Zhou et al. (2024) report 95% context
recall and 93.73% faithfulness in a clinical chatbot.
The sub-question was What are the metrics that as-
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sess the performance?, from the studies, has been
found the metrics for performance assessment are
discussed below.Table 1 shows all the metrics used
in the studies The primary evaluation metrics sur-
faced across the corpus include: Mean Reciprocal
Rank (MRR) for retrieval performance (Analytics
and Sukhwal, 2024); BLEU and ROUGE scores
for generation quality (Leung et al., 2024; Alario-
Hoyos et al., 2024); the System Usability Scale
(SUS) for user satisfaction (Zhou et al., 2024);
alongside other common metrics such as accuracy,
relevance score, context recall, and faithfulness.

Furthermore, various fields apply different evalu-
ation measures based on their domain requirements.
Medical applications typically measure trustworthi-
ness, clinical validity, and diagnostic accuracy us-
ing domain-specific benchmark models (Fink et al.,
2025). Legal and construction applications assess
the effectiveness of chatbots through contract risk
identification accuracy and regulatory compliance
benchmarks (Wong et al., 2024). Industrial appli-
cations prioritize retrieval precision, process opti-
mization effectiveness, and real-time decision ac-
curacy (Jeon et al., 2025). Sustainability and ESG
reporting systems are quantified based on accuracy
in data extraction, completeness of disclosures, and
regulatory compliance rates (Zou et al., 2025). In
education, RAG models are evaluated for consis-
tency in facts, context-dependent reasoning, and
correctness in multiple-choice questions (Alawwad
et al., 2025).

The answer to the second sub-question What
toolkit/LLMs will be used in this study is that there
are different LLMs and tools used, such as Llama
3.1 and Phi-3 (Ko et al., 2024a), GLM-4 (Xu and
Liu, 2024), Coze Platform (Chang et al., 2024),
Azure AI Search (Andersson, 2024).
Retrieval frameworks such as LangChain, knowl-
edge graphs, and vector-based retrieval mech-
anisms are widely used to optimize retrieval
pipelines (Sun et al., 2024). Several stud-
ies implement graph-based retrieval systems to
complement LLM-generated responses, ensuring
context-sensitive retrieval and regulatory compli-
ance (Wong et al., 2024). In the legal, health-
care, and ESG domains, the deployment of domain-
specific knowledge bases guaranties that retrieval-
enhanced chatbots remain factually current and
domain-specific (Zou et al., 2025; Arslan et al.,
2024a). The discussion summarizing these ques-
tions is that the RAG-chatbot performs better than

base-LLM, especially in domain-specific tasks.
There are many tools and studies to develop and
evaluate RAG chatbots effectively. However, some
challenges remain, such as computational effi-
ciency and latency, that need to be addressed in
future work (Ko et al., 2024a; Chen and Tran,
2024; Leung et al., 2024). Table 2 summarizes
the LLM/tools used in the studies.

3.3 RAG-Chatbot&Industry- RQ2

This section is to discuss the findings related to
the research questions: How does the RAG chat-
bot facilitate industry work? RQ2.1: Why does
the industry not rely on LLM only to load their
document? RQ2.2: What are the opinions of in-
dustry professionals on developing secure, custom
chatbots? RQ2.3:What are the practices of the prac-
titioners’ practices to implement an effective RAG
chatbot? The studies found that RAG has a sig-
nificant impact on facilitating industry work and
that RAG shows high performance in terms of re-
sponse quality and retrieval of real-time data. To
illustrate, (Zhu and Vuppalapati, 2024) reduces the
distribution that occurs and improves overall opera-
tion efficiency, while (Liu et al., 2024), benefits the
automotive industry in their high-performance tech-
nical report automation. In (Benita et al., 2024),
highlight the advantage of having RAG-chatbot
in the customer support area. Industries avoid ex-
cessive reliance on LLMs to process documents
due to their risks of hallucination, outdated infor-
mation, and susceptibility to attacks (Shusterman
et al., 2025). In healthcare, single LLMs do not
learn real-time information well, producing erro-
neous or misleading diagnostic recommendations
(Gu et al., 2025). The construction industry identi-
fies that contractual legal contracts require precise
interpretation, which single LLMs cannot do with-
out external retrieval systems (Wong et al., 2024).
Sustainability and business applications identify
that timely policy updates and ESG compliance re-
quire the convergence of several sources of retrieval
(Arslan et al., 2024a). Experts in the industry are
strongly committed to the development of trustwor-
thy, application-specific chatbots that apply propri-
etary knowledge bases to ensure trustworthiness
and secrecy (Arslan et al., 2024b). Healthcare prac-
titioners observe that clinical chatbots should align
with professional ethics and moral values, avoid-
ing hallucinated clinical advice (Shusterman et al.,
2025). Experts in law approve of AI-backed con-
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Domain Key Findings Metrics Used Toolkits/Platforms References
Healthcare Accuracy and relevance

improvement (95%
context recall)

SUS, BLEU,
ROUGE

GLM-4, DIAG-GPT (Sree et al.,
2024)

Education Student Satisfaction
Rate: 93.3%

SUS, BLEU GPT-3.5, GPT-4 (Zhou et al.,
2024)

Supply Chain Operational agility and
efficiency

MRR Azure AI Search (Steybe
et al., 2025)

E-Commerce User experience
satisfaction and reduced
response times

MRR, Recall@n Falcon-RW-1B,
GPT-3.5

(Benita
et al., 2024)

Table 1: Summary of Key Metrics Findings Across Different Domains

tract review but prioritize retrieval-based risk as-
sessment functionalities to ensure observance of
statutory provisions (Wong et al., 2024). Corporate
sustainability leaders claim that methods to pull out
ESG information must be transparent, regulation-
compliant, and able to handle unstructured firm
reports (Zou et al., 2025). The deep understand-
ing of industry LLM adoption and requirements
to develop a chatbot remains unclear, which re-
quires deep analysis in the industry settings, but
the general need is a secure, customized chatbot
that provides data in real-time. To make RAG-
based chatbots effective, practitioners adhere to
the following best practices: fine-tuning retrieval
mechanisms for better search precision (Feng et al.,
2025), tweaking chunking methods to ensure re-
trieval relevance in long-text processing applica-
tions (Alawwad et al., 2025), applying knowledge
graphs to hierarchically organize retrieved infor-
mation (Sun et al., 2024), rendering chatbots more
versatile by using multi-agent architectures (Arslan
et al., 2024b), and maintaining knowledge bases up-
to-date in real-time to prevent outdated responses
in dynamic industries (Arslan et al., 2024a).

Tool/Large Language Model

Llama 3.1, Phi-3
LLaMA-2-7B-chat-hf
DIAG-GPT
LLaMA-2-7B, Coze platform (coze.com)
Gemini LLM
RAG+Llama-2-13b
GLM-4
GPT-3.5-Turbo
OpenAI GPT-3.5 Turbo
Falcon-RW-1B, GPT-3.5
Chatglm3-6B-Chat
Baichuan2-13B-Chat
Owen-14B-Chat

Table 2: Toolkits/Platforms Integrated with RAG

4 Security Taxonomy for Enterprise RAG
- RQ3

RQ3 asks which security threats, controls, and ar-
chitectural components are reported in the primary
studies, and how these map onto established threat
catalogues for LLM-integrated applications. To
answer this question while avoiding unsupported
generalizations beyond the reviewed corpus, we
proceed in two steps. We first compile an exter-
nal threat catalogue from outside the primary cor-
pus, drawing on the NIST taxonomy of adversarial
machine learning (Vassilev et al., 2024), recent
secure-RAG literature (Greshake et al., 2023; Liu
et al., 2023; Zhang et al., 2025; Chaudhari et al.,
2024; Naseh et al., 2025), the privacy-preserving
generative-AI review of Feretzakis et al. (2024),
the safety/trust survey of Huang et al. (2024), the
attack–defence survey of Liao et al. (2026), and
the chatbot-security SLR of Jing et al. (2023). We
then check, threat by threat, which of the fifty pri-
mary studies (if any) discuss it. The result of this
mapping is the conservative claim of Section 5:
only two studies engage with security as a primary
object of analysis, and no study presents an end-to-
end secure-RAG architecture.

4.1 Threats

We group threats by where they enter the RAG
pipeline. Retrieval-time threats target the indexed
knowledge base. Knowledge-base or corpus poi-
soning inserts adversarial passages so that the
retriever surfaces attacker-controlled content for
chosen queries; practical attacks of this form are
demonstrated by Zhang et al. (2025) for textual
RAG and generalised by Chaudhari et al. (2024)
to backdoor settings. Generation-time threats tar-
get the prompt assembled from the user query and
the retrieved passages. Direct prompt injection
rewrites the system’s instructions through the user-
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supplied text (Liu et al., 2023); indirect prompt
injection embeds those instructions inside the doc-
uments themselves, so that the injection fires once
retrieved into context (Greshake et al., 2023). Pri-
vacy and confidentiality threats target the knowl-
edge base and the model’s behaviour. Membership-
inference attacks reveal whether a given document
is present in the RAG index (Naseh et al., 2025);
sensitive-data leakage and exfiltration arise when
the model regurgitates personal data, credentials, or
proprietary text contained in retrieved chunks (Fer-
etzakis et al., 2024; Vassilev et al., 2024). Be-
havioural threats target the LLM’s alignment: jail-
breaking elicits responses that violate provider or
organisational policies (Huang et al., 2024; Liao
et al., 2026).

4.2 Architectural controls
The controls that recur across the secure-RAG lit-
erature can be organised along the same pipeline.
At ingestion: provenance tracking, signed sources,
and content validation reduce exposure to corpus-
poisoning. At retrieval: input sanitisation, ranking
with provenance-aware re-rankers, and per-query
access control enforce a need-to-know boundary;
Gummadi et al. (2024) discusses transport-layer
controls for the embedding/retrieval channel. At
generation: system-prompt hardening, output fil-
tering, and grounding checks reduce the success
rate of direct and indirect prompt injection (Gre-
shake et al., 2023). At deployment: locally hosted
models (the design pattern adopted by Chen and
Tran (2024) and Liu et al. (2024)) reduce data res-
idency risk relative to cloud APIs at the cost of
operational overhead. At governance: secure log-
ging, audit trails, and incident response are baseline
expectations for enterprise systems and are explic-
itly discussed by Andersson (2024) for the Azure
deployment case, but are absent from forty-eight
of the fifty included studies.

4.3 Coverage in the primary corpus
Mapping the external taxonomy back onto the pri-
mary corpus produces a sparse picture. Direct
prompt injection is mentioned only implicitly, as
a motivation for reliability checks (Benita et al.,
2024); indirect prompt injection is not addressed
in any reviewed study. Corpus poisoning is not ad-
dressed. Membership inference and sensitive-data
leakage are mentioned as concerns by Chen and
Tran (2024) and Andersson (2024) but no techni-
cal mitigations are evaluated. Local-deployment is

Figure 3: Retrieval-Augmented Generation pipeline.

the most frequently discussed control (Chen and
Tran, 2024; Liu et al., 2024). Access control, audit
logging, and output validation are mentioned in
passing in (Matar and Mohammad, 2024; Zhang
et al., 2024; Benita et al., 2024; Muthyala et al.,
2024) but never instantiated. The evidence base for
security architectures in enterprise RAG remains
limited. Accordingly, this review frames secure
RAG as an emerging research gap in enterprise
settings.

5 RAG Pipeline

Based on a reading of the collected studies, this
section synthesizes an overview of the standard
RAG architecture. The pipeline is relevant both
for researchers seeking to replicate prior work and
for practitioners planning a chatbot deployment.
Three core stages are consistently reported across
the reviewed literature: indexing, retrieval, and
generation. Figure 3 illustrates the full flow.

• Indexing: Before any query can be answered,
all documents in the knowledge base must
be prepared in a form that supports semantic
search. This begins by dividing each docu-
ment into smaller passages, or chunks, each
of which is independently searchable. The ap-
propriate chunk size is a key design decision:
chunks that are too large may dilute relevance
signals, while overly small chunks can lack
the context needed for a meaningful answer.
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Each chunk is then passed through an em-
bedding model that maps its textual content
to a dense numerical vector, encoding the se-
mantic meaning of the passage so that content
covering similar topics is represented nearby
in the vector space. All resulting vectors are
stored in a vector database such as Chroma,
which supports fast similarity-based lookups.
This stage is foundational because the ceiling
on retrieval quality is determined here (Ko
et al., 2024b; Lu et al., 2024).

• Retrieval: When a user submits a query, it is
transformed using the same embedding model
applied during indexing, producing a query
vector in the same high-dimensional space
(Analytics and Sukhwal, 2024). The system
then computes similarity between this query
vector and every stored document vector us-
ing cosine similarity, which reflects semantic
relatedness rather than literal word overlap.
Documents whose vectors align most closely
with the query are ranked as the most relevant,
and the top-k results are selected for the gen-
eration stage. The quality of the embedding
model and the value of k are both engineering
decisions that directly determine how useful
the retrieved context will be for generating a
correct answer (Ko et al., 2024b; Andersson,
2024).

• Generation: The retrieved document chunks
are combined with the original user query and
provided to the LLM through a structured
prompt template. The model generates a re-
sponse that draws on both the retrieved evi-
dence and its pre-trained language knowledge.
This grounding in retrieved content is what
fundamentally distinguishes RAG from a di-
rect LLM call: answers are anchored to mate-
rial that exists in the knowledge base, reducing
hallucination and improving factual reliability.
The LLM can be any capable model, including
OpenAI’s models, LLaMA variants, or locally
deployed options such as Ollama, depending
on the privacy and infrastructure requirements
of the deployment.

6 Implications for Research and Practice

This SLR establishes a baseline for designing
RAG-augmented chatbots, outlining distinct direc-
tions for research and practice. For researchers,

the lack of standardized evaluation metrics across
studies points to the need for a unified evalua-
tion suite. Additionally, unresolved optimization
challenges—such as hybrid sparse-dense retrieval
and hierarchical semantic segmentation—require
deeper investigation (Vakayil et al., 2024; Lu et al.,
2024). Critically, future research must address
enterprise security concerns, including defences
against indirect prompt injection, corpus poison-
ing, and membership inference (Greshake et al.,
2023; Zhang et al., 2025; Vassilev et al., 2024). For
practitioners, RAG provides substantial workflow
gains in healthcare, supply chain, and manufac-
turing (Zhu and Vuppalapati, 2024). Successful
industrial deployment requires fine-tuning LLMs,
optimizing retrieval mechanisms to balance cost
and latency (Liu et al., 2024), and integrating user-
friendly interfaces with robust access controls and
prompt engineering to ensure reliability (Alario-
Hoyos et al., 2024).

7 Conclusion and Future Work

This Systematic Literature Review maps the current
landscape of RAG-LLM chatbot research against
the requirements of industrial deployment, particu-
larly in enterprise planning contexts like SAP. By
analyzing 50 empirical studies, we confirm that
RAG-augmented chatbots consistently outperform
standalone LLM configurations in precision and
relevance across healthcare, education, and man-
ufacturing. However, two critical gaps remain:
the absence of direct comparisons between cus-
tomized RAG chatbots and cloud-managed ser-
vices (e.g., Azure), and the lack of technical depth
regarding enterprise security controls and access-
management architectures.

To address these gaps, future work must focus
on: (1) expanding evaluation datasets to improve
model generalization; (2) optimizing retrieval us-
ing hybrid sparse-dense methods; (3) treating secu-
rity as a first-class design requirement, specifically
evaluating defences against indirect prompt injec-
tion, corpus poisoning, and data leakage (Vassilev
et al., 2024; Greshake et al., 2023); (4) benchmark-
ing RAG chatbots against production-ready cloud
services in realistic industrial settings; and (5) es-
tablishing unified evaluation standards to enable
cross-study meta-analyses.
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Limitations

This SLR has several key limitations. First, the
primary corpus is relatively small (50 studies) and
exclusively covers 2024–2025, which limits longi-
tudinal claims. Second, the high heterogeneity of
evaluation metrics (e.g., MRR, BLEU, SUS, accu-
racy) prevents quantitative meta-analysis. Third,
most studies report controlled laboratory exper-
iments rather than long-term production deploy-
ments. Fourth, none of the included studies evalu-
ates a direct, native SAP-ERP integration. Finally,
as noted in Section 4, security and data privacy
remain the thinnest areas of coverage across the
reviewed literature.
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