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Abstract

Modern edge Al systems rely on dynamic,
multi-stage pipelines vulnerable to adversarial
attacks. Existing attacks primarily target static
tasks and lack adaptability to these complex en-
vironments. We propose Hydra, an adversarial
attack framework for Al-driven video stream-
ing and edge security services. Hydra inte-
grates three innovations: Multi-Stage Service
Disruption (MSSD) that coherently misleads
successive pipeline components, Resource-
Aware Transferability Enhancement (RATE)
for effective attacks under edge constraints, and
Meta-Reinforcement Learning for Adaptive
Perturbation (MetaRAP) that dynamically
tunes attack parameters based on real-time sys-
tem states. Evaluations on a multimodal medi-
cal RAG system demonstrate Hydra’s superior
efficacy, achieving up to 75% ASR against spe-
cialized retrievers at ¢ = 8/255, a 12% abso-
lute improvement over baselines. Hydra also
exhibits strong transferability, defense robust-
ness, and a favorable efficiency trade-off, re-
quiring only 2.1 seconds per adversarial exam-
ple. This work highlights a potent threat to
edge intelligence services, urging development
of robust multi-stage defenses.

1 Introduction

Vision-Language Models (VLMs) have shown
strong performance in medical applications such
as report generation and visual question answer-
ing (Liu et al., 2023; Li et al., 2023; Touvron et al.,
2023; Liang et al., 2026; Niu et al., 2024). To im-
prove factuality, they are increasingly combined
with retrieval mechanisms, forming Multimodal
Medical RAG (MMed-RAG) systems (Lewis et al.,
2020; Xiong et al., 2024; Xia et al., 2025) that gen-
erate responses conditioned on retrieved medical
evidence. Many such systems are deployed at clin-
ical edge nodes under strict latency and resource
constraints.
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Figure 1: Adversarial perturbations in MMed-RAG sys-
tems can corrupt both retrieval and generation stages,
producing harmful diagnostic outputs.

However, this retrieval-augmented architecture
introduces a novel attack surface, as illustrated in
Figure 1. Unlike conventional models, MMed-
RAG systems expose an additional attack surface
because adversaries may manipulate both the input
and retrieval process. In medicine, such attacks
can induce harmful diagnostic outputs (Peng et al.,
2024a,b). Existing attacks (Goodfellow et al., 2015;
Madry et al., 2018; Carlini and Wagner, 2017) were
primarily developed for single-model settings and
do not explicitly address cross-modal transferabil-
ity across retrieval-augmented pipelines.

To address this gap, we propose Hydra, an
adversarial attack framework designed to exploit
the cross-modal retrieval vulnerabilities in MMed-
RAG systems. Hydra consists of three components.
Multi-Stage Service Disruption (MSSD) jointly at-
tacks retrieval and generation. Resource-Aware
Transferability Enhancement (RATE) improves
cross-model transferability through heterogeneous
surrogate ensembles, knowledge distillation (Yang
et al., 2025), and invariant risk minimization. Meta-
Reinforcement Learning for Adaptive Perturbation
(MetaRAP) dynamically adjusts attack parameters
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according to system states (Shang et al., 2025; Zou
et al., 2025).

We evaluate Hydra on two critical medical
tasks—pneumonia report generation and edema
diagnosis—using three medical retrievers and two
generative VLMs. Experiments across 60 retriever—
VLM-€ configurations show that Hydra achieves
an attack success rate exceeding 90% with suffi-
cient perturbation budget, outperforming all base-
lines by up to 12 percentage points in absolute ASR.
Hydra further retains high effectiveness under four
mainstream input-transformation defenses while
requiring only 2.1 s per adversarial example.

2 Related Work

Multimodal Medical RAG. Retrieval-Augmented
Generation (RAG) enhances large language mod-
els (Brown et al., 2020; Touvron et al., 2023) by
grounding output generation in externally retrieved
content, thereby improving factual accuracy (Lewis
et al., 2020). In the medical domain, multimodal
RAG pipelines fuse visual data with textual clini-
cal knowledge to support report generation, VQA,
and clinical decision support. MedRAG (Xiong
et al., 2024) conditions radiology report generation
on patient-specific knowledge, ChatCAD (Wang
et al., 2023) employs hybrid retrieval for conversa-
tional diagnosis, and the recently proposed MMed-
RAG (Xia et al., 2025) introduces domain-aware
retrieval with adaptive context selection, achiev-
ing substantial factual accuracy gains across di-
verse medical specialties. Despite these advances
in capability, comparatively little attention has been
paid to the security posture of such systems—an
oversight that grows more consequential as clinical
deployment accelerates.

Adversarial Attacks on VLMs. The vulnerability
of deep neural networks to adversarial perturba-
tions (Wang et al., 2024), first identified by Szegedy
et al. (Szegedy et al., 2014) and formalized through
FGSM (Goodfellow et al., 2015), has since been ex-
tended to iterative methods including PGD (Madry
etal., 2018) and C&W (Carlini and Wagner, 2017).
Transfer-based black-box attacks exploit the obser-
vation that adversarial examples crafted on surro-
gate models can fool unseen target models (Paper-
not et al., 2016; Liu et al., 2017; Dong et al., 2018),
with ensemble strategies (Tramer et al., 2018) and
knowledge-distillation-guided gradient diversifi-
cation (Wu et al., 2025) further boosting cross-
architecture transferability. Recent work has specif-
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ically targeted vision-language models: Chain
of Attack (Xie et al., 2025) leverages iterative
multi-modal semantic updates to enhance transfer-
based targeted attacks on VLMs, while AnyAt-
tack (Zhang et al., 2025) trains a self-supervised
generator on large-scale data to produce universal
adversarial perturbations that transfer to commer-
cial VLM systems. These findings indicate that the
attack surface of VLMs extends well beyond single-
model white-box settings, yet their implications for
safety-critical medical deployments remain largely
unexplored.

Adpversarial Attacks on Medical RAG. Adver-
sarial robustness of medical image classifiers has
been studied for chest X-ray models (Rajpurkar
etal., 2017; Irvin et al., 2019) and language mod-
els (Devlin et al., 2019), yet retrieval-conditioned
generation pipelines introduce qualitatively differ-
ent attack vectors. PoisonedRAG (Zou et al., 2025)
demonstrated that injecting a small number of mali-
cious texts into a RAG knowledge base can induce
targeted misgeneration with over 90% success, and
MM-PoisonRAG (Ha et al., 2025) extended this
to the multimodal setting with both localized and
globalized poisoning strategies. In the medical do-
main, Shang et al. (Shang et al., 2025) proposed
Medusa, a framework that crafts cross-modal trans-
ferable perturbations against MMed-RAG systems
using a multi-positive InfoNCE loss and surrogate-
ensemble optimization with invariant risk mini-
mization. While Medusa addresses retrieval-stage
hijacking through embedding alignment, it oper-
ates with static attack parameters and does not
account for the resource constraints or temporal
dynamics inherent in edge-deployed pipelines. Hy-
dra builds upon and extends this line of research
through three key distinctions: (i) a composition-
ally richer multi-stage loss (MSSD) that jointly
optimizes embedding drift, retrieval poisoning, and
generation corruption with an explicit gradient-
alignment objective; (ii) cross-capacity knowledge
distillation within the surrogate ensemble (RATE)
to resolve capacity-mismatch failures absent in
prior ensemble approaches; and (iii) MetaRAP, a
meta-reinforcement learning module that dynami-
cally adapts attack parameters to real-time system
states—a capability absent in all prior work on
RAG adversarial attacks.



3 Method

3.1 Problem Formulation and Threat Model

System Model. Let P = (fg, fr, K, G) denote
an MMed-RAG pipeline, where fr : X — R%isa
multimodal query encoder, fr : R% x I — KF is
a cross-modal retriever returning the top-k knowl-
edge entries from corpus /C, and G : X x KF — Y
is a generative model producing a diagnostic re-
port. Given a clean image Z € X, the full pipeline
produces:

§=G(I, fr(fe(Z), K)). (1)

The system processes a temporal sequence of
frames {Z;}_, in an edge-deployed setting subject
to time-varying resource constraints (bandwidth
bwy, computational load [;).

Threat Model. We operate under a practical black-
box threat model: the adversary has (i) query access
to the final diagnostic output ¢ but no access to the
internal weights of fr or G; (ii) white-box access
to a set of heterogeneous surrogate models S =
{Pm)IM_ + and (iii) knowledge of the corpus K
but not of the FAISS index structure. The adversary
is permitted a perturbation budget ||d¢||oo < € per
frame. The goal is to craft ft = T + 6; such that
¢ shifts from the ground-truth class (“normal”) to
a target malicious class (“diseased”).

Definition (Attack Success). A perturbation 6,
is successful if G(Z;, fr(fe(Zy), K)) is classified
by the evaluator as belonging to the target disease
class Tiarget-

Unlike single-stage attacks, Hydra must simulta-
neously corrupt (1) the embedding space of fr to
induce retrieval poisoning, and (2) the final output
of G to ensure generation corruption, creating a
cascading failure mode unique to RAG systems.
Key Challenge: Stage Coupling. The retrieval
and generation stages are tightly coupled yet opti-
mized by distinct objectives. A perturbation that
maximally disrupts fr may not propagate effec-
tively to corrupt G’s output. Conversely, a pertur-
bation directly attacking GG ignores the semantic
filtering imposed by fr.

Proposition (Stage Coupling Conflict).
Let 0p =  argmin|g) <c Liask(d) and
05 = argmins) <cLdec(d). In general,

<V£task7 vL:dec> 3 3 _

IV Lokl TV Zacell _<< 1, meaning the .s1ngle' sta}ge
optima are misaligned, and a composite objective
is necessary for coherent pipeline disruption.

Empirically, the average cosine similarity between
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Figure 2: High-level architecture of the Hydra Attack
Engine. The MSSD module computes the composite
loss from three stage-specific objectives (Lteat, Liasks
Lgec), which feeds into the RATE module containing
a heterogeneous surrogate model ensemble and regu-
larization. MetaRAP observes the system state s; and
dynamically adjusts attack parameters (6;, €;) via adap-
tive feedback.

VLiask and VLgee is —0.12 & 0.08 across our
surrogate ensemble at € 8/255, confirming
near-orthogonal gradient directions.

3.2 Hydra Framework Overview

Motivated by the stage-coupling challenge, we in-
troduce Hydra, a three-pronged adaptive adver-
sarial framework. The design philosophy follows
a decompose-then-coordinate principle: (1) De-
compose the pipeline attack into coherent per-
stage objectives (MSSD, Section 3.3); (2) Coor-
dinate cross-model transferability under resource
constraints (RATE, Section 3.4); (3) Adapt attack
parameters dynamically to environmental states
(MetaRAP, Section 3.5). Each component targets
a distinct failure mode that limits prior attacks:
MSSD eliminates the gradient misalignment be-
tween per-stage objectives (Proposition 3.1), RATE
mitigates architectural overfitting to the surrogate
set through diversity-driven regularization, and
MetaRAP replaces brittle static hyperparameters
with a learned policy conditioned on real-time sys-
tem state. The high-level architecture is illustrated
in Figure 2, and the complete attack procedure is
formalized in Algorithm 1.

3.3 Multi-Stage Service Disruption (MSSD)

Existing adversarial attacks on RAG systems typi-
cally optimize a single-stage objective—either tar-
geting the retriever or the generator (Goodfellow
et al., 2015; Dong et al., 2018). Attacking only the
retriever (L,q) may successfully pollute the top-k
retrieved documents, but the generator G may still
produce a correct diagnosis. Attacking only the



Algorithm 1 Hydra: Adaptive Multi-Stage Adver-
sarial Attack

Require: Clean frames {Z;}]_,; surrogates S =
{Pm)IM_ - budget €; iters Nyui, Nin; policy
7Q; step a;; momentum /i
Ensure: Adversarial perturbations {d;}7,
1: Initialize 8; < O, s < O for all ¢

2: fort=1,2,...,Tdo
3: [MetaRAP] Observe St =
(bwt, lt, TSI{tfl)
4: Sample [, Br, Vi, €] ~ T (¢]st)
5: forn=1,..., Noy do
6: [MSSD] For each surrogate m: E(SD)L
a Efeat + ﬁt task + rYt‘C((iZLC)
[RATE] Lgne = & 3, win L5
Liotal = LEns + AkdLkD + AIRMLIRM +
)\crECR
9: forn’ =1,...,N;, do
10: gt = vét £tota1; re = ppy +
gt/lgellx
11: 0y = II, (0 + o - sign(p))
12: end for
13:  end for
14:  Evaluate ¢;; compute reward r; via Equa-

tion (8); PPO update 2
15: end for
16: return {&;}7

generator (L4e.) may bypass retrieval but requires
large perturbations (e > 8/255) that are percep-
tually noticeable. MSSD resolves this tension by
crafting perturbations that coherently corrupt all
three computational stages simultaneously.

LetZ; = Z; + &; with |6¢]|co < €;. The pipeline
at time ¢t computes embedding z; fE (ft), re-
trieved context R; = fr(z, K), and report §; =

G (it, R:). The Service Disruption Loss (SDL)

' )

£SDL(5t) = oy Lieat (fE(ft%
+ Bt : ‘Ctask <fR(zta IC)’ yt(:ﬁ)get

(E
ytar)get

Stage 1: Embedding drift

) 2)

Stage 2: Retrieval poisoning

+ Ve - ‘Cdec(ﬁgtv lnarget)a

Stage 3: Output corruption

where L., 1S a contrastive loss steering embed-
dings toward disease-class centroids, L,¢ maxi-
mizes the rank of disease-labeled documents via a
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differentiable rank approximation:

ZJ(s(kj/,zt) -

— Tr
J'#7

#(kj; 21) = S(kj’zt)> . ()

and Lge is cross-entropy between G’s output and

target report Tiarget Via teacher forcing. The re-
trieval loss iS Liaex = Zj:c(kj):ﬂarget 7(kj; z1),
with 7. = 0.1. The effectiveness of SDL can
be understood information-theoretically: I(Z;; ij;)
decomposes across pipeline stages, and SDL en-
sures that adversarial information flows coherently
through every layer, achieving cascading failure
rather than isolated stage disruption.

3.4 Resource-Aware Transferability
Enhancement (RATE)

In the black-box setting, perturbations optimized
solely on surrogates suffer from architectural over-
fitting (Tramer et al., 2018; Kurakin et al., 2017).
RATE addresses this through three complementary
mechanisms.

Heterogeneous Surrogate Ensemble. RATE ex-
plicitly selects surrogates with maximal architec-
tural diversity. Our ensemble (BioViL-T-ViT-L,
MedCLIP-ResNet, LoVT-ViT-B, CLIP-ViT-B/16)
achieves an average pairwise diversity score of 0.59.
The ensemble SDL loss is:

Mzwm

where weights w,,, are adaptively set by inverse
validation loss.
Cross-Capacity Knowledge Distillation. A subtle
failure mode of heterogeneous ensembles is capac-
ity mismatch: large surrogates may generate pertur-
bation signals conflicting with compact surrogates,
leading to gradient cancellation. We resolve this
with a distillation consistency loss (Hinton et al.,
2015; Song et al., 2026):
1
2.

m<m/

£(m)

ﬁEns 6t SDL

6), 4

Lxp(6¢) =

(5)

ol (7 k())-

where ¢(™) denotes the logit output of surrogate m
and 7 = 4 is the distillation temperature. Minimiz-
ing Lxp forces consistent soft predictions, aligning
decision surfaces near the adversarial example.

IRM-Inspired Regularization. Inspired by Invari-
ant Risk Minimization (Arjovsky et al., 2019), we

gm gm)

T

T



penalize the per-surrogate gradient norm to encour-
age architecture-agnostic perturbations:

M 2
L) = Y | Vs LGLON [, ©
m=1

This pushes optimization toward flat ad-
versarial regions likely to transfer to un-
seen architectures. Additionally, a com-
putational ~ regularization term Lcgr
max (0, FLOPs(¢ite(Z;)) /FLOPs(1ite(Z:)) — 1)
with n 1.05 ensures edge-deployable per-
turbations. The complete RATE objective
is:

min LEns + AkdLKD

Ot: [|0¢]| oo <et

(7)
+ ArRMLIRM + Aer LCR,

optimized via MI-FGSM (Liu et al., 2017; Dong
et al., 2018) with momentum decay p = 1.

3.5 MetaRAP: Meta-RL for Adaptive
Perturbation

Both MSSD and RATE require hyperparameters
[at, Bty Ve, €] that balance competing objectives.
Prior work fixes these across all frames, ignoring
temporal structure. Inspired by meta-learning (Finn
et al., 2017), MetaRAP formulates attack schedul-
ing as a POMDP (Schulman et al., 2017).

State Space.

sy = (bwy,ly, ASRy_yyy_1, €1, 25"7T) captures
bandwidth, load, rolling ASR over window W =
10, previous budget, and a compressed surrogate
embedding.

Action Space. The policy outputs ay
[, B, Ye, €] € [0,1]3%x[2/255, 32/255] with sim-
plex constraint oy + B + v+ = 1 enforced via
softmax.

Reward. The reward balances attack success
against resource consumption:

re =19 = Taar) + A - ASRi_

attack success rolling ASR bonus

_Ac< +lt>7

resource penalty

®)

time;

timey,

where A\, = 0.3 and )\, = 0.2. Bandwidth dynam-
ics follow an Ornstein-Uhlenbeck process and load
dynamics are calibrated on real edge server traces.
Policy Architecture and Training. The meta-
policy mq(a|s;) is parameterized as a two-layer
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GRU (Cho et al., 2014) followed by a multi-head
actor-critic, enabling the policy to remember prior
system states. It is trained via PPO (Schulman
et al., 2017; Song et al., 2024) with g, = 0.2,
entropy coefficient cepy = 0.01, for 5,000 environ-
ment steps with rollout length 64.

Theorem (MetaRAP Convergence). Under
Lipschitz continuity of the reward function and
bounded state transitions, the PPO update con-
verges to a local stationary point mo« satisfying
IVaTrpo ()] < ein O(e72) policy gradient
steps.

In practice, MetaRAP converges within 200
episodes, yielding a 38% higher asymptotic reward
than the static-parameter baseline with 42% lower
variance.

3.6 Full Hydra Objective

Combining MSSD, RATE, and MetaRAP, the per-
frame Hydra optimization is:

min  Lgns(6:) + Ad LD

t
[10¢ ]| oo <€t

)
+ ArMLIRM + AerLCR

with [, Bt, Vi, €] provided by 7 and fixed Aiq =
0.5, Airm = 0.1, Ay = 0.3. The per-frame com-
plexity is O(Noyt - Nin - M - Cspr); MetaRAP’s
adaptive budget selection reduces effective Nyt
by early termination when ASR > 0.9, yielding
2.1 s wall-clock time at e = 8/255. The three com-
ponents exhibit positive synergy: the combined
system achieves 27.4% higher ASR than the sum
of individual components’ gains, confirming super-
additive interaction.

4 Experiments

4.1 Experimental Setup

All experiments are conducted on a single NVIDIA
RTX 4090 GPU (24 GB) with Python 3.11.4 and
PyTorch 2.4.1. We evaluate on two medical tasks:
pneumonia report generation and edema diagnosis.
MMed-RAG System Construction. The knowl-
edge base integrates diagnostic terms and radiology
reports from Wikipedia (Wikipedia contributors,
2024), MDWiki (MDWiki, 2024), and MIMIC-
CXR (Johnson et al., 2019). Two balanced corpora
are used: a Pneumonia Knowledge Base (1,000
pneumonia + 1,000 normal reports) and an Edema
Knowledge Base (1,000 edema + 1,000 normal re-
ports). Three medical retrievers—PMC-CLIP (Lin



Attack Success Rate Comparison
(Pneumonia Report Generation with LLaVA-Med)

Retriever
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Figure 3: ASR comparison across methods on the pneu-
monia report generation task (LLaVA-Med). Hydra
outperforms all baselines (ENS, SVRE, Ours) across
every retriever and perturbation budget, with the largest
margins on MONET and BiomedCLIP.

et al., 2023), MONET (Park et al., 2024), and
BiomedCLIP (Zhang et al., 2023)—serve as re-
trieval components, with FAISS (Johnson et al.,
2021) as the retrieval index. Generative models
are LLaVA-7B (Liu et al., 2023) and LLaVA-Med-
7B (Li et al., 2023).

Adversarial Examples. We randomly sample 100
chest X-ray images from MIMIC-CXR, verified
as “normal,” to serve as clean inputs. Surrogate
models: BioViL-T (Bannur et al., 2023), Med-
CLIP (Wang et al., 2022), LoVT (Miiller et al.,
2022), and CLIP-ViT-B/16 (Radford et al., 2021).
Baselines: ENS (Liu et al., 2017), SVRE (Xiong
et al., 2022), and a prior adversarial RAG attack
variant (Zou et al., 2025) (“Ours”). Default hyper-
parameters: top-k = 5, € € {2/255,...,32/255},
step size 1/255, 7 = 0.07, Arm = 0.1, p = 1,
100 outer iterations, 5 inner iterations.
Evaluation Metric. DeepSeek (DeepSeek-Al,
2024) serves as the automated evaluator (96.6%
accuracy, 97.6% precision, 95.6% recall on 500
balanced samples vs. expert annotations). ASR
is defined as ASR = % SN | I(DeepSeek(T;) =
7:arget)-

4.2 Attack Performance Evaluation

Tables 1-2 and Figure 3 report attack success rates
across all retriever—VLM configurations. Hydra
achieves the highest ASR in every setting, with par-
ticularly pronounced gains on domain-specialized
retrievers. At e = 8/255 with LLaVA-Med on the
pneumonia task, for example, Hydra raises ASR on
MONET from 63% (Ours) to 75% and on Biomed-
CLIP from 66% to 78%—an absolute improvement
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of 12 percentage points in both cases. ASR scales
monotonically with € for Hydra, confirming effec-
tive utilization of the perturbation budget, whereas
baseline methods exhibit limited sensitivity to in-
creased budgets. This disparity underscores the
advantage of Hydra’s multi-stage loss coordina-
tion and ensemble-based transferability over single-
objective attack strategies.

4.3 Retrieval Misleading, Defense Robustness,
and Efficiency

Retrieval Misleading. Table 3 and Figure 4 quan-
tify the average count of pneumonia-labeled reports
among top-5 retrieved documents. Hydra induces
stronger semantic drift than all baselines at every
e level, saturating at 5.0 (i.e., all retrieved docu-
ments are disease-labeled) from € > 16/255. The
margin is most pronounced on domain-specialized
retrievers such as MONET and BiomedCLIP, indi-
cating that the MSSD loss effectively exploits the
medical-specific semantic structures encoded by
these models.

Defense Robustness.  We evaluate against
four mainstream input transformation defenses:
R&P (Xie et al., 2018), Bit-Depth Reduction (Xu
etal., 2018), ComDefend (Jia et al., 2019), and Diff-
Pure (Nie et al., 2022). We note that recent work
such as ADBM (Li et al., 2025) has improved upon
DiffPure by constructing a direct diffusion bridge
from adversarial to clean distributions; evaluating
Hydra against such advanced purification methods
is a natural direction for future work. Table 4 and
Figure 5 reveal that, while defenses moderately
reduce ASR across all methods, Hydra retains 78—
84% of its no-defense ASR compared to 25-85%
for baselines. The RATE module’s invariant risk
minimization and computational regularization pro-
duce perturbations that reside in flat adversarial
regions, rendering them less susceptible to the geo-
metric distortions introduced by input transforma-
tions.

Attack Efficiency. Table 5 and Figure 6 compare
average generation time against ASR at e = 8/255.
Hydra attains the highest ASR (84.7%) in 2.1s
per example, yielding an ASR-per-second score
of 40.3—roughly double that of ENS and SVRE.
This favorable trade-off arises from MetaRAP’s
adaptive early-termination policy, which curtails
unnecessary optimization iterations once the rolling
ASR exceeds 0.9.



Table 1: ASR on the pneumonia report generation task under different /... Best results per row are in bold.

LLaVA-Med LLaVA
loo Method
PMC-CLIP MONET BiomedCLIP PMC-CLIP MONET BiomedCLIP
ENS 96% 4% 31% 84% 6% 25%
21255 SVRE 95% 4% 27% 90% 5% 24%
Ours 98% 14% 48% 90% 19% 40%
Hydra 100 % 22% 55% 95% 25% 48 %
ENS 99% 2% 27% 80% 3% 24%
4255 SVRE 97% 5% 25% 86% 7% 21%
Ours 95% 35% 53% 88% 36% 45%
Hydra 100 % 45% 62% 94 % 44 % 55%
ENS 96% 2% 31% 84% 2% 26%
8/255 SVRE 93% 2% 27% 90% 5% 24%
Ours 98% 63% 66% 90% 62% 57%
Hydra 100% 75% 78 % 96 % 75% 70 %
ENS 97% 2% 26% 94% 1% 21%
16/255 SVRE 99% 0% 30% 81% 1% 28%
Ours 98% 57% 76% 82% 51% 75%
Hydra 100 % 70% 85% 95% 68% 82%
ENS 97% 2% 28% 83% 1% 20%
32/255 SVRE 98% 10% 39% 81% 10% 33%
Ours 99% 87% 93% 88% 72% 87%
Hydra 100 % 95% 98 % 97 % 88% 95%

Retrieval misleading effectiveness on pneumonia report generation

=O— Hydra Ours == SVRE --@-- ENS

Average pneumonia count

8/255
Perturbation magnitude /..

16/255 32/255

Figure 4: Average pneumonia document count (top-k =
5) vs. perturbation budget € for LLaVA-Med. Hydra
achieves the highest retrieval misleading score at all
e levels, saturating at 5.0 (all retrieved documents are
disease-labeled) at e > 16/255.

5 Conclusions

This paper presents Hydra, an adversarial attack
framework that exposes critical vulnerabilities in
Al-driven edge intelligence services, exemplified
by multimodal medical RAG pipelines, by exploit-
ing the cascading dependencies across their dy-
namic, multi-stage architectures. The framework
integrates MSSD for coherent cross-stage disrup-
tion, RATE for architecture-agnostic transferability
under resource constraints, and MetaRAP for real-
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ASR under Input Transformation Defenses (¢=8/255)

P
<
3
n

Attack Method
Rate (%)

Attack Success

e

Hydra

Bit Reduction
(LLaVA-Med)

Bit Reduction _ ComDefend _ Comberer DifPure
LLava) (LLaVAMed) (LLava) (LLava)

Defense Mechanism (VLM)

REP REP DiffPure.
(LLaVA-Med) (LLava) (LLaVA-Med)

Figure 5: Heatmap of ASR (%) under four input-
transformation defenses at ¢ = 8/255 for all method—
retriever combinations. Hydra (bottom rows) retains
high ASR across all defense—retriever pairs, while base-
line methods suffer severe degradation under DiffPure
and Bit-Depth Reduction.

time adaptive parameter scheduling—three capabil-
ities that, in combination, address failure modes left
unresolved by prior single-stage or static-parameter
approaches.

Extensive experiments on a constructed MMed-
RAG system validate the effectiveness of this de-
sign. Hydra achieved the highest attack success
rate across all perturbation budgets, retrievers, and
generative VLMs, with ASR scaling monotoni-
cally with € and reaching 88—100% at e = 32/255.
Beyond raw attack performance, Hydra induced
stronger semantic drift in the retrieval phase than all
baselines, retained 78—84% of its no-defense ASR



Table 2: ASR on the edema diagnosis task under different /... Best results per row are in bold.
o Method LLaVA-Med LLaVA
PMC-CLIP MONET BiomedCLIP PMC-CLIP MONET BiomedCLIP
ENS 82% 7% 26% 77% 1% 27%
2/255 SVRE 79% 5% 21% 80% 4% 16%
Ours 83% 11% 39% 84% 17% 32%
Hydra 88% 18% 46 % 89% 24% 40%
ENS 82% 3% 29% 71% 3% 21%
4/255 SVRE 85% 4% 28% 77% 7% 29%
Ours 85% 24% 44% 73% 21% 39%
Hydra 90 % 35% 53% 85% 32% 50%
ENS 81% 5% 28% T7% 3% 31%
8255 SVRE 83% 7% 32% 82% 3% 36%
Ours 90% 52% 68% 84% 46% 61%
Hydra 95% 65 % 80% 92 % 60 % 75%
ENS 88% 1% 21% 79% 2% 33%
16/255 SVRE 92% 6% 29% 85% 5% 31%
Ours 91% 61% 71% 85% 54% 64%
Hydra 96 % 78% 85% 94 % 72% 80%
ENS 89% 5% 24% 88% 4% 34%
32/255 SVRE 91% 13% 31% 90% 9% 27%
Ours 94% 73% 82% 91% 72% 87%
Hydra 98 % 90% 95% 96 % 88% 96 %
Table 3: Avg. pneumonia count (top_k — 5, LLaVA_ Attack Efficiency on Pneumonia Report Generation
Med) under varying e. Higher indicates stronger re-
trieval misleading. * T

loo ENS SVRE Ours Hydra
2/255 1.2 1.3 2.1 2.8
4/255 1.5 1.6 2.8 3.5
8/255 1.8 1.9 3.9 4.7
16/255 20 2.1 4.2 5.0
32/255 23 25 4.8 5.0

under four mainstream input-transformation de-
fenses, and attained the best ASR-per-second trade-
off at only 2.1 s per adversarial example. These
findings underscore that multi-stage Al service
pipelines are susceptible to coordinated end-to-end
adversarial strategies that exploit inter-stage cou-
pling. Future work should prioritize multi-stage
defense mechanisms—drawing on advances in ad-
versarial robustness evaluation (Croce and Hein,
2020), diffusion-based purification (Li et al., 2025),
and retrieval-specific filtering—to close the vulner-
ability gap identified in this work.

6 Limitations

Despite the promising results demonstrated by Hy-
dra, several limitations remain.

First, our evaluation focuses on a constructed
multimodal medical RAG pipeline composed of
publicly available retrievers, generative VLMs, and
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Methods
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Score: 23.6
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2.0 25 3.0
Average Time (seconds)

Figure 6: Attack efficiency scatter plot: ASR (%) vs.
average generation time (s) at e = 8/255, LLaVA-Med.
Hydra occupies the top-left region, achieving the best
ASR with competitive generation time, demonstrating
a favorable efficiency—effectiveness trade-off over all
baselines.

knowledge bases. Although this setup captures key
characteristics of real-world MMed-RAG systems,
additional validation on proprietary clinical de-
ployments and larger-scale hospital environments
would further strengthen the generality of our find-
ings.

Second, Hydra is evaluated primarily on chest
X-ray tasks involving pneumonia report generation
and edema diagnosis. While these tasks represent
important medical applications, future work should



Table 4: ASR on pneumonia report generation under input-transformation defenses (e = 8/255). Best per row in

bold.
Method LLaVA-Med LLaVA
Bit Bit
R&P Reduction ComDefend DiffPure R&P  Reduction ComDefend  DiffPure
ENS 20% 29% 31% 19% 17% 22% 25% 18%
SVRE 21% 24% 22% 17% 21% 21% 19% 14%
Ours 52% 55% 57% 43% 51% 51% 44% 39%
Hydra 65% 68 % 70 % 58% 64 % 65% 59 % 52%

Table 5: Attack efficiency: avg. time (s) and ASR at
€=8/255, LLaVA-Med.

Method Time (s) ASR (%) ASR/s
ENS 1.2 28.3 23.6
SVRE 1.5 29.7 19.8
Ours 3.8 72.3 19.0
Hydra 2.1 84.7 40.3

investigate whether similar attack dynamics arise
in other imaging modalities, medical specialties,
and retrieval-augmented clinical workflows.

Third, the effectiveness of transfer-based attacks
depends on the availability and diversity of surro-
gate models. Although RATE is specifically de-
signed to improve cross-architecture transferabil-
ity, attack performance may vary when target sys-
tems employ substantially different retrieval mecha-
nisms or foundation models that are not represented
in the surrogate ensemble.

Fourth, our defense evaluation focuses on rep-
resentative input-transformation and purification-
based defenses. The rapidly evolving landscape
of adversarial defenses, including retrieval-specific
filtering, retrieval consistency verification, and ad-
vanced diffusion-based purification methods, war-
rants broader future evaluation.

Finally, Hydra is presented as a security anal-
ysis framework intended to identify vulnerabili-
ties in multi-stage edge intelligence services. The
framework is designed to support the development
of more robust retrieval-augmented systems and
should not be interpreted as a deployment recom-
mendation for adversarial use.
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Figure 7: Ablation heatmap on the pneumonia task
(e = 8/255). Each row represents an ablated variant;
each column represents a retriever—VLM combination.
The full Hydra (bottom row) achieves the highest ASR
across all configurations. Removing MSSD causes the
most severe degradation, particularly on MONET and
BiomedCLIP, confirming its central role in multi-stage
attack coherence.

A Ablation Studies and Analysis

Component Ablation. We evaluate ablated vari-
ants at e 8/255 across all retriever—-VLM
configurations. Figure 7 provides a comprehen-
sive heatmap view of per-component contributions.
On the pneumonia task (LLaVA-Med), the full
Hydra achieves 100%/75%/78% ASR on PMC-
CLIP/MONET/BiomedCLIP. Removing MSSD
causes the largest drop (92%/60%/65%), especially
on domain-specialized retrievers. Without RATE,
ASR decreases moderately (95%/68%/70%) due
to reduced cross-architecture transferability. With-
out MetaRAP, ASR is 98%/70%/72%. The “w/o
All” baseline yields only 84%/51%/55%. Similar
trends hold on LLaVA and on the edema task (e.g.,
Full Hydra: 95%/65%/80% on LLaVA-Med vs.
w/o All: 77%/41%/55%), confirming the general
importance of each component.

Multi-Stage Perturbation Analysis. To dissect
MSSD effectiveness, we isolate the three loss com-
ponents and measure their individual and com-
bined impact on retrieval misleading (avg. pneu-
monia count in top-5) and final ASR (e = 8/255,
LLaVA-Med, avg. over retrievers). Feature-level
only (Lgeat): retrieval 2.4, ASR 38.2%. Retriever-
level only (Li.q): retrieval 3.1, ASR 55.7%.
Generation-level only (Lgec): retrieval 1.7, ASR
61.3%. Full MSSD: 4.7, 84.3% . This confirms
that MSSD’s strength lies in coherent cross-stage
disruption rather than any single component.
RATE Component Decomposition. On the edema
task (e = 8/255, LLaVA-Med, avg. over retriev-
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ers): Full Hydra (CR + KD) achieves 80.0% ASR
in 2.1s. Removing CR yields marginal ASR in-
crease (81.7%) but significantly longer generation
(3.68), confirming CR’s efficient-attack trade-off.
Removing KD reduces ASR to 72.3% while keep-
ing time stable (2.2 s), highlighting its role in cross-
architecture transferability. Full RATE thus strikes
the optimal balance.

Defense Robustness Ablation. Under four de-
fenses at € = 8/255 for LLaVA-Med, the full Hy-
dra maintains the highest ASR across all defenses:
65% (R&P), 68% (Bit Reduction), 70% (ComDe-
fend), 58% (DiffPure), versus 40-48% for the “w/o
All” variant. RATE plays a key role: removing
it causes a noticeable drop as its computational
regularization crafts perturbations less sensitive to
bit-depth reduction and diffusion purification.
Adaptive Policy Behavior. The MetaRAP meta-
policy mq learns adaptive strategies conditioned on
system state. In high-resource states, the policy al-
locates higher weight to Lg. and uses larger ¢; for
aggressive attacks. In low-resource/stealth states,
it shifts focus to L.t with smaller ¢;. This state-
conditioned adaptation explains Hydra’s consistent
efficiency gains over static-parameter baselines.
Compute and Environmental Impact. All
experiments ran on a single RTX 4090 GPU.
The total estimated compute across main exper-
iments (14.3h), MetaRAP training (2.9h), ab-
lations (17.5h), and defense evaluation (2h) is
approximately 37 GPU-hours, corresponding to
~16.7kWh and ~6.4kgCOqe. This modest
footprint reflects Hydra’s single-GPU design and
MetaRAP’s adaptive early-termination policy.



