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Preface

Welcome to TrustAudio, the Workshop on Secure, Safe, and Privacy-Preserving Speech and Audio AI,
co-located with AACL-IJCNLP 2026 in Zhuhai, China, on November 10, 2026. The workshop brings
together researchers in speech processing, natural language processing, machine learning, privacy, and
security to study the reliability and trustworthiness of speech and audio systems.

Speech and audio foundation models support a growing range of applications, including voice assi-
stants, transcription, accessibility tools, and multimodal agents. Their deployment raises questions about
adversarial robustness, safety, deepfake misuse, and privacy. TrustAudio provides a forum for understan-
ding these risks, developing realistic evaluations, and investigating safeguards across the model lifecycle.

This volume contains six contributed papers. They examine the geometry of speech representations
for audio deepfake detection, robust Amharic speech recognition under telecommunication degradation,
human perception of Arabic synthetic speech, transfer of text jailbreaks to audio agents, activation-level
analysis of adversarial jailbreak transfer across speech language models, and transferable adversarial
attacks in deep reinforcement learning. Together, these contributions offer complementary perspectives
on the behavior and limitations of learned systems under challenging inputs.

We thank the authors for their contributions, the reviewers for their careful assessments, and the
AACL-IJCNLP 2026 organizers and publication chairs for their support. We hope the workshop encoura-
ges useful exchanges across research communities and helps advance secure, safe, and privacy-preserving
speech and audio AI.

Nancy F. Chen, Yiming Chen, Xiaoxue Gao, Haizhou Li,
Björn Schuller, Berrak Sisman, and Xianghu Yue
TrustAudio 2026 Workshop Organizers
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Invited Talk
Multi-Layer Defenses Against Speech Deepfakes: Combining

Passive Detection and Proactive Protection
Junichi Yamagishi

National Institute of Informatics, Tokyo, Japan
Tuesday, November 10, 2026 –

Abstract: Speech generative AI can now produce voices that are difficult for listeners to distinguish
from real ones. These advances enable valuable applications, but also lower the barrier to impersonation
fraud and disinformation. This talk examines how passive detection and proactive protection can work
together to address these risks.
Passive defense uses deepfake detectors to identify traces of synthesis in speech signals. It requires no
cooperation from the generator, but must continually adapt to new and unseen generation methods. The
talk reviews recent progress in detection and its remaining limitations.
Proactive defense intervenes when speech is generated or published. Alongside C2PA provenance meta-
data, the talk introduces self-embedding watermarking, which conceals a compact representation of the
original speech within the signal so that manipulated segments can be localized and partially restored.
Such marks can provide strong evidence, but are available only for content marked in advance and may
be stripped, forged, or degraded.
The talk concludes by exploring how the two approaches can cover each other’s blind spots: detection
can serve as a fallback when marks are removed or absent, while watermarks can ease the burden on de-
tectors. It also considers open questions in designing and evaluating multi-layer defenses for real-world
use.

Bio: Junichi Yamagishi received a Ph.D. from the Tokyo Institute of Technology in 2006 for a thesis that
pioneered speaker-adaptive speech synthesis. He is a professor at the National Institute of Informatics,
Tokyo, Japan. Previously, he held an EPSRC Career Acceleration Fellowship in the Centre for Speech
Technology Research (CSTR) at the University of Edinburgh, U.K., from 2011 to 2016. He has authored
and co-authored more than 400 refereed papers in international journals and conferences.
He served as an elected member of the IEEE Speech and Language Technical Committee from 2013 to
2019, as an Associate Editor for the IEEE/ACM Transactions on Audio, Speech, and Language Proces-
sing from 2014 to 2017, as a chairperson of ISCA SynSIG from 2017 to 2021, as a Senior Associate
Editor for the IEEE/ACM Transaction on Audio, Speech and Language Processing from 2019 to 2023,
and as a technical committee of the Asia-Pacific Signal and Information Processing Association (APSI-
PA) Multimedia Security and Forensics from 2018 to 2023. He has been a member of the IEEE Signal
Processing Society Education Board since 2021.
He received the Itakura Prize from the Acoustic Society of Japan, the Kiyasu Special Industrial Achie-
vement Award from the Information Processing Society of Japan, the Young Scientists’ Prize from the
Minister of Education, Science and Technology, the JSPS prize from the Japan Society for the Promo-
tion of Science, the best paper award at the IEEE International Workshop on Information Forensics and
Security (WIFS), the Docmo mobile science award, and IEEE Biometrics Council’s BTAS/IJCB 5-Year
Highest Impact Award in 2010, 2013, 2014, 2016, 2017, 2018, and 2023, respectively.
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Invited Talk
Groundwork for Open Speech Foundation Models: Data,

Recipes, and Task-Specific Models
Shinji Watanabe

Carnegie Mellon University
Tuesday, November 10, 2026 –

Abstract: Building speech foundation models is no longer the exclusive domain of large companies,
but reproducing one still takes more than a published architecture. The hard part is the groundwork:
collecting, cleaning, and automatically annotating data before training begins. Large-scale audio collec-
tions are abundant, yet raw audio and transcripts are often misaligned, mislabeled, or otherwise unusable
without careful processing.
This talk uses fully transparent open Whisper-style speech models (OWSM) as a case study and focuses
on the groundwork behind them. It shows how OWSM v4 narrowed a web-scale pool of multilingual
speech, around 500K hours from YODAS v2, to a usable training set through alignment, language identi-
fication, and CTC-based scoring. It also examines how the same kind of pipeline carries over to YODAS
v3, a larger, more multilingual release recorded at higher fidelity.
The talk argues that task-specific models are not a stepping stone to be replaced by foundation models;
they are the tools that make the data usable. It presents the Phonetic Open Whisper-Style Speech Foun-
dation Model (POWSM), which applies the same recipe to phone recognition, showing that task-specific
linguistic and phonetic tools are key to this groundwork.
The talk concludes with a brief discussion of unified speech models spanning generation and understan-
ding as a direction that follows the same open-science principles.

Bio: Shinji Watanabe is an Associate Professor at Carnegie Mellon University’s Language Technologies
Institute (LTI), where his research focuses on advancing speech processing, conversational AI, and end-
to-end neural models for speech and language applications. He has made groundbreaking contributions
to areas such as speech recognition, speech translation, speaker diarization, and speech enhancement. As
the leader of the widely used ESPnet open-source toolkit, Dr. Watanabe has developed state-of-the-art
tools for end-to-end speech processing, garnering significant recognition in the research and developer
communities. His work has been presented at leading venues, including Interspeech and ICASSP.
Dr. Watanabe earned his Ph.D. in Computer Engineering from Waseda University, where his research
centered on Bayesian approaches to speech recognition. He has held positions at NTT Communication
Science Laboratories, Mitsubishi Electric Research Laboratories (MERL), and Johns Hopkins University
before joining CMU. Dr. Watanabe has published over 500 peer-reviewed articles, many of which have
received accolades, such as the Best Paper award from Interspeech in 2024 and EMNLP in 2024. He
has also been recognized as an IEEE and ISCA Fellow for his fundamental contributions to speech
recognition research and leadership.
At CMU, Dr. Watanabe teaches advanced courses such as Speech Technology for Conversational AIand
Speech Recognition and Understanding,mentoring a diverse group of students and postdoctoral resear-
chers. He actively serves the research community as an area chair or committee member for top con-
ferences and chair of the IEEE Signal Processing Society Speech and Language Technical Committee
(SLTC). Through his research, teaching, and service, Dr. Watanabe continues to push the boundaries of
speech technology and conversational AI.

vi



Invited Talk
Beyond the Transcript: Safety and Trustworthiness

Challenges in Audio-Language Models
Hung-yi Lee

National Taiwan University
Tuesday, November 10, 2026 –

Abstract: Recent advances in speech and audio-language models have enabled increasingly natural voice
interactions and sophisticated auditory reasoning. However, extending language models from text to
speech introduces new safety and trustworthiness challenges that cannot be fully captured by text-based
evaluations. Drawing on recent research, this talk highlights several overlooked vulnerabilities of audio-
language models.
The research shows that different emotional deliveries of the same harmful instruction can lead to sub-
stantially different safety responses, while speaker characteristics such as gender and accent can introduce
systematic biases. The talk also examines whether audio-language models truly ground their responses
in acoustic evidence, revealing vulnerabilities such as sensitivity to irrelevant sounds and failures to
recognize unanswerable questions.
The talk concludes with approaches to improving audio grounding and mitigating hallucinations. To-
gether, these findings highlight the need for speech-aware approaches to evaluating and improving the
safety and trustworthiness of audio-language models.

Bio: Hung-yi Lee is a professor in the Department of Electrical Engineering at National Taiwan Uni-
versity (NTU), with a joint appointment in the Department of Computer Science and Information Engi-
neering. His recent research focuses on self-supervised learning and foundation models for speech. He
received the Salesforce Research Deep Learning Grant in 2019, the AWS ML Research Award in 2020,
the Outstanding Young Engineer Award from the Chinese Institute of Electrical Engineering in 2018, the
Young Scholar Innovation Award from the Foundation for the Advancement of Outstanding Scholarship
in 2019, the Ta-You Wu Memorial Award from Taiwan’s Ministry of Science and Technology in 2019,
and the 59th Ten Outstanding Young Persons Award of Taiwan in the category of Science and Technolo-
gy Research and Development. He is a Fellow of the International Speech Communication Association
(ISCA). He also runs a YouTube channel that teaches deep learning technologies in Mandarin and has
more than 400,000 subscribers.
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Abstract

Audio deepfake detectors perform unevenly
across synthesis systems. Can frozen speech
representations expose structure behind this
variation? We construct a simple direction
between genuine and synthetic WavLM em-
beddings and characterize each system’s posi-
tion and spread along it. Across 61 MLAAD
text-to-speech system–language groups, pro-
jected spread is strongly associated with mean
detector difficulty across three runs (ρ =
0.60). It is the only feature surviving cor-
rection over 83 recorded tests, and leave-one-
system-out ridge prediction gives R2 = 0.277.
The genuine–synthetic directions also differ
markedly across corpora, revealing domain-
dependent representation geometry. As an
auxiliary utterance score, the centroid projec-
tion reduces MLAAD detector equal error rate
from 27.2% to 16.3%, improving on both
component scores. Supervised probe compar-
isons further identify where adaptation gains
originate. Together, these results establish
a compact representation-space diagnostic of
attack-specific detector behavior; the informa-
tive statistic and benefits of score adaptation
depend on the corpus and detector.

1 Introduction

An audio deepfake detector can achieve a useful
average error rate while missing speech from par-
ticular synthesis systems. It can also lose accuracy
when recordings come from a different dataset
(Müller et al., 2022). Understanding this uneven
performance is an evaluation problem in its own
right: what structure in speech representations
helps describe why an existing detector succeeds
on some synthesis systems and struggles with oth-
ers?

We study this question using frozen WavLM
representations (Chen et al., 2022). We average
frame representations into one vector per utterance
and use labeled speech to construct a direction

from the genuine centroid to the synthetic centroid.
Each utterance then has an inspectable scalar pro-
jection. The construction is deliberately simple: it
lets us examine detector-relevant structure already
present in the representation without modifying
the detector architecture or fitting another classi-
fier.

Our central finding concerns the spread of
these projections within each synthesis sys-
tem. Across 61 MLAAD text-to-speech system–
language groups (Müller et al., 2024), wider
spread is associated with greater WavLM-GAT dif-
ficulty, measured by one minus the area under the
receiver operating characteristic curve (AUC). The
rank correlation is 0.60, and leave-one-system-out
ridge prediction gives R2 = 0.277. Spread is
the only feature surviving correction across the
recorded 83-test screen. A one-dimensional geo-
metric summary thus captures meaningful varia-
tion in the behavior of a much richer detector.

Position and spread offer complementary views
of that structure. A wide synthetic distribution
can place more utterances near genuine speech,
while a narrow distribution can also be difficult
when centered close to genuine speech. We
make this distinction explicit in the method and
schematic. Across corpora, the genuine–synthetic
direction changes substantially, and different ge-
ometric summaries become informative. This
provides a representation-space perspective on
domain-specific detector behavior.

We also examine the direction as an auxiliary
score for individual utterances. On MLAAD, cen-
troid fusion improves on both the detector and the
projection alone. Comparisons with supervised
probes show which gains come from a simple cen-
troid score and which come from fitting a stronger
target-domain classifier. These are secondary ap-
plications of the geometric analysis; the primary
contribution is understanding variation across syn-
thesis systems.
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Our contributions are:

• Geometric diagnostic. We link within-
system spread along a labeled genuine–
synthetic direction to detector-specific
synthesis-system difficulty.

• Statistical evidence. We characterize the
MLAAD relationship across 61 systems and
three detector runs using screen-wide correc-
tion, resampling, permutation analysis, and
leave-one-system-out prediction of the se-
lected feature.

• Domain geometry. We document substantial
cross-corpus changes in direction, alongside
stable within-corpus estimates.

• Score augmentation and decomposition.
We evaluate when geometric scores comple-
ment existing detectors and separate centroid-
based gains from supervised probe adapta-
tion.

2 Background and evaluation setting

Self-supervised speech representations support
spoofing detection through learned downstream
classifiers (Tak et al., 2022; Wang and Yamagishi,
2022). Our primary detector, denoted WavLM-
GAT, follows Zhang et al. (2025): WavLM fea-
tures feed adaptive phoneme pooling, graph at-
tention, a bidirectional LSTM, and a classifica-
tion head. The WavLM-base encoder has approx-
imately 95 million parameters and is frozen; the
downstream network has approximately 13 mil-
lion trainable parameters. AASIST (Jung et al.,
2022) provides a second detector architecture. Its
spectro-temporal network does not use WavLM,
although the geometric scores added to it in our
analysis still do.

Difference-of-means directions summarize a la-
beled distinction in an embedding space. Related
constructions have been used to analyze word em-
beddings and language models (Bolukbasi et al.,
2016; Arditi et al., 2024). Whereas SSL-based
anti-spoofing methods use representations as in-
puts to learned detectors (Tak et al., 2022; Wang
and Yamagishi, 2022), we analyze the frozen rep-
resentation itself and ask whether a simple labeled
direction captures variation in detector difficulty
across synthesis systems. Unlike detector logits or
trained classifier probes, the direction is estimated

directly from class centroids. Unlike generic em-
bedding distances, it separates position and spread
along a specified contrast. Its simplicity makes the
resulting diagnostic easy to inspect.

The primary analysis uses 61 MLAAD text-
to-speech (TTS) system–language groups with at
least eight utterances per group, abbreviated as sys-
tems below. The cached test subset contains 908
genuine and 938 synthetic clips across 63 such
groups; two groups with fewer than eight clips
are excluded from the system-level analysis. Ad-
ditional analyses use ASVspoof 2019 logical ac-
cess (LA) (Wang et al., 2020), ASVspoof 2021
(Yamagishi et al., 2021), and In-the-Wild (ITW)
(Müller et al., 2022). ASVspoof groups utterances
by attack identifier, while the ITW analysis groups
them by speaker. The ITW results therefore de-
scribe speaker-level variation. Appendix A lists
the analyzed subsets.

For detector score d(x) oriented so that larger
values indicate synthetic speech, system s has dif-
ficulty

hs = 1−AUC
(
d(B), d(Ss)

)
, (1)

where B is the shared genuine-speech reference
pool and Ss contains synthetic utterances from sys-
tem s. Perfect ranking gives hs = 0, chance rank-
ing gives hs = 0.5, and reversed rankings can
give larger values. This is a property of a detector–
dataset pair, not an intrinsic measure of synthesis
quality. It does not require choosing a detection
threshold.

Three saved WavLM-GAT checkpoints produce
similar MLAAD difficulty rankings: pairwise
Spearman correlations range from 0.89 to 0.97.
The primary regression target is the mean of their
three difficulty values for each system. This agree-
ment supports studying a shared pattern of system-
level difficulty across these detector runs.

3 Measuring geometry and difficulty

3.1 A labeled direction and scalar projections
For each 16-kHz, three-second clip, let ei ∈ R768

be the mean of the frozen WavLM layer-12 frame
embeddings. Layers 0, 9, and 12 were examined;
layer 12 gave the strongest axis-based result. We
use layer 12 following this exploratory compari-
son.

Let µB,j and aB,j be the mean and population
standard deviation of coordinate j in the genuine-
speech reference data. We standardize coordinates
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as
ẽij =

eij − µB,j

aB,j + ϵ
. (2)

with ϵ = 10−9. For a held-out synthesis system s,
let S−s contain the synthetic reference utterances
from the other systems. The centroid difference
and its unit direction are

v−s = meani∈S−s ẽi −meani∈B ẽi, (3)

u−s = v−s/∥v−s∥2. (4)

The scalar projection of utterance i from system s
is pi = uT−sẽi. Thus projection means a dot prod-
uct with a unit vector. Its sign is fixed from gen-
uine toward synthetic speech. The direction uses
genuine/synthetic class labels and does not use de-
tector difficulty values hs.

For the ns synthetic utterances in system s, de-
fine their mean projection and spread as

m∥(s) =
1

ns

∑

i∈Ss

pi, (5)

σ∥(s) =

√
1

ns

∑

i∈Ss

(
pi −m∥(s)

)2
. (6)

The spread is calculated within one synthetic sys-
tem. It neither pools genuine and synthetic utter-
ances nor combines their standard deviations. A
large separation between the class centroids there-
fore does not itself make σ∥ large. Equation 6
follows the population-SD convention of the au-
dited headline result. The original exploratory ta-
ble used sample SD; Appendix A records this dis-
tinction. For exploratory position comparisons,
the saved statistic is the median projection, rather
than m∥.

3.2 Why both position and spread matter

Figure 1 distinguishes location from spread. Hold-
ing a synthetic mean on the synthetic side of
the genuine distribution, increasing its spread can
place more utterances near genuine speech. Con-
versely, a tightly clustered system can still be diffi-
cult if its mean lies inside the genuine distribution.
A distant mean with a small spread can be easy to
separate. For a distant mean and a large spread,
the answer depends on their relative magnitudes
and the distribution shapes.

Projected overlap supplies intuition for the di-
agnostic. WavLM-GAT and AASIST use richer
decision functions, so the empirical question is

Na
rro

w 
sp

re
ad

Nearby mean Distant mean
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Genuine Synthetic

Figure 1: Position and spread both affect projected
overlap. Each panel shows illustrative densities of
genuine speech (blue) and one synthetic system (or-
ange); these are schematics, not observations. Columns
change the synthetic mean and rows change its spread.
The same spread can accompany very different overlap,
illustrating why position and spread describe distinct
properties.

whether spread along this simple direction co-
varies with their measured difficulty across sys-
tems.

3.3 Association and held-out prediction

We distinguish two uses of leaving a system out.
For geometric measurement, its utterances are ex-
cluded when constructing its reference direction.
For predicting difficulty, ridge regression with reg-
ularization α = 1 is fitted to the other systems’
measured pairs (σ∥, h) and predicts the held-out
system. The scalar predictor is standardized across
the 61 systems before these regression folds. The
reported prediction statistic is

R2 = 1−
∑

s(hs − ĥs)
2

∑
s(hs − h)2

. (7)

A negative value indicates worse prediction than
the overall-mean reference in this definition. The
regression evaluates the selected feature using a
fixed table of system measurements; feature dis-
covery preceded this analysis. We interpret the re-
sult as within-MLAAD evidence for that feature.
Appendix A specifies the feature-table construc-
tion and scaling.

Spearman’s ρ measures rank association across
systems. The recorded screen contains 83
predictor–difficulty tests. We report its global
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Figure 2: MLAAD system-level geometry and detector
difficulty. Each point is one cached synthesis system–
language group; difficulty averages three WavLM-GAT
runs. Spread is expressed using the population-SD con-
vention. The annotations summarize the audited asso-
ciation and ridge regression defined in Section 3.3.

Benjamini–Hochberg false-discovery-rate correc-
tion (Benjamini and Hochberg, 1995), using q <
0.05 as the significance threshold. Its rank-
correlation p-values and the separate regression
permutation test are distinct. The latter compares
predictive performance with 4,000 shuffles of sys-
tem difficulties (Ojala and Garriga, 2010). The
permutation test keeps the geometric feature table
fixed.

4 Geometric structure of detector
difficulty

4.1 Spread predicts MLAAD difficulty
On 61 MLAAD systems, spread correlates pos-
itively with WavLM-GAT difficulty: ρ =
0.60, with a reported bootstrap 95% interval of
[0.41, 0.73] (Figure 2). The leave-one-system-out
ridge regression attains R2 = 0.277 with permu-
tation p = 2.5 × 10−4. Table 1 compares repre-
sentative features from the recorded screen. The
spread statistic is its sole global FDR survivor,
with q ≈ 3.1 × 10−5. Projection position and
axis-independent dispersion have smaller absolute
correlations and do not pass this correction.

The association is stable across the available
sensitivity checks. Removing one system at a time
gives correlations from 0.58 to 0.63. Partial rank
correlations controlling for root-mean-square sig-
nal energy or utterance count are both approxi-
mately 0.58.

The association is stronger when only systems
with more utterances are retained: ρ = 0.59 for 61

MLAAD feature ρ Global q

Projected spread, layer 12 +0.597 0.000031
Median projection −0.262 0.148
Centroid norm, layer 12 +0.289 0.109
Radius of gyration, layer 0 −0.381 0.059
Radius of gyration, layer 12 −0.308 0.094
Trajectory entropy, layer 9 +0.352 0.072

Table 1: Representative entries from the 83-test screen.
Radius of gyration measures dispersion without choos-
ing an axis. Only projected spread passes global q <
0.05. The global correction spans all 83 recorded tests,
including the additional corpora.

systems with at least eight utterances, 0.64 for 51
systems with at least 12, and 0.69 for 28 systems
with at least 16. Greater measurement precision
is one possible explanation. Because filtering also
changes the system population, we interpret this as
a sensitivity check.

The raw R2 = 0.277 is our primary predic-
tion measure. A split-half analysis estimated dif-
ficulty reliability at 0.759, with a full-sample cor-
rection of 0.863. Their ratio, 0.277/0.863 ≈ 32%,
provides secondary context under that reliability
model rather than a causal variance decomposi-
tion.

4.2 Other corpora favor different statistics

The exploratory comparisons show that different
corpora emphasize different geometric statistics.
On ASVspoof 2019 LA, median position along
the direction correlates with attack difficulty at
ρ = −0.71 over 13 attacks (p = 0.006). The
ITW speaker analysis instead reports a correlation
with orthogonal position (ρ = 0.53, 29 speakers,
p = 0.003). Here orthogonal position summarizes
the norm of the embedding component perpendic-
ular to the direction. An axis-independent disper-
sion statistic has a slightly stronger ITW correla-
tion (ρ = −0.56); neither has a clear independent
association after controlling for the other. These
are exploratory associations with different statis-
tics and grouping units. ASVspoof 2021 within-
corpus position correlations of 0.60 and 0.64 for
the two detectors do not survive the reported fam-
ily correction.

MLAAD emphasizes spread, whereas the
smaller ASVspoof and ITW samples empha-
size position-related or axis-independent statistics.
This motivates studying which properties of the
genuine and synthetic distributions determine the
most informative summary. Their means, disper-

4



Corpus pair MLAAD frame Raw

MLAAD / ITW +0.103 +0.027
MLAAD / ASVspoof 2021 −0.207 −0.140
ITW / ASVspoof 2021 −0.238 −0.118

Table 2: Audited cross-corpus direction cosines. The
middle column uses the same MLAAD genuine-speech
scaling for all corpora; the last uses raw embeddings.
These values depend on the coordinate metric.

sion, and other structure can all affect projected
overlap.

Using WavLM spread to rank fine-tuned AA-
SIST difficulty on MLAAD gives a smaller asso-
ciation, ρ = 0.35 (p = 0.006, global q = 0.072).
Its leave-one-system-out regression gives R2 =
−0.032 (p = 0.13). The weaker result highlights
the detector-specific nature of the diagnostic: ge-
ometry is shared, but difficulty depends on the de-
cision function.

4.3 Corpus directions reveal domain
dependence

For two directions ua, ub, cosine similarity is uTaub
when both are unit normalized. Values near 1 in-
dicate similar orientations, values near 0 indicate
weak alignment, and negative values indicate op-
posing components. Table 2 compares corpus di-
rections in two coordinate metrics. We also assess
stability within each corpus by splitting its data in
half. Split-half cosines measure how consistently
the direction is estimated within the sampled cor-
pus.

The audited pairs have weak or negative align-
ment, while within-corpus split-half cosines are
0.926 for MLAAD, 0.982 for ITW, and 0.981 for
ASVspoof 2021. This contrast is consistent with
domain-specific representation geometry. The
marked change in direction offers a geometric per-
spective on why a detector-relevant signal may not
transfer unchanged across corpora. The magni-
tudes depend on the coordinate metric, as the two
columns show.

We treat these cosines as descriptive measure-
ments. Transferring the hardness predictor to
13 ASVspoof 2021 attacks gives ρ = 0.25 and
p = 0.41, leaving cross-corpus prediction an open
question in this small sample.

5 Using labeled geometry to adapt scores

5.1 Centroid projection and supervised
probes

The preceding sections use geometry to describe
differences among synthesis systems. Here we ask
a separate question: can the same labeled direction
supply a score for individual utterances? For cen-
troid fusion, that value is its projection p(x) onto
a direction estimated from reference data. If zd
and zp standardize detector and projection scores
using training-partition means and standard devia-
tions, the fused score is

f(x) = zd(d(x)) + λzp(p(x)). (8)

Both components are oriented toward synthetic
speech. In the MLAAD study, the coeffi-
cient λ maximizes training-partition AUC over
{0, 0.25, 0.5, 0.75, 1, 1.5, 2, 3}. The axis and coef-
ficient use the same training partition, rather than
a separate inner validation split. Test labels are
excluded from these choices. No per-system diffi-
culty labels enter this fusion rule.

A supervised linear discriminant analysis
(LDA) probe is a different score. It estimates
a class-separating linear function using the class
means and within-class covariance of the em-
beddings. The implementation fits raw embed-
dings using the least-squares solver with auto-
matic covariance shrinkage. The logistic compara-
tor fits genuine-standardized embeddings with in-
verse regularization C = 0.1 and a 2,000-iteration
limit. These probes use target-domain class labels
and estimate more structure than a centroid differ-
ence. Their component-only results separate the
value of this additional fitting from the centroid
construction.

Score adaptation uses labeled genuine and syn-
thetic calibration examples to estimate the direc-
tion, standardize scores, and select the coefficient;
the detector weights remain fixed. A supervised
probe additionally fits a classifier. WavLM-GAT
can reuse its existing representations, whereas
adding these scores to AASIST requires a WavLM
encoder. This distinction determines the added in-
ference cost.

5.2 Centroid fusion benefits detectors with
headroom

Table 3 reports equal error rate (EER), the error
level where the false-positive and false-negative
rates are equal as the threshold varies. All EER
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Figure 3: Two views of MLAAD centroid fusion, redrawn from the original saved results. (a) Mean EER across
three WavLM-GAT runs: fusion improves on the detector and centroid score alone. (b) Mean system AUC within
quartiles defined by baseline detector difficulty; arrows label absolute AUC gains. The largest gains occur in the
hardest quartile. This breakdown conditions on baseline difficulty and describes the evaluated systems.

WavLM-GAT setting Detector Axis Fused

ASVspoof 2019, weak 14.4 — 11.4
MLAAD, within corpus 27.2 18.7 16.3

Table 3: Centroid-projection fusion EER (%). The
weak detector was trained with 500 utterances. An
axis-alone value for that row is not reported here. The
MLAAD fusion improves on both component scores.

values in this paper are percentages; differences
are percentage points. EER measures the quality
of a score ranking and does not supply a deploy-
ment threshold.

For the deliberately undertrained ASVspoof
2019 detector, EER decreases by 3.0 points, a rel-
ative reduction of approximately 21%. The re-
ported paired-bootstrap interval for the EER dif-
ference is [−4.6,−1.3] points, with p < 10−3. All
five evaluated folds improve. A stronger WavLM-
GAT starting at 7.8% EER shows small changes,
from approximately −0.04 to +0.4 points across
the reported variants, with p between 0.56 and
0.80. The stronger detector changes little, with
both small improvements and small increases in
error.

On MLAAD, the fused EER of 16.3% improves
on both the detector’s 27.2% and the centroid
score’s 18.7% (Figure 3a). Five folds hold out syn-
thetic system–language groups and independently
partition genuine utterances; this is repeated for
three detector runs. Each fold estimates the scaler,
axis, score standardizers, and coefficient on its

training portion. Improvements occur across all
15 fold-by-run combinations. The selected fusion
coefficients are 1.5 or 2.0. Across these settings,
larger gains occur for weaker starting detectors.
The MLAAD component comparison shows that
the centroid score supplies complementary infor-
mation in that setting.

The original per-system breakdown locates
these gains within MLAAD (Figure 3b). Mean
AUC gains increase from 0.036 in the easiest
baseline-difficulty quartile to 0.220 in the hard-
est. Quartiles are defined by the three-run mean
baseline difficulty, and each point averages system
AUCs across systems and runs. This descriptive
comparison shows where the observed gain is con-
centrated, with greater room for improvement in
the harder groups.

5.3 AASIST separates probe information
from fusion gains

The AASIST comparison reveals where the adap-
tation gain comes from. For the unadapted check-
point evaluated outside its training domain, fusion
reduces EER by 26.0 points on MLAAD and 32.5
points on ITW (Table 4). The supervised probe
alone is stronger still, outperforming fusion by
1.6 and 6.0 points, respectively. Target-domain
WavLM embeddings therefore contain substantial
discriminative information that the transferred de-
tector does not exploit; in these rows the probe cap-
tures all of the gain.

The original ITW protocol permits genuine
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Target corpus / split AASIST LDA Fused

MLAAD 37.6 10.0 11.6
ITW, original 48.6 10.1 16.1
ITW, speaker-disjoint — 14.3 19.3
ASVspoof 2021 7.3 11.5 7.6

Table 4: Supervised LDA adaptation of AASIST, EER
(%). Original ITW folds share genuine speakers across
training and test. The saved stricter audit separates gen-
uine speakers as well. A separately reported AASIST
value for that audit is unavailable. The LDA probe out-
performs fusion on MLAAD and under both ITW pro-
tocols.

Corpus Added score 5 25 250

MLAAD Centroid 28.3 32.7 16.6
LDA — 32.3 13.6

ITW Centroid 34.9 31.2 28.7
LDA — 28.7 19.2

Table 5: Calibration sweep: fused EER (%) at the in-
dicated number of labeled examples per class. LDA is
evaluated only from 25 examples per class. Calibration
groups and test subsets change across draws and sizes;
the entries are not a controlled learning curve on a fixed
test set.

speakers to appear in both training and test folds.
Separating genuine speakers raises LDA-alone
EER to 14.3% and fused EER to 19.3%. Table 4
retains both protocols to show the effect of speaker
separation.

The MLAAD probe comparison provides fur-
ther context: LDA alone achieves 10.0% EER
and logistic regression 11.2%, compared with the
centroid score’s 18.7%. Their mean EER reduc-
tions when fused with WavLM-GAT are approxi-
mately 15.7 and 15.4 points, respectively, versus
10.9 points for centroid fusion. The probe fusion
uses fixed λ = 1.5, whereas centroid fusion se-
lects its coefficient. A comparison under matched
label and compute budgets would further clarify
these tradeoffs.

5.4 Calibration-size evidence

A calibration sweep evaluates 5, 10, 25, 50, 100,
and 250 labeled examples per class, with 20 at-
tempted group-aware draws at each size. It fits the
direction and fusion coefficient on the calibration
observations and excludes their groups from eval-
uation. ITW uses speaker groups; MLAAD uses
synthesis groups for synthetic speech. This sweep
adapts WavLM-GAT, so it is separate from the AA-
SIST comparison.

Table 5 gives selected sizes. Small calibration
sets yield variable errors, and centroid results are
nonmonotonic. The saved detector baseline uses
the full subset, while adapted scores exclude cali-
bration groups; we report adapted EERs only. The
sweep describes the evaluated calibration settings,
with changes in group coverage and test composi-
tion limiting label-efficiency conclusions.

6 Discussion

The main finding is that a simple direction in
frozen speech representations captures meaning-
ful variation in detector difficulty across MLAAD
synthesis systems. The diagnostic makes this vari-
ation inspectable: systems can be compared by
how their synthetic utterances occupy the genuine–
synthetic direction, alongside their observed er-
rors. Direct AUC measures performance; pro-
jected spread supplies a compact representation-
space description of the failure structure. In an
evaluation with labeled genuine and synthetic ex-
amples, one can report detector AUC and pro-
jected spread by synthesis group, inspect high-
spread groups for concentrated errors, and priori-
tize them for further testing. Because the informa-
tive statistic changes across corpora, this ranking
should be derived within the target evaluation do-
main.

The cross-corpus results extend this perspective.
Directions are stable within the sampled corpora
yet differ markedly between them, and the infor-
mative summary changes with the dataset. To-
gether, these observations motivate studying the
distributional conditions under which spread, po-
sition, or other geometry best describes difficulty.
As expected for a one-dimensional diagnostic, sub-
stantial variation remains for content, speaker,
channel, synthesis characteristics, and other repre-
sentation features to explain.

The score experiments show a related practi-
cal use. Centroid fusion can improve on both
components when a detector has headroom, as on
MLAAD. Stronger supervised probes capture ad-
ditional target-domain information, and the AA-
SIST decomposition identifies the probe as the
source of its largest gains. Reporting component-
only scores makes the contribution of each source
of information visible. These findings support
representation-space analysis as a tool for under-
standing detector behavior and evaluating adapta-
tion choices.
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7 Conclusion

Simple structure in frozen WavLM representations
captures meaningful variation in audio deepfake
detection difficulty. Across 61 MLAAD synthe-
sis system–language groups, projected spread pro-
vides a compact hardness signal, supported by the
recorded feature screen and leave-one-system-out
ridge analysis. Cross-corpus direction changes re-
veal substantial domain dependence. Labeled geo-
metric scores can also complement weaker detec-
tors, while supervised probes expose additional in-
formation in target-domain embeddings. Together,
these findings motivate representation-space diag-
nostics for understanding and auditing detector
failures across synthesis systems. Further evalu-
ation across encoders, synthesis families, and in-
dependently held-out corpora would clarify their
reach.

Limitations

All geometric measurements use WavLM; gener-
ality to encoders such as HuBERT, wav2vec 2.0,
and Whisper remains untested. The primary find-
ing concerns text-to-speech systems, while the
available voice-conversion results do not show the
same association. Projected spread (sd_along)
and layer 12 emerged from exploratory analy-
sis within MLAAD, motivating independent repli-
cation on additional corpora. The analyzed
MLAAD subset is English-focused, so the evi-
dence should not be read as broad multilingual
validation. Cross-corpus analyses suggest that the
most informative geometric statistic is domain de-
pendent, and transfer to new datasets remains an
open question. Target-domain geometric adapta-
tion requires labeled bona-fide and synthetic ex-
amples. The adaptation experiments compare use-
ful alternatives, but their label budgets, coefficient-
selection procedures, and compute costs are not
fully matched across methods; comparisons under
identical budgets would clarify their relative value.

Ethical considerations

This work uses existing research datasets to char-
acterize detector weaknesses and improve robust-
ness evaluation. False accusations of manipula-
tion can harm speakers, while missed synthetic
speech can enable impersonation. Aggregate AUC
and EER are insufficient evidence of authenticity
for an individual recording, and detector outputs
should not be used alone for such judgments.

Speech can reveal identity and personal con-
tent; use and redistribution remain subject to the
recordings’ original terms and consent conditions.
Representation-space diagnostics may also reveal
properties that an adaptive adversary could exploit.
Our purpose is defensive evaluation of detector
failures.
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A Reproducibility details

A.1 Analyzed subsets and units

The MLAAD cache contains 1,846 clips (908
genuine, 938 synthetic) in 63 synthetic system–
language groups. Two groups have five and six
clips, leaving 61 after the minimum-eight filter.
Geometry and detector scores reuse these cached
representations, a subset of the published dataset.

ASVspoof 2019 position analysis uses 800 gen-
uine and 800 synthetic clips from attacks A07–
A19. ASVspoof 2021 transfer uses 400 genuine
plus 40 synthetic clips per attack across 13 attacks
(920 total), with codec none. ITW geometry uses
1,500 clips per class; its table has 53 speakers, of

whom 29 have at least ten synthetic clips for dif-
ficulty analysis. These corpora differ in sampling
and grouping.

A.2 Encoder and detector artifacts
The geometry encoder is the Hugging Face
microsoft/wavlm-base checkpoint, eval-
uated without gradient updates. The loader
explicitly restores positional-convolution weight-
normalization parameters from the pretrained
checkpoint when the installed Transform-
ers/PyTorch combination exposes the newer
parametrization interface. This prevents legacy
weight_g/weight_v tensors from being left
unmatched. Layer-12 hidden states are averaged
over the time dimension. Cached clips have
48,000 samples at 16 kHz; the MLAAD prepro-
cessing uses center crops, and the ITW helper
center-crops long recordings and pads short ones
with zeros at the end.

The primary MLAAD score files correspond
to saved checkpoints labeled main, s42, and
s1024. The main detector was trained on
the training split of MLAAD-tiny and selected
using its validation split. Its training record
lists 10,348 training and 2,218 validation clips,
seven epochs, batch size 20, and best validation
epoch 5. Its augmentation probability is 0.35,
with noise/pitch/reverberation sampling weights
of 0.5/0.3/0.2. The saved settings use noise SNRs
from 8 to 40 dB, upward pitch shifts from 1 to
5 semitones, and reverberation times from 0.2 to
0.9 seconds. The replication checkpoints are se-
lected at validation epochs 5 and 3. Evaluation is
within MLAAD; generator, speaker, and text over-
lap with detector training is unverified.

The fine-tuned AASIST checkpoint supplies
the rank-association comparison in Section 4.2.
The transferred, unadapted checkpoint supplies Ta-
ble 4. The anonymous companion tables contain
the audited per-system values, counts, and all 83
recorded feature tests. They support inspection of
the reported analysis, but do not replace the raw-
audio split manifests, training code, and check-
points needed for end-to-end reproduction.

A.3 Geometry conventions and regression
Coordinate standard deviations use the population
convention and add 10−9 to avoid division by zero.
The axis uses a clip-weighted synthetic centroid:
systems with more reference clips contribute more
to that mean. The audited projection is (ẽi −
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µ̃B)
Tu−s; centering by µ̃B is equivalent to Equa-

tion 4’s projection up to numerical roundoff, be-
cause genuine-centered coordinates have zero gen-
uine mean. This extra centering does not change
within-system spread.

The exploratory table computed sample stan-
dard deviations with denominator ns − 1. The
audited headline recomputation used population
standard deviations with denominator ns, yielding
R2 = 0.276647 and ρ = 0.597462. Figure 2
directly uses the saved audited feature table and
three-run mean difficulty, matching the convention
in Equation 6. The audit reconstructed these fea-
tures from cached embeddings. We retain its pop-
ulation convention in the formal definition and re-
port its rounded statistics.

The ridge predictor includes an intercept and
uses α = 1. Standardizing its input once across
all systems precedes the regression leave-one-out
loop. System difficulties average the three detec-
tor runs; labels are synthetic-positive. The fea-
ture table is constructed once: each system has
its own leave-one-system-out reference direction,
and those measurements are reused across the re-
gression folds. The permutation analysis also
reuses this table and does not repeat the preceding
feature screen.

The headline audit uses 4,000 difficulty per-
mutations with random seed 1, reporting (1 +
k)/(4000 + 1) when k null scores meet or exceed
the observed R2. The resulting p = 0.00024994
is rounded in the text. Its rank-correlation con-
fidence interval uses 10,000 bootstrap resamples
with seed 2, sampling the 61 system-level (σ∥, h)
pairs with replacement and keeping their mea-
sured spread and AUC values fixed. The uncor-
rected rank-correlation p-value is 3.71 × 10−7; it
is not the permutation p-value for R2.

A.4 MLAAD score fusion and probes
The score-fusion implementation shuffles sorted
synthetic group identifiers with seed 42 and di-
vides them into five folds. It separately permutes
genuine utterance indices into five folds. In each
round, four folds estimate the genuine coordi-
nate scaler and centroid direction. Projection and
detector-score standardizers use the training obser-
vations from both classes, with population stan-
dard deviations. The coefficient grid and training-
AUC criterion are specified in Section 5. Predic-
tions are concatenated across test folds before cal-
culating each run’s EER; the headline averages the

three run-level EERs.
For the three detector runs, centroid fu-

sion selects λ values [1.5, 1.5, 1.5, 1.5, 2],
[1.5, 2, 2, 1.5, 2], and [1.5, 1.5, 1.5, 1.5, 2]. The un-
rounded mean EERs are 0.272113 for the detector,
0.187429 for the centroid score, and 0.162693 for
fusion. The paired utterance bootstrap uses 2,000
resamples and seed 42; the mean EER-difference
interval is approximately [−0.1286,−0.0908].
These are utterance-resampling intervals, not un-
certainty intervals over new corpora or synthesis
families.

The LDA comparator uses solver=lsqr
and shrinkage=auto on raw 768-dimensional
embeddings. Logistic regression uses genuine-
standardized embeddings, C = 0.1, and at most
2,000 iterations. Both use the same five synthetic-
group/genuine-utterance folds as the centroid com-
parison. Their fusion comparison fixes λ = 1.5
and fits score standardizers on training observa-
tions. This differs from the centroid coefficient
search and should be considered when comparing
their gains.

The AASIST adaptation audit uses the same
shrinkage-LDA specification. Its original proto-
col holds out synthetic groups but randomly splits
genuine utterances; the stricter ITW audit also sep-
arates genuine speakers. Table 4 retains both ITW
rows to show the effect of this choice.

A.5 Calibration-size sweep
For size n and repetition r, calibration uses seed
1000r + n. The script permutes class-specific
group IDs, collects at least n utterances, and takes
the first n; selected groups are excluded from test-
ing. Draws with fewer than 200 test clips or one
class are skipped. MLAAD genuine clips use
five deterministic index-based groups, not speak-
ers; ITW groups both classes by speaker. Indepen-
dence therefore differs by corpus.

Calibration AUC selects the coefficient from
{0.5, 1, 1.5, 2}, with no detector-only option. The
same LDA specification is attempted for n ≥ 25.
Means average retained draws, then detector runs
(three for MLAAD, one for ITW). Adapted EER
uses changing test subsets; detector-only EER
uses the full corpus subset, so saved improvements
are unmatched. Table 5 reports adapted EERs only,
not performance on a fixed external test set.
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Abstract
The real-world usability of ASR models
remains challenging, particularly for
low-resource languages, where existing speech
resources are often collected in clean studio
environments. In this work, we introduce
TeleASR-Amharic, a benchmark for evaluating
Amharic ASR under various acoustic and
telecommunication conditions. We analyze
the major degradations observed in real
telecommunications recordings and develop
a benchmark that covers multiple channel
conditions, environmental disturbances, and
telecom-domain variations. Our results show
that telecommunication degradation can
substantially reduce recognition performance,
making even high-performing ASR models
impractical under severe conditions. For
example, the WER of the best-performing
model’s increases from 0.23 to 0.79 under
severe telecommunication degradation,
corresponding to a relative increase of
243% in recognition errors. We further
investigate the effects of different noise and
channel distortions and show that scaling
training data and applying carefully designed
telecommunication-aware augmentation
substantially improve robustness. In particular,
our best training configuration achieves a
23.6% relative WER reduction under extreme
noise conditions. Together with the release of
our telecommunications-domain data, these
findings provide a reproducible benchmark for
measuring progress in Amharic ASR while
highlighting open challenges in developing
robust speech technologies for real-world
deployment.

1 Introduction

Automatic Speech Recognition (ASR) has ad-
vanced rapidly in recent years, driven by signif-
icant developments in supervised learning, self-
supervised representation learning, and multilin-
gual modeling (Yadav and Sitaram, 2022; Mo-
hamed et al., 2022; Ahlawat et al., 2025; Nayeem

Figure 1: Examples of problematic ASR transcriptions
in the telecommunications domain. The analysis
shows that models frequently miss numeric information
and that transcription performance varies substantially
across different audio-quality conditions.

et al., 2025; Lugo and Vielzeuf, 2024). These
advances, together with the emergence of large-
scale speech models, have substantially expanded
the range of languages, speakers, and acoustic
conditions that contemporary ASR systems can
handle. However, strong performance under clean
or controlled speech does not necessarily translate
into reliable recognition in real-world communica-
tion environments (Pranida et al., 2025a).

Unlike conventional clean-speech benchmarks,
telecommunication speech can exhibit combina-
tions of bandwidth limitations, sampling-rate re-
ductions, dynamic-range compressions, nonlinear
distortions, electrical interferences, background
noises, and temporary signal losses (Paul and Fuji,
2026). Such distortions may occur at different
stages of the communication process and can vary
substantially in terms of severity. Consequently,
evaluating ASR systems only on clean or naturally
recorded speech provides limited information about
their robustness to the conditions encountered in
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real-world communication channels (Imai et al.,
2025; Pranida et al., 2025b). Therefore, a system-
atic evaluation framework that isolates and controls
these factors is necessary to understand how ASR
systems respond to progressively degraded speech.

Publicly available Amharic speech and transcrip-
tion resources are substantially smaller than those
available for high-resource languages (Nigatu and
Aldarmaki, 2025; CLEAR Global, 2026). Recent
efforts have expanded Amharic speech resources
and demonstrated the feasibility of constructing
larger corpora (Diack et al., 2026; Yeneneh et al.,
2025; Radford et al., 2026). Self-supervised and
multilingual models can further reduce the depen-
dence on large amounts of transcribed data by trans-
ferring representations learned from multilingual
speech (Baevski et al., 2020; Pratap et al., 2023).
Nevertheless, increasing linguistic coverage does
not necessarily resolve the acoustic domain mis-
match. A model may adequately represent Amharic
linguistic patterns while remaining sensitive to
the signal degradation introduced by microphones,
mobile devices, and communication networks.

To investigate this problem, we analyze the
acoustic characteristics of recordings of Ethio
Telecom and identify signal degradations that
distinguish telecommunication speech from clean
speech. Based on these observations, we con-
structed TeleASR-Amharic, a benchmark to eval-
uate the robustness of ASR systems under con-
trolled telecommunication-oriented acoustic con-
ditions. Rather than representing degraded speech
as a single evaluation category, the benchmark
models a range of environmental, hardware, and
communication-channel distortions at different
severity levels. These include bandwidth lim-
itation, sampling-rate reduction, dynamic-range
compression, nonlinear distortion, background
noise, power-line interference, and temporal signal
dropouts. To deal with these problems, we ask
RQ1: How robust are Amharic-specific, mul-
tilingual, and general-purpose ASR models to
telecommunication-specific acoustic degradation?
Next, we explore RQ2: how ASR performance
changes as the severity and combination of telecom-
munication degradations increase? to deal with this
problems of domain mismatch and noise robustness
we RQ3: explore the effect of data scaling and
targeted augmentation to improve the robustness
of Amharic ASR models under telecommunication
conditions?

To answer these questions, we made the follow-

ing contributions:

• We introduce TeleASR-Amharic, a bench-
mark for evaluating the robustness of Amharic
ASR systems under controlled, telecommu-
nication oriented acoustic conditions. Data
relesed under a CC BY 4.0 license with free
access1.

• We provide a comprehensive evaluation of
Amharic-specific, multilingual, and general-
purpose ASR models across clean and pro-
gressively degraded conditions, enabling di-
rect comparison of their robustness to telecom-
munication effects.

• We investigate the contribution of data scaling
and targeted augmentation to robust Amharic
ASR and analyze the behavior of the model.

2 Related Work

Amharic ASR and Low-Resource Challenge
Amharic is one of Ethiopia’s major languages and
is widely used across public services, education,
media, and digital applications. However, it
remains under-resourced, with limited transcribed
speech and substantial variation across speakers,
dialects, devices, acoustic environments, and speak-
ing styles (Nigatu and Aldarmaki, 2025; Imam
et al., 2025; Bandarupalli et al., 2025; Bartelds
et al., 2023; Liu et al., 2024; Dhasmana et al.,
2026). This creates both linguistic and acoustic
coverage gaps, as existing corpora often lack the
variability encountered in real-world deployment.
Therefore, we evaluate Amharic ASR beyond clean
speech, focusing on robustness to realistic telecom-
munication conditions and domain-specific content,
including numbers, terminology, and expressions
used in customer-support interactions.

Telecommunication Speech as a Distinct ASR
Domain Telecommunication speech represents
a distinct ASR domain because transmission chan-
nels introduce systematic acoustic transformations
beyond additive noise. Narrow-band telephony
typically operates at 300–3400 Hz, limiting pho-
netic information and creating a domain shift that
can degrade recognition performance (International
Telecommunication Union, 2009, 2011, 1988a).
Sampling rates impose further spectral constraints,
with 8 kHz sampling limiting the representable

1GSMA/TeleASR-Amharic
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Figure 2: The process of creating the ASR robustness benchmark for the telecommunications domain. Each step is
discussed in detail in Section 3.

spectrum to 4 kHz (International Telecommunica-
tion Union, 1988b, 2012). Studies show that band-
width mismatch between training and evaluation
speech can substantially reduce ASR performance
Ẇe therefore explicitly evaluate Amharic ASR ro-
bustness under realistic telecommunication channel
conditions and transmission-induced degradation
(Malik et al., 2021).

Robust ASR and the Role of Data Augmentation
Robust ASR has traditionally addressed acoustic
mismatch through normalization, noise compensa-
tion, adaptation, enhancement, and multi-condition
training (Shah and Raj, 2025; Wang and Wang,
2026). Data augmentation provides a complemen-
tary approach by exposing models to diverse acous-
tic conditions and reducing sensitivity to nuisance
variability (Mengke and Mihajlik, 2026; Kerman-
shahi et al., 2026; Venkateswaran and Liu, 2024).
Established methods such as SpecAugment and
waveform-level perturbation improve robustness,
whereas recent work emphasizes acoustic-aware
and deployment-specific augmentation (Park et al.,
2019; Ko et al., 2015; Liu et al., 2025; Zhang et al.,
2021; Hao et al., 2026). For telecommunications,
augmentation should capture interacting effects
such as bandwidth limitations, resampling, com-
pression, nonlinear distortion, noise, and temporal
signal loss (Wang et al., 2026). Randomized chan-
nel augmentation can further capture variability by
sampling distortion types and severities rather than
relying on a fixed channel profile (Lin et al., 2025;
Bartelds et al., 2023). We apply this principle to
Amharic through telecommunication-aware aug-
mentation based on observed channel degradation
and evaluate robustness under both controlled and
randomized conditions.

Synthetic Audio Data Creation Collecting and
manually transcribing speech across diverse deploy-
ment conditions is costly, making synthetic audio
generation a practical way to expand acoustic cov-

erage without new linguistic annotations (Casanova
et al., 2023; Radford et al., 2023; Bartelds et al.,
2023; Hao et al., 2026). This is particularly useful
for low-resource ASR, where synthetic augmen-
tation can increase training data and acoustic di-
versity through realistic channel, noise, and codec
variations (DeRenzi et al., 2025; Moslem, 2024;
Li et al., 2025; Joshi and Singh, 2022; Casanova
et al., 2023; Radford et al., 2023). In this work,
we generate telecommunication-degraded Amharic
speech from existing transcribed utterances us-
ing controlled channel transformations designed
to reflect realistic Ethiopian telecommunication
conditions.

3 TeleASR-Amharic Dataset

Below, we describe each step involved in creating
our telecom robustness benchmark, as illustrated
in Figure 2. Although synthetic augmentation
may not fully capture real-world scenarios, it
provides a controlled setting for studying model
robustness. By introducing specific types of noise
while keeping the domain and speaker identity
constant, we can isolate the effects of individual
perturbations and investigate whether observed
performance degradation is attributable to the
introduced noise rather than changes in domain
or speaker characteristics.

3.1 EthioTelecom Conversation & Failures
Analysis

TeleASR-Amharic was motivated by the lack of
robust ASR evaluation benchmarks that reflect
real-world telecommunications customer-support
scenarios. We first evaluated several ASR models
on internal Ethio Telecom recordings and observed
substantial recognition errors, particularly under
conditions representative of real-world deploy-
ments. Our analysis identified two key challenges.

First, acoustic and channel degradation: Ethio
Telecom recordings exhibit the characteristics of
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narrowband telephony, low-bitrate speech codecs,
and heterogeneous mobile network conditions.
These artifacts alter the spectral and temporal char-
acteristics of speech, thereby creating additional
challenges for automatic speech recognition.

Second, numerical information: Telecommuni-
cations customer support interactions frequently
involve numbers, including phone numbers, ac-
count identifiers, balances, dates, and transaction
amounts. We observed that ASR models struggled
to represent such information consistently, often
mixing written number words with numerical digits.
This inconsistency is particularly problematic for
downstream telecommunications applications, in
which the accurate transcription of numerical
information is essential.

Although these observations were derived from
real Ethio Telecom recordings, the recordings
cannot be used or released as a benchmark be-
cause they contain sensitive information, includ-
ing names, phone numbers, account details, and
payment-related discussions. Therefore, we de-
veloped TeleASR-Amharic using synthetic speech
that preserves the relevant linguistic and acoustic
characteristics of telecommunications interactions
without exposing real individuals or their sensitive
information.

3.2 Source Material Collection

Gender Utterances Duration (h) Share %

Female 9,967 18.63 60.8
Male 5,998 11.99 39.2

All 15,965 30.63

Table 1: Speech duration statistics by gender for the
TeleASR-Amharic dataset.

We collected real-life transcribed conversations,
SMS support use cases, customer support FAQs,
and agent training materials to capture realistic
domain vocabulary and typical customer scenarios.

3.3 Multiturn Conversation Generation

Using the collected source materials as grounding
documents, we generated 10-turn user–assistant
conversations covering numbers, culturally specific
names, and common telecommunications problems.
The generated conversations were reviewed by
Ethio Telecom experts and regenerated to address
the identified issues, including inconsistencies in

greetings and required closing statements specified
by Ethio Telecom protocols.

3.4 Audio Recording

Eight paid contributors were selected from an ex-
isting contributor pool based on their record of ap-
proved speech-data submissions. Their speech vari-
eties were identified through a dialect-identification
task and verified by human reviewers. The selected
speakers represented the Addis Ababa and Shewa
varieties of Amharic. For each scripted dialogue,
contributors were paired, with one acting as a tele-
com customer and the other as a customer-service
agent. Recording tasks were distributed through the
gheero crowd-sourcing platform2. Each contributor
used a smartphone to record the assigned utterances
in the same studio, with customer and agent turns
stored as separate audio files. Before recording,
all contributors provided informed consent, and
direct identifiers were removed from the associated
metadata. The detailed dataset statistics of the final
data are shown in Table 1.

Quality Control. A human reviewer listened to
every submitted recording and compared it with
the corresponding script. Each recording was
assessed for audibility, completeness, adherence
to the reference text, and correct assignment of the
customer or agent role. Submissions containing
excessive background noise, missing audio, incor-
rect content, or mismatches between the audio and
reference transcription were rejected. Following
quality control, the final dataset comprised 15,965
utterances totaling 30.63 hours of recorded speech.

3.5 Audio Augmentation

To improve robustness to deployment conditions,
we designed seven audio augmentation pipelines
based on an analysis of recordings collected
over the Ethio Telecom network. The pipelines
model environmental noise, recording-device
imperfections, and telecommunication-channel
artifacts. During training, augmentations
were applied stochastically, with at most one
telecommunication pipeline selected per utterance.

3.5.1 Acoustic and Recording Augmentations
Ambient room noise. We added a low-level
stationary broadband noise floor and, with proba-
bility 0.5, applied sinusoidal amplitude modulation
with a period of 10s. This pipeline approximates

2https://gheero.et/
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background noise and gradual level variations
caused by changes in microphone distance and
speaker orientation.

Distant / low-volume microphone. We atten-
uated the waveform uniformly by 15dB without
introducing noise or temporal distortions. This
pipeline approximates reduced signal levels associ-
ated with distant speakers and low-gain recording
conditions.

Harsh environment. We applied a 12-dB gain
reduction, added stronger broadband noise, and
applied sinusoidal amplitude modulation with a
period of 3s. This configuration models low signal
levels, substantial background noise, and rapid
amplitude fluctuations under adverse recording
conditions.

3.5.2 Fixed Telecommunication
Augmentations

Wideband phone (VoLTE). We resampled the
signal to 16kHz, applied a 200–3,500Hz band-
pass filter, and performed dynamic-range compres-
sion with a ratio of 2.5:1. We then added low-level
broadband noise and stationary 50-Hz sinusoidal
interference to model channel noise and power-line
contamination.

Narrowband 2G + packet loss. We simulated
a severely degraded narrowband channel by re-
sampling the signal to 8kHz and restricting its
bandwidth to 400–2,500Hz. We applied dynamic-
range compression with a ratio of 6:1, nonlinear
tanh-based overdrive, heavy broadband noise, and
50-Hz interference. To approximate packet loss
and transient network disruptions, we inserted
one to three complete amplitude dropouts lasting
50–200ms.

3.5.3 Randomized Telecommunication
Augmentations

Randomized phone channel. To reduce overfit-
ting to fixed degradation profiles, we introduced
standard and severe randomized variants with pa-
rameters sampled independently for each utterance.

Standard variant. We used the standard
telecommunication pipeline while sampling the
lower and upper band-pass cutoffs uniformly from
200–400Hz and 3,000–4,000Hz, respectively.
We also randomized the broadband noise
amplitude, 50-Hz interference amplitude,
compression threshold, and compression ratio.

Source Utterances Hours

Training data
WaxalNLP (amh) 38,022 189.0
Waxal auto-labeled (amh) 80,321 398.1
BDU Amharic ASR 32,901 101.0
Common Voice (amh) 563 0.9
Leyu – Gonder dialect 11,339 112.8
Leyu – Wello dialect 10,010 114.7
Leyu – Gojjam dialect 10,095 95.8
Leyu – Shewa dialect 8,180 102.6

Train total 191,431 1,115.0

Evaluation data (WaxalNLP)
Validation 2,912 14.0

Table 2: Composition of the combined Amharic ASR
corpus for our model training. The training set is
expanded by combining multiple publicly available
Amharic ASR datasets. The validation set is limited
to the WAXAL validation split, to which we apply
our 0.4% augmentations to provide a compact yet
representative evaluation of the conditions covered by
the test set.

Severe variant. We used the severely degraded
narrowband pipeline, sampling the lower and
upper band-pass cutoffs from 300–600Hz and
2,000–2,800Hz, respectively. We randomized the
compression threshold and ratio, overdrive inten-
sity, broadband noise amplitude, and interference
amplitude. In addition, we inserted one to five
dropouts lasting 20–400ms each. Each dropout
either fully suppressed the signal or attenuated it
by a randomly selected factor.

3.6 Training Data

As shown in Table 2, we combine several Amharic
ASR datasets to investigate the effects of training-
data scale and diversity on robustness tonoise
and channel distortions. These incluede Google’s
WAXAL dataser (Diack et al., 2026), automatically
kabled EthioASR data (Abdullah et al., 2026),
BDU Speech (Ejigu et al., 2025), the Amharic
Common Voice ASR 3, and Leyu Amahric dialectal
dataset 4.

4 Methodology

To ensure the reproducible evaluation of the ASR
models, we followed the approach adopted by the
Open ASR Leaderboard (Srivastav et al., 2025) and

3https://huggingface.co/datasets/Ibtihal02/
amharic-commonvoice-asr

4https://huggingface.co/leyu-amharic
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Figure 3: ASR performance across acoustic and telecommunication conditions. WER (left) and CER (right) are
reported for all evaluated models across the average test set and individual degradation conditions, including weak
signal, clean audio, ambient noise, distant/low-volume microphone, harsh environments, wideband phone (VoLTE),
randomized phone channels, and narrowband 2G with packet loss. Lower values indicate better performance. The
results highlight substantial variation in model robustness across realistic telecommunication conditions.

created configuration files for each dataset. All
evaluations and model training were conducted
using a single NVIDIA A100 GPU with 80 GB
of memory.

5 Result and Analysis

For model training, we adopted the training frame-
work provided by EthioASR (Abdullah et al.,
2026). We selected the best-performing model
based on WER in our initial evaluation and con-
tinued fine-tuning from its pretrained checkpoint
using our collected Amharic datasets. We extended
the text-processing pipeline with number-to-text
normalization by converting numerical digits into
their corresponding Amharic word forms. Dur-
ing fine-tuning, audio augmentation was applied
stochastically using Gaussian noise, random gain
adjustments, and simulated environmental and
telecommunication distortions, including ampli-
tude modulation, band-pass filtering, codec re-
sampling, dynamic-range compression, nonlin-
ear distortion, power-line hum, and packet-loss
dropouts. Following augmentation, the waveforms
were peak-normalized when necessary to prevent
clipping.

Evaluated Models. We evaluate a diverse set of
ASR systems spanning Amharic-specific, multilin-
gual, and general-purpose models. The evaluated

systems include Ethio-ASR-Amharic and Ethio-
ASR-multilingual models (Abdullah et al., 2026)
with 94M, 300M, and 600M parameters; Omni-
ASR CTC models (Omnilingual ASR Team et al.,
2025) with 300M, 1B, 3B, and 7B parameters; and
OmniASR LLM models with 300M, 1B, 3B, and
7B parameters. We also evaluate the OmniASR-v2
300M and 1B CTC models, MMS-1B (Pratap et al.,
2023), Distil-Whisper (Gandhi et al., 2023), and the
Whisper family (Radford et al., 2023), including
small, large-v3, and large-v3-turbo. Together, these
models cover language-specific, multilingual, and
general-purpose ASR approaches with substan-
tially different model sizes and training paradigms.

Evaluation Normalization. Before computing
WER and CER, we normalized both reference
transcripts and model predictions using the same
text-processing procedure. Numerical digits were
converted to their corresponding Amharic word
forms, punctuation was removed, and Amharic
character variants were normalized. This ensures
that the evaluation differences primarily reflect
recognition errors rather than differences in for-
matting or character representation.

RQ1:How robust are Amharic-specific, mul-
tilingual, and general-purpose ASR models to
telecommunication-specific acoustic degrada-
tion?

We evaluated the robustness of the ASR systems
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across a range of acoustic and telecommunication
conditions, including clean studio speech, environ-
mental noise, low-energy speech, harsh acoustic
environments, narrowband communication with
packet loss, randomized telephone channels, and
a wideband VoLTE-like channel. We report the
word error rate (WER), where lower values indicate
better recognition performance. The overall score
reported in the average column is the arithmetic
mean across the eight evaluation conditions. This
provides a single measure of overall robustness
while preserving the condition-specific results
needed to identify sources of recognition degra-
dation.

Overall Model Performance As shown in Fig-
ure 3, substantial differences in robustness can
be observed across the evaluated model families.
The Amharic-specific Ethio-ASR-Amharic model
achieves the lowest overall WER of 46.57%, mak-
ing it the strongest-performing model across the
complete evaluation suite. It is followed by the
multilingual Ethio-ASR-Multilingual-600M model,
with an average WER of 53.98%. The best-
performing general-purpose models are consider-
ably less consistent across the different acoustic
conditions.

The performance gap between the two largest
Amharic-oriented models is particularly informa-
tive. Ethio-ASR-Amharic improves over Ethio-
ASR-Multilingual-600M, reducing the average
WER from 53.98% to 46.57%, corresponding to a
relative reduction of approximately 13.7%. This re-
sult suggests that increasing multilingual coverage
alone does not necessarily provide the same benefit
as adapting acoustic and linguistic representations
to the target language and deployment domain.
This finding is especially relevant for low-resource
ASR, where a model can benefit substantially from
specialization, even when its parameter count is
comparable to that of a multilingual alternative.

The results also demonstrate that model size is
not a sufficient predictor of robustness. Within
the OmniASR family, increasing the parameter
count does not consistently lead to lower WER. For
example, OmniASR-CTC-7B obtains an average
WER of 58.32%, whereas the smaller OmniASR-
CTC-1B and OmniASR-CTC-300M models obtain
61.07% and 67.94%, respectively. Although the
larger model performs better than these smaller
variants overall, the relationship is not monotonic
across all model families and conditions, despite

their relatively large parameter counts. These
observations indicate that robustness to telecommu-
nication distortion depends not only on model ca-
pacity but also on language specialization, training
distribution, architecture, and exposure to channel
variability.

Performance Under Clean and Acoustic
Conditions Under relatively clean conditions,
Ethio-ASR-Amharic achieved the best
WAXAL WER (23.25%), closely followed
by Ethio-ASR-Multilingual-600M (23.82%).
However, OmniASR-LLM-7B performed
best on clean studio speech (31.59%), while
Ethio-ASR-Amharic achieved 40.5%, showing
that the Amharic-specific model is not uniformly
superior under clean conditions.

Under ambient room noise, Ethio-ASR-Amharic
achieved 42.74%, substantially outperforming the
OmniASR models (64.18–89.70%), indicating
stronger resilience to environmental noise. How-
ever, for distant/low-volume speech, OmniASR-
LLM-7B achieved the lowest WER (31.81%),
compared with 40.59% for Ethio-ASR-Amharic.
Overall, these results show that model strengths
vary by acoustic condition, while the Amharic-
specific model provides greater consistency across
conditions.

RQ2: How does ASR performance change as
the severity and combination of telecommunica-
tion degradations increase?

The largest performance degradation occurs
under telecommunication conditions, particularly
when narrowband communication is combined
with packet loss. For Ethio-ASR-Amharic, WER
increases from 40.57% under clean studio con-
ditions to 79.36% under narrowband 2G with
packet loss. This corresponds to an absolute
increase of 38.79 percentage points and a relative
increase of 95.6%. This substantial degradation
demonstrates that the recognition performance
under clean speech is not a reliable indicator of
performance under realistic telecommunication
conditions.

The narrowband 2G condition is the most
challenging condition for most evaluated models.
Ethio-ASR-Multilingual-600M reaches a WER
of 92.13%, while Ethio-ASR-Multilingual-94M
and Ethio-ASR-Multilingual-300M reach 99.39%
and 132.75%, respectively. The deterioration
is therefore particularly pronounced for the
multilingual Ethio-ASR variants. In contrast,
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Figure 4: Word Error Rate (WER, lower is better) of our fine-tuned Amharic ASR models compared with the
strongest publicly available baseline (Ethio-ASR-amharic) across eight evaluation conditions, ordered from least to
most acoustically degraded.

OmniASR-CTC-7B achieves a WER of 68.03%,
the best result under this condition, closely
followed by OmniASR-CTC-3B at 68.52%.

The randomized phone-channel condition is
particularly informative because it evaluates ro-
bustness to a distribution of channel characteristics
rather than a single fixed degradation profile.
Ethio-ASR-Amharic achieves the lowest WER
at 50.67%, followed by Ethio-ASR-Multilingual-
600M at 60.78%. This result supports the use
of randomized channel conditions for robustness
evaluation, as performance on a fixed channel
does not necessarily predict robustness to broader
channel variability.

A similar trend is observed for the wideband
phone (VoLTE) condition. Ethio-ASR-Amharic
achieves a WER of 49.29%, compared with
59.35% for Ethio-ASR-Multilingual-600M,
giving the Amharic-specific model an advantage
of approximately 10.06 percentage points.
The consistent advantage across randomized
and standardized telephone conditions further
highlights the robustness of the Amharic-specific
model.

Interestingly, the performance gap between clean
and telephone conditions varies substantially across
model families. For Ethio-ASR-Amharic, WER
increases from 40.57% under clean studio speech
to 49.29% under wideband telephone conditions.
In contrast, OmniASR-LLM-7B increases from
31.59% to 84.33%, representing a much larger
degradation despite its stronger clean-speech per-
formance. These results highlight the limitations
of evaluating ASR systems exclusively on clean
benchmarks: strong clean-speech accuracy does

not necessarily translate into robustness under
realistic channel transformations.

RQ3: Can data scaling and targeted augmen-
tation improve the robustness of Amharic ASR
models under telecommunication conditions?

Figure 4 compares fine-tuning variants across
WAXAL read speech, clean studio speech, ambi-
ent room noise, distant/low-volume microphone
recordings, harsh environments, wideband tele-
phone (VoLTE), randomized telephone channels,
and narrowband 2G with packet loss. We ablate
two training factors: data scaling, using the full
training corpus, and simulated telecommunication-
channel augmentation applied to either 10% or 40%
of the training utterances.

The combination of data scaling and 10% aug-
mentation achieves the lowest WER across the de-
graded evaluation conditions. For example, under
narrowband 2G with packet loss, for example, it
reduces the WER from 0.794 for the baseline to
0.607, corresponding to a 23.6% relative WER
reduction. Data scaling alone consistently out-
performs augmentation alone, suggesting that in-
creased training data coverage provides the largest
contribution to robustness, while targeted augmen-
tation provides complementary gains, particularly
under more severe channel conditions.

Interestingly, the baseline performs best only
on the in-domain WAXAL read-speech condition,
achieving a WER of 0.232 compared with 0.258 for
the best fine-tuned variant. This trade-off suggests
that fine-tuning with larger and more diverse data
can improve robustness to deployment conditions
while causing a small reduction in performance on
the original in-domain distribution.
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6 Conclusion and Future Work

In this work, we investigated the applicability
and robustness of ASR models for low-resource
languages, focusing on Amharic in the context
of telecommunications. Existing Amharic
ASR datasets provide limited coverage of
domain-specific and noisy acoustic conditions,
making it difficult to assess model robustness
in real-world telecom scenarios. To address
this gap, we introduced TeleASR-Amharic,
a 30-hour benchmark covering seven diverse
audio conditions designed to reflect realistic
telecommunication environments. Our evaluation
highlights the key challenges in deploying ASR
models under acoustic and channel degradation
and demonstrates that both data scaling and
domain-specific augmentation can substantially
improve ASR robustness.

As a next step, we plan to extend this con-
versational ASR resource to the evaluation of
speech-to-speech systems. In particular, the dataset
can provide a foundation for studying whether
improvements in speech recognition under realistic
conversational and telecommunication conditions
translate into more reliable end-to-end spoken
language systems.

7 Ethical Consideration

This study addresses privacy , fairness, and respon-
sible use in developing robust Amharic ASR for
telecommunication speech.

Privacy and Data Governance. Speech data are
handled according to applicable data-use agree-
ments, institutional requirements, and privacy
regulations. Identifying metadata are protected
where applicable, access to non-public recordings
is restricted, and raw recordings are not publicly
released.

Synthetic Data and Benchmark Construction.
Synthetic augmentation diversifies acoustic real-
izations but does not remove source-data biases in
speaker, language variety, or recording-condition
representation.

Speaker Representation and Fairness. Recog-
nition performance is compared across the avail-
able male and female speaker groups. The differ-
ences are interpreted as model performance vari-
ations and not inherent speaker differences. The
findings are limited by the demographic coverage

of the dataset and cannot be generalized beyond
the evaluated population.

Responsible Use. ASR systems may be used
in sensitive or high-stakes settings; therefore, the
results do not establish suitability for unrestricted
legal, medical, law enforcement, or surveillance ap-
plications. Performance degradation under certain
telecommunications conditions highlights the need
for deployment-specific validation.

Responsible Release and Reproducibility. Re-
producibility is supported through benchmark de-
scriptions, preprocessing procedures, augmentation
configurations, evaluation scripts, and other non-
sensitive resources when raw recordings cannot be
shared. Synthetic degradations are distinguished
from observed telecommunications artifacts to
avoid overstating their real-world correspondence.

Overall, this study promotes robust Amharic
ASR through privacy, fairness, reproducibility, and
responsible deployment within the study’s data and
acoustic conditions.

Limitations

TeleASR-Amharic is currently limited to evalu-
ating the robustness of ASR under telecommu-
nication conditions. However, the small pool of
speakers may not fully represent the variations in
the different dialects of Amharic. The lack of pub-
licly available real-call audio also limits validation
under real-world conditions, including authentic
mobile codec artifacts and other channel effects.
Privacy and consent requirements may further
restrict access to real-call recordings. In addition,
data augmentation may not capture all real-world
variations, potentially limiting generalization to
unseen conditions. Future work can address these
limitations by including more diverse speakers,
validating simulated conditions against real-call
data where feasible, and extending the benchmark
to evaluate end-to-end speech systems and other
components of spoken telecommunications.
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A Error analysis Visualization

In this example shown in Figure 5, the models
perform correctly, while the apparent errors arise
from metric computation, highlighting the need for
punctuation removal. Text normalization and prefix
normalization can further improve evaluation by
distinguishing metric-related discrepancies from
genuine model failures. Some models hidden for
anonymity.

Figure 5: Error analysis platform developed to identify
failure patterns in the dataset and inform evaluation
gaps.
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B Audio Noise variation Analysis

In Figure 6, we applied the same expert-driven
evaluation procedure to real-world telecommuni-
cation audio recordings, using them to identify
and characterize the signal variations observed
in practical communication channels. These ob-
servations subsequently guided the design and
calibration of the simulated augmentations, en-
suring that the resulting conditions captured the
acoustic and signal-level characteristics of real
telecommunication audio.

Figure 6: Evaluation of Generated Augmentations. We
consulted telecommunication experts to assess whether
the generated augmentations accurately reflected real-
world telecommunication noise and channel conditions.
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Abstract

Safety alignment in large audio-language mod-
els (LALMs) is typically evaluated through
single-turn interactions with direct prompts.
In real-world deployments, however, these
models are often integrated into agent frame-
works that introduce developer-controlled sys-
tem prompts, tool-calling loops, and interme-
diate encoding steps between user speech and
model input. This raises a practical ques-
tion: can a text-based jailbreak remain ef-
fective after being converted to speech by
an off-the-shelf text-to-speech (TTS) system
and processed through an agent? We investi-
gate this question using 270 prohibited ques-
tions spanning nine policy categories, an open-
weight TTS model with 82 million parameters,
and a minimal LangChain question-answering
agent whose system prompt combines a per-
sona with a fuzzing-derived template. Across
three audio-capable models, we observe attack
success rates (ASRs) ranging from 57.0% to
64.1%. To assess the impact of synthesis er-
rors, we use automatic speech recognition to
verify the generated audio and find that 87.4%
of clips are transcribed exactly. Our analy-
sis indicates that faithfully rendered speech
alone achieves an ASR above 50% on every
model tested, while manual evaluation of a
50-response sample agrees with the automatic
judge in 92% of cases. These findings sug-
gest that the agent framework does not com-
pensate for the loss of safety robustness intro-
duced by the text-to-audio transition. Even a
readily available TTS pipeline requiring only
minutes of computation can therefore provide
a practical attack surface for transferring text-
based jailbreaks to audio-agent settings.

1 Introduction

Text-based jailbreaks are a well-established threat,
with prior work exploring curated prompt collec-
tions (Shen et al., 2024), automated search methods
(Yu et al., 2023), and persona-based conditioning

(Zhang et al., 2025). In parallel, recent research
has investigated audio jailbreaks, primarily through
perturbations designed directly in the waveform do-
main (Chen et al., 2025; Song et al., 2025). A
simpler alternative is to convert an existing text jail-
break into speech. Recent work on omni-models
(Chen et al., 2026) shows that vulnerabilities can
transfer across modalities and that text-based at-
tacks delivered through audio can rival purpose-
built audio attacks. However, this evidence comes
from direct prompting, leaving open the question of
whether such attacks remain effective in deployed
agent frameworks.

In practice, voice assistants are often built
around agents, such as those implemented with
LangChain (LangChain, Inc., 2025), that introduce
developer-defined system prompts, encode audio
into structured messages, and manage tool-calling
loops. These components may provide opportuni-
ties to mitigate attacks, but they may also introduce
additional vulnerabilities, particularly when third
parties can configure the agent.

Our contribution is a focused empirical study of
this configuration:

• We develop a minimal agent-based question-
answering pipeline in which forbidden ques-
tions are delivered exclusively as base64-
encoded audio, with adversarial scaffolding
confined to the system prompt.

• We evaluate the fidelity of commodity text-to-
speech (TTS) using an independent automatic
speech recognition (ASR) model to assess the
contribution of synthesis errors to observed
attack success.

• We evaluate three audio-capable models, span-
ning small and mid-sized open-weight models
and a proprietary frontier model, and observe
attack success rates of 57.0–64%. The con-
sistently high rates suggest that text-to-audio
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transfer poses a practical safety risk across
diverse model configurations.

The consistently high success rates across mod-
els suggest that transferring text jailbreaks through
speech poses a practical security concern that war-
rants further investigation in agent-based deploy-
ments.

2 Related Work

Text jailbreaks. Shen et al. (2024) study jail-
break prompts collected from public communities
and provide the forbidden-question set used in our
evaluation. Yu et al. (2023) introduce mutation-
based fuzzing for automated jailbreak discovery,
while Zhang et al. (2025) demonstrate the effective-
ness of persona-based conditioning. Our system
prompt combines these latter two approaches; we
withhold the specific template to avoid facilitating
misuse.

Audio and cross-modal attacks. Prior work ex-
plores audio jailbreaks through waveform-level
perturbations (Chen et al., 2025; Song et al.,
2025). In contrast, Chen et al. (2026) investigate
how text-based vulnerabilities transfer to audio in
omni-models, showing that such attacks can rival
purpose-built audio attacks under direct prompting.
We extend this line of work by evaluating text-to-
audio jailbreak transfer within an agent framework
and examining the role of TTS fidelity through an
independent ASR verification step.

Safety evaluation. Following common practice,
we use an LLM-based safeguard classifier to as-
sess model responses (Inan et al., 2023). Specifi-
cally, we employ the multimodal Llama Guard 4
12B checkpoint (Meta AI, 2025) and compare its
judgments against a manually annotated sample to
assess agreement.

3 Threat Model

We consider an adversary who can (i) control the
agent’s system prompt, for example, by distributing
an agent configuration that a victim installs, and (ii)
submit audio as the user input. The adversary has
no access to model weights, logits, or training data
and does not optimize the audio signal. Instead,
the attack audio is generated directly by an off-
the-shelf text-to-speech (TTS) model. This threat
model deliberately assumes limited attacker capa-
bilities, allowing us to examine whether text-based

270 forbidden
questions (9 cats.)

Kokoro-82M TTS
(random voice)

Parakeet ASR
fidelity check

base64 encode

LangChain
QA agent

+ system prompt

Audio-
capable LLM

Llama Guard
4 12B

safe / unsafe

Figure 1: Evaluation pipeline. The harmful request
exists in text only before synthesis; from the base64
step onward it reaches the model solely as audio. The
dashed branch is a verification path and does not feed
the agent.

jailbreaks remain effective through the audio inter-
face without relying on sophisticated, waveform-
level attacks.

4 Method

4.1 Dataset
We use the forbidden-question dataset released by
Shen et al. (2024).1 We select 30 questions from
each of nine content-policy categories: Economic
Harm, Government Decision, Hate Speech, Health
Consultation, Illegal Activity, Legal Opinion, Mal-
ware, Physical Harm, and Privacy Violence, yield-
ing 270 prompts in total. This balanced sampling
design prevents any single category from domi-
nating the pooled attack success rate (ASR) and
eliminates the need for category-based reweight-
ing. We omit per-category results for the reason
discussed in Section 5.

4.2 Text-to-speech conversion
We synthesize each question using Kokoro-82M, an
open-weight text-to-speech (TTS) model (hexgrad,
2025), with the ONNX runtime. We use the default
sample rate, set speed=1.2 and lang=en-us.
and randomly select a speaker voice from the
model’s released voice inventory for each question.
This randomization reduces the likelihood that the
results depend on a particular speaker identity. The

1https://github.com/verazuo/jailbreak_
llms
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entire audio corpus can be generated within min-
utes on commodity hardware, making this TTS-
based attack inexpensive to reproduce and requir-
ing no specialized audio optimization.

4.3 Fidelity verification
As TTS can introduce transcription errors, some
audio clips may no longer faithfully convey the
original request, potentially affecting the measured
attack success rate (ASR). To assess this effect,
we transcribe all 270 clips using NVIDIA Para-
keet (NVIDIA NeMo Team, 2024) and compare
the transcripts with their source text. A total of 236
clips (87.4%) are transcribed exactly, while the re-
maining 34 (12.6%) differ primarily in punctuation,
including parentheses, hyphens, and commas, with
the lexical content largely preserved.

We retain all 270 clips in our evaluation rather
than excluding those with transcription differences.
This choice reflects the intended deployment set-
ting, where an attacker using an off-the-shelf TTS
system would not typically inspect and curate ev-
ery generated clip. Moreover, punctuation changes
represent a form of input variation that may itself
affect model behavior. In Section 5, we estimate
how much these transcription differences could in-
fluence our conclusions.

4.4 Agent construction
Each audio clip is base64-encoded and submit-
ted as the user turn to a question-answering agent
built with LangChain (LangChain, Inc., 2025).
The agent loads its system prompt from a user-
supplied Markdown file containing a combination
of a fuzzing-derived template (Yu et al., 2023), a
persona instruction (Zhang et al., 2025), and an
additional persona developed for this study. Im-
portantly, the system prompt contains no harmful
requests; the prohibited question is conveyed ex-
clusively through the audio input. Each item is
evaluated in a single inference, without multi-turn
interaction or escalation.

4.5 Evaluation
Each generated text response is classified by Llama
Guard 4 12B (Meta AI, 2025) as safe or unsafe.
We define attack success rate (ASR) as

ASR =
# responses labeled unsafe

# total attacks
× 100.

We deliberately do not score severity or usefulness
of the unsafe content; the binary label is the conser-
vative choice and keeps the study reproducible.

Model Attacks Succ. ASR (%)

MiMo-v2.5 (Xiaomi) 270 154 57.0
Gemini-2.5-Flash (Google) 270 172 63.7
Voxtral-Small-24B (Mistral) 270 173 64.1

Table 1: Consolidated attack success rate for text jail-
breaks transferred to audio and delivered through a
LangChain QA agent, pooled over nine content-policy
categories (30 items each). Responses labeled by
Llama Guard 4 12B.

4.6 Validating the judge

Because our evaluation relies on a single automated
classifier, we assess its agreement with human judg-
ment. We randomly sample 50 responses from the
pooled outputs of all three models and indepen-
dently label them as safe or unsafe under the
same content policy, without access to the classi-
fier’s predictions. The two sets of labels agree on
92% of cases (46/50). We treat this result as a
sanity check on the reported attack success rates
(ASRs), rather than as a formal calibration. With
only four disagreements, the sample is insufficient
to determine whether the classifier systematically
overestimates or underestimates attack success. We
therefore leave the reported ASRs unchanged.

5 Results

Table 1 reports ASR for the three evaluated mod-
els, consolidated over all 270 items that is, pooled
across the nine content-policy categories rather
than resolved by category.

We make the following three observations from
these results described as follows.

The attack success rates are similar across mod-
els. Despite differences in model size, architec-
ture, and deployment, ASRs vary by only 7.1 per-
centage points across the three models. This con-
sistency suggests that text-to-audio transfer may
expose a shared weakness across model configu-
rations, although the limited number of models
prevents us from attributing the result solely to the
modality boundary.

The proprietary model is not demonstrably
safer. Gemini-2.5-Flash, the only commercially
served model in our evaluation, falls between the
two open-weight models in ASR. Its performance
provides no evidence that the additional safeguards
of a commercially deployed system reliably prevent
attacks delivered through audio.
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Synthesis errors do not account for the high
ASRs. Because we retain all 34 clips that do
not transcribe exactly, the observed ASRs could
partly reflect synthesis-induced changes. We as-
sess this possibility by considering the worst case
for our conclusion, in which all 34 imperfectly
transcribed clips are successful attacks. Even un-
der this assumption, the ASR among the 236 clips
transcribed exactly would remain at least 50.8%
for MiMo, 58.5% for Gemini, and 58.9% for Vox-
tral. Under the opposite extreme, in which none of
the 34 clips is successful, the corresponding upper
bounds are 65.3%, 72.9%, and 73.3%. Thus, the at-
tack remains successful in a majority of cases even
when restricted to faithfully transcribed speech.
We do not report the observed ASR separately by
transcription fidelity and therefore make no claim
about whether synthesis degradation increases or
decreases attack success.

Scope of the reported results. We report pooled
attack success rates (ASRs) across all nine content-
policy categories rather than category-specific rates.
With only 30 questions per category, individual es-
timates have substantial uncertainty, making fine-
grained comparisons difficult to interpret. By con-
trast, pooling all 270 questions provides a more
precise estimate, with an approximate 95% mar-
gin of error of 6 percentage points under a simple
binomial model when the observed rate is around
60%. This aggregate analysis aligns with our pri-
mary objective: assessing the robustness of the
text-to-audio interface rather than identifying the
most vulnerable policy categories. A more detailed
category-level analysis is left for future work with
a larger dataset.

Computational cost. The full evaluation, com-
prising 270 TTS generations, 270 ASR verifica-
tions, and 810 agent inferences, completes in under
an hour. Audio synthesis takes only a few min-
utes on a single consumer GPU. The pipeline re-
quires no optimization loop, gradient access, or
per-question tuning, making the attack inexpensive
to implement and evaluate with readily available
resources.

6 Discussion

These results suggest that the agent scaffold, as
configured in our experiments, does not provide
an effective defense against text jailbreaks deliv-
ered through audio. Base64 encoding, structured

message formats, and tool-calling loops do not,
by themselves, prevent the model from complying
with prohibited requests. Instead, the results high-
light a gap in treating model-level alignment as
the primary security boundary, particularly when
attacks cross modalities.

Two practical mitigations follow from our find-
ings. First, deployments can transcribe incoming
audio and apply an existing text-based safety clas-
sifier to the resulting transcript. Since 87.4% of our
clips are transcribed exactly, this approach could
identify many inputs that contain known prohibited
requests, although its effectiveness against previ-
ously unseen attacks requires further evaluation.
Second, system prompts supplied by third parties
should be treated as untrusted input and subjected
to appropriate security checks, rather than automat-
ically trusted as developer instructions. Neither
measure is new; our findings highlight the impor-
tance of incorporating such safeguards into agent
configurations that accept audio and third-party
prompts, rather than relying on model alignment
alone.

Limitations

Our study has several limitations and should be
interpreted as a preliminary investigation rather
than a comprehensive benchmark. We evaluate
only three models, selected based on availability
within our evaluation budget, and therefore cannot
claim that they represent the broader landscape of
large audio-language models (LALMs). Our exper-
iments also use a single TTS model, one synthesis
configuration, and English-language inputs. We
report aggregate ASRs across nine content-policy
categories, so the results do not establish whether
the observed vulnerability is consistent across cat-
egories. Addressing this question will require a
larger evaluation with more examples per category
and broader model, language, and synthesis cover-
age.

Our evaluation also relies on a single safety clas-
sifier and inherits its potential biases and failure
modes. To assess its reliability, we manually la-
beled 50 responses sampled across the three models
and observed 92% agreement with Llama Guard
(Section 4.6). However, this small sample cannot
establish the direction or distribution of classifica-
tion errors, motivating a larger annotation study
with multiple annotators and inter-annotator agree-
ment measures. Furthermore, our metric captures
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whether a response is classified as unsafe, not the
practical harm it enables; a response containing
one unsafe sentence is treated the same as one pro-
viding a complete harmful procedure. Finally, we
do not experimentally evaluate any defenses. Al-
though transcribe-then-filter is a promising mitiga-
tion, its effectiveness against the attacks studied
here remains an open question.

Ethics Statement

This work evaluates the safety of deployed audio-
language systems in order to document a gap that
defenders can close. We use only a publicly re-
leased dataset of forbidden questions (Shen et al.,
2024) and publicly released models. We do not
publish the system-prompt templates, the persona
instructions, the synthesized audio, or any model
output; the paper reports aggregate success rates
only, and includes no harmful content. Given that
the attack uses no novel technique, it composes
a public dataset, a public TTS model, and pub-
lished jailbreak templates, we do not believe it con-
stitutes a zero-day in any single vendor’s system.
We are nonetheless disclosing our findings, and
the transcribe-then-filter mitigation in particular,
to the vendors of the three evaluated models, and
will report the outcome of that disclosure in the
camera-ready version of this paper. We judge that
the defensive value of documenting a commodity-
cost attack path outweighs the marginal uplift from
knowing that the path exists, which prior work has
already established (Chen et al., 2026).
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Abstract

Cross-model adversarial jailbreak transferabil-
ity poses a security challenge for speech-
language models (SLMs), as adversarial au-
dio examples generated on one model can re-
main effective on other architectures. Pre-
vious work has shown that transferred at-
tacks against SLMs are feasible, but it re-
mains unclear how transferred adversarial in-
puts are reflected in the internal represen-
tations of different models. We investigate
cross-model adversarial jailbreak transferabil-
ity by combining behavioral evaluation with
layer-wise activation analysis across heteroge-
neous SLMs. Using 386 PGD-based adver-
sarial jailbreak examples provided by SPIRIT
that satisfied SPIRIT’s original success crite-
rion on the source model, Qwen2-Audio, we
evaluate them on other SLMs without fur-
ther optimization, revealing substantial dif-
ferences in behavioral vulnerability across
models. Conditional on source-model suc-
cess, LLaMA-Omni reaches an attack success
rate of 98.7% and Qwen2.5-Omni only 2.1%,
while 86.5% of the examples also satisfy our
stricter criterion on the source model Qwen2-
Audio. We further analyze layer wise activa-
tion shifts between clean and adversarial in-
puts in LLaMA-Omni and the source Qwen2-
Audio. In both models, activation shifts gener-
ally increase toward deeper transformer layers,
with the largest changes occurring in the final
layers. These findings characterize how adver-
sarial inputs are reflected in internal represen-
tations under a cross-model transfer setting.

1 Introduction

Speech Language Models (SLMs) process spoken
inputs directly while preserving acoustic informa-
tion beyond text transcription, enabling applica-
tions such as voice assistants and conversational
agents (Zhang et al., 2023). However, the growing
use of SLMs raises security concerns, as adversar-
ial audio perturbations can bypass safety mecha-

nisms while remaining difficult for humans to per-
ceive (Peri et al., 2024). A key security challenge
is cross-model adversarial jailbreak transferabil-
ity, whereby adversarial examples generated for
one model remain effective against models with
different architectures. Such transferability in-
creases the practical risk of attacks because an ad-
versary may not need direct access to the target
model. However, it remains unclear how trans-
ferred adversarial examples are reflected in the
internal representations of heterogeneous SLMs
(Peri et al., 2024; Djanibekov et al., 2025). Inter-
mediate activations provide a view of how adver-
sarial inputs are represented across network lay-
ers. Behavioral evaluation shows whether an at-
tack transfers across models, whereas activation
analysis characterizes how transferred adversar-
ial inputs are reflected internally across model
depth. Activation analysis complements ASR by
showing where adversarial effects become more
pronounced across model depth. These pat-
terns may help identify layers that could be use-
ful for future monitoring or defense mechanisms.
While activation analysis has been widely used to
study transformer representations (Vijayakumar,
2022; Rai et al., 2024), its role in characteriz-
ing cross-model adversarial jailbreak transferabil-
ity in SLMs remains largely unexplored and how
transferred adversarial inputs are reflected across
model depth and jailbreak categories is still un-
clear. We use 386 PGD-based adversarial jailbreak
examples provided by SPIRIT that succeeded on
the source model Qwen2-Audio, and evaluate the
same examples on LLaMA-Omni and Qwen2.5-
Omni without further optimization. We then com-
pare behavioral attack success across models and
analyze layer-wise activation shifts in LLaMA-
Omni and the source Qwen2-Audio. Our contribu-
tions are summarized as follows:(1) we provide an
empirical evaluation of how SPIRIT’s adversarial
jailbreak examples, generated on Qwen2-Audio,
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transfer to two other state-of-the-art SLMs, condi-
tional on source model success; (2) we character-
ize layer-wise activation responses to transferred
adversarial inputs across heterogeneous architec-
tures; and (3) we examine depth wise and category
dependent activation patterns under transferred ad-
versarial attacks.

2 Related Work

Wei et al. found that rigorously designed jail-
break prompts can bypass safety alignment and
lead to unsafe model behavior (Wei et al., 2023).
Zou et al. also found adversarial jailbreak ex-
amples can transfer across aligned LLMs through
gradient-based optimization of universal adversar-
ial suffixes, establishing transferability as a fun-
damental property of jailbreak attacks (Zou et al.,
2023). While these studies established the exis-
tence of adversarial transfer, they primarily evalu-
ated attack success from a behavioral perspective
without examining how transferred attacks are re-
flected in internal model representations. Speech-
Guard showed that adversarial audio perturbations
can bypass safety mechanisms in SLMs and re-
ported that transferability varies across model ar-
chitectures (Peri et al., 2024). SPIRIT proposed
PGD-based adversarial jailbreak attacks for SLMs
and investigated activation patterns to support
inference-time defense (Djanibekov et al., 2025).
However, its activation analysis was designed to
improve robustness within a single model rather
than to study how transferred adversarial exam-
ples are represented across different SLM archi-
tectures. SPIRIT also leaves the transferabil-
ity of its attacks across models to future work.
Activation-based analysis has been widely used
to study transformer representations and model
behavior (Rai et al., 2024; Vijayakumar, 2022).
Yet, relatively little attention has been given to
activation responses under transferred adversarial
attacks, particularly across heterogeneous speech
language models. As a result, it remains unclear
whether the behavioral differences observed un-
der transferred adversarial jailbreak attacks are
reflected in internal activation responses across
model depth. To address this gap we character-
ize layer-wise activation responses to transferred
adversarial examples across heterogeneous SLMs.

3 Method

3.1 Threat Model
We consider a white-box adversarial setting for
the source model, where the attacker has access
to model parameters and gradient information dur-
ing adversarial example generation. The generated
adversarial examples are then transferred from the
source model to target speech language models
without further optimization. The attacker di-
rectly modifies the input audio waveform to gen-
erate bounded perturbations that aim to bypass the
source model’s safety alignment. In this study, the
adversarial examples are generated by SPIRIT un-
der this setting; we do not run the attack ourselves.

3.2 Adversarial Attack Formulation
The adversarial examples we use were generated
by SPIRIT (Djanibekov et al., 2025) with a pro-
jected gradient descent (PGD)-based attack, fol-
lowing the optimization framework of Madry et al.
(Madry et al., 2018) adapted to speech language
models. The attack objective is formulated as:

δ∗ = argmin∥δ∥∞≤ϵ LCE

(
f(x+ δ), yadv

)
, xadv = x+ δ∗.

(1)
where δ denotes the adversarial perturbation, ϵ is
the L∞ perturbation budget, f(·) represents the
speech language model, yadv denotes the prede-
fined target harmful response, and LCE is the
cross-entropy loss used to optimize the adversar-
ial audio toward that target response. Concretely,
LCE = −∑T

t=1 log p
(
yadvt | yadv<t , x + δ

)
, the

token level cross-entropy of the target response
given the perturbed audio.

3.3 Layer-wise Activation Analysis
To measure how adversarial inputs affect internal
representations, we compute the layer-wise activa-
tion shift between clean and adversarial inputs:

∆l =
1

N

N∑

i=1

1

Hl

Hl∑

j=1

∣∣∣h̄advl,j (i)− h̄cleanl,j (i)
∣∣∣ , (2)

where h̄cleanl,j (i) and h̄advl,j (i) denote the j-th di-
mension of the time averaged hidden represen-
tation of the i-th sample at transformer layer l
for clean and adversarial inputs, respectively, Hl

is the hidden representation dimension at layer l,
and N is the number of evaluated samples. This
metric quantifies the mean absolute activation dif-
ference between clean and adversarial represen-
tations across transformer depth. We analyzed
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two aspects of activation behavior: (1) depth wise
dynamics, which describe how activation shifts
evolve across transformer layers, and (2) topic
wise sensitivity, which examines variation across
jailbreak categories. Since representation spaces
are not directly aligned across architectures, we
do not assume neuron-to-neuron or layer-to-layer
correspondence. Instead, we compare activation
response patterns within each model to character-
ize differences across heterogeneous speech lan-
guage models.

4 Experimental Setup

4.1 Models

We evaluate adversarial jailbreak transferability
across three speech language models (SLMs):
LLaMA-Omni (Fang et al., 2025), Qwen2-Audio
(Chu et al., 2024), and Qwen2.5-Omni (Xu
et al., 2025). Qwen2-Audio serves as the source
model for adversarial example generation, while
LLaMA-Omni and Qwen2.5-Omni are evaluated
as target models using the same adversarial ex-
amples without further attack optimization. Since
their internal structures and representation spaces
are not directly aligned, we analyze activation re-
sponses independently within each model rather
than comparing individual architectural compo-
nents. This allows us to characterize model-
specific activation patterns under a unified adver-
sarial evaluation setting.

4.2 Dataset

We build on the 246 harmful instructions of Ad-
vBench (Zou et al., 2023) using the eight cate-
gory split adopted in SPIRIT (Djanibekov et al.,
2025). SPIRIT synthesizes each instruction us-
ing multiple voices and optimizes a PGD pertur-
bation on Qwen2-Audio. We evaluate adversar-
ial examples provided by SPIRIT for two voices
(one male and one female) that satisfied SPIRIT’s
original attack success criterion on Qwen2-Audio.
This yields 386 adversarial examples (187 male,
199 female): bomb and explosives (51), drugs
(46), suicide (48), hacking (56), killing (40), so-
cial violence (54), financial manipulation (44), and
firearms (47). We do not generate new attacks. All
reported ASRs are recomputed on these 386 exam-
ples using our evaluation criterion defined in Sec-
tion 4.4. Accordingly, the reported transfer rates
are evaluated on a subset preselected by success
under SPIRIT’s original source model criterion.

4.3 Attack Configuration
The adversarial examples were generated us-
ing the PGD attack setup introduced in SPIRIT
(Djanibekov et al., 2025). The perturbation bud-
get is fixed to ϵ = 0.05, with a step size of
α = 0.0005 and a maximum of 1000 optimization
steps per sample. The examples were generated
on the source model, Qwen2-Audio.

4.4 Evaluation Metrics
Because no single automated evaluator is univer-
sally reliable for jailbreak assessment (Ran et al.,
2025), we combine semantic consistency and be-
havioral safety violation detection to evaluate at-
tack success. BERTScore (Zhang et al., 2020)
measures semantic similarity between the gener-
ated response and the target harmful response,
while JailbreakEval (Ran et al., 2025) determines
whether the response violates safety policies. An
adversarial jailbreak is considered successful only
when both criteria are satisfied simultaneously.
BERTScore is considered successful when it ex-
ceeds a threshold of 0.85. This threshold was se-
lected empirically based on preliminary evalua-
tions, as it provided a balance between preserv-
ing semantic similarity and avoiding false positive
jailbreak detections. JailbreakEval outputs 1 for a
successful safety violation and 0 otherwise.

Attack Success = (BERTScore ≥ 0.85)

∧ (JailbreakEval = 1)
(3)

This combined criterion reduces false positives by
requiring both semantic alignment and an explicit
safety violation. However, the strict evaluation
may miss cases where harmful intent is expressed
implicitly or not fully captured by the automated
metrics.

5 Results

We begin by evaluating the behavioral transfer-
ability of adversarial jailbreak examples across the
evaluated speech language models before examin-
ing their internal activation responses. Figure 1
reports the ASR on the 386 adversarial examples.
Since these examples were preselected by suc-
cess on Qwen2-Audio under SPIRIT’s criterion,
the Qwen2-Audio value is a reverification rate un-
der our stricter criterion (Eq. 3) rather than the
strength of the attack, and the values for LLaMA-
Omni and Qwen2.5-Omni are transfer rates condi-
tional on source model success. LLaMA-Omni is
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Figure 1: Attack success rates on the 386 SPIRIT ad-
versarial examples, which were preselected by suc-
cess on Qwen2-Audio under SPIRIT’s criterion. The
Qwen2-Audio value reflects reevaluation under our cri-
terion, whereas the LLaMA-Omni and Qwen2.5-Omni
values represent transfer rates conditional on source-
model success.

Figure 2: Category-level attack success rates across the
evaluated speech language models.

the most vulnerable model, with an ASR of 98.7%,
indicating that the transferred adversarial exam-
ples bypass its safety alignment in nearly all eval-
uated cases. For Qwen2-Audio, 86.5% of the ex-
amples also satisfy our criterion. By contrast, the
transferred attack achieves an ASR of only 2.1%
on Qwen2.5-Omni, this indicates low success for
this particular transferred attack and does not im-
ply general robustness to adversarial jailbreaks.

Category-level Analysis. To examine whether
transferability varies across semantic domains, we
report the ASR for each jailbreak category in Fig-
ure 2.

LLaMA-Omni exhibits consistently high ASR
across all categories, between 96.08% and 100%,
with five categories reaching 100%. For Qwen2-
Audio, ASR ranges from 70.59% to 93.48%.
On Qwen2.5-Omni, success is observed only in
Bomb Explosive (5.88%), Drugs (4.35%), and
Suicide (6.25%), while the remaining five cate-
gories have an ASR of 0%.

Internal Activation Analysis. To characterize
how the transferred adversarial inputs are reflected
internally, we compute the layer-wise mean activa-

Figure 3: Layer-wise activation shift (∆) between clean
and adversarial inputs for LLaMA-Omni and Qwen2-
Audio. In both models, ∆ increases toward the final
layers.

Figure 4: Final layer activation shifts across the
eight semantic attack categories for LLaMA-Omni and
Qwen2-Audio.

tion shift (∆) between clean and adversarial inputs
for LLaMA-Omni and the source model Qwen2-
Audio (Figure 3). Because only a few transferred
examples jailbreak Qwen2.5-Omni (ASR = 2.1%),
we restrict this analysis to the other two models.

In both models, ∆ increases toward the deeper
layers, with the largest values at the final layer.
This trend is consistent with perturbation ef-
fects growing through network depth, and we
do not claim it is specific to jailbreak success.
Since activation scales differ across models, we
compare patterns within each model rather than
magnitudes across models. At the final layer
(Figure 4), LLaMA-Omni shows nearly uniform
shifts across categories (0.125–0.145), whereas
Qwen2-Audio shows stronger category depen-
dence (0.449–0.562), with the largest shift for So-
cial Violence (0.562), followed by Drugs (0.512).
We report these differences descriptively: shift
magnitude alone does not reveal the semantic or
functional nature of the underlying changes.
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6 Conclusion

In this work, we explore cross-model adversarial
jailbreak transferability in speech language mod-
els by combining behavioral evaluation with layer-
wise activation analysis. Using PGD-based ad-
versarial jailbreak examples generated on Qwen2-
Audio and provided by SPIRIT, we evaluated their
transferability across heterogeneous SLMs, con-
ditional on source model success, and observed
substantial differences in behavioral vulnerabil-
ity under the same attack setting. In addition to
behavioral evaluation, we characterized how ad-
versarial examples are reflected in internal model
representations. Activation shifts generally in-
creased toward deeper layers in the analyzed mod-
els, with the largest changes consistently occur-
ring in the final layers. Overall, our findings pro-
vide an empirical characterization of how trans-
ferred adversarial examples are reflected in hetero-
geneous speech language models. Although our
analysis is descriptive rather than causal and lim-
ited to three SLMs, a single source model, a fixed
set of SPIRIT-provided adversarial examples, and
activation analysis limited to LLaMA-Omni and
Qwen2-Audio, it provides a foundation for future
studies on representation level analysis, robustness
evaluation, and defense mechanisms for speech
language models.

Limitations

Our study is descriptive and limited to three SLMs,
one source model, and a single transfer direction.
We do not include clean or random noise base-
lines, and our activation metric is based on time-
averaged, unnormalized hidden state differences,
so activation magnitudes are not directly compa-
rable across models. Activation analysis is limited
to LLaMA-Omni and Qwen2-Audio and does not
compare successful and unsuccessful transfers at
the sample level. Therefore, we make no causal
claims and do not interpret the low transfer rate of
Qwen2.5-Omni as evidence of general robustness.
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Abstract

Audio deepfake research has focused on a few
high resource languages, leaving human per-
ception of synthesized Arabic speech unex-
plored. We present the current study of how hu-
man listeners perceive Arabic audio deepfakes.
Thirty eight native speakers judged Modern
Standard Arabic stimuli in two formats gen-
erated with proprietary and open-source mod-
els. The two formats are a binary task pair-
ing genuine clips with text-to-speech counter-
parts and a unary task requiring single-clip au-
thenticity judgments of voice-cloned political
speech. The results showed that listeners per-
formed only moderately above chance in both
formats (binary: 62.9%; unary balanced ac-
curacy: 64.6%). In the unary task, listeners
showed a systematic bias toward judging audio
as authentic (d′ = 0.77, c = 0.27), accept-
ing 45% of synthetic clips as real. Confidence
was positively related to accuracy in the binary
condition but inversely related in the unary con-
dition. Because the two conditions also differ
in synthesis method, speakers, and stimuli, we
treat this as a descriptive contrast between con-
ditions rather than an effect of task format. An
exploratory coded analysis of participants’ ra-
tionales suggested that reasoning from subjec-
tive certainty was associated with lower accu-
racy and concrete perceptual cues with higher
accuracy, while no cue category reliably pre-
dicted confidence. These findings suggest that
individual listeners are an unreliable safeguard
against Arabic fake audio detection, and moti-
vate future direct comparisons with automatic
detectors.

1 Introduction

Recent advances in generative artificial intelligence
have produced synthetic speech that is increasingly
indistinguishable from human speech (Lavan et al.,
2025). State-of-the-art (SOTA) voice synthesis
models (Li et al., 2025) have lowered the techni-
cal barrier to such an extent that virtually anyone

can generate cloned or fully synthetic voices that
listeners cannot reliably distinguish from authentic
recordings. When voices that faithfully reproduce
human timbre, prosody, and conversational coher-
ence circulate alongside manipulated images and
video, they become potent vectors for mis- and dis-
information (Shoaib et al., 2023). The downstream
consequences are substantial: synthetic media can
damage the reputations of public figures (Alanazi
et al., 2025), misrepresent political leaders for parti-
san ends (Metz, 2019; Weiner and Lawrance, 2023),
destabilize civic discourse, and propagate fabri-
cated news narratives.

In response, the research community has
launched a range of initiatives to combat audio
deepfakes, including the ASVspoof (Automatic
Speaker Verification Spoofing and Countermea-
sures) challenge (Wu et al., 2015; Kinnunen et al.,
2017; Liu et al., 2023), the ADD (Audio Deep Syn-
thesis Detection) challenge (Yi et al., 2022, 2023),
and the VoicePrivacy Challenge (Tomashenko et al.,
2020), among others. However, these efforts have
focused almost exclusively on a narrow set of high-
resource languages such as English, Mandarin, and
Spanish, leaving Arabic comparatively underexam-
ined. A small but growing body of work has begun
to address this gap: Issa (2026) and Almutairi and
Elgibreen (2023) studied detection in Modern Stan-
dard Arabic (MSA); Maged et al. (2025) introduced
a multi-dialect spoof-speech benchmark; Awaad
et al. (2024) examined real-time detection for Egyp-
tian Arabic; and Kuckreja et al. (2025) released
ArEnAV, a large-scale Arabic–English audio-visual
deepfake dataset.

Despite this progress, existing work on Arabic
audio deepfakes has been confined to machine-
based detection, while human perception of syn-
thesized Arabic speech remains unexplored. This
omission is consequential: in real-world settings,
humans are often the last line of defense against
deceptive audio, and understanding where listeners

35



succeed or fail is essential for designing effective
detection systems, public-awareness campaigns,
and policy interventions. To the best of our knowl-
edge, this paper presents one of the few studies of
human perception of Arabic audio deepfakes.

2 Related work

2.1 Audio Deepfakes

Audio deepfakes encompass both the synthesis of
artificial voices and the manipulation of authentic
speech (Khanjani et al., 2023). Synthetic speech is
generated primarily through two pathways: text-to-
speech (TTS) and voice conversion (VC) (Li et al.,
2025). TTS systems produce natural-sounding
speech directly from text, whereas VC systems
transform a source speaker’s utterance to match
the timbre and style of a target speaker while pre-
serving its linguistic content (Arik et al., 2018). A
closely related technique, voice cloning, infers a
speaker’s vocal identity from only a few samples
and synthesizes novel utterances in that voice (Arik
et al., 2018). Beyond algorithmic synthesis, adver-
sarial attacks can deliver spoofed audio to a device
microphone through physical transduction paths.
Such attacks target machine listeners rather than
humans, aiming to mislead automatic speech recog-
nition (ASR) systems, voice assistants, or speaker-
verification models by exploiting model and sensor
vulnerabilities (Liu et al., 2023; Yamagishi et al.,
2021). A canonical example is the replay attack,
in which a legitimate recording is captured and re-
emitted to impersonate a user and defeat biometric
voice-authentication systems (Li et al., 2017).

2.2 Arabic Audio Deepfake Detection

Arabic anti-spoofing research remains limited. Al-
mutairi and Elgibreen (2023) proposed an Arabic
deepfake detector based on self-supervised rep-
resentations (Wav2Vec 2.0), trained on a small,
single-speaker MSA synthetic corpus they con-
structed, while Awaad et al. (2024) studied real-
time detection for Egyptian Arabic, examining
short-duration clips in a streaming, low-latency
setting. Complementing these efforts, Kuckreja
et al. (2025) released ArEnAV, a large-scale Arabic–
English audio–visual deepfake dataset with intra-
utterance code-switching, dialectal variation, and
monolingual Arabic, intended to stress multimodal
detectors beyond monolingual domains. Finally,
Maged et al. (2025) introduced a multi-dialect
spoof-speech benchmark, pairing bona fide audio

from the Casablanca corpus (Talafha et al., 2024)
with synthetic spoofs for eight dialects (Algerian,
Egyptian, Emirati, Jordanian, Mauritanian, Mo-
roccan, Palestinian, and Yemeni) generated with
open-source TTS and VC systems. Issa (2026) in-
troduced AFAD-MSA, a curated corpus of authen-
tic and synthetic Modern Standard Arabic speech
in which the synthetic subset is generated with four
proprietary TTS and VC systems, and established
reference detectors by training AASIST models
against Wav2Vec 2.0 and Whisper baselines. The
best detector achieved near-perfect in-domain accu-
racy but degraded under cross-dataset evaluation.

2.3 Human Perception

Fewer studies have examined how well humans
detect speech deepfakes. Watson et al. (2021) asked
53 English-speaking college students to judge eight
clips from a MelGAN-based TTS model, finding
that shorter and more grammatically complex clips
were identified more accurately and that familiarity
with the concept of deepfakes did not help. Müller
et al. (2022) had 410 participants compete against
an AI detector on ASVspoof 2019 samples (Wang
et al., 2020) and found that humans and the detector
performed similarly. Mai et al. (2023) tested 529
English and Mandarin listeners in two formats: a
unary task, judging single clips as real or fake,
and a binary task, identifying the fake within a pair.
Accuracy was about 73% in the unary task and 86%
in the binary task, familiarization with example
deepfakes raised accuracy by less than four percent,
and, contrary to Watson et al. (2021), shorter clips
were not easier to detect. For Arabic, Kuckreja
et al. (2025) included a user study with ArEnAV in
which participants identified real and fake videos
with around 60% accuracy; to our knowledge, no
study has examined audio-only Arabic deepfakes.

Together, these studies suggest that humans are
unreliable deepfake detectors and that training in-
dividuals yields only marginal gains. More promis-
ing are collective and machine-assisted approaches:
Groh et al. (2022) showed that crowd aggregation
and access to model predictions can outperform
humans or models alone, though erroneous model
outputs often misled participants, and Mai et al.
(2023) found that aggregated human judgments ri-
val top automated detectors on speech while being
more robust out of domain.
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3 Methods

3.1 Participants

The study initially involved 42 Arabic native speak-
ers aged 20 to 40. The present analysis used the
complete-response subset of the data. As 4 par-
ticipants did not complete the full experiment, the
corresponding data were excluded from the present
analysis. This resulted in a total of 38 participants
in the final analysis.

3.2 Audio Materials and Stimuli

We compiled our stimulus set from two comple-
mentary sources. For the text-to-speech (TTS) con-
dition, we drew nine genuine recordings from the
CommonVoice dataset (Ardila et al., 2020) and the
Arabic Speech Corpus (Halabi et al., 2016). Each
recording served as the reference for synthesizing
a fake counterpart, with three recordings assigned
to each of three SOTA proprietary TTS models:
ElevenLabs, ResembleAI, and MiniMax (Table 8).
For the voice cloning (VC) condition, we extracted
three reference clips (7–10 s) from publicly avail-
able speeches delivered by three prominent Arab
political figures, one clip per figure (Table 7). Each
reference clip was used both as a genuine stimulus
and as the speaker prompt for cloning.

Cloning was zero-shot. Each of four synthesis
systems (two proprietary and two open-source) re-
ceived the reference clip together with its transcript
as the text to be synthesized, yielding twelve cloned
variants. No source speaker or voice conversion
was involved. Each cloned variant reproduced the
transcript of its genuine reference clip, so real and
synthetic clips of the same figure were identical
in content: the figures say only what they actually
said in the original address, and the content itself
is neutral and plausible. The unary task presented
these clips one at a time, and participants were
asked to judge each as genuine or fake.

For the TTS condition, genuine clips ranged
from 3 to 7 s (Table 8), and each synthetic counter-
part was generated from the same transcript. All
stimuli were therefore short (3–10 s). Table 1 sum-
marizes the stimulus materials and Appendix A
describes the generation details. It is worth noting
that the unary task is imbalanced by design (12
synthetic vs. 3 genuine clips), so a listener who
always responded “fake” would reach 80% raw ac-
curacy. We therefore report balanced accuracy and
signal detection measures for this task alongside
raw accuracy.

Table 1: Summary of stimulus materials. The TTS
condition supports the binary pairwise task; the VC
condition supports the unary authenticity task.

Condition Genuine Synthetic Models

TTS 9 clips 9 fake
counter-
parts

ELEVENLABS,
MINIMAX,
RESEMBLEAI

VC 3 clips 12 cloned
variants

FISHAUDIO,
HUME,
MINIMAX,
XTTS-V2

Two design choices warrant explanation. First,
the political figures were selected for their broad
recognizability among Arabic speakers and, crit-
ically, their consistent use of MSA, the variety
under investigation, in official addresses. Using
recognizable figures mirrors the most consequen-
tial real-world use of voice cloning, but it raises
the possibility that listeners draw on familiarity
with the speaker. Two features of the design limit
this concern: the binary TTS task uses anonymous
speakers, providing a condition in which familiarity
cannot contribute, and because cloned and genuine
clips share the same transcript, knowledge of what
a figure has said cannot by itself reveal authentic-
ity. Any benefit of familiarity is thus restricted to
knowledge of the voice itself.

In addition, each unary trial displayed a pho-
tograph of the speaker (see Figure 6). Because
the cloned voices belonged to public figures, the
images were intended as an additional cue. Identi-
fying the speaker allows listeners to compare the
clip against their knowledge of that person’s voice,
which gives them the best opportunity to detect a
clone. The images were identical for genuine and
cloned clips of the same figure and therefore carry
no information about authenticity in themselves.
Since no comparable identity information exists
for the anonymous TTS speakers, images were
shown only in the unary condition, and their ef-
fect cannot be separated from the other differences
between conditions (see Section 5). Second, the set
of synthesis models differs between the TTS and
VC conditions because several proprietary systems
(e.g., ElevenLabs) impose policy restrictions on
voice cloning. We deliberately favored proprietary
models where possible in order to maximize the
perceptual quality of the synthetic stimuli, thereby
ensuring that human listeners would have to en-
gage in genuine effortful discrimination rather than
detect obvious artifacts.
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3.3 Data Collection Procedure

The experiment was conducted online via a
Qualtrics link through which participants received
instructions and completed two tasks (see Figure 6
for an example from the survey). The binary task
consisted of the first 9 questions, where listeners
selected which of an A/B pair was fake. The unary
task consisted of the remaining 15 questions, where
listeners judged a single audio as real or fake. The
order of the two tasks and the order of the questions
within each task were randomized. Each question
was followed by a confidence-rating item and a
free-text response prompt in which participants
explained their reasoning behind their response.
Participants were allowed to listen to the clips as
often as they wished and did not receive feedback
indicating whether their responses were correct.

3.4 Statistical Analysis

The dataset contained 912 observations: 342 re-
sponses from the binary task (38 participants × 9
questions) and 570 responses from the unary task
(38 participants × 15 questions). Accuracy was
coded as 1 for a correct response and 0 otherwise.
Confidence was measured using a 10-point Lik-
ert scale and was z standardized before fitting the
regression models.

We first summarized accuracy descriptively by
task format, confidence rating, and model condi-
tion. We then fitted mixed-effects logistic regres-
sion models to account for the repeated-measures
structure of the data. The primary model predicted
response accuracy from task format, standardized
confidence, and their interaction, with random inter-
cepts for participants and questions, which were the
maximal random effects that allowed the algorithm
to find a stable solution (Bates et al., 2015). To
examine model-level variation, we fitted additional
mixed-effects logistic regression models separately
for the binary and unary tasks. For the binary task,
accuracy was modeled as a function of the TTS
model used to generate the fake counterpart. For
the unary task, accuracy on generated items was
modeled as a function of the VC model.

We additionally conducted signal detection the-
ory (SDT) analysis (Hautus et al., 2021) to distin-
guish listeners’ ability to discriminate real from
fake audio from their response bias. Treating fake
audio as the signal, we computed the hit rate, false-
alarm rate, sensitivity d′, and criterion c. This al-
lowed us to examine whether errors reflected lim-

ited discrimination, a systematic tendency to re-
spond “real” or “fake,” or both. We also computed
a confidence-weighted receiver operating character-
istic (ROC) curve and the corresponding area under
the curve (AUROC) (Swets, 2014). All statistical
analyses were conducted in R (R Core Team, 2024).

3.5 Participants’ Reasoning

Participant responses were in either Arabic or En-
glish. Arabic responses were translated into En-
glish by an Arabic native speaker and verified by
the first author. An annotation scheme was created
based on the cues listeners report (e.g., naturalness,
prosody, and linguistic anomalies) (see Table 9 in
the Appendix C). The scheme comprised nine cate-
gories and each response was coded multi-label, as
responses frequently cited more than one cue. Cod-
ing was done manually by two annotators, both Ara-
bic native speakers, who independently coded all
responses. Agreement was substantial overall (Lan-
dis and Koch, 1977) (mean Cohen’s κ = 0.76),
ranging from 0.52 for audio quality to 0.89 for
naturalness (see Table 9 for per-category values).
Disagreements were resolved through discussion
to produce the final labels used in the analyses.

To examine which cues were associated with de-
tection performance, we entered each of the nine
cue categories as a predictor in mixed-effects logis-
tic regression models of response accuracy, with
random intercepts for participants and questions.
Cues were modeled both individually and in a sin-
gle combined model, with each category coded
as a binary indicator of whether it appeared in a
given response. We additionally fitted linear mixed-
effects models predicting confidence ratings from
each cue category, using the same random-effects
structure. Because coding was multi-label, “sub-
jective certainty” denotes any response in which
the participant appealed to an impression or feeling
of certainty (e.g., “it feels real”, “I’m sure”). This
code could co-occur with other cues. Given the
number of cue categories tested, the cue analyses
are exploratory. We report uncorrected p-values
and note which effects survive Holm correction
across the nine univariate models.

4 Results

4.1 Overall Performance

Participants performed moderately above chance in
both task formats. Binary forced-choice accuracy
was 62.9% (chance = 50%). Raw unary accuracy
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was 58.6% (Figure 1), but this figure is dominated
by the 12 synthetic items (80% of unary trials)
and falls below the 80% that a constant “fake” re-
sponse would yield. Averaging accuracy over the
two classes gives a unary balanced accuracy of
64.6% (Table 2), comparable to binary accuracy.
The mixed-effects model likewise found no dif-
ference between conditions at average confidence
(β = −0.177, p = .748; Table 3). We therefore
do not interpret either format as yielding higher
overall accuracy.

Binary Unary
Raw accuracy 62.9% 58.6%
Accuracy on fake items – 54.6%
Accuracy on real items – 74.6%
Balanced accuracy 62.9%a 64.6%
Constant “fake” (raw / bal.) 50% / 50% 80% / 50%

Table 2: Accuracy by condition. See Figure 5.

0%

25%

50%

75%

100%

Binary Unary

A
cc

ur
ac

y

Task Accuracy

Figure 1: Aggregate binary and unary task accuracy,
with capped 95% confidence intervals. Unary values are
raw accuracy; see Table 2 for balanced accuracy.

Figure 5 in Appendix D provides confusion ma-
trices to clarify the error structure. In the binary
task, participants selected the fake clip correctly
in approximately 63% of trials. In the unary task,
participants were more accurate for real than fake
clips. 75% of real clips were correctly classified as
real, whereas 55% of fake clips were correctly clas-
sified as fake. Thus, 45% of fake clips were judged
as real. This indicates that many synthetic sam-
ples were perceived as authentic in the single-clip
judgment setting.

4.2 Confidence Rating
To examine whether participants’ confidence rat-
ings were associated with their decisions, we com-
pared confidence patterns across task formats and
response types. Mean confidence was slightly
higher in the unary task (7.66) than in the binary
task (7.33), despite lower raw accuracy in the unary

task (Figure 2). The pattern suggests that higher
confidence did not necessarily correspond to higher
accuracy. Separating confidence by fake/real type
provides a more diagnostic view. Binary-fake re-
sponses are correct fake selections, binary-true re-
sponses are incorrect true selections, unary-fake
items are generated items, and unary-true items are
genuine items.
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Figure 2: Accuracy and confidence patterns. Confidence
distributions separated by task and fake/real type. In the
binary task, binary-fake corresponds to correct selec-
tions of the fake clip, whereas binary-true corresponds
to incorrect selections of the true clip.

Considering whether confidence level predicted
accuracy, we fitted a mixed-effects logistic regres-
sion model with task format, standardized confi-
dence, and their interaction as fixed effects (Ta-
ble 3). The model showed a significant effect of
confidence (β = 0.418, p = .001). The interaction
between task format and confidence was also sig-
nificant (β = −0.777, p < .001), indicating that
the relationship between confidence and accuracy
differed by task format. Specifically, confidence
was positively related to accuracy in the binary
task, meaning that higher confidence ratings were
associated with higher accuracy. However, this re-
lationship was reversed in the unary task, where
higher confidence was associated with lower accu-
racy.

These results show that the confidence–accuracy
relationship differed between the two experimental
conditions. This difference cannot be attributed
to task format or to the availability of a refer-
ence clip alone, since the conditions also differ
in synthesis method (TTS vs. voice cloning), syn-
thesis systems, speaker familiarity, speaker im-
ages, recording sources, and clip duration (see Sec-
tion 5). Nor does it reflect the class imbalance
of the unary task: the inverse relationship holds
when the unary model is fit on synthetic items only
(Table 5, β = −0.485, p = .001). In the unary
condition, listeners were thus often confident when
accepting cloned clips as genuine.
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Table 3: Logistic mixed-effects model predicting response accuracy from task format and confidence.

β [95% CI] SE z p

Intercept (Task Binary) 0.704 [–0.154, 1.563] 0.438 1.608 .108
Task Unary –0.177 [–1.257, 0.904] 0.551 –0.321 .748
Confidence (z-scaled) 0.418 [0.168, 0.669] 0.128 3.280 .001
Task Unary × Confidence (z-scaled) -0.777 [–1.100, –0.454] 0.165 –4.713 <.001

4.3 Model Condition

Because each TTS system was applied to a differ-
ent set of three genuine clips (Table 8), and the
ResembleAI items were drawn from a different cor-
pus, system identity is confounded with item in the
binary task. The model-level comparisons below
are therefore descriptive and should not be read as
a ranking of the systems. Considering model condi-
tion, accuracy varied descriptively across synthesis
models, as shown in Figure 3. In the binary task,
ElevenLabs yielded the highest accuracy (71.1%),
whereas ResembleAI yielded the lowest accuracy
(48.2%). However, in the mixed-effects model
with random intercepts for participants and ques-
tions, neither MiniMax nor ResembleAI differed
significantly from the reference model (Eleven-
Labs) (MiniMax: β = −0.055, p = .949; Re-
sembleAI: β = −1.390, p = .106), although Re-
sembleAI showed significantly lower accuracy in
a simpler model with only participant-level ran-
dom intercepts (β = −1.196, p < .001). This
suggests that the apparent model-level variation in
the binary task largely reflects item difficulty. Ta-
ble 4 presents the logistic mixed-effects model for
the binary task with participant- and question-level
random intercepts.

In the unary task, open-source models were de-
tected more accurately, 58.3%, than proprietary
models, 50.9%, yet this difference was not sta-
tistically significant. (β = −0.797, p = .423).
However, the identity of the model contributed to
the performance of the participants. Compared to
FishAudio, XTTS was significantly more likely to
be detected as fake (β = 3.152, p = .001). Hume
(β = 1.497, p = .107) and MiniMax (β = 0.129,
p = .890) did not differ significantly from FishAu-
dio. Table 5 presents the logistic mixed-effects
model for the unary task. Full Tukey-adjusted pair-
wise contrasts are reported in Appendix D in Ta-
bles 10 and 11.

resembleAI

minimax

elevenlabs

0% 25% 50% 75% 100%

Binary Task

Proprietary

Open Source

0% 25% 50% 75% 100%

Unary Model Type

fish

minimax

hume

xtts

0% 25% 50% 75% 100%
Accuracy

Unary Generated Model

Figure 3: Accuracy by model and model type.

4.4 Unary Sensitivity

As a substantial proportion of fake items were
judged as real, we conducted SDT and ROC anal-
yses for the unary task. We treated fake audio as
the signal. The hit rate was 54.6% and the false-
alarm rate was 25.4%. This yielded d′ = 0.77,
indicating above-chance but moderate discrimina-
tion between real and fake audio. The criterion
estimate was c = 0.27, indicating a conservative
bias against saying “fake.” This helps explain why
unary accuracy was modest: participants showed
some discrimination ability, but they also had a
response tendency that increased misses for fake
items (i.e., judging fake items as real). Unlike raw
accuracy, d′ and c are unaffected by the unequal
numbers of real and fake items, although the false-
alarm rate rests on only three genuine clips and is
correspondingly less precise.

The ROC analysis showed a similar pattern.
Each unary response was converted into a fake-
detection score. “Fake” responses received positive
confidence values from +1 to +10, and “real” re-
sponses received negative values from –1 to –10.
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Table 4: Logistic mixed-effects model predicting correctness by model for binary task.

β [95% CI] SE z p

Intercept (Model ELEVENLABS) 1.277 [0.029, 2.542] 0.636 2.006 .045
Model MINIMAX –0.055 [–1.751, 1.641] 0.865 –0.063 .949
Model RESEMBLEAI –1.390 [–3.077, 0.297] 0.861 –1.615 .106
Confidence (z-scaled) 0.280 [–0.041, 0.600] 0.164 1.711 .087

Table 5: Logistic mixed-effects model predicting correctness by model and confidence for unary task.

β [95% CI] SE z p

Intercept (Model FISHAUDIO) –0.800 [–2.108, 0.508] 0.668 –1.199 .231
Model HUME 1.497 [–0.322, 3.316] 0.928 1.613 .107
Model MINIMAX 0.129 [–1.688, 1.946] 0.927 0.139 .890
Model XTTS-V2 3.152 [1.240, 5.065] 0.976 3.230 .001
Confidence (z-scaled) –0.485 [–0.778, –0.192] 0.150 –3.240 .001

The confidence-weighted unary AUROC was 0.65,
indicating better-than-chance discrimination but
weak separation of real and fake items (Figure 4).
Participant-level analyses showed the same pat-
tern (AUROC M = 0.658, 95% CI [0.603, 0.713],
p < .001; d′ = 0.692, 95% CI [0.492, 0.892],
p < .001; and c = 0.205, 95% CI [0.018, 0.393],
p = .032). We interpret AUROC as supplemen-
tary to the accuracy and SDT results, as confidence
level was measured on a 10-point Likert scale. The
hit rate was 54.6% and the false-alarm rate was
25.4% (corresponding to the fake- and real-class
rows of Figure 5).
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Figure 4: Unary-task detection analyses. ROC curve
based on confidence-weighted real/fake responses.

4.5 Participants’ Reasoning

The most frequently cited cues were global im-
pressions of (un)naturalness (16.6%), phonetic de-
tail (14.3%), prosody and delivery (11.8%), and
speaker identity (10.2%); however, 30.4% of re-
sponses offered no stated cue and 18.6% appealed
to subjective certainty, while recitation features
were rare (0.8%). Because responses could re-
ceive multiple codes, percentages sum to more
than 100%. In exploratory univariate mixed-effects
models (Table 6), reasoning that appealed to subjec-
tive certainty was associated with lower accuracy
(OR = 0.53, 95% CI [0.33, 0.83], p = .006), al-
though this effect narrowly misses significance af-
ter Holm correction across the nine cues. Concrete
perceptual cues trended in the opposite direction
(phonetic details: OR = 1.69, p = .067; natural-
ness: OR = 1.64, p = .091; prosody: OR = 1.63,
p = .11), without reaching significance individu-
ally. Reasoning that referenced the speaker’s iden-
tity was not associated with higher accuracy (OR
= 1.12, p = .65). In a combined model adjusting
for all cues, naturalness was a significant predictor
(OR = 1.92, 95% CI [1.07, 3.45], p = .029), pho-
netic and prosodic cues were marginal (p = .054,
p = .073), and the subjective-certainty effect was
attenuated (p = .066). No cue category signif-
icantly predicted confidence (all p > .16). We
thus found no evidence that the type of reasoning
listeners used related to how confident they felt,
although the absence of significant effects does not
establish that confidence and reasoning are inde-
pendent. Given the number of tests, these patterns
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should be regarded as hypotheses for confirmatory
work.

5 Discussion

Three findings stand out in this study. Arabic lis-
teners detect synthetic speech unreliably and their
errors are systematically biased toward "real"; their
confidence is poorly calibrated in the single-clip
condition; and, in exploratory analysis, the kind
of evidence they cite, rather than how certain they
feel, appears to relate to accuracy.

Unreliable and systematically biased detection.
Participants performed only moderately above
chance, in line with a growing consensus that in-
dividuals cannot reliably detect speech deepfakes
(Mai et al., 2023; Müller et al., 2022). Our contri-
bution is to show that this conclusion extends to
Arabic audio deepfakes, a setting absent from prior
perception work, and to characterize how listeners
err. Errors were not random: the signal-detection
analysis revealed a bias toward judging audio as
real (i.e., a tendency to judge audio as authentic;
c = 0.27), and 45% of synthetic clips were ac-
cepted as real in the unary task. In the context
of mis- and disinformation, this asymmetry is the
more troubling direction of error, since it favors the
uncritical acceptance of fabricated speech (Shoaib
et al., 2023; Alanazi et al., 2025). That listeners
defaulted to “real” is also consistent with evidence
that contemporary voice clones are perceived as
realistic, even if not yet hyperrealistic (Lavan et al.,
2025): when synthesis is good enough, the absence
of obvious artifacts is read as authenticity rather
than as an open question.

Condition differences and the limits of metacog-
nition. Once class imbalance is taken into ac-
count, accuracy was similar in the binary (62.9%)
and unary (64.6% balanced) conditions, and the
model-based difference was not significant. Abso-
lute accuracy was lower than in Mai et al. (2023)
in both formats, plausibly because our stimuli were
generated largely with proprietary systems and pre-
sented in MSA, though stimulus set size and partici-
pant numbers also differ. The more notable contrast
lies in metacognition. Confidence tracked accuracy
in the binary condition but was inversely related
to it in the unary condition, including on synthetic
items alone. We found no evidence that confidence
varied with the kind of reasoning a listener used.
Because real-world exposure to suspect audio is

almost always unary, this pattern is concerning, but
our design does not allow us to attribute it to the
absence of a reference clip.

What guides listeners’ judgments. Analysis of
participants’ reasoning clarified the basis of their
judgments. Reasoning that appealed to subjec-
tive certainty was associated with lower accuracy,
whereas citing concrete perceptual cues (natural-
ness in particular, with phonetic and prosodic detail
in the same direction) was associated with better
performance, although these exploratory associa-
tions did not survive correction for multiple testing.
This echoes Watson et al. (2021), who found that
listeners’ accuracy tracked surface features of the
stimuli, and Groh et al. (2022), who showed that
reliance on non-evidential cues can mislead hu-
man judgment. Model identity also mattered: in
the unary task, clips from XTTS-v2 were detected
more often than those from FishAudio and Mini-
Max, but the difference between proprietary and
open-source systems was not significant. Detection
difficulty therefore appears to be system-specific
rather than a simple function of whether a model
is proprietary or open-source, although with one
speaker prompt per figure and three figures these
model-level effects remain preliminary.

Interpreting the two conditions. The binary and
unary conditions were designed to approximate
two realistic scenarios rather than to isolate task
format, and they differ along several dimensions at
once: synthesis paradigm (anonymous-voice TTS
vs. zero-shot cloning of recognizable figures), syn-
thesis systems, recording sources (read-speech cor-
pora vs. public addresses), clip duration (3–7 s vs.
7–10 s), speaker familiarity, and the presence of
speaker images. Any of these could contribute to
the observed differences in confidence and bias.
For example, a recognizable voice and image may
lend a clip credibility and raise confidence irrespec-
tive of its authenticity, which would produce both
the “real” bias and the inverse confidence–accuracy
relation independently of task format. Our results
should therefore be read as descriptive of these two
conditions. Isolating the effect of reference avail-
ability would require crossing task format with the
same speakers, systems, and stimuli, and manipu-
lating speaker images independently.

Directions for future work. Our results point
to several directions rather than settled prescrip-
tions. First, because we found no evidence that
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Table 6: Univariate mixed-effects models of accuracy (logistic) and confidence (linear) for each reasoning cue, with
random intercepts for participants and questions. ORs > 1 indicate higher accuracy when the cue is cited; β is in
confidence points (0–10). n = responses citing the cue (multi-label, N = 912). p-values are uncorrected; no effect
survives Holm correction across the nine cues.

Accuracy (OR) Confidence (β, pts)

n OR [95% CI] p β [95% CI] p

Audio quality 33 2.11 [0.66, 6.75] .21 0.21 [-0.64, 1.06] .63
Segmental and phonetic 130 1.69 [0.96, 2.95] .067 0.04 [-0.46, 0.54] .87
Prosodic and delivery 108 1.63 [0.90, 2.97] .11 0.08 [-0.42, 0.58] .75
Naturalness and humanness 151 1.64 [0.92, 2.90] .091 -0.32 [-0.88, 0.24] .27
Linguistic content 59 1.15 [0.61, 2.16] .68 0.41 [-0.17, 1.00] .17
Recitation features 7 0.81 [0.05, 13.28] .88 0.11 [-2.18, 2.41] .92
Speaker identity and familiarity 93 1.12 [0.68, 1.85] .65 0.21 [-0.27, 0.69] .39
Subjective certainty 170 0.53 [0.33, 0.83] .006 -0.12 [-0.54, 0.29] .56
Non-substantive 277 0.77 [0.54, 1.12] .17 -0.21 [-0.59, 0.17] .27

confidence tracked the cues listeners used and be-
cause it was inversely related to accuracy in the
unary condition, interventions should not rely on
listeners’ self-assessed certainty. Prior work sug-
gests that familiarizing listeners with deepfakes,
whether as a concept or through examples, yields
only modest gains (Mai et al., 2023; Watson et al.,
2021), and whether cue-focused training helps Ara-
bic listeners remains to be tested. Second, the as-
sociation between citing naturalness, phonetic, and
prosodic cues and higher accuracy suggests which
features training materials could emphasize, a hy-
pothesis that future intervention studies could eval-
uate directly. Third, aggregation of independent
human judgments and human–machine collabora-
tion have shown promise in other languages (Groh
et al., 2022; Mai et al., 2023), with the caution that
erroneous model outputs can themselves mislead
a crowd (Groh et al., 2022). Evaluating automatic
detectors on the same Arabic stimuli would clar-
ify whether humans and machines err on the same
items, and whether combining them improves de-
tection.

Language-specific perception and the case for
Arabic. Some listeners reasoned from distinctly
Arabic phonological and register knowledge such
as points of articulation (makhārij), diacritics
(tashkı̄l). Although these cues were too infrequent
to model statistically, their presence is theoreti-
cally important. They reflect language- and culture-
specific competence that might not be represented
in detectors trained on high-resource, monolingual
benchmarks, and that speech synthesis systems are
not optimized to reproduce. This supports the moti-
vation for dedicated Arabic resources and detectors
(Almutairi and Elgibreen, 2023; Awaad et al., 2024;

Maged et al., 2025; Issa, 2026) and suggests that
both human perception and machine detection in
Arabic cannot be assumed to transfer from English.
More broadly, it argues for treating perceptual stud-
ies as a complement to benchmark construction.
Understanding which language-specific features
human listeners exploit can inform the features that
detectors, and public-awareness efforts, should pri-
oritize for each linguistic community.

6 Conclusion

We presented a preliminary study of how Arabic
listeners perceive audio deepfakes. Listeners per-
formed moderately above chance in both condi-
tions (binary: 62.9%; unary balanced accuracy:
64.6%). Errors were biased toward accepting syn-
thetic speech as genuine, with 45% of cloned clips
judged real, and confidence was inversely related
to accuracy in the single-clip condition that most
resembles real-world exposure, a pattern that our
design cannot attribute to task format alone. Future
work should compare human listeners with SOTA
automatic detectors on the same stimuli, extend the
study to dialectal Arabic, larger and more diverse
listener populations, and larger sets of longer clips,
and cross task format with matched stimuli.

Limitations

This study has some limitations. First, the sample
is modest (38 listeners). Second, and more conse-
quentially, the stimulus set is small: the TTS con-
dition contains nine genuine–synthetic pairs and
the cloning condition three speakers with twelve
cloned variants. Although the mixed-effects mod-
els account for repeated measures, the small num-
ber of distinct items, speakers, and systems limits
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generalization across speakers, linguistic content,
and synthesis systems, and model-level effects in
particular should be treated as preliminary. Third,
the binary and unary conditions differ in more than
task format, including the presence of speaker im-
ages in the unary condition, so differences between
them cannot be attributed to format or reference
availability. Fourth, the unary task is imbalanced
(12 synthetic vs. 3 genuine clips), which constrains
the precision of the false-alarm rate estimate. Fifth,
stimuli and analysis were restricted to MSA; given
the diglossic nature of Arabic (Ferguson, 1959),
findings may not extend to the many spoken di-
alects, and we did not control for listeners’ di-
alectal backgrounds or examine whether dialectal
(mis)match between listener and stimulus affects
detection. Finally, all clips were short (3–10 s),
and longer stimuli may provide additional cues and
yield different detection rates, particularly given
conflicting prior findings on the effect of clip du-
ration (Watson et al., 2021; Mai et al., 2023). We
did not evaluate automatic detectors on the same
stimuli, which would clarify whether human and
machine errors coincide.
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licly available YouTube recordings of well-known
political figures, used solely to construct controlled
experimental materials for studying human percep-
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statement attributable to these individuals. We rec-
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A Audio Generation

Synthetic stimuli were produced under each model’s default configuration. We made no changes to
generation parameters such as temperature, stability, or similarity, and applied no post-hoc manipulation
or editing to the resulting audio. This was a deliberate choice: relying on out-of-the-box settings
approximates the conditions available to a typical user and ensures that detection difficulty reflects the
systems’ default output rather than tuning on our part.

For the binary (TTS) task, we used three proprietary models—ElevenLabs (https://elevenlabs.
io/), MiniMax (https://www.minimax.io/), and ResembleAI (https://www.resemble.ai/)—
accessed through their own web interfaces, without any custom code. For each genuine reference
clip, we supplied the corresponding transcript to each system and generated a synthetic counterpart in the
default voice/setting, producing the fake clips used in the pairwise discrimination trials.

For the unary (voice-cloning) task, we used four systems to clone each of the three reference speakers
from a short sample of their authentic speech, again at default settings and with no manual editing of the
output. Each system was prompted with the transcript of the corresponding genuine clip (Table 6), so
all cloned variants reproduce the original wording of the speech. The two proprietary systems, Hume
(https://www.hume.ai/) and MiniMax, were accessed through their web interfaces. The two open-
source systems, FishAudio (https://huggingface.co/fishaudio/s1-mini) and XTTS-v2 (https://
huggingface.co/coqui/XTTS-v2), were run from their publicly available HuggingFace model releases
using a Python script, with default inference settings.

B Audio Stimuli Sources

Political Figure Transcript Source Timestamp (dur.)
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3 https://www.youtube.com/watch?v=ppHQJnHKuik

Table 7: Authentic source clips of political figures used for the voice-cloning experiments, showing the transcript,
source URL, timestamp, and duration of each clip. The same transcripts were used to generate the cloned variants.
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TTS Audio ID Transcript Dur. (s)
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Table 8: TTS stimuli used in the binary task, showing the synthesis model, audio ID, transcript, and duration of
each clip.

C Reasoning Cue Coding Scheme

Table 9: Coding scheme for participants’ free-text reasoning cues, with agreement per category between the two
human coders.

Category Definition n Agr. (%) κ

Audio quality Recording fidelity: noise, echo, clarity, quality. 33 95.4 0.52
Segmental and phonetic Specific speech sounds: pronunciation, points of articulation,

letters, diacritics.
130 96.2 0.86

Prosodic and delivery Suprasegmentals/timing: intonation, stress, rate, pausing,
elongation, rhythm, overlap, delivery.

108 97.1 0.87

Naturalness and humanness Global human-vs-machine impression: natural/unnatural, robotic,
“sounds AI”, breathing, “too polished”.

151 96.9 0.89

Linguistic content Grammar, syntax, lexis, MSA correctness, fluency, coherence. 59 97.4 0.78
Recitation features Recitation: verse pausing rules, stops, religious-register

correctness.
7 99.7 0.73

Speaker identity and
familiarity

Comparison to the known target speaker: “not his voice”,
recognizing the figure, accent/dialect of the person.

93 94.0 0.69

Subjective certainty Subjective certainty or non-cue reasoning: confidence, “I think”,
“seems/feels real”, guessing. May co-occur with other codes.

170 94.5 0.81

Non-substantive Numeric-only, yes/no, or a reasoning with no stated cue. 277 87.1 0.67

D Full Tukey-adjusted Pairwise Contrasts Across Models

This appendix reports the complete set of Tukey-adjusted pairwise contrasts between speech synthesis
models for both tasks, complementing the model-condition analyses in Section 4.3. Table 10 presents the
contrasts among the binary (TTS) systems and Table 11 those among the unary (voice-cloning) systems.
No binary contrast was significant. In the unary task, the reliable differences were that XTTS-v2 was
detected significantly more often than FishAudio and MiniMax. In addition, Figure 5 shows the confusion
matrices for binary and unary tasks.
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Table 10: Tukey-adjusted pairwise contrasts among binary generated-item models.

Contrast β [95% CI] SE z p

ELEVENLABS – MINIMAX 0.055 [–1.973, 2.083] 0.865 0.063 .998
ELEVENLABS – RESEMBLEAI 1.390 [–0.627, 3.408] 0.861 3.885 .239
MINIMAX – RESEMBLEAI 1.335 [0.690, 3.361] 0.864 1.545 .270

Table 11: Tukey-adjusted pairwise contrasts among unary generated-item models.

Contrast β [95% CI] SE z p

FISHAUDIO – HUME –1.497 [–3.882, 0.887] 0.928 –1.613 .371
FISHAUDIO – MINIMAX –0.129 [–2.510, 2.253] 0.927 –0.139 .999
FISHAUDIO – XTTS-V2 –3.152 [–5.660, –0.645] 0.976 –3.230 .007
HUME – MINIMAX 1.368 [–1.019, 3.756] 0.929 1.472 .454
HUME – XTTS-V2 –1.655 [–4.143, 0.833] 0.969 –1.709 .319
MINIMAX – XTTS-V2 –3.023 [–5.537, –0.510] 0.978 –3.091 .011
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Figure 5: Confusion matrices for binary and unary tasks. Cells show counts and percentages. Note: For visualization
only, each forced-choice binary response was expanded into two clip-level inferred classifications: the selected clip
was coded as “fake” and the unselected clip as “real.” Thus, the binary matrix contains 684 inferred classifications
from 342 pairwise responses and should not be interpreted as independent clip-level judgments.
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(a) (b)

(c) (d)

Figure 6: Example from the experiment. Panel (a) shows a binary text-to-speech task; panels (b)–(d) show unary
voice-cloning for the three public figures whose voices were cloned. Each task presented the audio (and, for the
voice-cloning trials, an image of the speaker), followed by the authenticity judgment, a 0–10 confidence rating, and
a free-text prompt asking participants to explain their reasoning. The images of public figures are reproduced here
solely to document the experimental interface for research purposes.
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Abstract

Most adversarial attacks on deep reinforcement
learning (DRL) assume white-box access to
the victim policy, which rarely holds in prac-
tice. This paper studies transfer-based black-
box attacks on DRL: the attacker crafts obser-
vation perturbations on a white-box surrogate
agent and feeds them to an unknown victim.
We formulate the attack as return minimiza-
tion under a per-step perturbation budget. We
first show that transplanting transferable image-
classification attacks (FGSM, MI-FGSM, and
NI-FGSM) with a per-step objective yields per-
turbations that transfer but are no stronger than
random noise of the same budget. We then
propose a trajectory-level attack that optimizes
a sequence of perturbations over a receding
horizon through a differentiable model of the
environment and a temperature-smoothed sur-
rogate policy, with the same optimizers. On
CartPole-v1 with ten DQN and DDQN agents
and 100 surrogate–victim pairs, the trajectory-
level attack outperforms per-step attacks and
random noise in the white-box, cross-model,
and cross-algorithm settings.

1 Introduction

Deep reinforcement learning (DRL) has en-
abled complex control from learned representa-
tions (Mnih et al., 2015; Peng et al., 2018; Kahn
et al., 2018), but its policies remain vulnerable to
small observation perturbations (Huang et al., 2017;
Lin et al., 2017; Zhang et al., 2020). In a sequential
system, a corrupted observation affects both the cur-
rent action and the states encountered later. Evalu-
ating this vulnerability therefore requires measur-
ing cumulative return, beyond whether an attack
changes an individual action.

Many attacks assume access to the victim’s
parameters. For an inaccessible deployed pol-

*Corresponding author. Assistant Professor, School of
Artificial Intelligence, The Chinese University of Hong Kong,
Shenzhen.

icy, a practical alternative is to craft perturbations
on a white-box surrogate and transfer them to
the victim (Huang et al., 2017; Pan et al., 2020).
Prior work demonstrates shared adversarial fea-
tures across MDPs (Korkmaz, 2022) and natu-
ral black-box vulnerabilities even after adversarial
training (Korkmaz, 2023). These findings estab-
lish that transfer is possible, but leave an important
design question: how should an attacker exploit
sequential dynamics to make transferred perturba-
tions more damaging?

A natural baseline applies transferable image-
classification attacks independently at each step.
However, changing the surrogate’s preferred action
is only a proxy for reducing the victim’s return.
A well-trained controller may correct an isolated
error, while a perturbation tailored to one decision
boundary may become ineffective on another pol-
icy. On CartPole, we find that per-step FGSM,
MI-FGSM, and NI-FGSM transfer across agents
but do not outperform random corner noise at the
same budget. This motivates optimizing the conse-
quences of a sequence of perturbations rather than
repeatedly targeting a single action.

We optimize perturbation sequences through dif-
ferentiable environment dynamics over a receding
horizon. A temperature-smoothed surrogate pol-
icy permits differentiable rollouts, and momentum
or Nesterov updates seek trajectories approaching
failure. Only the first perturbation is applied before
replanning. The objective thus incorporates future
state evolution while retaining the same per-step
perturbation budget as the baselines.

Our contributions are a return-minimization for-
mulation linking per-step and trajectory objectives
(§3.1), a trajectory-level attack using FGSM, MI-
FGSM, and NI-FGSM (§3.2), and an evaluation
over ten DQN/DDQN agents and 100 surrogate–
victim pairs (§4). Trajectory attacks outperform
per-step attacks and random noise in white-box,
cross-model, and cross-algorithm settings.
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2 Related Work

Transferable attacks. Iterative optimization (Ku-
rakin et al., 2018; Madry et al., 2018), momen-
tum (Dong et al., 2018), Nesterov look-ahead (Lin
et al., 2020), variance tuning (Wang and He, 2021),
and input diversity (Xie et al., 2019) improve trans-
fer. Applications include face recognition (Li et al.,
2023b), speech (Gao et al., 2024), text genera-
tion (Li et al., 2023a), efficiency attacks (Chen
et al., 2023, 2026), and backdoors (Cheng et al.,
2026; Guo et al., 2022).

Adversarial attacks on DRL. Huang et al.
(2017) studied FGSM (Goodfellow et al., 2015) at-
tacks and transfer in Atari (Bellemare et al., 2013);
Lin et al. (2017) planned target actions through
learned dynamics. Other work learns white-box
adversaries (Zhang et al., 2020; Sun et al., 2022),
uses domain randomization for transfer (Pan et al.,
2020), or manipulates robot teams (Nikkhoo et al.,
2023; Li et al., 2026a). Shared adversarial direc-
tions (Korkmaz, 2022) and natural black-box vul-
nerabilities (Korkmaz, 2023) motivate our focus on
trajectory optimization.

Diagnosing and evaluating robustness. Kork-
maz and Brown-Cohen (2023) detect adversarial
directions using local quadratic approximations of
the policy loss. Korkmaz (2024) analyzes how
unstable directions evolve across states and time,
revealing limitations of robust training. Korkmaz
(2026) shows that enforcing local invariance can
impair counterfactual value learning.

Sequence-level objectives. SPEAR (Li et al.,
2026b) uses order-aware symbolic trajectory align-
ment to reward language-model reasoning distilla-
tion. It shares our emphasis on sequence structure,
but addresses distillation rather than adversarial
control.

3 Method

3.1 Problem Formulation

We model the task as a Markov decision process
M = (S,A, P, r, γ). The victim is a value-based
agent with Q-network Qv(·, ·; θv) and greedy pol-
icy πv(s) = argmaxaQv(s, a; θv). At each step
t, the attacker observes the true state st and in-
jects a perturbation δt into the victim’s observation
(Figure 1), so that the victim acts on s̃t = st + δt
while the environment evolves according to the true
state. The attacker aims to minimize the victim’s

expected return under a per-step ℓ∞ budget ϵ:

min
{δt}Ht=0

J(δ) = E
[︂∑︁H

t=0 γ
tr(st, at)

]︂

s.t. at = πv(st + δt), ∥δt∥∞ ≤ ϵ,

st+1 ∼ P (· | st, at),

(1)

where H is the episode horizon. In the black-box
setting, θv is unknown and the attacker cannot
query πv while crafting perturbations. It trains
a surrogate Q-network Qs(·, ·; θs) in the same en-
vironment, possibly with a different seed or algo-
rithm, and uses it as a stand-in for Qv. Even with a
surrogate, Eq. (1) is hard to optimize: the return is
a non-differentiable function of a long sequence of
discrete actions and stochastic transitions.

Per-step relaxation. The standard relaxation,
which we use as a baseline, optimizes each per-
turbation independently. We choose a lure action
a† whose persistent execution drives the system to-
ward failure (for CartPole, always pushing the cart
in the same direction), and at each step we solve

δ∗t = arg max
∥δ∥∞≤ϵ

log softmax
(︁
Qs(st + δ, ·)

)︁
a†

(2)
with FGSM (Goodfellow et al., 2015), MI-
FGSM (Dong et al., 2018), or NI-FGSM (Lin et al.,
2020). This objective is myopic: one wrong ac-
tion changes the state only slightly and the victim’s
next decision can undo it, so a per-step attack must
succeed at almost every step, which is hard under a
small budget and harder after transfer.

3.2 Trajectory-Level Transfer Attack

We instead optimize perturbations with respect to
their effect on the future trajectory. We assume the
attacker has a differentiable model f of the envi-
ronment dynamics, ŝk+1 = f(ŝk, uk), where uk is
a continuous relaxation of the action. For CartPole,
f is the known physical model; in general, it can be
learned from interaction data, as in the enchanting
attack (Lin et al., 2017). To make the rollout differ-
entiable, we replace the surrogate’s greedy action
with a temperature-smoothed policy

π̃s(a | x) = softmax
(︁
Qs(x, ·)/κ

)︁
a
, (3)

and apply the expected action uk =
Ea∼π̃s(·|ŝk+δk)[a] (for CartPole, the expected
force). At step t, the attacker optimizes a sequence
of K perturbations ∆t = (δt, . . . , δt+K−1) to
maximize the proximity of the predicted states to
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Surrogate planning

Black-box transfer

ŝt = st

st

Replan

K-step rollout

ŝk + δk Soft policy
Qs / κ

uk Dynamics
f

ŝk

ŝk+1

Failure proximity

gradient
Update + clip

‖δk‖∞ ≤ ε

Δt: δt δt+1 ... δt+K−1

δk

Shift

Apply first
δt st + δt Victim

πv

at
Environment

st+1

Figure 1: Trajectory-level transfer attack. The attacker optimizes a bounded perturbation sequence through a
temperature-smoothed surrogate and differentiable dynamics to maximize predicted failure proximity. Only the
first perturbation is applied to the victim’s observation; the remainder warm-starts the next plan. The environment
evolves from the true state. Dashed arrows denote gradients; no victim parameters or queries are used during
crafting.

the failure region:

max
∥δk∥∞≤ϵ

Ltraj(∆t) =

K∑︂

k=1

ϕ(ŝt+k), ŝt = st,

(4)
where ϕ(s) = max{(θ/θmax)

2, (x/xmax)
2} mea-

sures how close the pole angle θ and the cart po-
sition x are to their termination thresholds. Fol-
lowing model-predictive control, only δt is applied,
and the remaining perturbations warm-start the op-
timization at the next step.

We solve Eq. (4) with the same operators as in
the per-step case, applied to the whole sequence ∆t.
With step size α = ϵ/T and momentum decay µ,
MI-FGSM accumulates an ℓ1-normalized gradient
momentum,

gj+1 = µ gj +
∇∆Ltraj(∆̂j)

∥∇∆Ltraj(∆̂j)∥1
, (5)

with ∆̂j = ∆j for MI-FGSM and the Nesterov
look-ahead ∆̂j = ∆j + αµ gj for NI-FGSM, fol-
lowed by

∆j+1 = Clipϵ
(︁
∆j + α · sign(gj+1)

)︁
. (6)

FGSM takes a single step of size ϵ. Algorithm 1
summarizes the full attack.

Algorithm 1 Trajectory-Level Transfer Attack
Require: Surrogate Q-network Qs, black-box victim policy

πv , dynamics model f , budget ϵ, horizon K, iterations
T , momentum decay µ, temperature κ, operator O ∈
{FGSM,MI,NI}

Ensure: Perturbation sequence that minimizes the victim’s
return J in Eq. (1)

1: Observe s0; initialize ∆← 0K

2: for t = 0, 1, . . . , H do
3: α← ϵ/T , ∆0 ← ∆, g0 ← 0
4: for j = 0, . . . , T − 1 do
5: ∆̂j ← ∆j + αµ gj (NI) or ∆j (MI)
6: Roll out f from st with π̃s (Eq. (3)) under ∆̂j

7: Compute Ltraj via Eq. (4) and backpropagate
8: Update gj+1 via Eq. (5) and ∆j+1 via Eq. (6)
9: end for ▷ FGSM: one step of size ϵ

10: Victim acts at ← πv(st + δt), δt = ∆T [0] ▷
Transfer

11: Observe rt, st+1; break if terminal
12: ∆←∆T shifted by one step ▷ Warm start
13: end for

Transfer rationale. The objective uses dynam-
ics shared by surrogate and victim to target failure
over multiple steps, rather than a single surrogate
action. Temperature smoothing reduces sensitivity
to the surrogate’s exact decision boundary; mo-
mentum stabilizes optimization (Dong et al., 2018).
Their individual contributions require separate ab-
lations.
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Table 1: CartPole victim returns (lower is stronger): mean and standard deviation over five victims (white-box),
20 ordered same-algorithm pairs (cross-model), or 25 pairs per direction (cross-algorithm). Random baselines are
evaluated directly at the same budget. Middle/bottom groups use per-step/trajectory objectives; bold marks each
column’s strongest attack.

White-box Cross-model transfer Cross-algorithm transfer

Budget 0.05 0.1 0.05 0.1 0.05 0.1

Victim DQN DDQN DQN DDQN DQN DDQN DQN DDQN DDQN DQN DDQN DQN

No attack 500.0±0 485.4±24 500.0±0 485.4±24 500.0±0 485.4±24 500.0±0 485.4±24 485.4±24 500.0±0 485.4±24 500.0±0

Uniform noise 375.0±130 304.7±193 172.7±53 247.0±193 375.0±130 304.7±193 172.7±53 247.0±193 304.7±193 375.0±130 247.0±193 172.7±53

Sign noise 240.5±92 284.9±204 74.3±38 121.2±133 240.5±92 284.9±204 74.3±38 121.2±133 284.9±204 240.5±92 121.2±133 74.3±38

FGSM 322.0±140 336.0±179 262.5±177 214.7±163 330.9±138 314.7±204 173.4±128 274.6±185 302.1±212 411.2±124 163.4±138 364.5±140

MI-FGSM 315.8±157 277.0±200 159.5±174 125.4±188 338.9±140 317.0±209 147.7±120 211.2±190 317.7±214 400.9±127 148.6±160 324.0±166

NI-FGSM 304.3±163 286.3±201 153.5±176 125.4±189 360.5±138 306.7±206 158.2±121 215.6±189 319.2±204 400.2±130 169.7±184 322.3±164

Traj-FGSM 113.0±108 243.9±211 56.5±52 30.6±23 190.0±147 240.0±205 77.3±54 43.3±30 259.1±214 181.8±126 41.6±27 82.3±74

Traj-MI-FGSM 73.5±49 157.3±178 19.5±13 15.7±6 203.4±154 268.1±217 60.6±95 41.1±40 266.9±216 186.3±162 47.5±47 53.1±57

Traj-NI-FGSM 74.1±44 173.1±177 18.5±12 13.9±4 202.9±149 271.6±219 59.6±78 45.5±40 268.9±214 189.3±154 55.1±50 58.7±62

4 Experiments

4.1 Experimental Setup

Environment and agents. We use CartPole-v1
from Gymnasium (Brockman et al., 2016; Barto
et al., 1983). The observation is a raw 4-D vec-
tor (cart position, cart velocity, pole angle, and
pole angular velocity), there are two actions (push
left or right), and the agent receives a reward of
+1 per step, up to a maximum return of 500. We
train DQN (Mnih et al., 2015) and Double DQN
(DDQN) (Van Hasselt et al., 2016) agents with five
seeds each, which gives ten models. All agents use
a two-layer MLP (128 units), Adam (learning rate
5× 10−4), batch size 128, soft target updates, and
600 training episodes, and we keep the best check-
point under periodic greedy evaluation. Figure 2
shows the training curves. Without attack, eight
agents obtain the maximum return of 500, and the
other two average 489.3 and 437.8.

Attacks. We compare the per-step FGSM, MI-
FGSM, and NI-FGSM attacks (Eq. (2), lure action
a† = push left) with their trajectory-level coun-
terparts Traj-FGSM, Traj-MI-FGSM, and Traj-NI-
FGSM (Algorithm 1). All iterative attacks use
T = 10 iterations and µ = 1.0. The trajectory at-
tacks use horizon K = 20 and temperature κ = 2
and roll out the CartPole equations of motion. We
also report two random baselines with the same
budget: Uniform noise drawn from [−ϵ, ϵ]4, and
Sign noise that places every coordinate at a random
corner, ±ϵ. Budgets are given in raw observation
units, and we report ϵ ∈ {0.05, 0.1}.

Protocol. We evaluate three settings: white-box
(the surrogate is the victim), cross-model (same
algorithm, different seed; 20 ordered pairs per
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Figure 2: CartPole training returns over five seeds: 20-
episode moving average with one standard deviation
shaded. Periodic greedy evaluation selects each check-
point.

algorithm), and cross-algorithm (DQN↔DDQN;
25 pairs per direction). Each evaluation runs 10
episodes with fixed environment seeds, and we re-
port the victim’s average return (lower is stronger).

4.2 Main Results

Per-step attacks transfer but are weak. At ϵ =
0.1, white-box MI-FGSM and NI-FGSM reduce
DQN returns to 159.5 and 153.5, versus 262.5 for
FGSM (Table 1). Cross-model MI-FGSM achieves
147.7, but remains weaker than Sign noise (74.3).
Cross-algorithm transfer is asymmetric: DDQN-
crafted attacks leave DQN returns above 320.

Trajectory-level attacks are much stronger. In
the white-box setting at a budget of 0.1, Traj-NI-
FGSM reduces the return to 18.5 on DQN and 13.9
on DDQN, 4–9× lower than Sign noise. At the
smaller budget of 0.05, where all per-step attacks
leave the victims above a return of 277, Traj-MI-
FGSM reaches 73.5 on DQN and 157.3 on DDQN.

Transfer across seeds and algorithms. For
cross-model transfer at a budget of 0.1, the trajec-
tory attacks reduce DQN and DDQN victims to
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59.6 and 41.1, compared with 147.7 and 211.2 for
the best per-step attack and 74.3 and 121.2 for Sign
noise. They also remove the asymmetry of cross-
algorithm transfer: perturbations crafted on DDQN
reduce DQN victims to 53.1, compared with more
than 320 for per-step attacks. This supports our
hypothesis that an objective defined through the
shared dynamics transfers better than one defined
through individual actions. At a budget of 0.05,
they remain the strongest in every column, with a
smaller margin (e.g., 190.0 compared with 240.5
for Sign noise).

Momentum and look-ahead. At ϵ = 0.1, mo-
mentum and look-ahead reduce white-box DQN
returns from 56.5 (Traj-FGSM) to about 19. The
three trajectory operators perform similarly under
transfer, suggesting the trajectory objective drives
most of the improvement.

5 Conclusion

On CartPole, per-step attacks transfer but are
weaker than random corner noise. Optimizing per-
turbation sequences through differentiable dynam-
ics strengthens white-box and transfer attacks, mo-
tivating defenses against temporally coordinated
perturbations. Future work will address high-
dimensional observations and learned dynamics.

Limitations

Our evaluation is limited to CartPole’s low-
dimensional observations, known dynamics, and
DQN/DDQN agents. The attack assumes access to
the true state and a differentiable dynamics model;
its effectiveness with visual inputs, learned or in-
accurate dynamics, other environments, and adver-
sarially trained victims remains untested. Reported
standard deviations describe variability across vic-
tims or pairs, but shared models prevent treating
all pairs as independent samples for significance
testing. Ablations of the planning horizon, temper-
ature, and warm start, as well as measurements of
attack latency, remain future work.

Ethical Statement

This work studies adversarial attacks to support ro-
bustness evaluation of reinforcement learning sys-
tems. The reported experiments use trained agents
in simulated CartPole. The method has dual-use
potential: transferable observation perturbations
could be misused to disrupt deployed controllers,

with possible physical harm in safety-critical appli-
cations. Such testing should therefore be restricted
to systems for which explicit authorization has been
obtained and conducted in simulation or controlled
environments with appropriate safeguards.
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