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Abstract

To efficiently combat the spread of LLM-
generated misinformation in the news domain,
we present RADAR, a Retrieval-Augmented
Detector with Adversarial Refinement for adap-
tive LLM-generated fake news detection. Our
approach employs a generator that rewrites
real articles with factual perturbations, paired
with a lightweight detector that verifies claims
using dense passage retrieval. To enable ef-
fective co-evolution, we introduce Verbal Ad-
versarial Feedback (VAF). Rather than rely-
ing on scalar rewards, VAF issues structured
natural-language critiques; these guide the gen-
erator toward more sophisticated evasion at-
tempts, compelling the detector to adapt and
improve. Experiments on an LLM-generated
fake news benchmark show that RADAR out-
performs retrieval-augmented trainable base-
lines and general-purpose LLMs with retrieval.
Further analysis shows that retrieval on both
the generator and detector sides improves per-
formance, while VAF and few-shot demonstra-
tions offer complementary benefits. RADAR
also transfers better to fake news generated
by an unseen external attacker, suggesting im-
proved generalization beyond the specific co-
evolved generator used during training.

1 Introduction

The proliferation of misinformation poses a sig-
nificant threat to public discourse and democratic
processes. Studies have shown that false news
spreads farther and faster than accurate informa-
tion on social media (Vosoughi et al., 2018), while
large language models (LLMs) further lower the
barrier to producing fluent, convincing fabricated
content at scale (Zellers et al., 2019). Meanwhile,
modern fake news detectors are typically fine-tuned
encoder-based classifiers for efficiency and strong
discrimination, yet they remain brittle under adver-
sarial perturbations: small lexical edits or targeted
factual modifications can sharply degrade perfor-
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mance (Jin et al., 2020). In practice, attackers itera-
tively probe detectors and refine rewrites, turning
deployment into a moving target. This motivates
continual adaptation: detectors should be updated
to track emerging attack patterns while keeping the
update process computationally efficient.

A natural approach is adversarial training,
where an attacker (generator) and a defender (detec-
tor) co-evolve. However, classic text GAN formula-
tions such as SeqGAN (Yu et al., 2017) rely on rein-
forcement learning to address non-differentiability,
often leading to unstable training with high vari-
ance and mode collapse. More fundamentally, a
detector typically returns only a scalar class confi-
dence, indicating how likely an article is to be real,
but offering little guidance on why a fake example
was caught or how it should be revised. This limita-
tion aligns with prior findings that language GANs
often underperform simpler maximum-likelihood
objectives (Caccia et al., 2020).

To make adversarial training practical for fake
news detection, we avoid optimizing an end-to-end
text-GAN objective. Instead, we use the genera-
tor as an adaptive attacker that produces factual
perturbations, while training a lightweight detec-
tor that can be updated across adversarial rounds.
This framing emphasizes two requirements: (i) a
trainable detector that supports efficient round-wise
adaptation, and (ii) generated fake articles that re-
main close to the source news in tone and event
structure while altering specific factual claims.

In this work, we propose RADAR, a Retrieval-
Augmented Detector with Adversarial Refinement
for adaptive LLM-generated fake news detection.
RADAR studies a dual-retrieval adversarial train-
ing setup that grounds both the attacker and the
defender in retrieved real-news evidence. On the
generator side, retrieval provides journalistic style
references that help preserve neutral news style
in fact-altered rewrites. On the detector side, re-
trieval supplies external context for evidence-aware
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classification. The defender is implemented as a
trainable encoder-based detector, which supports
efficient round-wise updates and a lighter-weight
alternative to prompt-only LLM judging.

To overcome the limitations of opaque scalar
rewards, we introduce Verbal Adversarial Feed-
back (VAF), which converts the detector’s judg-
ment into structured natural-language diagnostics.
Unlike a single probability score, VAF provides
feedback including suspicious spans, detection ra-
tionales, and rewrite suggestions. Together with
decision confidence and few-shot examples of suc-
cessful attacks, these diagnostics give the generator
explicit refinement cues for subsequent rewrites.
The resulting refined examples are then used to
further train the detector, supporting an iterative
adversarial training loop.

Empirically, we evaluate RADAR on a fake
news detection benchmark under controlled re-
trieval and feedback configurations. Our results
show that RADAR generally improves across ad-
versarial training rounds, suggesting that iterative
refinement helps the detector adapt to emerging
rewrite-style attacks. Ablation studies further show
that retrieval, VAF, and few-shot demonstrations
provide complementary benefits within this train-
ing loop. We also evaluate transfer to fake news
generated by an unseen external attacker, providing
initial evidence that the learned detector improves
beyond the specific generator used during adversar-
ial training.

Our contributions are 3-fold:

* We propose a dual-retrieval framework where
generator-side retrieval supports realistic ad-
versarial rewrites, and detector-side retrieval
supports evidence-aware classification.

* We develop a lightweight encoder-based de-
tector that supports efficient round-wise adap-
tation and strong detection performance.

* We introduce Verbal Adversarial Feedback
(VAF), which converts detector decisions into
structured critiques that identify suspicious
spans, explain detection cues, and guide sub-
sequent adversarial rewrites.

2 Related Work

We review four lines of work related to RADAR:
fake news detection, retrieval-augmented evidence
for misinformation tasks, adversarial sample gener-
ation, and natural-language feedback for iterative
refinement. These areas provide the basis for our
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study of retrieval and feedback in adaptive fake-
news detection.

Fake News Detection Early fake news detec-
tion relied on linguistic cues and metadata such
as source credibility. Wang (2017) introduced the
LIAR benchmark and studied hybrid models com-
bining text and metadata. With pre-trained lan-
guage models, fine-tuned encoder-based classifiers
became a dominant paradigm and substantially im-
proved detection accuracy (Kaliyar et al., 2021),
with stronger backbones such as DeBERTa further
boosting performance (He et al., 2021). However,
robustness remains challenging: small lexical edits
or targeted modifications can significantly degrade
classifier accuracy (Jin et al., 2020), and realistic
threat models involve adaptive attackers that iter-
atively refine evasion attempts. Motivated by this
gap, our work studies how a trainable detector can
be updated under adaptive rewrite-style attacks.

Retrieval-Augmented Misinformation Detection
Retrieval augmentation is widely used to support
knowledge-intensive NLP by pairing parametric
models with non-parametric memory. Lewis et al.
(2020) demonstrated that retrieval-augmented gen-
eration improves performance on tasks requiring
external knowledge. This paradigm has also been
adopted in misinformation detection and claim ver-
ification, where retrieval supplies supporting or re-
futing evidence to enable evidence-based decisions
(Niu et al., 2024). In these settings, retrieved docu-
ments often serve as auxiliary context that improves
verifiability and interpretability of predictions.

We further organize representative methods
along two axes: whether retrieval is applied on
the generator side as a realism prior, and whether
retrieval is applied on the detector side as exter-
nal evidence for verification. Figure 1 summarizes
this landscape and highlights RADAR as the only
adversarial, dual-side design that uses generator-
side retrieval for realism priors and detector-side
retrieval for evidence-aware detection.

Adversarial Sample Generation and Text GANs
Text GANs adapt the GAN paradigm (Goodfellow
et al., 2014) to discrete language, but optimiza-
tion is difficult due to non-differentiable token sam-
pling. SeqGAN (Yu et al., 2017) addresses this via
policy-gradient reinforcement learning, and later
variants such as LeakGAN (Guo et al., 2018) and
RankGAN (Lin et al., 2017) explore richer train-
ing signals and objectives. However, RL-based
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Figure 1: The x-axis indicates generator-side retrieval,
and the y-axis indicates detector-side retrieval. Markers
distinguish adversarial methods from non-adversarial
ones. Our RADAR is an adversarial, dual-side design.

text GANs often suffer from high variance and
unstable training, and can be outperformed by
maximum-likelihood trained language models in
quality—diversity trade-offs (Caccia et al., 2020).
Rather than optimizing an end-to-end text-GAN
objective, we use the generator as an adaptive at-
tacker and replace scalar rewards and policy gra-
dients with structured natural-language feedback
from the detector.

Natural Language Feedback for Optimization
A growing body of work uses natural language as
an optimization signal. Self-Refine (Madaan et al.,
2023) shows that a model can critique and itera-
tively improve its own output without parameter
updates. Reflexion (Shinn et al., 2023) accumu-
lates verbal reflections across agentic episodes as a
form of semantic memory. Constitutional Al (Bai
et al., 2022) steers generation toward safety via
rule-based critiques. More recently, TextGrad (Yuk-
sekgonul et al., 2025) formalizes natural language
feedback as “textual gradients,” showing that LLM-
generated critiques can propagate through complex
systems analogously to backpropagation.

These methods typically use feedback in a co-
operative setting, where critiques help a model im-
prove toward a fixed target. RADAR instead uses
feedback in an adversarial training loop: detector-
side signals are exposed to the generator to guide
subsequent rewrites, and the resulting examples
are then used to update the detector. This dis-
tinction changes the role of feedback from self-
improvement toward generating training examples
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that reflect failure modes observed by the detector.

3 Methodology

Given a news article z, the detector predicts a bi-
nary label y € {0, 1} indicating whether x is real
or fake. We focus on adaptive rewrite-style attacks,
where a fake article preserves the event frame and
journalistic tone of a real source article while alter-
ing specific factual claims. RADAR addresses this
setting through a round-wise adversarial training
framework between a generator G and a detector
D, with retrieval optionally enabled on either side.

3.1 RADAR Framework

Figure 2 illustrates the RADAR pipeline. At round
t, the generator rewrites a real news article x; into a
fact-altered variant Z; 4, and the detector evaluates
whether the article is real or fake. Detector-side
diagnostics are then converted into verbal adver-
sarial feedback (VAF), which is stored and used to
condition the generator in the next round.

Retrieval can be enabled independently for the
generator and the detector, yielding four configura-
tions: G~ /D~, G"/D~, G~ /D%, and G /D.
This decomposition allows us to separately study
the effect of generator-side retrieval, detector-side
retrieval, and their combination.

Across rounds, RADAR updates the detector
using newly generated real-fake pairs, while the
generator is refined through prompt-time feedback,
cached successful rewrites, and periodic parameter-
efficient updates. This round-wise design allows
us to examine whether adversarial refinement im-
proves detector robustness over successive rounds.

3.1.1 Generator

The generator G is an instruction-tuned LLM that
rewrites a real news article into a deceptive fake
variant designed to evade detection. Given a real
news article z, retrieval context ¢, verbal adver-
sarial feedback from the previous round VAF;_,
and cached few-shot exemplars &;_1, the generator
produces & = G(xz,c, VAF;_1,&-1).

When generator-side retrieval is enabled, the re-
trieved passages are used only as realism priors and
writing references, rather than as facts to preserve.
They provide cues about journalistic style, event
framing, and plausible levels of detail, helping the
generator produce more natural rewrites.

The generator is instructed to modify the arti-
cle’s underlying facts while preserving a realistic
news style. To induce diverse attack patterns, each
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Figure 2: Overview of RADAR for LLM-generated fake news detection under adaptive attacks. Retrieval provides a
realism prior for the generator and external evidence for the detector. The detector provides confidence scores and
diagnostic signals for VAF, while successful attacks are cached as few-shot examples to guide generator refinement.

generation is conditioned on a manipulation strat-
egy randomly sampled from five options: (i) entity
substitution; (i) numerical or temporal distortion;
(ii1) outcome reversal; (iv) false causal attribution;
or (v) fabricated supporting detail injection.

3.1.2 Detector

The detector D is a trainable encoder-based classi-
fier that predicts whether an input article is real
or fake. Given an article z and retrieval con-
text ¢, the detector outputs a decision confidence
P(real | z, c) indicating the likelihood that the arti-
cle is real. When detector-side retrieval is enabled,
the retrieved passages are used as external evidence
for cross-checking the claims in the input article.
A scalar decision confidence alone provides lim-
ited information about why a generated article was
detected or how G should revise it. We therefore
augment the detector with VAF, described below.

3.1.3 Verbal Adversarial Feedback

Verbal Adversarial Feedback (VAF) is a structured
diagnostic signal composed of three components:
suspicious tokens, detection reasons, and improve-
ment suggestions. Instead of using the detector out-
put only as a scalar confidence score, VAF exposes
interpretable detector-side diagnostics that can be
reused to guide subsequent adversarial rewriting.

VAF is constructed in two steps. First, we ex-
tract Gradient-Identified Suspicious Tokens from
the detector to identify input spans that strongly
influence the prediction. Second, a dedicated Feed-
back Generator verbalizes these detector-side sig-
nals into detection reasons and actionable rewrite
suggestions, as illustrated in Table 1.

Gradient-Identified Suspicious Tokens We ex-
tract suspicious tokens with integrated gradients
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Original Real News
“The cause of the blast was not immediately known, a
policeman at the site said, adding that a bomb squad was

on its way to investigate.”

Generated Fake News

“The blast was caused by a faulty gas line that had been
improperly sealed during a recent renovation, according to
a city inspector on-site.”

Suspicious Tokens
{site, according, inspector, blast, renovation}

Detection Reasons

Factual error: the generated article invents a known cause,
while the original states that the cause was unknown.
Contextual cue: the fake article relies on vague attribution
to a city inspector and introduces unsupported causal
details.

Improvement Suggestions
Keep uncertainty if the investigation is ongoing; cite a

named authority only if the causal claim is verifiable.

Table 1: An example of VAF produced for a generated
fake news article. The feedback identifies both the fac-
tual perturbation and the contextual cues that make the
rewrite detectable.

(IG), which assigns token-level attribution scores
by integrating gradients of the detector output with
respect to the input embeddings from a baseline to
the observed input. After filtering stopwords, we re-
tain the top five tokens with the highest attribution
scores as suspicious tokens. These tokens serve as
lexical cues for subsequent feedback generation.

Feedback Generator We use an LLM-based
generator to instantiate the detection reasons and
improvement suggestions in VAF. Its input includes



the source article, the generated fake article, the
detection confidence, and the suspicious tokens
with their attribution scores. From these signals,
it produces structured natural-language feedback
that summarizes likely detection errors and pro-
poses targeted revisions for subsequent rewriting.
This feedback is then injected into the generator
prompt in the next round to support context-aware
adversarial refinement.

3.2 Training Strategy

RADAR is trained in rounds with alternating up-
dates of the detector and generator. Each round
includes adversarial generation, detector training
on real-fake pairs, and generator adaptation us-
ing successful attacks. The complete procedure is
given in Algorithm 1 in Appendix C.

Detector Training The detector is trained as a
supervised binary classifier over real and gener-
ated fake articles. In each adversarial round, we
continue training the detector from the previous
round’s checkpoint on a balanced set of real arti-
cles and newly generated fake articles, labeled as

= 1 and y = 0, respectively. For an input article
x; with detector-side retrieval context c;, the detec-
tor outputs p; = P(real | z;, ¢;) and is optimized
with binary cross-entropy:

Lp == [yilogpi+ (1 —y;)log(1 —p,)],

1
ey
where y; € {0, 1} is the ground-truth label.
Cached successful attacks are used only on the
generator side, either as few-shot exemplars for
later prompts or as supervised targets for LoORA
adaptation. The detector remains a supervised en-
coder classifier trained on labeled real-fake pairs
throughout all rounds.

Generator Training We refine the generator
without policy-gradient optimization. Instead,
RADAR adapts the generator through three mecha-
nisms: (i) VAF-conditioned prompting for immedi-
ate round-to-round refinement, (ii) cached success-
ful adversarial rewrites as few-shot exemplars, and
(iii) periodic LoRA-based supervised fine-tuning
for persistent adaptation.

At each round, we distinguish between the
threshold used to define attack success and the
stricter threshold used for generator adaptation. A
generated fake article is considered a successful at-
tack if it fools the detector, i.e., P(real | ) > 0.5.
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For few-shot caching and LoRA fine-tuning, we
use a stricter threshold of 0.6 to retain only high-
confidence successful attacks and avoid adapting
the generator to borderline examples near the de-
tector’s decision boundary. We set this threshold
a priori as a conservative margin above the binary
decision threshold of 0.5. At each round, we re-
tain the top-m high-confidence examples ranked
by detector confidence as an adaptation pool, from
which one example is randomly sampled for a sin-
gle LoRA update.
The generator is optimized with

2

where L is the next-token cross-entropy loss on
the sampled successful rewrite, 7y is the current
LoRA-adapted generator, and 7 is the frozen
base generator before LORA adaptation. The KL
term regularizes the adapted generator toward the
base model to limit distribution drift during re-
peated adversarial updates.

La = Lcg + AL Dk (7o || Tref),

4 Experiments

In this section, we evaluate RADAR and address
four questions: (1) whether RADAR improves
fake-news detection over zero-shot LLM detectors
and trained baselines, (2) how generator-side and
detector-side retrieval contribute to performance,
(3) how the proposed feedback design affects ro-
bustness, and (4) whether the learned detector gen-
eralizes to attacks from an unseen external attacker.
We provide additional analyses in Appendix A, in-
cluding retrieval-overlap analysis and the effect of
retrieval strategy and depth.

4.1 Experimental Setup

Dataset and Retrieval Index We conducted
our experiments using the AdvFake-News-Please
dataset released by Chen et al. (2025), which con-
tains real news articles sourced from the News-
Please repository along with their corresponding
adversarial fakes. To support retrieval augmenta-
tion, we use the same public news database as the
retrieval corpus, consisting of approximately 811K
news articles collected from multiple news sources
within the same date range. Following Chen et al.
(2025), we filter the retrieval corpus to exclude ex-
act duplicates of the seed news articles and remove
articles from the source outlet of the seed articles,
reducing the risk of trivial retrieval leakage.

We build a dense FAISS (Douze et al.,
2024) index using off-the-shelf DPR checkpoints



(dpr-question_encoder-single-ng-base and
dpr-ctx_encoder-single-nq-base for query
and passage encoding, respectively) (Karpukhin
et al., 2020). During adversarial rounds, generator-
side retrieval uses the source real article x; as the
query. Detector-side retrieval instead uses the ar-
ticle currently being classified: Z; ; for generated
fake articles and z; for real articles. In both cases,
we retrieve the top-3 most semantically similar pas-
sages, following our retrieval-depth analysis in sub-
section A.2, where DPR with k = 3 consistently
outperforms £ = 1 and £ = 5 across all three
generator backbones.

Training Protocol Following Algorithm 1, the
generator uses a fixed set of 500 real seed articles
across all 5 rounds, producing 500 fake articles per
round. The detector is trained each round on a bal-
anced set of 500 newly sampled real articles and
500 generated fakes, resulting in 1,000 instances
per round and 5,000 in total. We adopt the dataset’s
standard split and fixed hyperparameters through-
out, without additional round-wise validation tun-
ing, to isolate the effect of co-evolution.

Generator Implementation We instantiate the
generator G with three compact instruction-tuned
LLM backbones: Qwen3-4B-Instruct (Yang et al.,
2025), Gemma3-4B (Gemma Team, 2025), and
Phi-3.5-mini (3.8B) (Abdin et al., 2024). Each gen-
erator is fine-tuned separately under the same adver-
sarial training pipeline. For parameter-efficient and
stable adaptation, we use LoRA with rank r = 16,
scaling factor @ = 32, and dropout 0.05. A gen-
erated fake article is considered a successful at-
tack if P(real) > 0.5, while a stricter threshold of
P(real) > 0.6 is used for generator adaptation and
exemplar caching. At each round, we rank these
high-confidence attacks by detector confidence and
retain the top 3 as the adaptation pool. One exam-
ple is then randomly sampled from this pool for
LoRA adaptation. The retained attacks are also
added to an exemplar cache of size 5, which keeps
only the most recent examples; one cached example
is used as a few-shot demonstration in subsequent
generation. LoRA adaptation is performed after ev-
ery round using a single optimizer step with batch
size 1. We optimize the generator with AdamW
using a learning rate of 1 x 10~* and apply a KL-
divergence penalty (A = 0.01) to limit drift from
the base model distribution.

For feedback generation, we reuse the same
underlying LLM instance but disable the LoRA
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adapters during inference, so that feedback is pro-
duced using the frozen base-model weights. A
separate feedback-generation prompt is used, and
no parameters are updated during feedback gen-
eration. We set the feedback-generation thresh-
old to 7, = 0.5: detailed VAF is generated when
P(real) < 0.5, while samples above this threshold
receive score-only feedback.

Detector Implementation The detector D is
based on DeBERTa-v3-base (He et al., 2021), fine-
tuned for binary classification (Real vs. Fake). We
use this backbone because it is lightweight and ef-
ficiently updatable for evolving attacks, while also
reducing the risk of pretraining-time contamina-
tion from 2024-era evaluation articles relative to
more recent encoders. The detector is trained with
AdamW using a learning rate of 5 x 1075 and con-
tinued from the previous round’s checkpoint during
adversarial training.

Baselines We compare RADAR against both
prompt-only and trainable baselines. For prompt-
only baselines, we use the same three instruction-
tuned LLM backbones as zero-shot detectors, with-
out any fine-tuning. For trainable baselines, we use
the same DeBERTa-v3-base detector backbone as
RADAR to ensure a controlled comparison.

We consider two training-based baselines: (1)
Standard Supervised Training, where a fixed gener-
ator produces 2,500 fake articles, matching the total
number of fake training examples generated across
RADAR’s five adversarial rounds, and the detector
is trained once on the resulting static training set;
and (2) Static Adversarial Training, where a fixed
generator produces 500 fake articles per round over
five rounds, matching RADAR’s round-wise data
volume, and the detector is updated round by round
on the corresponding static adversarial data, but
without generator adaptation. For all methods, we
report ROC-AUC under two detector settings: w/o
Retrieval (D—) and w/ Retrieval (D+), where the
latter augments the detector with retrieved evidence
from news articles.

4.2 Main Results

Table 2 compares RADAR with prompt-only LLM
detectors and trainable DeBERTa baselines under
both D— and D+ settings.

Overall, prompt-only LLM detectors show lim-
ited performance in this benchmark, particularly
without retrieved evidence. Adding retrieval im-
proves these baselines, but the best prompt-only



Baseline / Setting Model / Configuration w/o Retrieval (D—) w/ Retrieval (D+)
Qwen3-4B-Instruct 55.73 59.43
Zero-shot LLM Baselines Gemma3-4B 49.40 55.94
Phi-3.5-mini (3.8B) 42.01 68.39
Trainable Detector vs. Stan-dard Superylsed "ljra}mmg 57.41 67.64
Generator: Qwen3-4B-Instruct Static Adversarial Training 55.44 71.36
RADAR 61.65 74.18
Trainable Detector vs. Staerard Super\.nsed ’l.“rf?lnlng 58.21 71.29
Generator- Gemma3-4B Static Adversarial Training 51.13 68.30
RADAR 59.67 75.13
Trainable Detector vs. Stan.dard Super\.nsed "[.‘ra.umng 58.59 64.10
Generator: Phi-3.5-mini (3.8B) Static Adversarial Training 59.94 69.90
RADAR 68.43 75.58

Table 2: Main results on the AdvFake-News-Please evaluation set (ROC-AUC, %). We compare zero-shot LLM
detectors with trained DeBERTa-v3-base baselines under three training settings and the full RADAR framework.
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Figure 3: Round-wise detector ROC-AUC across adversarial training rounds. RADAR generally improves over
rounds and reaches higher final performance than Static Adversarial Training, while Standard Supervised Training

is shown as a fixed reference line.

result still remains below the full RADAR setting.

Across all generator backbones,
achieves the strongest performance among train-
able detectors under both D—

tings.

Compared with the two trainable base-
lines, RADAR consistently performs better under
matched detector backbones and retrieval settings.
This suggests that the improvement is not sim-

rounds across all three generator backbones, while
Static Adversarial Training is less stable and of-
ten plateaus at a lower level. This suggests that
adapting the generator with feedback and cached
successful attacks exposes the detector to progres-
sively more informative training examples, yielding
stronger final performance than round-wise detec-
tor updates with a fixed attacker.

RADAR

and D+ set-

ply due to using a trainable DeBERTa detector or

increasing the amount of generated training data.
Rather, the adaptive refinement loop provides more

informative adversarial examples

ing, leading to stronger final performance.

4.3 Effect of Iterative Adversarial Refinement

To examine whether RADAR benefits from it-
erative adversarial refinement rather than only
from additional adversarial data, we track detec-
tor ROC-AUC after each training round and com-
pare RADAR with Static Adversarial Training and
Standard Supervised Training. As shown in Fig-
ure 3, RADAR generally improves over successive

4.4 Impact of RAG Components

To isolate the contribution of retrieval on each side,
we compare four retrieval configurations across
three generator backbones in Table 3. Enabling
retrieval on either side generally improves per-
formance over the no-retrieval setting, and the
strongest results are obtained when both generator-
side and detector-side retrieval are enabled.

These results suggest that the two retrieval roles
are complementary. Detector-side retrieval pro-
vides external evidence for classification, while
generator-side retrieval supplies realism priors for
constructing fact-altered rewrites. Their combina-
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for detector train-



Configuration Qwen3-4B-Instruct Gemma3-4B Phi-3.5-mini
No Retrieval (G—/D—) 59.41 53.65 65.91
Retrieval-Augmented Generator Only (G+ /D—) 61.65 59.67 68.43
Retrieval-Augmented Detector Only (G— / D+) 71.94 65.35 71.99
Retrieval-Augmented Generator & Detector (G+ / D+) 74.18 75.13 75.58

Table 3: Impact of retrieval configuration across generator backbones using the same detector backbone. G denotes
generator-side retrieval and D denotes detector-side retrieval. We report detector performance in ROC-AUC (%).

Before rewrite:

The local commuters inform the Gulf News that these
adjustments will affect their budgets and they might need
to budget their expenditures more diligently.

After rewrite:
Motorists inform Khaleej Times that these modifications

Model / Configuration w/o Retrieval w/ Retrieval
Zero-shot LLM Baselines

Qwen3-4B-Instruct 46.02 52.22
Gemma3-4B 48.48 52.10
Phi-3.5-mini (3.8B) 41.05 60.43

Trainable Detector vs. Generator: Qwen3-4B-Instruct

. . . Standard Supervised Training 58.52 58.76
will affect their finances and they might need to handle Static Adversarial Training 5237 63.88
their spending more prudently. RADAR 60.56 69.20

Trainable Detector vs. Generator: Gemma3-4B
Before (Top-5 IG) After (Top-5 IG) Standard Supervised Training 57.92 65.94
diligently 3.02 spending 5.67 Static Adversarial Training 52.37 63.15
commuters 2.94 modifications 4.81 RADAR 60.28 69.35
expenditures 2.62 prudently 4.67 Trainable Detector vs. Generator: Phi-3.5-mini (3.8B)
Gulf 2.50 handle 4.22 Standard Supervised Training 58.74 64.90
local 2.22 finances 4.10 Static Adversarial Training 54.28 66.52
RADAR 61.21 69.59

Table 4: Token-salience visualization using Integrated
Gradients. Salient tokens in the original sentence are
highlighted in red, and their rewritten counterparts in
the generated sentence are highlighted in green.

Qwen3 Gemma3 Phi-3.5

RADAR 74.18 75.13 75.58
w/o VAF 71.22 73.55 72.61
w/o Few-shot 70.80 72.87 71.56
w/o VAF & Few-shot 66.51 72.49 71.19

Table 5: Ablation of VAF and few-shot feedback compo-
nents under the dual-retrieval setting (G+ / D+) across
different generators. We report detector ROC-AUC (%).

tion yields the most effective adversarial training
setup across all three generator backbones.

4.5 Qualitative Analysis of Token Salience

To illustrate how the detector attends to suspicious
spans, we visualize token-level salience using In-
tegrated Gradients on a rewrite pair. As shown
in Table 4, highly salient tokens concentrate on
source-related entities and budget-related claim
words, which are precisely the anchors replaced
by the generator during rewriting.
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Table 6: Cross-attacker transfer results on fake news gen-
erated by GPT-5.3 Instant, an unseen external attacker
used only at evaluation time. We report ROC-AUC (%)
under w/o Retrieval (D—) and w/ Retrieval (D+).

4.6 Effect of Feedback Design

We ablate the two feedback components in RADAR
under the dual-retrieval setting (G+ / D+) across
three generator backbones. LoRA-based gener-
ator adaptation remains enabled in all configura-
tions, so the ablation isolates the effects of VAF and
few-shot demonstrations while keeping parameter-
efficient generator updates fixed. As shown in Ta-
ble 5, removing either VAF or few-shot demonstra-
tions consistently hurts performance, while remov-
ing both causes the largest drop in every setting.

This suggests that structured detector feedback
and successful-attack examples provide comple-
mentary signals for generator refinement, with their
combination yielding the strongest results across
all three generator backbones.

4.7 Cross-Attacker Transferability

To verify that RADAR does not merely overfit to
the specific fake-news distribution in the AdvFake-
News-Please evaluation set, we construct an ad-



ditional evaluation setting using GPT-5.3 Instant
(OpenAl, 2026) as an unseen external attacker. We
evaluate all methods on fake news generated by this
external LLM, which is never used during training,
to test transferability to unseen attacks.

Table 6 reports the results. Under this external-
attacker setting, zero-shot LLM detectors remain
limited, indicating that unseen LL.M-generated at-
tacks are challenging without task-specific adapta-
tion. In contrast, across all three generator settings,
RADAR consistently outperforms both Standard
Supervised Training and Static Adversarial Train-
ing under the same detector backbone. These re-
sults suggest that iterative co-evolution improves
robustness to attacks from an unseen external gen-
erator beyond the original co-evolutionary setting.

5 Conclusion

We proposed RADAR, a retrieval-augmented ad-
versarial training framework for adaptive LLM-
generated fake-news detection. RADAR com-
bines a trainable encoder-based detector with an
adaptive generator, dual-side retrieval, and Ver-
bal Adversarial Feedback (VAF) to study how re-
trieval and structured feedback affect detector train-
ing under rewrite-style attacks. Experiments on
AdvFake-News-Please show that RADAR outper-
forms prompt-only LLM detectors and trainable
static baselines, with dual-side retrieval, VAF, and
few-shot examples offering complementary bene-
fits. Finally, transfer evaluation with an unseen ex-
ternal attacker shows that RADAR improves cross-
attacker transferability. Overall, RADAR demon-
strates that evidence grounding and interpretable
adversarial refinement are a promising combination
for adaptive fake news detection.

Limitations

Although RADAR shows positive cross-attacker
transfer to an unseen external generator, our empir-
ical study is still centered on a single benchmark,
AdvFake-News-Please. This choice is intentional
rather than incidental. RADAR is designed to
study retrieval-augmented fake-news detection in a
leakage-aware setting, where retrieval should pro-
vide non-trivial external evidence rather than sim-
ply duplicate knowledge already memorized by the
detector backbone. Since our detector, DeBERTa-
v3-base, is pretrained largely on data ending around
early 2021, we prioritize post-2021 news to re-
duce potential overlap between parametric knowl-
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edge and evaluation content. Many widely used
fake-news benchmarks, such as FakeNewsNet and
BuzzFeed, are dominated by earlier news and may
therefore under-test the marginal value of retrieval
in our setting. In addition, RADAR requires a
dataset that jointly provides text-only real/fake
news pairs and a compatible news corpus for ev-
idence retrieval within a similar time range; we
found very few public benchmarks satisfying these
constraints. As a result, our current evaluation re-
mains limited to a single dataset, and broader cross-
dataset validation remains an important direction
for future work.

Our evaluation also points to several directions
for future work. First, given the computational cost
of round-wise generator—detector co-evolution, fu-
ture studies could examine robustness across multi-
ple random seeds and quantify run-to-run variance.
Second, complementary human evaluation could
further assess the plausibility, factual alterations,
and strategy compliance of generated adversarial
examples, providing a more comprehensive charac-
terization of generation quality. Finally, while our
lightweight encoder-based detector supports effi-
cient iterative updates, extending RADAR to train-
able generative reasoning LLM detectors would
help assess its applicability across different detector
architectures. Future work could also benchmark
inference latency and computational cost to better
characterize the accuracy—efficiency trade-off.

Ethical Considerations

Our framework trains a generator to produce realis-
tic, fact-altered rewrites and iteratively improves it
with detector-provided verbal adversarial feedback.
While this serves the defensive goal of strength-
ening fake-news detection, it also introduces a
clear dual-use risk: the same mechanisms (retrieval-
guided realism priors and targeted feedback) could
be repurposed to craft more deceptive misinforma-
tion that better evades existing detectors.

To mitigate potential misuse, we (i) position
RADAR strictly as a defensive training pipeline
and do not advocate deploying the generator for
content creation, (ii) encourage safeguards such
as rate limiting, logging, and human-in-the-loop
review for any red-team use, and (iii) support com-
plementary ecosystem measures when deploying
detection systems. Finally, we emphasize that our
experiments are conducted on public benchmarks
and aim to improve robustness against adaptive



attacks, not to enable real-world disinformation
campaigns.
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A Additional Analyses
A.1 Retrieval Overlap Analysis

A potential concern is that the gains from retrieval
may partly reflect a trivial “lookup advantage,”
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Max ROUGE-L  w/o Retrieval w/ Retrieval A
[0,0.25) 60.92 60.88 -0.04
[0.25,0.5) 60.12 69.52 +9.40
[0.5,0.75) 52.68 63.15 +10.47
[0.75,1] 54.59 65.39 +10.80

Table 7: Detector performance stratified by lexical over-
lap between the input article and retrieved evidence,
measured as the maximum ROUGE-L similarity over
the top-3 retrieved passages. We report ROC-AUC (%).

where the retriever returns passages that are nearly
identical to the input article. To examine this possi-
bility, we measure lexical overlap between each in-
put article and its retrieved evidence using ROUGE-
L, and stratify examples by the maximum ROUGE-
L score among the top-3 retrieved passages.

Table 7 reports detector performance across over-
lap bins. In the lowest-overlap regime, [0,0.25),
retrieval yields essentially no improvement, which
is expected because evidence in this range is
often only weakly related to the input article.
By contrast, retrieval provides substantial gains
in all three higher-overlap bins, with improve-
ments of +9.40, +10.47, and +10.80 ROC-AUC in
[0.25,0.5), [0.5,0.75), and [0.75, 1], respectively.

Notably, the gains are similar across these
moderate-to-high overlap bins. This suggests that
the benefit of retrieval is not driven solely by near-
duplicate lookup, but remains effective across a
broad range of reasonably related evidence, sup-
porting genuine evidence-based verification rather
than trivial lexical matching alone.

A.2 Effect of Retrieval Strategy and Depth

To examine the effect of retrieval configuration, we
compare sparse BM25 and dense DPR under three
retrieval depths (k € {1, 3,5}) across all generator
backbones. Table 8 reports detector ROC-AUC
under each setting.

Overall, dense retrieval is consistently stronger
than sparse retrieval across generator backbones.
DPR achieves the best result for each generator,
suggesting that semantically matched evidence is
especially useful in our setting, where adversar-
ial rewrites often preserve the overall event frame
while altering factual details. In contrast, BM25 is
more sensitive to surface lexical overlap and shows
less consistent behavior across backbones.

Retrieval depth also has a clear but non-
monotonic effect. For DPR, increasing the re-
trieval depth from £ = 1 to & = 3 consistently
improves performance, while further increasing to
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Generator Retriever k=1 k=3 k=5
BM25 59.84  71.15  69.85

Qwen3-4B DPR 66.54 7418  68.30
BM25 62.60 6836  69.22

Gemma3-4B  ppp 6504 7513  72.14
Phis Sy BM25 62.15 6401  61.20
: DPR 68.75 7558  70.52

Table 8: Effect of retrieval strategy and depth across
generator backbones. We compare sparse BM25 and
dense DPR under different numbers of retrieved pas-
sages, and report detector ROC-AUC (%).

k = 5 degrades performance across all three gen-
erators. This suggests that a moderate number of
retrieved passages provides useful evidence cov-
erage, whereas retrieving too many passages may
introduce distracting or weakly relevant informa-
tion. BM25 exhibits a less stable pattern, further
supporting the use of dense retrieval for evidence-
aware fake news detection. Based on these results,
we use DPR with £ = 3 in all main experiments.

B Prompts

This section provides the prompts actually used in
our implementation for reproducibility.

B.1 Generator System Prompt

The generator uses a chat-style prompt with a sys-
tem message and a user message. At each genera-
tion step, the model is instructed to rewrite a real
news article into a realistic fake one while applying
exactly one randomly selected rewrite strategy. If
detector feedback from the previous round is avail-
able, the system prompt additionally instructs the
generator to satisfy those feedback constraints.

Generator System Prompt

You rewrite real news into realistic fake news.
Keep a neutral journalistic tone and similar para-
graph structure. Use exactly one rewrite strat-
egy: {strategy_name}. {strategy_instruction}
Keep the same central event; do not switch to an unre-
lated event. No markdown. Output only the rewritten
article.

[Appended only if feedback from the previous round
is available]

You must satisfy the detector feedback constraints.

J

The rewrite strategy is randomly sampled from
the following five options:
* Entity substitution: Replace a key person, orga-
nization, or location with a plausible alternative
while keeping the same central event frame.
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* Numerical / temporal distortion: Alter key num-
bers or time expressions (dates, counts, dura-
tions) to plausible but incorrect values.

* Qutcome reversal: Invert the main outcome or
decision while preserving the original actors and
event context.

* False causal attribution: Keep the main event but
assign its cause to a wrong yet plausible actor,
trigger, or mechanism.

* Fabricated supporting detail injection: Add plau-
sible but invented supporting details such as a
quote, document, statistic, or witness account.

B.2 Generator User Prompt

The user prompt contains the original article, the
chosen rewrite strategy, generation constraints, op-
tional detector feedback, and optional retrieval-
based writing references.

Generator User Prompt

Original article:

{article_content}

Rewrite strategy: {strategy_name}

Requirements:

* Apply the strategy above as the main manipulation.
¢ Keep the story internally coherent and plausible.

* Do not copy full sentences from the original.

* Keep style realistic; avoid sensational wording.

* Do not add line breaks or extra sentences.
[Included only if feedback from the previous round is
available]

Detector feedback to address:

{feedback_prompt}

[Included only if generator-side retrieval is enabled
and retrieval context is non-empty|

Reference style snippets (style boundary only; do not
copy facts/names):

{retrieved_context}

Return only the rewritten fake news article.

\

B.3 Feedback Prompt Injected into the
Generator

When verbal adversarial feedback (VAF) is enabled,
the detector-side analysis from the previous round
is converted into a textual feedback block and ap-
pended to the generator user prompt. This block
is not a fixed hand-written template; rather, it is
dynamically assembled from detector scores, suspi-
cious terms, optional LLM-generated critique, and
optional few-shot successful examples.

Injected Feedback Prompt

Round {round_id} detector feedback:

- Scores: {prob_true} real / {prob_fake} fake
[Included only when LLM feedback generation is
triggered]




- Main issues: {reason_1}; {reason_2}; ...

- Rewrite these terms: {token_13}({score_1}),
{token_2}({score_2}), ...

- Next rewrite focus: {suggestion_1}
{suggestion_2}

[Otherwise, when the fake sample already exceeds
the feedback trigger threshold]

- No LLM rewrite guidance  gener-
ated (prob_true={prob_true} > thresh-
old={threshold}).

[Optional; only if few-shot VAF is enabled and the
success cache is non-empty]

Successful sample (imitate tone/structure only, do not
copy facts):

{successful_example_text}

Score of that sample: {successful_example_prob}
real

B.4 Feedback Generation Prompt

If the generated fake article receives a sufficiently
low plausibility score (i.e., prob_true is at or be-
low a predefined threshold), the same underlying
LLM instance is reused with its LoRA adapters
disabled, so feedback is generated from the frozen
base-model weights. This feedback generator uses
a separate prompt from the fake-news generator
prompt.

Feedback Generator System Prompt

You are a detector feedback generator for fake-news
rewriting. Explain why the generated article was
likely detected as fake and how to rewrite it to reduce
detectability. Return strict JSON only with keys de-
tection_reasons and improvement_suggestions. Each
value must be a list of short actionable strings.

Feedback Generator User Prompt

Detector scores:

- prob_true: {prob_true}

- prob_false: {prob_fake}

- suspicious_terms: {token_13}({score_1}),
{token_2}({score_2}), ...

Original real article used for rewriting:
{real_news}

Generated fake article:

{fake_news}

Output JSON schema:
{"detection_reasons”: "..."1,
"improvement_suggestions”: ["...", "..."]1}

B.S Detector Input Format

The detector is a classifier that receives the candi-
date article optionally prefixed with retrieved con-
text. Its actual text input is formatted as follows:
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Detector Input Format

[Included only if detector-side retrieval is enabled]
Related news stories from search results:
{retrieved_passage_1}
{retrieved_passage_2}

Predict the plausibility of the following news story:
{article_to_classify}

In our implementation, suspicious words are ex-
tracted from the detector input using Integrated
Gradients over the classifier’s token embeddings.

B.6 Generator Retrieval Context Format

When generator-side retrieval is enabled, the re-
trieved passages are not used as factual evidence to
preserve, but only as writing-style references that
define a realism boundary.

Generator Retrieval Context

Real news writing reference (for realism boundary
only; not factual grounding):
{retrieved_passage_1}
{retrieved_passage_2}
{retrieved_passage_3}

B.7 External Attacker Prompt for
Cross-Attacker Transfer

For the cross-attacker transfer experiment, we con-
struct an additional evaluation set using GPT-5.3
Instant as an unseen external attacker. Unlike the
RADAR generator prompts above, this prompt is
used only at evaluation time for transfer testing.

External Attacker Prompt (GPT-5.3 Instant)

You are assisting an academic fact-checking bench-
mark.

Create one synthetic variant of a real news paragraph
by introducing a few believable factual errors. Keep
the writing style neutral and journalistic, and keep a
similar length. This is for offline detector evaluation
and dataset augmentation only.

Output only the rewritten news paragraph. Do not
output explanations, labels, notes, warnings, or any
extra words.

Constraints:

* Keep the event frame and tone realistic.

* Do not add analysis or commentary.

Return only the rewritten news paragraph text. No
preface, no bullet points, and no quotation marks.
Following are rewritten examples:
{few_shot_examples}

Rewrite the following news paragraph for benchmark
data augmentation:

{article_content}




C Training Algorithm

Algorithm 1 summarizes the RADAR training pro-
cedure. In each round, the generator rewrites fixed
real seed articles, while the detector is trained on
the generated fakes and separately sampled real
articles. Detector-side retrieval uses the article be-
ing classified as the query, and detector signals are
used to construct adversarial feedback and select
successful attacks for generator adaptation.

Algorithm 1 RADAR

Require: Training corpus D, number of rounds 7'
Require: Retrieval module R, top-k k
Require: Retrieval switches r¢,rp € {0,1}
Require: Generator G with LoRA adapters, detector D
Require: Feedback procedure I
Require: Exemplar cache size M
Require: Number of selected adaptation examples m
Require: Thresholds Tadapt, b

1: Initialize LoRA adapters for G and pretrained detector D

2: Sample fixed generator seed set Bg = {z1,...,%n}
from D
3: Initialize feedback memory VAF; o < ( and high-

confidence exemplar memory & < )

4: fort =1to T do
5: Sfake — @
6: Sadapt «— 0
7: for each z; € B do
8: e «— R(zi, k) ifrg =1, else §
9: €t ~ Uniform(&—1) if &1 # 0, else e;0 < 0
10: :f:q',’t <« G(.’I‘q’,,C?,VAF@t-l,@Lf,)
11: ey < R(diq, k) if rp = 1, else ) {Fake article
retrieves evidence using itself as cglery}
12: (pzr',etalv pg?tkev w?,utsp) < D(i"i,t, Ci,t)
13: if pi* < 741, then
14: VAF, ¢  F(ai, @i, pi5, pioFe, wis™)
15: else
16: VAF;; < score-only feedback
17: end if
18: Stake < Stake U {(Z4,¢, Cft)}
19: if p;! > Tadaps then
20: Sadapt +— Sadapt U {(ii,hpg?l)}
21: end if
22: end for
23:  A; + TopM(Sadaps, m) {Rank by pr2!}
24: Sample detector real set Bp,: C D
25: Smal < @
26: foreachz; € Bp, do
27 e« R(wj, k) if rp = 1, else §
28: Sreal — Sreal U {(xjv Cfireal)}
29: end for
30: Train D on balanced real and fake examples:
31: {(z,¢,1) : (z,¢) € Srear} U{(%,¢,0) : (2,¢) €
Stake }
32:  if A; # () then
33: a¢ ~ Uniform(A;) {Sample one example}
34: Update GG via one LoRA optimization step on ay,
regularized toward the base generator
35: end if

36: & <+ UpdateCache(&i—1,.A:, M) {Retain the M
most recent exemplars }

37: end for

38: return Trained detector D and adapted generator G
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