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Abstract

In this paper, we evaluate an LLM-assisted pro-
cess for annotating persuasion intent in the con-
text of online manipulation. We focus on the
DIDECO taxonomy, a two-tier framework of
explicit and implicit manipulation categories
based on Speech Act Theory and Cialdini’s in-
fluence principles. Our question is not whether
such annotations support a downstream clas-
sifier, but whether they are reliable enough
to be used as labels in the first place. We
measure reliability as Cohen’s κ between a
model and human gold labels, and between
models, evaluating GPT-4o, Claude Sonnet 4.5,
and Llama 3.3-70B on a synthetic corpus. On
DIDECO, models agree more with one another
than with human gold, suggesting shared an-
notation heuristics that diverge from human
judgement. On an unlabeled real-world corpus,
hierarchical prompting increases inter-model
agreement for two of three model pairs, but
this result establishes consistency rather than
correctness. On a separate human-annotated
real-world corpus, we evaluate Claude Sonnet
4.5, Gemma 3-27B, and Qwen 2.5-7B at both
top-level and sub-label resolution. Claude and
Gemma exceed human agreement at the top
level, whereas Claude is the only model to ex-
ceed held-out human benchmarks across the
full 23-label taxonomy; Gemma also does so
when sparse sub-labels are excluded. These
results tend to show that LLM annotation reli-
ability depends on the corpus and label granu-
larity, and that inter-model agreement cannot
substitute for human validation. We release the
prompts, code, and sub-label definitions.

1 Introduction

Online manipulation, including phishing, social
engineering, disinformation, and extremist recruit-
ment, relies on a common mechanism: exploiting
psychological influence principles to bypass ratio-
nal decision-making (Cialdini, 1993; Stajano and
Wilson, 2011). Detecting these tactics needs anno-

tated corpora, but human annotation of persuasion
intent is slow and inconsistent. We measure this
with Cohen’s κ (Cohen, 1960), the standard chance-
corrected agreement coefficient: it compares the
agreement two annotators actually reach with the
agreement they would reach by chance given their
label frequencies, so κ = 1 is perfect agreement
and κ = 0 is chance level. Values around 0.4 to
0.6 are usually read as moderate, though in compu-
tational linguistics the thresholds are contested and
depend on the task (Artstein and Poesio, 2008). On
the DIDECO dataset (Popovic et al., 2026), trained
annotators reach only κ = 0.111 on implicit intent
categories, despite detailed guidelines and multiple
annotation rounds.1

LLMs are a cheaper alternative for annotation
(Gilardi et al., 2023; Tan et al., 2024), but their
use for online-abuse data depends first on a basic
reliability question: do off-the-shelf models repro-
duce trained human judgments on a theoretically
grounded persuasion-intent taxonomy, or do their
errors form a shared bias that any downstream clas-
sifier would inherit? We study this question across
synthetic and real-world email corpora, compar-
ing model-vs-human agreement, inter-model agree-
ment, and the effect of label granularity. We also
test open-weight model families as API-based ca-
pability checks; we do not evaluate local inference
or deployment (Appendix A).

The DIDECO taxonomy (Popovic et al., 2026)
operationalises Cialdini’s principles (Cialdini,
1993) and Speech Act Theory (Searle, 1969), sep-
arating explicit requests from the implicit mecha-
nisms that make compliance more likely, building
on the persuasion-principle framings developed for
phishing (Ferreira and Teles, 2019) and social engi-
neering (Gragg, 2003), alongside a wider literature

1This low agreement may come from the difficulty of the
task itself, from the taxonomy, or even from the guidelines;
we do not try to separate them here, though Section 4 shows
that revised guidelines raise implicit agreement.
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on detecting manipulative language in disinforma-
tion (Rashkin et al., 2017) and extremism (Alatawi
et al., 2021). Closest to our setting, Nahmias et al.
(2024) also prompt an ensemble of LLMs to quan-
tify persuasion principles in emails, but use the
resulting vectors as features for a downstream de-
tector rather than evaluating the annotations them-
selves against human judgment.

Our contributions are:

• A reproducible evaluation of LLM-assisted
persuasion-intent annotation across synthetic
and real-world email corpora, with a public
release of prompts, code, and an annotation
tool.

• Evidence that, on the synthetic DIDECO cor-
pus, models agree with each other more than
with human gold, and evidence that this or-
dering reverses on a real-world corpus, which
bounds how far the shared-bias reading can
be generalised.

• A cross-corpus inter-model agreement anal-
ysis showing that hierarchical prompting in-
creases consistency on unlabeled real-world
phishing without establishing label correct-
ness.

• A human-labeled real-world evaluation that
reports the same 100-email corpus at both col-
lapsed top-level and sub-label resolution, in-
cluding a held-out benchmark for the model-
vs-human comparison.

2 Annotation Process

Because the DIDECO annotation protocol is cen-
tral to interpreting our evaluation, we briefly sum-
marize the published process and the guideline
changes used in this study. Originally, to build
DIDECO (Popovic et al., 2026) annotators were
asked to pick, for each email, among 23 fine-
grained sub-labels. Human annotators disagreed
heavily on that task (inter-annotator agreement,
IAA, of κimp = 0.111 on implicit intent), which
we read as a sign that the fine-grained single-choice
format is too hard to annotate reliably. We there-
fore ask a set of yes/no questions instead: for each
category, is it present or not? This gives boolean
labels over the 9 DIDECO categories (4 explicit, 5
implicit) and, optionally, their 23 sub-labels, so an
email can carry several intents at once. Implicit cat-
egories need inference about psychological mech-

anism rather than recognition of an expressed re-
quest, and on DIDECO they are the harder tier for
annotators; Section 4 shows that this ordering is
not fixed, since it reverses under revised guidelines.

All model calls use the OpenRouter API. Which
models run on each corpus varies for cost reasons
(for instance, a smaller Claude model on Nazario
(Nazario, 2024)) and is stated with each experiment
below. The open-weight models we test (Gemma
3-27B and Qwen 2.5-7B) use the same API, so they
are capability checks rather than evidence of local
deployment (Appendix A). Structured boolean out-
put is enforced with DSPy (Khattab et al., 2023) for
a consistent schema across models. No fine-tuning
is used; every model runs as-is at temperature 0.0.

We compare two prompting strategies, flat and
hierarchical. Flat classifies all 9 categories in a sin-
gle call, as one multi-label decision. Hierarchical
works in three steps, each a smaller labelling prob-
lem: explicit categories, then implicit categories
(with a note that human IAA on these is κ = 0.111,
to push toward conservative annotation), then sub-
labels for the categories already marked positive.
Both use single-pass prompting, with no retrieval,
no multi-turn reasoning such as ReAct (Yao et al.,
2023), and no few-shot examples; we leave these
strategies to future work. Prompt templates are in
Appendix B. F1 scores are macro-averaged from
per-email, per-category counts, the same unit used
for κ.

All agreement coefficients are computed over
per-email, per-category boolean decisions. The cat-
egories used for κ are the nine top-level DIDECO
taxonomy categories: four explicit-intent cate-
gories and five implicit-intent categories; at sub-
label resolution, the same procedure is applied to
the 23 taxonomy sub-labels. For κ, we compute
Cohen’s κ separately for each category over the
N emails and then average across categories, so
every category contributes equally regardless of its
prevalence; Krippendorff’s α is computed over the
pooled set of (email, category) items when all three
annotators are compared at once.

Table 4 in Appendix C summarises the three
experiments, which differ in corpus, model set, and
whether human labels exist; the model set is not
held constant across them, for cost reasons noted
above, so cross-experiment differences should not
be read as model comparisons.
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3 Evaluation on DIDECO and Nazario

In this section, we describe evaluations done on
two different corpora: a labeled synthetic corpus,
for which we can measure agreement with gold-
standard human labels, and an unlabeled real-world
corpus, where we can only measure agreement be-
tween models. This corresponds to the first two
rows of Table 4 (Appendix C) Throughout, we re-
port Cohen’s κ over the four explicit categories
(κexp), the five implicit categories (κimp), and all
nine together (κall).

We use 60 LLM-generated spear-phishing
emails (Nahmias et al., 2024) from the DIDECO
dataset (Popovic et al., 2026), with majority-vote
gold labels from six human annotators. The hu-
man agreement figures we compare against (κexp =
0.577, κimp = 0.111, α = 0.407) are those re-
ported by Popovic et al. (2026) over the 169 emails
with two or more annotators, under the original
single-choice scheme; we do not recompute them
for these 60 emails in the boolean label space, so
they indicate the difficulty of the annotation task
rather than a like-for-like ceiling for our setup. We
also use 120 real-world, unlabeled emails from
Nazario (Nazario, 2024) (2021–2024), where the
Nazario experiment measures cross-corpus inter-
model agreement, not label correctness. Claude
Haiku 4.5 replaces Claude Sonnet 4.5 on Nazario
for cost reasons.

Models vs. human gold. Table 1 reports κ and
F1 for GPT-4o, Claude Sonnet 4.5, and Llama 3.3-
70B under both prompt strategies. Claude Sonnet
4.5 under flat prompting is the only run to exceed
the human implicit baseline (κ = 0.168 > 0.111);
GPT-4o leads on explicit intents (κ = 0.238 un-
der flat prompting). Hierarchical prompting raises
overall κ for all three models, mostly by improving
explicit-intent agreement for Claude and Llama,
but every model remains far below the human ex-
plicit baseline (0.577).

Inter-model agreement. This low agreement
with human gold is not random disagreement. Pair-
wise inter-model κ ranges from 0.414 to 0.513,
well above any model’s agreement with human
gold (0.04–0.16): the models converge on shared
heuristics that do not match the taxonomy, rather
than failing independently. Model majority vote
would therefore propagate shared biases rather than
the intended categories. Section 4 revisits this on a
different corpus, where the pattern does not hold.

Across the two corpora, inter-model agreement
drops from κ = 0.449 on DIDECO to κ = 0.305
on the Nazario emails under flat prompting, mostly
on implicit intents (0.513 → 0.289). Hierarchical
prompting raises agreement for two of the three
pairs (Table 2): GPT-4o vs. Llama from 0.318
to 0.491, and Claude (Haiku 4.5) vs. Llama from
0.254 to 0.508. The third pair, Claude vs. GPT-4o,
drops slightly (0.344 → 0.328). Splitting the task
into steps seems to help most when the models start
out far apart: the pair that does not improve is also
the one that already agreed most under flat prompt-
ing. Since the Nazario emails have no gold labels,
this tells us about consistency between models, not
about whether either model is right.

4 Sub-Label Evaluation Against Human
Annotations

We now turn to checking the process against inde-
pendent human labels on real-world data.

4.1 Data
We build a 100-email corpus: 33 from Nazario
(2021–2024), 33 from TExtPhish (Qachfar and
Verma, 2024), and 34 legitimate Enron emails
(Klimt and Yang, 2004) as a negative class, with re-
vised sub-label guidelines adding positive/negative
examples for each of the 23 sub-labels. Three an-
notators independently label all 100 emails at sub-
label resolution with a dedicated tool (Appendix E);
majority vote gives the gold standard. All three
are domain experts in email security: one PhD
student in NLP (an author of this paper), one se-
nior researcher, and one further PhD student. All
are fluent but non-native English speakers. Be-
fore starting, each annotator studied the revised
guidelines and completed a short practice pass on
fictitious generated emails that are not part of the
corpus. The guidelines were revised from the orig-
inal DIDECO instructions by one of the authors,
based on discussion and feedback with the annota-
tors, adding one positive and one negative example
per sub-label. Annotators did not see each other’s
labels and disagreements were not discussed or
adjudicated afterwards, so the agreement figures
below are for independent judgements.

4.2 Results
For the top-level comparison below, both human
and model labels are collapsed from the same sub-
label annotations by disjunction over the children
of each DIDECO category.
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Table 1: Model vs. human gold (DIDECO, 60 emails), flat vs. hierarchical prompting. † exceeds the human implicit
baseline (κ = 0.111). Human κall = 0.355 is mean pairwise Cohen’s κ; DIDECO also reports Krippendorff’s
α = 0.407.

Model Strat. κexp κimp κall F1,exp F1,imp

GPT-4o Flat 0.238 0.078 0.149 0.486 0.415
Hier. 0.235 0.103 0.161 0.471 0.352

Claude Sonnet 4.5 Flat −0.049 0.168† 0.072 0.443 0.606
Hier. 0.199 0.101 0.145 0.440 0.533

Llama 3.3-70B Flat 0.019 0.063 0.043 0.506 0.531
Hier. 0.235 0.079 0.148 0.469 0.478

Human IAA — 0.577 0.111 0.355 N/A

Table 2: Inter-model κ, Nazario (120 emails), flat vs.
hierarchical. Claude here is Haiku 4.5, not Sonnet 4.5.

Pair Strat. κall κexp κimp

Claude vs GPT-4o Flat 0.344 0.309 0.371
Hier. 0.328 0.398 0.273

Claude vs Llama Flat 0.254 0.358 0.171
Hier. 0.508 0.518 0.500

GPT-4o vs Llama Flat 0.318 0.308 0.326
Hier. 0.491 0.575 0.424

At sub-label resolution, pairwise human-human
agreement ranges from κ = 0.294 to κ = 0.389
(average κ = 0.349), higher than DIDECO’s origi-
nal implicit baseline (κimp = 0.111) but still only
fair to moderate. Collapsing the same annotations
to 9 top-level categories raises pairwise human
agreement to κ = 0.509, showing that label granu-
larity materially changes the evaluation. Krippen-
dorff’s α across all three annotators is 0.604 overall
(αexp = 0.516, αimp = 0.655). On this corpus, im-
plicit agreement is actually higher than explicit, and
the same ordering holds for pairwise κ in Table 3.
This reverses DIDECO’s pattern of implicit being
the harder tier, and suggests the revised guidelines
and worked examples help most on the implicit
categories, though fine-grained intent annotation
remains hard for trained humans.

At the collapsed top level (Table 3), Gemma
3-27B and Claude Sonnet 4.5 exceed the pair-
wise human-human average (κ = 0.689 and 0.648
vs. 0.509), while Qwen 2.5-7B remains below it
(κ = 0.456). At sub-label resolution, Claude re-
mains strongest (κ = 0.469), Gemma is closer to
the human average (κ = 0.372), and Qwen falls
behind (κ = 0.232).

The model-vs-majority comparison is still not
apples-to-apples on its own: an aggregate label is
inherently easier to match than a single annotator’s

Table 3: Model agreement with three-annotator major-
ity gold on the 100-email real-world corpus. Top-level
labels are collapsed from the same 23 sub-label annota-
tions. The human row is pairwise human-human agree-
ment averaged over annotator pairs, not majority-vote
agreement.

Top-level κ Sub-label κ

Comparison all exp imp all exp imp F1,sub

Claude Sonnet 4.5 0.648 0.695 0.611 0.469 0.561 0.419 0.809
Gemma 3-27B 0.689 0.694 0.685 0.372 0.454 0.328 0.781
Qwen 2.5-7B 0.456 0.589 0.349 0.232 0.369 0.159 0.602

Human-human avg 0.509 0.458 0.550 0.349 0.329 0.359 0.693

judgment. To control for this, we hold out each
annotator, build a two-person consensus from the
other two under a strict (unanimous) and a loose (ei-
ther annotator) rule, and measure the held-out anno-
tator’s sub-label κ against that consensus. Held-out
humans average κ = 0.299 under the unanimous
rule and κ = 0.382 under the either-annotator
rule. Claude’s sub-label result (κ = 0.469) ex-
ceeds both held-out averages, so its edge over the
human benchmarks is not just an artifact of compar-
ing against an easier, averaged target. The effect is
specific to Claude, though: Gemma falls between
the two rules and Qwen is below both, so this is not
a general property of LLMs. The same control at
top-level resolution gives κ = 0.505 (unanimous)
and κ = 0.503 (either), close to the pairwise figure
of 0.509, so the top-level conclusion that Claude
and Gemma exceed human agreement does not
depend on which of the two baselines is used.

This pattern reverses the DIDECO results, where
models agree with each other more than with hu-
man gold. On this corpus, sub-label LLM-LLM
agreement averages only κ = 0.269, below pair-
wise human agreement (κ = 0.349) and average
model-vs-gold agreement (κ = 0.357).
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Sparse sub-labels. Nine of the 23 sub-labels
have fewer than five positive instances in the gold
standard and two have none at all, so their κ is
either unstable or, where a rater shows no vari-
ance, undefined; our implementation returns zero
in that case, which pulls the macro-average down.
Table 6 therefore repeats the comparison over the
14 sub-labels with at least five positives. Every
value rises substantially, Claude from 0.469 to
0.632 and pairwise human agreement from 0.349
to 0.450, and the ordering between models and the
human average is unchanged: Claude stays above
it, Qwen below it, and LLM-LLM agreement stays
below human-human. The held-out comparison
does change, however. Recomputing the bench-
mark over the same 14 sub-labels gives κ = 0.393
(unanimous) and κ = 0.493 (either), and Gemma’s
0.585 now exceeds both, so the claim that only
Claude clears the held-out benchmark holds at full
taxonomy resolution but not once sparse sub-labels
are removed. We keep the all-23 figures in Table 3
as the headline numbers because they cover the
full taxonomy, and read Table 6 as a check on how
much of the low absolute agreement is a prevalence
artifact. Per-sub-label values are in Appendix D.

Agreement by source. Splitting the mixed cor-
pus by source (Table 7) shows that model-vs-
gold agreement exceeds inter-model agreement
on Nazario (0.427 vs. 0.254), TExtPhish (0.510
vs. 0.391), and Enron (0.393 vs. 0.306). The
comparison with inter-annotator agreement varies
by source: models fall below annotators only on
TExtPhish, where annotation is easiest. Human
agreement also varies more across sources than
model agreement, so corpus difficulty may con-
tribute to the observed reversal; with only 33 or 34
emails per source, these estimates are uncertain.

Behaviour on legitimate mail. On the 34 legiti-
mate Enron emails (Table 8), models over-fire on
call to action and trust establishment. Claude and
Gemma respectively flag the latter on 47.1% and
55.9% of legitimate emails, against a human rate of
17.6%; at sub-label resolution, ordinary signature
blocks drive many legitimacy creation positives.

5 Conclusion

We evaluated an LLM-assisted process for
persuasion-intent annotation across synthetic phish-
ing, real-world phishing, and legitimate email. On
DIDECO, models agree more with one another

than with human gold, whereas this pattern does
not hold on the real-world corpus. On the human-
annotated corpus, reliability depends on label gran-
ularity: Claude Sonnet 4.5 and Gemma 3-27B ex-
ceed human agreement at the top level, but only
Claude exceeds the held-out benchmark across the
full taxonomy; Gemma also does so when sparse
sub-labels are excluded. Models over-fire on trust-
related categories in legitimate mail. These results
support treating LLM annotations as candidate la-
bels requiring human review, and reporting a held-
out human baseline beside model-vs-majority-vote
scores. Future work should test few-shot and agen-
tic prompting, local inference, and downstream
effects of shared biases.

We release the sub-label definitions, prompts,
and evaluation code, including scripts that build
the 100-email corpus.2
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B.1 Flat Strategy

System instruction: “Classify all explicit and im-
plicit intents present in this spear-phishing email
using the DIDECO taxonomy. EXPLICIT intents
(Speech Act Theory): mark True only when clear
textual evidence supports the category. IMPLICIT
intents (Ferreira & Teles 2019 framework): ap-
ply strict criteria. Human IAA on implicit cate-
gories is κ = 0.111, reflecting genuine difficulty.
Only annotate when specific mechanism evidence
is present. Surface-level professional language
does NOT qualify.”

Input field: email_text — full email text to
classify.

Output fields (one boolean per top-level cate-
gory):

• information_manipulation (1.1) —
direct requests for data or credentials, or in-
structions to manage system access

• resource_acquisition (1.2) — re-
quests for money or bank details (direct), or
gift cards, admin rights, or equipment (indi-
rect)

• trust_establishment (1.3) — sender
asserts identity or role, or invokes a known
organisation, brand, or official process

• call_to_action (1.4) — an explicit im-
mediate action instruction, or a preparatory
step for a future action

• authority (2.1) — exploits hierarchical au-
thority, uses credentials directively, or implies
consequences for non-compliance

• social_proof (2.2) — herd mentality
(“everyone did X”), diffusion of responsibility
(“all employees”), or moral duty (compliance
protects others)

• liking_similarity_deception
(2.3) — general deception (fabricated scenar-
ios), deceptive relationships (fake prior bond),
or liking/similarity (shared traits exploited for
rapport)

• distraction (2.4) — scarcity
(time/resource urgency), overloading,
strong affect (fear, alarm, excitement), or
need and greed (exceptional reward appeal)

• commitment_integrity_
reciprocation (2.5) — integrity
signal (sender claims honesty), consistency
(invokes past behaviour or role), commitment
(obligation/coercion), or reciprocation (prior
favour creates debt)

B.2 Hierarchical Strategy
Step 1: Explicit intents. System instruction:
“Classify explicit intents in this email using the
DIDECO taxonomy, grounded in Speech Act
Theory (Searle, 1969). Explicit intents are directly
expressed communicative goals. Mark True
only when clear textual evidence supports the
category.” Input fields: definitions (the
full explicit-intent definition block, including
criteria and worked examples for each sub-
label) and email_text. Output fields are
the same four explicit categories as in the flat
strategy (information_manipulation,
resource_acquisition,
trust_establishment,
call_to_action), with identical field
descriptions.

Step 2: Implicit intents. System instruction:
“Classify implicit intents in this email using the
DIDECO taxonomy (Ferreira & Teles 2019 frame-
work, synthesising Cialdini 1993, Gragg 2003, Sta-
jano & Wilson 2011). Implicit intents are psy-
chological persuasion mechanisms that influence
behaviour indirectly, without stating the manip-
ulation explicitly. STRICT ANNOTATION: hu-
man IAA on these categories was κ = 0.111,
reflecting genuine difficulty. Apply conserva-
tive criteria, only annotate when specific mech-
anism evidence is present. Surface-level profes-
sional language does NOT qualify.” Input fields:
definitions (the full implicit-intent definition
block) and email_text. Output fields are the
same five implicit categories as in the flat strategy,
with identical descriptions.

Step 3: Sub-labels. System instruction: “As-
sign fine-grained sub-labels for the active high-
level categories. Only classify sub-labels be-
longing to categories already confirmed True
above.” Input fields: rules (sub-label assign-
ment rules per category), email_text, and
active_categories (a comma-separated list
of the top-level categories confirmed True in Steps
1–2). Output fields are 23 booleans, one per sub-
label, each described by a short phrase, for example:
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scarcity_time (“deadline, urgency marker,
time limit”), deceptive_relationships
(“fake prior relationship, fabricated referral,
false familiarity”), or reciprocation (“prior
favour/service creates felt obligation to return it”).

B.3 Sub-Label Strategy

The evaluation in Section 4 uses a separate single-
pass signature over all 23 sub-labels. Unlike the
two strategies above, its instruction does not de-
scribe the input as a phishing email, since the cor-
pus mixes phishing and legitimate mail. System in-
struction: “Annotate this email using the DIDECO
persuasion intent taxonomy. Answer True or False
for each sub-label based on textual evidence only.
EXPLICIT INTENTS (Speech Act Theory — di-
rectly expressed communicative goals): mark True
only when clear textual evidence supports the sub-
label. Default to False if uncertain. IMPLICIT IN-
TENTS (Cialdini 1993 via Ferreira & Teles 2019
— psychological persuasion): apply STRICT cri-
teria. Only annotate when specific mechanism ev-
idence is present. Surface-level professional lan-
guage does NOT qualify. Human IAA on implicit
categories is κ = 0.111 — be conservative.”

Each of the 23 output fields carries a de-
scription with a positive and a negative exam-
ple, mirroring the revised annotation guidelines.
For instance, information_gathering is de-
scribed as “1.1.1 — Direct or indirect requests for
data, credentials, or identity confirmation. YES:
‘Can you confirm your banking details?’, ‘Click
here to verify your identity’. NO: mentioning infor-
mation in passing, providing info without request-
ing it.” The full set of 23 descriptions is in the
released code.

B.4 Worked Example

The following illustrates how both strategies anno-
tate the same email:

“Your account has been locked due to suspicious
activity. Click here to verify your identity imme-
diately to prevent permanent suspension.”

Expected explicit labels:
information_manipulation (identity
verification request), call_to_action (click
here immediately). Expected implicit labels:
authority (institutional tone, consequence of
non-compliance), distraction (time scarcity:
“immediately”; strong affect: fear of permanent
suspension).

Table 4: Overview of the three experiments. The model
set differs across corpora for cost reasons, so numbers
are comparable within a row, not across rows.

Corpus Models Human labels What is measured

DIDECO,
60 synthetic
emails

GPT-4o,
Claude Sonnet
4.5, Llama
3.3-70B

Yes, 6 annota-
tors, majority
vote

Model vs. gold, and
model vs. model, at
top level

Nazario, 120
real emails

GPT-4o,
Claude Haiku
4.5, Llama
3.3-70B

No Model vs. model
only: consistency,
not correctness

Mixed, 100
real emails
(Nazario,
TExtPhish,
Enron)

Claude Sonnet
4.5, Gemma 3-
27B, Qwen 2.5-
7B

Yes, 3 annota-
tors, majority
vote

Model vs. gold at
top level and sub-
label level, against
a held-out human
benchmark

C Inference Settings

All calls go through OpenRouter with DSPy-
enforced structured boolean output, temperature
0.0, and no retries on parse failure; runs with a
parse failure are discarded and re-issued. Table 5
lists the routes. †The route for the DIDECO Claude
run was not logged at the time; we report the iden-
tifier used by the sub-label run, which the output
filenames and the shared model configuration indi-
cate is the same, but we could not verify it after the
fact. The DIDECO hierarchical runs were issued
on 2026-05-29 and the flat runs on 2026-06-01, so
the two strategies in Table 1 were not run in the
same session.

Table 5: OpenRouter routes per experiment. DIDECO
and Nazario were run on 2026-06-01, the mixed corpus
on 2026-06-09.

Model Route (OpenRouter)

DIDECO, 60 emails
GPT-4o openai/gpt-4o
Claude Sonnet 4.5 anthropic/claude-sonnet-4-5†

Llama 3.3-70B meta-llama/llama-3.3-70b-instruct

Nazario, 120 emails
GPT-4o openai/gpt-4o
Claude Haiku 4.5 anthropic/claude-haiku-4-5
Llama 3.3-70B meta-llama/llama-3.3-70b-instruct

Mixed corpus, 100 emails
Claude Sonnet 4.5 anthropic/claude-sonnet-4-5
Gemma 3-27B google/gemma-3-27b-it
Qwen 2.5-7B qwen/qwen-2.5-7b-instruct

D Per-Sub-Label Agreement

Table 9 gives κ for each of the 23 sub-labels against
the three-annotator majority gold, together with
gold prevalence. The nine sub-labels marked ∗ fall
below five positive instances; two of them have
none, so no model comparison on them is infor-
mative. Agreement is high on frequent, lexically
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Table 6: Sub-label κ over all 23 sub-labels and over the
14 with at least five positive instances in the gold stan-
dard. Nine sparse sub-labels contribute values that are
near zero or undefined, so the all-23 column understates
agreement. The ordering between the models and the
human average is unchanged, but the held-out bench-
mark is not: recomputed over the 14 labels it rises to
0.393 (unanimous) and 0.493 (either), which Gemma
also clears.

Comparison all 23 14 labels

Claude Sonnet 4.5 0.469 0.632
Gemma 3-27B 0.372 0.585
Qwen 2.5-7B 0.232 0.351

Human-human avg 0.349 0.450
LLM-LLM avg 0.269 0.410

Table 7: Sub-label κ within each source corpus, over
the 14 sub-labels with adequate prevalence. Inter-model
agreement is below agreement with the gold in all three
sources; it falls below inter-annotator agreement only
on TExtPhish.

Source n hum.–
hum.

LLM–
LLM

avg vs.
gold

Nazario 33 0.225 0.254 0.427
TExtPhish 33 0.539 0.391 0.510
Enron 34 0.280 0.306 0.393

marked sub-labels such as direct financial gain,
scarcity and strong affect, and low on overload-
ing and information control, where annotators also
disagree.

E Annotation Tool

Human annotations were collected with a purpose-
built command-line tool (implemented in Go) that
presents one email at a time alongside all 23 sub-
label questions, grouped by their parent category.
For each sub-label, the tool shows the category
definition and one positive and one negative exam-
ple drawn from the revised guidelines. Annotators
record a binary judgement (present or absent) for
each sub-label; top-level category labels are derived
automatically by disjunction over their sub-labels
and are not entered directly. Sessions are saved
incrementally and can be resumed, and each anno-
tator’s responses are stored independently to avoid
cross-contamination before majority voting. The
tool, the guideline text shown to annotators, and
the underlying email corpus are all included in the
data release described in Section 4.

Table 8: Positive rate (%) on the 34 legitimate Enron
emails, human majority gold vs. each model, at top-
level resolution, with the false-positive rate on legitimate
vs. phishing emails in parentheses for the two stronger
models. Over-firing on legitimate mail is concentrated
in trust establishment and call to action.

Category gold Claude Gemma Qwen

information manipulation 20.6 8.8 (0/8) 23.5 (15/45) 2.9
resource acquisition 2.9 5.9 (3/19) 2.9 (0/0) 0.0
trust establishment 17.6 47.1 (36/35) 55.9 (50/0) 20.6
call to action 44.1 70.6 (47/20) 50.0 (11/0) 32.4
authority 11.8 11.8 (0/12) 17.6 (7/4) 14.7
social proof 5.9 17.6 (19/0) 5.9 (6/2) 5.9
liking, similarity, deception 2.9 0.0 (0/56) 0.0 (0/11) 0.0
distraction 29.4 29.4 (12/8) 35.3 (12/17) 8.8
commitment, integrity, recip. 26.5 14.7 (8/6) 14.7 (0/0) 0.0

Table 9: Per-sub-label κ against the three-annotator ma-
jority gold, with gold prevalence out of 100 emails. ∗

marks the nine sub-labels below the prevalence thresh-
old of five; “–” marks a comparison in which no variance
is present and κ is undefined. The human column is the
mean over annotator pairs.

Sub-label prev. Claude Gemma Qwen human

Explicit
information gathering 19 0.647 0.319 0.233 0.265
information control 8 0.457 -0.056 0.174 0.123
direct financial gain 34 0.935 0.978 0.864 0.880
indirect resource acquisition∗ 1 0.273 0.000 0.000 0.163
identity establishment∗ 3 0.147 0.370 0.492 0.538
legitimacy creation 34 0.680 0.644 0.526 0.104
direct action requests 72 0.788 0.844 0.660 0.461
indirect action facilitation 12 0.559 0.530 0.000 0.102

Implicit
authority 44 0.774 0.689 0.110 0.534
herd mentality∗ 0 – 0.000 – -0.008
diffusion of responsibility∗ 2 -0.031 0.000 0.000 0.140
moral duty 9 0.185 0.497 0.430 0.318
general deception 48 0.801 0.717 0.553 0.660
deceptive relationships∗ 2 0.310 -0.029 0.000 0.092
liking and similarity∗ 1 0.000 0.000 0.000 0.045
scarcity 45 0.840 0.838 0.623 0.696
overloading 24 0.178 0.240 0.000 0.363
strong affect 57 0.899 0.820 0.506 0.714
need and greed∗ 4 0.740 0.022 -0.074 0.702
integrity∗ 0 0.000 0.000 – -0.022
consistency 5 0.322 0.322 0.000 0.362
commitment 53 0.782 0.802 0.234 0.723
reciprocation∗ 1 0.492 0.000 0.000 0.070
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