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Abstract

Warning: this paper contains offensive lan-
guage.

Phonetic cloaking, the deliberate use of homo-
phones, Pinyin, and numeric substitutions to
disguise toxic content, poses a persistent chal-
lenge to Chinese toxic language detection. Ex-
isting work mainly relies on rule-based syn-
thetic perturbations for benchmark evaluation,
leaving uncertain how well such results trans-
fer to naturally occurring cloaking. We present
a controlled evaluation of fine-tuned encoders
on PCR-ToxiCN, a dataset of naturally occur-
ring, phonetically cloaked Chinese posts. Fine-
tuning ChineseBERT and RoBERTa-wwm-ext
on the CNTP synthetic perturbation dataset,
we quantify synthetic-to-real performance gaps
across four cloaking strategies. Synthetic
perturbation training produces consistent but
limited improvements, with diminishing re-
turns as perturbation coverage expands. Hanzi
(Chinese-character) replacement remains con-
sistently difficult for both encoders, and few-
shot fine-tuning on roughly 50 real examples
provides only marginal improvement. The few-
shot experiment, however, cannot distinguish
representation limits from data scarcity or sam-
pling effects. Overall, our findings caution
against equating synthetic benchmark perfor-
mance with real-world robustness.

1 Introduction

Social media enables large-scale public expression,
but it also exposes users to toxic language, harass-
ment, and cyberbullying. In 2023, 23-year-old Chi-
nese woman Linghua Zheng committed suicide
after enduring six months of intense stigmatiza-
tion and cyberbullying merely for posting a photo
of her pink hair online (De Pacina, 2023). The
case illustrates the potential harms of toxic online
environments and the need for effective modera-
tion. Consequently, Natural Language Processing
(NLP) research has increasingly addressed auto-

matic toxic-language detection across languages,
including Vietnamese (Nguyen et al., 2021), Chi-
nese (Lu et al., 2023), Arabic (Mubarak et al.,
2020), Korean (Jeong et al., 2022; Park et al., 2023),
Turkish (Çöltekin, 2020), and Danish (Sigurbergs-
son and Derczynski, 2020).

Automatic detection of toxic language is cen-
tral to content moderation at scale (Nobata et al.,
2016). In the Chinese online environment, this
task is persistently undermined by phonetic cloak-
ing: users substitute offensive characters with ho-
mophones, Pinyin spellings, or phonetically simi-
lar digits, producing text that evades lexical filters
while remaining perfectly understandable to human
readers (Xiao et al., 2024; Guo et al., 2025).

The research community has focused primarily
on synthetic perturbation. Datasets such as Tox-
iCloakCN (Xiao et al., 2024) and CNTP (Yang
et al., 2025) apply rule-based transformations (ho-
mophone swaps, Pinyin conversion, emoji substi-
tution, etc.) to existing toxic corpora, generating
large-scale training and evaluation data. Following
prior work (Xiao et al., 2024; Guo et al., 2025),
we refer to such rule-generated perturbations as
synthetic, in contrast to naturally occurring cloak-
ing produced by real users. Though this method
is scalable and reproducible, it carries a structural
weakness. Models are both trained and evaluated
on perturbations generated by the same family of
rules. Whether performance on such benchmarks
reflects robustness to the cloaking that real users
produce has remained an open question.

The recent release of PCR-ToxiCN (Guo et al.,
2025), a dataset of 500 naturally occurring, pho-
netically cloaked posts collected from the Chinese
social platform Xiaohongshu (RedNote), makes
this question empirically answerable. Its authors
benchmarked state-of-the-art LLMs and found the
best model (o3-mini) reaching 0.672 positive-class
F1 on the balanced binary offensive/non-offensive
task. However, while recent benchmarks increas-
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ingly focus on evaluating large language models
(Xiao et al., 2024), the behavior of fine-tuned en-
coders, which are standard supervised baselines in
this domain, remains under-explored under real-
world cloaking.

Thus, we fine-tune two representative Chinese
encoders, ChineseBERT (Sun et al., 2021) and
RoBERTa-wwm-ext (Cui et al., 2021), on the
CNTP (Yang et al., 2025) synthetic perturba-
tion dataset, and evaluate them on PCR-ToxiCN
across its four cloaking strategies: Hanzi (Chinese-
character) replacement (HR), alphabet replacement
(AR), numeric replacement (NR), and mixed re-
placement (MR). Our paper aims to address three
questions:

• RQ1: How well do encoders trained on un-
perturbed toxic text transfer to real-world pho-
netic cloaking?

• RQ2: Does expanding the coverage of syn-
thetic perturbation types systematically im-
prove real-world transfer?

• RQ3: What are the empirical gains of intro-
ducing a minor portion of naturally occurring
cloaked data during fine-tuning?

Our findings are largely negative. For RoBERTa,
adding CNTP’s homophone-substitution augmen-
tation captures nearly all of the gain from syn-
thetic perturbation training, while adding the
seven remaining CNTP types—Pinyin initials, full
Pinyin, emoji substitution, character decomposi-
tion, radical substitution, character swapping, and
traditional-script conversion—yields no consistent
improvement. ChineseBERT improves more grad-
ually but never surpasses RoBERTa. HR, the most
frequent strategy in PCR-ToxiCN, yields the lowest
detection F1 under most configurations. Augment-
ing training with a stratified 10% sample of real
cloaked posts (approximately 50 examples) yields
only a marginal gain (at most +0.03 overall F1).
This pattern is consistent with a remaining repre-
sentation mismatch, but it does not rule out data
scarcity or dataset-sampling effects.

2 Background

Phonetic cloaking taxonomy. We adopt the
four-way surface-form taxonomy of Guo et al.
(2025). HR (Hanzi replacement) substitutes an
offensive character with a homophonous or near-
homophonous character. AR (alphabet replace-
ment) rewrites characters in Latin script, ranging

CNTP type PCR strategy Coverage

Homophone HR partial
Pinyin initials AR partial
Full Pinyin AR partial
Emoji, Decomp., Radical, — noneSwap, Traditional
— NR none
— MR none

Table 1: Correspondence between CNTP synthetic per-
turbation types and PCR-ToxiCN real-world cloaking
strategies.

from Pinyin initials and full Pinyin to English
words with similar pronunciation. NR (numeric re-
placement) uses Arabic digits whose Chinese read-
ings approximate the target syllable. MR (mixed re-
placement) combines two or more strategies within
a single expression, requiring the reader to switch
decoding modes mid-phrase.

Datasets. ToxiCN (Lu et al., 2023) is a bench-
mark of 12,011 Chinese posts collected from Zhihu
and Tieba between June 2021 and November 2022
and annotated for toxicity across topics on gen-
der, race, region, and LGBTQ. CNTP (Yang et al.,
2025) derives from ToxiCN. It selects a subset of
toxic and non-toxic sentences (the base set) and
applies eight rule-based perturbations to the toxic
sentences: homophone substitution, Pinyin initials,
full Pinyin, emoji substitution, character decom-
position, radical substitution, character swapping,
and traditional-script conversion. PCR-ToxiCN
(Guo et al., 2025) is independently curated from
RedNote rather than sampled from ToxiCN. Its au-
thors manually collected candidate posts under the
four-way PCR taxonomy, filtered noisy or context-
dependent cases, and retained a balanced set of 500
posts (250 offensive, 250 non-offensive): HR (352),
AR (87), NR (32), and MR (29).

Coverage correspondence. The synthetic and
real taxonomies align only partially (Table 1).
CNTP’s homophone perturbation corresponds to
HR, and its two Pinyin perturbations to AR.
Real AR, however, also includes English near-
homophones and placeholder letters that no CNTP
rule generates. NR and MR have no synthetic coun-
terpart at all. This asymmetry is central to our
analysis (Section 6).

3 Related Work

Chinese toxic language detection. COLD
(Deng et al., 2022) established an early large-scale
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benchmark. ToxiCN (Lu et al., 2023) extended cov-
erage to implicit toxicity with a hierarchical taxon-
omy. Fine-tuned encoders, particularly RoBERTa-
wwm-ext (Cui et al., 2021), are standard supervised
baselines throughout this literature. ChineseBERT
(Sun et al., 2021) incorporates Pinyin and glyph
embeddings into pre-training, making it a natural
candidate for testing whether explicit pronuncia-
tion features improve robustness to phonetic cloak-
ing. Offensive-language detection has also been
studied in other non-Latin-script languages. For
Korean, benchmark studies show that pretrained
encoders can perform effectively on general offen-
siveness detection, while more implicit and fine-
grained offensive expressions remain substantially
more challenging (Jeong et al., 2022; Park et al.,
2023). Chinese phonetic cloaking introduces a dif-
ferent source of difficulty: the intended offensive
expression is preserved while its surface form is
deliberately altered.

Robustness to cloaking perturbations. Toxi-
CloakCN (Xiao et al., 2024) demonstrated that ho-
mophone and emoji perturbations sharply degrade
detection performance. CNTP (Yang et al., 2025)
expanded rule-based perturbation coverage to eight
types and benchmarked LLMs under zero-shot, in-
context, and supervised settings. Both works gen-
erate their evaluation data with rules, leaving open
how models fare against human-crafted cloaking.

Real-world evaluation. Guo et al. (2025) intro-
duced PCR-ToxiCN and showed that state-of-the-
art LLMs, including reasoning models, perform
poorly on it, with chain-of-thought prompting fur-
ther degrading results. Their evaluation covers only
prompted LLMs, while ours is complementary, cov-
ering the fine-tuned encoder paradigm that domi-
nates prior supervised work.

4 Experimental Setup

4.1 Data

All experiments draw on a unified pool built from
CNTP and PCR-ToxiCN. Training data comes ex-
clusively from CNTP, while PCR-ToxiCN is re-
served for evaluation, except in the few-shot condi-
tion of §5.3.

CNTP base. The base set contains 2,533 toxic
and 2,696 non-toxic sentences drawn from ToxiCN.
It provides the fundamental toxic/non-toxic signal
in every training configuration. Perturbation sets

are always added on top of it, never used alone,
because CNTP generates perturbed variants only
from toxic source sentences and therefore contains
no synthetic non-toxic perturbation examples. Im-
portantly, phonetic replacement is not itself a tox-
icity label: PCR-ToxiCN contains non-offensive
PCR instances as well (Guo et al., 2025). We dis-
cuss the implications of this mismatch further in
the Limitations section.

CNTP perturbations. Each of the eight pertur-
bation types contains roughly 2,500 perturbed vari-
ants of the toxic base sentences (all labeled toxic).
We align every perturbed variant back to its source
sentence via ToxiCN sentence identifiers, recover-
ing alignment through exact source-text matching
where identifiers were inconsistent across files.

Splits. We split at the level of source-sentence
identifiers, stratified by label (70/10/20
train/validation/test, seed 42). All perturbed
variants inherit the split of their source sentence,
so no sentence appears in different splits under
different surface forms, eliminating leakage
between training and validation.

PCR-ToxiCN. For RQ1 and RQ2, all 500 PCR-
ToxiCN instances are held out for evaluation and
reported both overall and per strategy. RQ3 is the
only exception: a stratified 10% is added to training
and evaluation uses the remaining 90%.

4.2 Models and Training

We fine-tune ChineseBERT-base (Sun et al.,
2021), whose Pinyin embeddings make it the
natural candidate for phonetic robustness, and
RoBERTa-wwm-ext (Cui et al., 2021), the stan-
dard baseline in prior work. Both receive a ran-
domly initialized binary classification head.

Training uses AdamW (learning rate 2× 10−5,
weight decay 0.01), batch size 32, maximum se-
quence length 128, and up to 10 epochs with early
stopping (patience 3) on validation F1. Because per-
turbation sets contain only toxic samples, stacking
multiple types skews the label distribution, so we
use a weighted random sampler to approximately
balance class sampling during training. All results
are averaged over five random seeds and reported
as mean ± standard deviation.

4.3 Evaluation

Following Guo et al. (2025), we report positive-
class (toxic) F1 as the primary metric, along-

340



Hyperparameter Value

Optimizer AdamW
Learning rate 2× 10−5

Weight decay 0.01
Batch size 32
Maximum length 128
Maximum epochs 10
Early stopping patience 3
Random seeds 5

Table 2: Training settings used for both encoders.

side precision and recall. This makes our num-
bers directly comparable to their balanced binary
offensive/non-offensive LLM benchmark, where
the best model reaches 0.672 F1. For key com-
parisons, we additionally report two-sided paired
t-tests over the five seed-level scores.

5 Results

5.1 RQ1: Zero-Perturbation Baseline

We first train both encoders on the CNTP base
alone (clean toxic and non-toxic text, no perturba-
tions) and evaluate on PCR-ToxiCN (Table 3, top
block).

Both models transfer poorly. RoBERTa reaches
0.531 overall F1 and ChineseBERT 0.509, far be-
low their in-domain validation performance (ap-
proximately 0.90). The per-strategy breakdown is
revealing: RoBERTa handles AR comparatively
well (0.795) but collapses on HR (0.415), the most
frequent real-world strategy. Across configurations,
precision consistently exceeds recall by a wide mar-
gin (e.g., 0.665 vs. 0.412 overall for RoBERTa at
seed 42), meaning cloaked toxic posts are over-
whelmingly misclassified as non-toxic, the same
false-negative failure mode Guo et al. (2025) ob-
served for LLMs.

Contrary to expectation, ChineseBERT’s Pinyin
embeddings confer no advantage: it trails
RoBERTa on every strategy, most severely on AR
(0.584 vs. 0.795). We return to this in Section 6.

5.2 RQ2: Perturbation Coverage Ablation

We next add perturbation types incrementally, or-
dered by their correspondence to real strategies: ho-
mophone (matching HR), then Pinyin initials and
full Pinyin (matching AR), then the five remaining
types with no real-world counterpart.

The results (Figure 1; Table 3, middle blocks)
show a sharp saturation pattern. For RoBERTa, the
single homophone perturbation delivers nearly the

Best LLM (0.672)

0.45

0.50

0.55

0.60

0.65

0.70

Base
only

+Homo +PY-Init +PY-Full All 8
types

CNTP perturbation types in training

P
C

R
-T

ox
iC

N
 O

ve
ra

ll 
F

1

RoBERTa-wwm-ext

ChineseBERT

Figure 1: Overall positive-class F1 on PCR-ToxiCN
as CNTP perturbation types are added incrementally.
Boxes show the distribution over five seeds, and the
dashed line marks the best prompted-LLM result from
Guo et al. (2025).

entire benefit: overall F1 rises from 0.531 to 0.607,
with HR improving from 0.415 to 0.533. NR and
MR also improve despite having no matched train-
ing signal, which may indicate that homophone
augmentation teaches a weak general cue that “sur-
face form may deviate from intent.” Every sub-
sequent addition yields flat or slightly negative
changes. The full eight-type setting (0.589) is
statistically indistinguishable from, and nominally
below, the one-type configuration (paired t-test,
p = 0.08), whereas the initial jump from base to
one type is highly significant (p < 0.001). Chine-
seBERT improves more gradually (0.509 → 0.587)
but never overtakes RoBERTa.

Two observations stand out. First, adding pertur-
bation types with no direct real-world counterpart
provides no consistent additional benefit, especially
for RoBERTa, supporting the practical relevance of
the correspondence asymmetry in Table 1. Second,
even the best-matched perturbation leaves HR far
below AR: rule-generated homophones appear to
capture only a narrow slice of the near-homophone
spectrum represented in real data.

5.3 RQ3: Few-Shot Real Data

Finally, we ask how much a small quantity of gen-
uine cloaked data helps. We move a stratified
10% of PCR-ToxiCN (approximately 50 instances)
into training alongside all eight CNTP perturbation
types, evaluating on the remaining 90%.

The gain is marginal: +0.026 overall F1 for
RoBERTa (0.589 → 0.615; paired t-test, p = 0.02)
and a non-significant +0.018 for ChineseBERT
(p = 0.36). Even with authentic examples of ev-
ery cloaking strategy present in training, neither
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Training config. Model Overall HR AR NR MR

Base only (RQ1) ChineseBERT .509±.052 .476±.073 .584±.018 .471±.066 .604±.061
RoBERTa .531±.016 .415±.026 .795±.017 .643±.024 .670±.027

+ 1 type (Homo) ChineseBERT .536±.037 .508±.054 .628±.046 .487±.042 .541±.044
RoBERTa .607±.014 .533±.022 .782±.026 .718±.042 .718±.024

+ 2 types (+PY-Init) ChineseBERT .566±.046 .489±.090 .708±.066 .499±.077 .734±.079
RoBERTa .605±.011 .522±.015 .776±.011 .712±.054 .707±.028

+ 3 types (+PY-Full) ChineseBERT .581±.058 .498±.094 .739±.024 .485±.102 .747±.025
RoBERTa .590±.011 .498±.009 .778±.014 .695±.029 .700±.012

+ 8 types (all) ChineseBERT .587±.019 .500±.020 .747±.019 .568±.045 .752±.014
RoBERTa .589±.011 .504±.013 .758±.019 .687±.032 .715±.011

+ Few-shot real (RQ3) ChineseBERT .605±.033 .532±.060 .738±.019 .573±.056 .755±.003
RoBERTa .615±.011 .539±.014 .779±.015 .707±.052 .712±.020

Best prompted LLM (Guo et al., 2025) .672 — — — —

Table 3: Positive-class F1 (mean ± std over 5 seeds) on PCR-ToxiCN, overall and per cloaking strategy. Configura-
tions add CNTP perturbation types incrementally on top of the CNTP base. The few-shot block adds a stratified
10% of PCR-ToxiCN to training (evaluation on the remaining 90%). Best encoder result per column in bold.

encoder approaches the best LLM result of 0.672,
and HR remains near 0.53.

Approximately 50 training examples cannot
cover the combinatorial space of real cloaking, and
the stratified subset is too small to determine how
performance would scale with hundreds or thou-
sands of authentic examples. The limited gain
therefore shows only that small-scale in-domain
augmentation is insufficient in our setting. It is con-
sistent with a representation mismatch, but does not
rule out data scarcity, collection bias, or train–test
distribution effects as alternative explanations.

6 Analysis

6.1 Why HR Is Systematically Hard

HR is the most frequent strategy in PCR-ToxiCN
(70%) and is consistently among the hardest con-
ditions (Figure 2). One plausible contributor is the
near-homophone spectrum (Guo et al., 2025): near-
homophones are substantially more common than
perfect homophones in PCR-ToxiCN, including
substitutions that differ in tone or other phonetic
components. Rule-based generation, in contrast,
relies on predefined transformation rules. Training
on such data may encourage memorization of lex-
ical correspondences without guaranteeing a gen-
eral notion of phonological similarity. When a real
post uses only an approximate phonetic neighbor,
those learned correspondences may therefore fail
to transfer.

6.2 The Pinyin Embedding Paradox

ChineseBERT’s Pinyin channel should, in prin-
ciple, make phonetic information more accessi-
ble. In practice, it underperforms RoBERTa across
the board (Figure 2, right panel). We conjecture
two contributing factors. First, ChineseBERT con-
verges noticeably more slowly in our setting (vali-
dation F1 plateaus near 0.79 vs. 0.90 for RoBERTa),
which may reflect greater data requirements for its
fused character-Pinyin-glyph input. Second, the
Pinyin embedding encodes the pronunciation of
the written character; in a cloaked post, that is
the substitute rather than the intended toxic form.
The Pinyin channel helps only if the model also
learns relations among similar-sounding syllables.
Our results therefore suggest that the available pho-
netic representation may be underutilized in this
fine-tuning setting, rather than proving that it is
intrinsically ineffective.

6.3 Error Patterns

Following WOAH data policy, we illustrate error
patterns with synthetic reconstructions that pre-
serve the structure of real failures without reproduc-
ing user content. Offensive morphemes are masked
throughout.

Near-homophone HR (missed). A post replaces
one character of a two-character insult with a same-
initial, different-tone everyday character, roughly
the equivalent of writing “s*lly” with an innocuous
word that merely sounds similar. Both models read
the surface form literally and predict non-toxic.
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0.531 0.415 0.795 0.643 0.670

0.607 0.533 0.782 0.718 0.718

0.605 0.522 0.776 0.712 0.707

0.590 0.498 0.778 0.695 0.700

0.589 0.504 0.758 0.687 0.715

0.615 0.539 0.779 0.707 0.712

0.509 0.476 0.584 0.471 0.604

0.536 0.508 0.628 0.487 0.541

0.566 0.489 0.708 0.499 0.734

0.581 0.498 0.739 0.485 0.747

0.587 0.500 0.747 0.568 0.752

0.605 0.532 0.738 0.573 0.755

RoBERTa-wwm-ext ChineseBERT

Overall HR AR NR MR Overall HR AR NR MR

+Few-shot

All 8 types

+PY-Full

+PY-Init

+Homo

Base only

F1

0.4
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0.6
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0.8

Figure 2: Positive-class F1 (mean over five seeds) across training configurations and PCR-ToxiCN cloaking
strategies. The persistently red HR column illustrates its systematic difficulty, and the near-constant rows below
+Homo for RoBERTa visualize the saturation effect.

The substitution is invisible without phonological
reasoning.

English-homophone AR (missed). A post em-
beds an English word whose pronunciation approxi-
mates a Chinese vulgarity. No CNTP rule produces
English near-homophones, and both models miss
such cases, illustrating that real AR is broader than
its synthetic counterpart.

Compositional MR. A post combines a digit
substitution with a homophone inside one two-
character expression, requiring two decoding strate-
gies simultaneously. Models frequently fail on the
cloaked span, yet MR nevertheless scores above
HR in Table 3, which we attribute to MR posts
carrying more residual toxic context outside the
cloaked span.

6.4 Encoders vs. LLMs

Our best encoder configuration (0.615) trails the
best prompted LLM (0.672), and no configuration
closes the gap. Combined with the finding of Guo
et al. (2025) that LLMs themselves perform poorly
and that Pinyin-augmented prompting recovers part
of the loss, the results are consistent with a need for
stronger handling of phonological relations. Our
experiments do not, however, isolate representa-
tion limits from data scarcity or sampling effects.
For encoders specifically, RQ3 shows that approx-
imately 50 real examples are insufficient to close
the gap in our setting.

7 Conclusion

We presented a controlled evaluation of fine-tuned
encoders on real-world Chinese phonetic cloak-
ing, using CNTP for synthetic training and PCR-
ToxiCN for evaluation. Synthetic perturbation
training helps, but its gains saturate quickly for
RoBERTa and remain limited overall. Hanzi re-
placement remains consistently difficult, Pinyin-
aware pre-training provides no measurable advan-
tage in our setting, and adding approximately 50
real examples yields only marginal improvement.
Together with Guo et al. (2025), our results indicate
that rule-based synthetic benchmarks can overstate
robustness to naturally occurring cloaking. Eval-
uating on real user-produced data is therefore im-
portant for measuring progress, while larger and
more representative real-data studies are needed to
determine how much of the remaining gap is at-
tributable to model representation versus data and
sampling.

Limitations

Our study inherits the scale limitations of PCR-
ToxiCN: with only 32 NR and 29 MR instances,
per-strategy results for these categories carry wide
uncertainty, and we caution against strong conclu-
sions from their point estimates. The few-shot con-
dition of RQ3 uses approximately 50 real training
instances; this is sufficient only to test a small-
data regime and does not justify concluding that
data quantity is irrelevant. Larger real-data budgets
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could yield substantially different results.
PCR-ToxiCN is independently curated from Red-

Note and deliberately balanced to 250 offensive and
250 non-offensive instances (Guo et al., 2025). Its
taxonomy-guided collection and balancing make it
suitable as a targeted benchmark, but they may also
introduce sampling or distributional biases. Our
experiments do not isolate such effects from the
difficulty of real-world perturbations. In addition,
phonetic replacement can occur in non-offensive
language, whereas CNTP generates synthetic per-
turbations only from toxic source sentences. Conse-
quently, models may partially exploit correlations
between “being perturbed” and toxicity that would
not hold in unrestricted social-media data.

Our conclusions concern rule-based synthetic
perturbation; LLM-generated adversarial cloaking
may transfer differently and merits separate inves-
tigation. Finally, we evaluate only ChineseBERT-
base and RoBERTa-wwm-ext. Future work should
test additional Chinese encoders and larger variants
such as ChineseBERT-large before generalizing the
architectural conclusions beyond the two models
studied here.

Ethical Considerations

This work uses only pre-existing, publicly released
research datasets (ToxiCN, CNTP, PCR-ToxiCN)
under their respective licenses. We collected no
new user data. Illustrative examples in §6 are syn-
thetic reconstructions that preserve linguistic struc-
ture without reproducing any user’s post, and offen-
sive morphemes are masked, in line with WOAH
data policies. Detection research on cloaked toxic-
ity is dual-use: analyses of model blind spots could
in principle inform evasion. We judge the marginal
risk low, since the cloaking strategies discussed are
already publicly documented in the source datasets,
while the moderation benefit of understanding these
blind spots is substantial.
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