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Abstract

In this paper, I propose the RSD framework
for computational detection of covert harm-
ful online behaviors. The framework’s three
dimensions of Repetition, Severity and Disre-
gard are used together to assess the harmful-
ness of norm-violating behaviors. These are
observable and operationalizable dimensions
that aim to support computational detection,
enabling evidence-based identification of harm-
ful behavior in conjunction with community
norms. While the computational detection of
overt harmful behaviors like aggression and
hate speech has received a lot of attention,
covert harmful behaviors like trolling have been
much more challenging to identify. I argue that
covert behaviors can be traced by models that
examine norm violations crossing the thresh-
olds of the dimensions of RSD.

1 Introduction

Computational detection of online harms has been
an important growing area of research over the past
decade. However, it has become clear that online
harms often assume covert, hidden forms of abuse
that elude detection (Herring et al., 2002; Hardaker,
2010). Actors intending to implicate harm also con-
stantly come up with novel ways to evade existing
detection methods, and new strategies to sow dis-
cord online (Gröndahl et al., 2018). Although there
has been steady advancement in methods over the
years, elusive and covert strategies for implicating
harm pose a significant challenge within the realm
of computational detection.

By covert harms, I refer to behaviors that exploit
indirect or hidden strategies to disrupt conversa-
tions or spaces, to sow discord, harass, exploit or
deceive, harm or manipulate an individual or a
group. These may encompass – but are not limited
to – trolling, disinformation dissemination, covert
harassment, manipulation, gas-lighting and and on-
line deception. By harm, more specifically, here

I refer to emotional, psychological or relational
harms (Scheuerman et al., 2021): violations that
threaten the autonomy or consent, privacy or well-
being of an individual or group (Banko et al., 2020).

The disinformation campaigns and trolling that
have flooded online spaces after 2014 have lever-
aged covert strategies to manipulate and disrupt on-
line conversations and public opinion (Bennett and
Livingston, 2018; Francois and Lin, 2021; Badawy
et al., 2018). Since then, online spaces have in-
creasingly been increasingly targeted with attempts
to manipulate public opinion with regard to polit-
ical and societal issues. Current disinformation
research highlights the ‘liquid’ character of con-
stantly evolving disinformation tactics which is
why unmasking them is extremely difficult (Fer-
reira, 2022). This complexity is exacerbated by the
deceptive use of machine learning and generative
AI for the creation and amplification of dis- and
misinformation (Zagni and Canetta, 2023). While
these phenomena have drawn attention to how cru-
cial it is to develop both regulation and detection
methods to mitigate such coordinated manipula-
tion, they also often exploit covert strategies that
require a novel set of methods to detect.

While coordinated online mass manipulation is
a relatively new phenomenon, the strategies of in-
fluence are not. The campaigns often exploit sim-
ilar strategies of communication and interaction
as other fore-mentioned covert harmful behaviors,
for example strategic digression of conversation
(Paakki et al., 2021, 2024; Hardaker, 2013). I high-
light that for the detection of covert online harms,
there is a need to understand and explicate the ways
in which covert harmful behaviors violate manners
of constructive communication or interaction, i.e.
how they violate social norms. In essence, this re-
quires context-driven definition of the social norms
central to a community or space to break down
the ways in which these norms might be violated,
and thus what constitutes harmful behavior in said
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context.
Traditionally the focus of computational detec-

tion approaches has been more on the overt end of
the spectrum of online harms, such as verbal ag-
gression and hatespeech (Albladi et al., 2025). The
challenge we face with especially the more covert
forms of online harms is that they employ a con-
stantly changing set of strategies, which elude com-
putational models and definitions (Ferreira, 2022).

I argue that the field could benefit from frame-
works that address this dynamic nature of online
harms. I discuss key issues related to 1.) definition
of covert harmful online behaviors, 2.) norm vio-
lation based identification of their features, and 3.)
contextual definition and detection of ’harm’.

The contribution of this paper is to outline the
RSD framework for computational detection of
covert online harms, consisting of three dimen-
sions: Repetition, Severity and Disregard. I theo-
rize that a common feature of covert harmful be-
haviors is that they violate social norms in covert
ways, utilizing deception and manipulation. I argue
that examining social norm violations in relation
to the three dimensions of RSD can help improve
their computational detection. Assessing norm vio-
lations from the perspective of Repetition, Severity
and Disregard can help define thresholds for what
is considered harmful behavior. The dimensions
can also help develop more refined models that can
discern between non-harmful and harmful covert
norm violations.

2 Literature review

In this section, I will first describe earlier ap-
proaches to the computational detection of harmful
online behaviors, and then I will provide a sum-
mary of some of the key theoretical approaches to
the related behaviors.

2.1 Computational detection of online harms

Online harms may encompass a range of different
phenomena. Here, I focus on harmful behaviors
in particular: these may encompass, but are not
limited to, aggression, cyberbullying, hate speech,
trolling, disinformation dissemination and decep-
tion.

Computational detection of harmful online be-
haviors has traditionally concentrated on more
overt behaviors like (verbal) aggression, which is
characterized by aggressive or offensive, vulgar or
rude language (Hamilton, 2012). Online aggres-

sion, in fact, has been widely studied, and effec-
tively detected using computational models (see
e.g., Chatzakou et al., 2017; Nobata et al., 2016;
Wang and Cardie, 2014; Razavi et al., 2010). Ar-
guably, when compared to covert behaviors, this is
an easier task to automate as models can be based
on the identification of explicit word use or other
linguistic features that are overtly and readily iden-
tifiable in communication. Online aggression has
been identified in earlier work by investigating sen-
timent or offensive or taboo words present in mes-
sages (Razavi et al., 2010; Sood et al., 2012), other
linguistic features (Sahana et al., 2020), impolite-
ness (Zhang et al., 2018), or ad hominem attacks
(Zhang et al., 2018). Others have used deep learn-
ing, neural networks and LMs/LLMs to detect ag-
gression based on its textual features (Aroyehun
and Gelbukh, 2018; Kumar et al., 2018; Risch and
Krestel, 2020; Zampieri et al., 2019).

Hate speech detection is similarly a widely stud-
ied topic: early studies approached it by using (lin-
guistic) feature-based classifiers and classic ma-
chine learning (ML), like SVM (Albladi et al.,
2025; Malik et al., 2022), later attempts using deep
learning and transformers (Ramos et al., 2024;
MacAvaney et al., 2019), and hybrid methods
(Zhou et al., 2020). Hate speech detection, like ag-
gression detection, is usually framed as a text classi-
fication problem (Fortuna and Nunes, 2018; Mullah
and Zainon, 2021; Rawat et al., 2024). Rule and
keyword-based methods have been widely used,
but they tend to miss subtle, indirect, or context-
dependent hate speech (Albladi et al., 2025).

Early cyberbullying detection has also tradition-
ally relied on rule-based systems, linguistic text
features and classical machine learning (Hee et al.,
2018; Salawu et al., 2020). Later approaches have
employed deep learning, transformers or hybrid
models (Dadvar and Eckert, 2020; Chatzakou et al.,
2017). Across studies, supervised text classifi-
cation is a dominant approach, but more recent
stronger systems examine user, network, and so-
cial media features (Chatzakou et al., 2017, 2019;
Bozyigit et al., 2021), and social behavior (Ziems
et al., 2020).

Covert harmful behaviors have received less at-
tention in computational detections, likely because
they are challenging to detect, even for humans,
due to their concealed and ambiguous nature.

Trolling is a case in point: it often uses covert
means to harass, digress or disrupt online spaces
(Hardaker, 2010; Herring et al., 2002; Paakki et al.,

64



2021; Phillips, 2011). Many studies have ap-
proached trolling as a text classification problem
as well, treating it similarly to aggression (Cam-
bria et al., 2010; Capistrano et al., 2019; Seah
et al., 2015; Shekhar et al., 2023). However, others
have found that trolling is often covertly enacted
(Hardaker, 2013; Paakki et al., 2021; Herring et al.,
2002; Paakki et al., 2024), and efficient trolling de-
tection requires features beyond explicit language
used, features like how actors behave in interac-
tion, for more accurate results (Paakki et al., 2024;
Mojica de la Vega and Ng, 2018; Guy and Shapira,
2018; Kumar et al., 2014).

Another example of covert harmful behavior is
disinformation dissemination, which usually uti-
lizes manipulative and indirect means of influence
(Bennett and Livingston, 2018; Wardle and Der-
akhshan, 2017). Trolling has also been used as
a conversational strategy for disinformation dis-
semination (Mihaylov et al., 2018; Zelenkauskaite
and Niezgoda, 2017; Zannettou et al., 2019). Ap-
proaches to detecting such behaviors have often
looked at stylistic and linguistic features and sim-
ilarity of shared content in contrast to previously
revealed disinformation (e.g., articles, messages,
accounts) using machine learning, neural networks,
transformers, or Large Language Models (LLMs)
(Potthast et al., 2018; Rashkin et al., 2017; Shu
et al., 2017; Zhou and Zafarani, 2020). Some have
sought to identify disinformation dissemination by
investigating networks that amplify misleading con-
tent online, often utilizing network analysis meth-
ods (Giglietto et al., 2020; Mihaylov et al., 2018;
Tangherlini et al., 2020). Others have analyzed
user accounts (Guo et al., 2022), cross-checking
of media sources (Fung et al., 2021), and source
reliability to identify disinformation dissemination
(Guo et al., 2022).

2.2 Theories of harmful behavior
Online harms have been researched in many fields
of research, including NLP, computer science and
social cybersecurity, Human-Computer Interaction
(HCI), psychology, social sciences and humani-
ties, and philosophy. There are many competing
definitions of what constitutes harm, and there
is no single standardized definition. Established
frameworks, however, distinguish between differ-
ent types of harm, including physical, emotional
or psychological, relational and financial harm
(Scheuerman et al., 2021; Schoenebeck et al., 2023;
Agrafiotis et al., 2018). In a typology of harmful

content by Banko et al. 2020, harm is constituted
by acts that cross a threshold of severeness by vi-
olating laws, an individual’s privacy of consent,
causing immediate threat or physical or psycholog-
ical trauma, or directly attacking an individual or a
vulnerable target (Banko et al., 2020).

Here, I approach harm as relational: behavior
both experienced by an individual or group as dis-
tressing or harmful, and behavior that violates the
consent or autonomy, privacy or well-being of an
individual or group. I concentrate on harms impli-
cated in online interaction, thus consisting mainly
of emotional, psychological or relational harms.

Harmful online behaviors have often been de-
fined through intentionality – the concept that some
behavior is harmful if an actor has the intention to
cause harm through their actions (Coles and West,
2016; Golf-Papez and Veer, 2017; Keller et al.,
2020; Zannettou et al., 2019). For instance, cy-
berbullying has been defined as intentional and
repeated hostile demeanor, which is specifically di-
rected at one vulnerable individual who is already
known to the bully; trolls, on the other hand, are
seen to intentionally target groups or communi-
ties (Coles and West, 2016; Golf-Papez and Veer,
2017).

Research on what constitutes these different
covert harmful behaviors is also not uniform in
their definitions. Some have defined it as boundary-
maintenance between novice and experiences Inter-
net users (Graham, 2019), political manipulation
(Bennett and Livingston, 2018; Akhtar and Morri-
son, 2019), or manipulation or disruption of online
conversations (Hardaker, 2010; Paakki et al., 2021).
Meanwhile, others have stressed that trolling is not
always harmful or malicious (Cruz et al., 2018; San-
filippo et al., 2017), but may be used for grassroots
activism (Spallaccia et al., 2019) or humor (Bishop,
2014). Thus, it needs careful consideration as to
what is considered harmful behavior.

The listed behaviors are also not uniformly overt
or covert, but may take advantage of a range of
strategies. For example, trolling might sometimes
utilize overt provocation, although it often relies
on covert influence (Hardaker, 2013; Paakki et al.,
2021). Although aggression and hate speech are
often construed as more overt behaviors, they also
might take more covert or indirect forms (ElSherief
et al., 2021; Garandeau and Cillessen, 2006). These
considerations underline the need for more robust
novel methods for detecting covert online harms.
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3 Limitations of the detection of online
harms

Within the field of detecting online harms, some
persistent caveats remain. For the detection of
many of the covert harmful online behaviors de-
scribed in the previous section, no single detection
approach works across different datasets, contexts,
languages, and definitions of the phenomenon (Yin
and Zubiaga, 2021; Ramos et al., 2024; Salawu
et al., 2020). Notable challenges are related to
reliance on surface features, definition of the to-be-
detected phenomenon, and requirement of inten-
tionality.

First, models relying on overt text features are
easily deceived (Gröndahl et al., 2018). Many ap-
proaches to detecting harmful online behaviors, as
described in the previous section, have framed the
problem as a text classification task, but such ap-
proaches often miss more subtle, indirect, covert
behaviors. Even phenomena that are often more
overt, like hate speech, may be enacted through
more indirect ways, e.g. via the use of euphemisms.
In addition, one of the greatest challenges has been
the fact that many detection approaches relying on
linguistic or textual features operate post hoc. They
rely on training data gathered after some harm-
ful content has been identified and aim to detect
similar future content. Such methods are unavoid-
ably reactive, and the past years have shown that
more forward-looking methods are needed, ones
that could better respond to the problem of ever-
changing elusive strategies used to enact online
harms.

To give an example, disinformation dissemina-
tion has often been identified based on textual con-
tent – linguistic features of individual messages or
texts (Guo et al., 2022). There exists an underlying
assumption that the veracity or even intentional mis-
leadingness of information can be detected from
these features of individual texts. Studies have
found that the generalizability of text classification
models beyond the material used in their training
(and possibly the topics they represent) is poor
(Guo et al., 2022).

It seems thus that efficient detection of espe-
cially covert harmful behaviors requires a different
set of methods that look beyond explicit language
used, features like how actors behave in interaction
(Bozyigit et al., 2021; Chatzakou et al., 2019; Guy
and Shapira, 2018; Paakki et al., 2024; Ziems et al.,
2020).

Second, the field of automatic detection of on-
line harms has often faced theoretical and defini-
tional challenges. Researchers have noted that for
the detection of many of the listed online harms,
there is no consensus on the definition of the spe-
cific type of harm, like cyberbullying or aggression
(Nobata et al., 2016; Paakki et al., 2024; Salawu
et al., 2020). Clear definitions and distinctions be-
tween different harmful behaviors would arguably
improve comparability of approaches, and aid re-
searchers in developing context-driven detection
methods.

Third, intentionality has been a central defining
feature of many harmful behaviors that have been
the focus of computational detection. This has
been part of definitions of cyberbullying (Ziems
et al., 2020), trolling (Hardaker, 2010), and disin-
formation dissemination (Wardle and Derakhshan,
2017). However, this is problematic for computa-
tional detection, because verifying true intention-
ality is challenging if not impossible to detect the
intent behind someone’s actions taken online. Ac-
tors are also happy to exploit these ambiguities
regarding intentionality. True intentionality can-
not be derived from text-based analysis, because
if we understand it as purposefully and knowingly
committing some action, it is mind-internal. Even
self-proclaimed intentionality does not necessar-
ily mean we get objective information about true
intentionality: individuals may proclaim some in-
tent, but they may lie or change their interpretation
of their own behavior. This applies especially to
deceptive behaviors.

4 Toward a norm-violation focused
approach to online harms

Researchers have emphasized community norms
and their violation as an important foundation
for detecting harmful behaviors (Bruckman et al.,
2006; Paakki et al., 2024). Harmful behavior like
malicious, manipulative trolling can be efficiently
detected by investigating actions taken that repeat-
edly violate community norms (Paakki et al., 2024).
Overall, cross-disciplinary studies utilizing theories
from SSH research and psychology have illustrated
promising novel approaches to computational de-
tection of harmful online behaviors (Ziems et al.,
2020; Paakki et al., 2024).

Here, I will propose a framework for the detec-
tion of covert harmful online behaviors that relies
on the theoretical understanding of social norms,
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and how they might be violated through manipula-
tion and deception.

I argue that a unifying feature to a range of covert
harmful online behaviors is that they violate social
norms in covert ways, utilizing deception and ma-
nipulation. There is a range of different social
norms we live by, some of them more unconscious
than others. Legal regulations, of course, set the
most imperative boundaries for human behavior,
often with dire consequences and a lower threshold
for what constitutes as crossing the threshold for
harmful reprehensible behavior. Covert strategies
for implicating harm thus often avoid such clear
boundary-crossing, and tend to utilize means that
are not as clear.

Social norms shape how people should behave in
social situations, providing predictability in interac-
tion (Garfinkel, 1967; Stivers et al., 2024). Norms
can be ’mores’: norms with moral underpinnings,
or they can ’folkways’, norms, which are less re-
strictive, commonly accepted ways to interact with
others (Garfinkel, 1967) (tracing back to Sumner,
1906). Mores can be formal written norms, or un-
written, and reflect the moral principles of a social
group or community. Their violations are usually
regarded more seriously with consequences. Less
restrictive norms, in turn, reflect practical unwrit-
ten rules about appropriate social behavior without
moral considerations, like how to greet someone
new, and usually with less serious or no conse-
quences for their violation (Garfinkel, 1967). How-
ever, these unwritten or unconscious norms may be
strategically exploited to influence or harass others
(Paakki et al., 2024, 2021).

While more binding norms may be reflected in
legal regulations to govern lawful and moral behav-
ior, unwritten norms are more easily exploited with-
out consequence if a community does not clearly
define thresholds for violation of these norms (see
e.g. (Herring et al., 2002)). For example, although
sending a specific emoji into a conversation on an
online forum is usually not violating any norm,
posting it there a thousand times may often be con-
sidered distressing.

Covert harmful behaviors often utilize decep-
tion and manipulation to influence or harass oth-
ers (Donath, 2002; Paakki et al., 2021; Herring
et al., 2002). Deception has been defined in com-
munication research as "knowingly transmitting
messages to a receiver with the intent to foster a
false belief or conclusion" (Buller and Burgoon,
1996). Some more specific forms include identity

deception, which is to mislead others with regard
to an actor’s identity online (Donath, 2002). In
many communities, deception is regarded as a neg-
ative, undesired phenomenon, for example because
it is seen to violate rules of constructive interaction
(Grice, 1989).

Manipulation, on the other hand, is defined as in-
terpersonal or social influence that threatens its tar-
get’s autonomy – often through covert means and
without revealing the manipulator’s goals (Coons
and Weber, 2014; Susser et al., 2019). Some have
defined manipulation through outcomes – the tar-
get losing their autonomy or ending up behav-
ing in ways that are not beneficial to themselves
(Jongepier and Klenk, 2022). Another approach is
to define manipulation as hidden influence where
the manipulator shows negligence with regard to
the means they use – and the norms they may vi-
olate – to influence others or to get them to act in
some desired way (Klenk, 2021). The norm vio-
lations in question may involve the manipulator
violating social norms, or getting the victim’s vio-
lation of self-interest (Jongepier and Klenk, 2022).

Deception and manipulation are central strate-
gies in covert online harms like trolling. What
unifies them is that both violate social norms that
are often held in high regard in many communities,
such as autonomy and truthfulness. However, at
the micro level the violated norms are less restric-
tive unwritten norms, which enable the violator to
not be too apparent and to escape consequences.
Thus, I argue that research on the computational
detection of covert online harms could benefit from
closer examination of how models could identify
norm violations.

4.1 Unwritten social norms
Unwritten social norms are, of course, challenging
to pin-point, because they are often unconscious.
Earlier research on human interaction has a long
tradition in theorizing about these unwritten so-
cial rules. Theories regarding general accepted or
constructive manners of interaction and commu-
nication can help to define more explicit commu-
nity norms and criteria for identifying their vio-
lations. Next, I will describe Paul Grice’s (1989)
theory regarding unwritten norms of constructive
interaction, which, at least in a Western context,
can be helpful for identifying unwritten norms
of interaction and communication. These include
Paul Grice’s theory of the Cooperative Principle
(1975,1989) and the conversational Maxims.
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According to Grice, we humans tend to strive
for cooperativeness, producing turns in interaction
that advance a conversation and help to bring it
forth toward mutual understanding – the Coopera-
tive Principle (Grice, 1975, 1989). These rules are
often unconsciously followed and expected. The
conversational maxims, on the other hand, delin-
eate unwritten rules according to which people tend
to behave and expect others to behave, in order to
contribute to the Cooperative Principle. These are
the maxim of Quantity, maxim of Quality, maxim
of Relevance and maxim of Manner.

Maxim of Quantity sets the expectation that
participants will provide the required amount of
information in their contributions to conversation
so that it is understandable but does not include
too much extra information (Grice, 1989). The
maxim of Quality sets expectations with regard to
the veracity of a contribution or information which
is provided. The core expectation is that people
will not present information they know to be false
or unsure, and that they should not state a claim in
case they do not have adequate evidence to back
the claim (Grice, 1989). The maxim of Relevance
refers to the expectation that participants will con-
struct their contributions in a way that is relevant
to the ongoing conversation (Grice, 1989). The
maxim of Manner, in turn, is about how some-
thing is said: we expect others to avoid obscurity
and ambiguity, and instead seek to communicate
in a brief and orderly manner (Grice, 1989). Other
norms, which should be considered in conjunction
with the maxims to understand human behaviors in
interaction, include politeness (Grice, 1989).

These maxims and their violations have also
been identified as fruitful for understanding de-
ceptive behavior (McCornack, 1992) and disinfor-
mation (Søe, 2021). In particular, violations of
the maxim of Quality are covertly used to gen-
erate misleading epistemic implicatures, but also
by violating other maxims in subtle ways (McCor-
nack, 1992). Arguably, our tendency to expect that
a deviation somehow adheres to the Cooperative
Principle (Grice, 1989) opens possibilities for the
norm-violator to continue their behavior.

5 RSD framework for covert harm
detection

For the purposes of computational detection of
covert online harms, I suggest that violations of
norms can be identified through the lens of the

Figure 1: the RSD framework: dimensions for assessing
harmfulness of norm violation.

’RSD framework’, Figure 1.
Since communication, in essence, is to influence

and to be influenced by others, as noted by Paul
Grice (Grice, 1989), the question remains what
then constitutes ’harmful’ influence, or harmful
online behavior. I suggest the RSD framework
for assessing the harmfulness of norm-violations
through the dimensions of Repetition, Severity and
Disregard.

Repetition refers to whether a norm violation is
repeated several times, or whether it is a one-time
act. With regard to covert behaviors, repetition
is perhaps one of the few objective, observable
features that can be used as a kind of proxy for
intentionality. It assumes that if a type of norm
violation is repeatedly committed by the same ac-
tor in a social space, this signals some level of
intent to commit the violation. Exceptions might
include unwittingly committing said violation due
to difficulty of understanding some unwritten so-
cial rule. Here explicit community norms can be
helpful. For instance, covert behaviors like trolling
may be extremely difficult to identify based on few
messages in interaction (Paakki et al., 2024), and
the requirement for repetition might protect both
the individual as well as the group in unclear cases.

Severity relates to the seriousness of the norm
violation. As mentioned, social and societal norms
differ in levels of gravity: some are reflected in
formal (written) legal regulations while others are
informal (unwritten) norms with possibly no con-
sequences for their violation.

Disregard, finally, refers to whether someone
who violates a norm acknowledges a notification
from the community about their unacceptable be-
havior. This is an important dimension to consider,
because, especially when it comes to unwritten
norms, there is a chance it was unintended. This
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# User Post
1 T Three Fatal Flaws in Greenhouse Gas Climate Science - Principia Scientific International

[link] [shares content disproving climate change, rest not shown]
2 A @T The flaws are yours. I suggest you go back and look at the science again.
3 T @A, I think you need to resit Physics. Even NASA now admit it. [academia.edu link]

" THE EARTH IS ACTUALLY COOLING," [rest not shown]
4 A @T You are quoting propoganda websites saying what NASA says, not what NASA

actually says. [rest not shown]

Table 1: Example of disinformation dissemination from Paakki (2024).

offers an opportunity for repair, which is an impor-
tant part of how participants build mutual under-
standing in interaction (Grice, 1989; Meredith and
Stokoe, 2014). Disregard also relates to the concept
of accountability: when deviating from a norm, in
well-intending interaction participants are expected
to account for their actions – to explain deviant
behavior. For example, this might be important
when confronting someone about disinformation
they have shared to an online community. Disre-
garding requests from others to account for a norm
violation would count as a negative signal within
the RSD framework.

The three dimensions of RSD operate together
when assessing covert harmful behavior. While
some norms might be so severe that even a one-
time violation might result in banning the violator,
many norm violations that are used strategically
in covert behaviors are less severe. Thus, to de-
tect harmful behavior, all dimensions need to be
considered together.

To illustrate how RSD could be applied, con-
sider Table 1. The conversation is an extract from
a longer interaction in a news comment discussion
(Paakki, 2024). T (the Troll) continuously shares
content in the conversation that is considered by
others as disinformation, and continues to do so de-
spite being told off by others, like A in post 4. They
deflect accountability, and in terms of RSD can be
seen to score quite high on Repetition, Severity
and Disregard. While R may be measured through
number of violations in a conversation, D may be
operationalized for instance through examination
of accusations or accountability requests, following
Paakki et al. 2024. Severity thresholds ultimately
need to be contextually defined.

In other words, the boundary for harmful behav-
ior could be crossed by repeatedly disregarding
requests to explain oneself, while continuing to
digress or harass the conversation, though not in

too extravagant ways. By paying attention to the
three dimensions, the framework could also help
set the boundary for behaviors that are not con-
sidered harmful in the community. For example,
consider someone repeatedly posting to a group
without using any commas. Although the level of
repetition might be high, and they might completely
disregard others asking them to use commas, this
may not cross the threshold of harmful behavior,
since the level of severity is too low.

Finally, norm violations need to be defined from
a community and context-driven perspective: what
are the central important norms in that specific com-
munity, how they might be violated, and what are
the significant thresholds for considering a norm
violation as harmful. Different communities may
have different criteria.

6 Discussion

I have described the challenges that years of re-
search into the computational detection of online
harms have faced with covert forms of harmful on-
line behaviors. While many models and approaches
have been developed for detecting different harm-
ful behaviors, covert harmful behaviors have re-
mained challenging to detect due to their elusive
and indirect nature. I have argued in this paper
that approaches to detecting covert harmful behav-
iors could benefit from operationalizations of if and
how community norms are violated.

For the detection of harmful behavior, I pro-
posed the RSD framework, which seeks to assess
the harmfulness of norm-violating behavior within
three dimensions: Repetition, Severity and Disre-
gard. I argue that the framework offers means for
preparedness and readiness for identifying online
behaviors that covertly violate community norms,
and for identifying when the said behaviors cross
the threshold for becoming harmful. This is im-
portant for communities in order to protect safe
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spaces and to define thresholds for unacceptable or
harmful behavior, and also criteria that help them
justify why some penalty – like banning a user –
was deemed necessary. Such criteria are especially
important when it comes to unwritten norms that
usually do not have any severe consequences or
legal ramifications.

Although it is challenging to explicitly articu-
late social rules that are more unspoken rather than
written, like ’generally accepted’ rules of social
behavior, from the perspective of online harm de-
tection and prevention, it is also very important
to do so. Like Susan Herring noted already in
2002, online communities may make themselves
vulnerable to different types of harassment and ma-
nipulation by being too lax about the acceptable
norms of behavior in their community.

Usually humans tend to expect others to act ac-
cording to the unwritten generally accepted norms
of constructive conversation. This means that we
tend to interpret deviation from a norm first in a
positive light, e.g., as a mistake, and the deviator
is thus given a chance for repair or to account for
their actions. It is thus necessary to consider some
threshold for repetition and severity of said devi-
ation, and also whether the said person explained
their actions when notified or stopped acting in a
certain way when asked.

Theories regarding conversational and interper-
sonal interaction may help to identify the sets of un-
written social norms that are important to a commu-
nity, and to define in advance what would be con-
sidered a harmful violation. I delineated Gricean
theory that can help identify unwritten social norms
that may be used in covert harassment or manipu-
lation against community members to disrupt the
community. Though it is a somewhat idealized
view of interaction, it offers insight into the unwrit-
ten social rules that may be broken in interaction.

Finally, harm should be defined in juxtaposition
to non-harm. This means that having a clear set of
community norms helps the community to justify
why some behavior is not acceptable there. This
also assumes that community norms are explicitly
defined, and can guide computational detection.
This is important, because what constitutes hate
speech, for instance, is dependent on cultural and
social context as well as its prevalent definitions
(Nguyen et al., 2020).

It has been challenging to deal with covert be-
haviors like trolling online, because they operate in
indirect and hidden ways. Also, many of the covert

behaviors described here are often defined through
intentionality, which is not observable or an objec-
tive quality in online interaction. Explicit defini-
tions of community norms can be used together
with the RSD framework to investigate the observ-
able characteristics of behaviors, and to arrive at an
evidence-based assessment of norm violations and
their harmfulness. In this way, the approach does
not rely on intentionality.

Harm may also be a subjective experience: that
is to say that individuals may experience different
things as harassment. This is a potential limitation
for the framework and for computational detection,
and thus human moderation is key. The Disregard
dimension of the RSD framework attempts to offer
means to operationalize experiences of harm.

Finally, a significant question in the field is how
to respond to the problems observed: ex ante (in
advance) or ex post (afterwards). Online modera-
tion can operate both ways. Many models aimed
at recognition of harmful behaviors function after-
the-fact, based on the content of already identified
harms. However, the strategies and forms of covert
harmful behaviors online evolve rapidly (Ferreira,
2022), so ex post approaches like text-based meth-
ods looking for similar content are easily left lag-
ging behind. This underlines the need for novel
frameworks, like the RSD framework, for the de-
tection of online harms that can anticipate norm
violations, even ones that operate in covert and
hidden ways. The RSD framework can guide the
operationalization of computational detection of
especially covert harms through evidence-based
assessment of norm violations.

Limitations
There have been also other persistent limitations to
the detection of covert online harms, some of which
I have not discussed here. Some have pointed
out the dangers of potentially biased or politically
charged detection or moderation (Garg et al., 2023;
Paakki et al., 2024), ethical questions like explain-
ability (Kiritchenko et al., 2021), and scalability
issues for reliable detection (Paakki et al., 2024). In
practice, methods are often limited by the require-
ment for scalability: the margin of error must be
very small when processing huge data sets. These
were out of the scope for this paper to consider in
more depth. However, operationalization of detec-
tion based on community norms may be a helpful
starting point for mitigating bias and limiting model
space to the community in question.
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