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Abstract

According to the EU legislation, documents
containing personal information need to be
anonymized before public sharing. However,
manual anonymisation is a time-consuming
and costly process. Thus, there is a need for
a robust text de-identification technique that
accurately identifies and replaces personally
identifiable information. This paper introduces
the Anonymise tool, a system for document de-
identification. The tool accepts various text
document types (e.g., MS Word or plain-text),
de-identifies personal information, and saves
the de-identified document in its original for-
mat. The tool employs a modular architecture,
integrating list-based matching, regular expres-
sions and deep-learning-based named entity
recognition to detect text spans for redaction.
Our evaluation results demonstrate high recall
rates, making Anonymise a reliable solution
for ensuring no sensitive information is left ex-
posed. The tool can be accessed through a user-
friendly web-based interface or API, offering
flexibility for both individual and large-scale
document processing needs. ! By automating
document de-identification with high accuracy
and efficiency, Anonymise presents a reliable
solution for ensuring compliance with EU pri-
vacy regulations while reducing the time and
cost associated with manual anonymisation.

1 Introduction

Due to legislative changes (GDPR? in the EU,
HIPAA? in the US), it is essential to remove sen-
sitive and personally identifiable information (PII)
from the text before sharing it publicly or using it
to train Al solutions. Manual text de-identification

'The system is available online at https://tilde.
ai/document-anonymisation/

2https://eur-lex.europa.eu/eli/reg/2016/679/0j

3https://www.hhs.gov/hipaa/for-
professionals/privacy/special-topics/de-
identification/index.html

is a laborious process, while being far from per-
fect. For example, Neamatullah et al. (2008) found
that the recall of manual de-identification can range
from 0.63 to 0.94, with a mean of 0.81).

Numerous studies explore named entity recogni-
tion (NER) tools to create a text de-identification
workflow (Ribeiro et al., 2023; Arranz et al., 2022;
Giorgi and Bader, 2019). However, most of the ex-
isting systems do not offer an end-to-end ability to
de-identify documents and in many cases they are
tailored for a single language (Catelli et al., 2020;
Syed et al., 2022).

In this demonstration paper, we introduce the
Anonymise tool, a system designed for semi-
automated multilingual document de-identification.
The tool allows users to perform Word or plain-
text document de-identification using multiple PII
replacement strategies. It offers a web interface,
where the user may review the de-identified doc-
uments and edit the de-identified entities, and an
API to de-identify a large number of documents.

2 Related Work

Personally identifiable information can be reduced
to a set of named entity categories (Catelli et al.,
2020). The text de-identification task then con-
sists of labeling and removing text spans containing
such categories.

Driven by the need to share court records with
the public, the legal domain has received signifi-
cant attention from researchers and practitioners.
The Text Anonymization Benchmark (TAB) cor-
pus (Pilan et al., 2022), based on court cases from
the European Court of Human Rights, explicitly
marks text spans that need to be masked to consider
the document anonymised. In the MAPA project
(Arranz et al., 2022), a multilingual dataset based
on court documents from the Court of Justice of
the European Union has been annotated using a
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fine-grained named entity hierarchy. A multilin-
gual parallel dataset, manually labeled with seman-
tic categories useful for the removal of personally
identifiable information, was also created from the
documents of the Court of Justice of the European
Union (Viksna and Skadina, 2024).

Early systems for text de-identification used
gazetteers in combination with regular expressions
and fixed rules (Meystre et al., 2010), while more
recent solutions focus on deep learning methods
and are based on pre-trained transformer language
models (PLM), such as BERT (Devlin et al., 2019)
XLM-R (Conneau et al., 2020) or recently LLMs,
such as ChatGPT/GPT-4 (Laskar et al., 2023; Liu
et al., 2023). In practical applications, ensemble
methods, combining rule-based, dictionary-based
and PLM or LLM-based methods, are used to
achieve best-in-class NER performance (Arranz
et al., 2022; Murugadoss et al., 2024).

Once a set of entities for de-identification is iden-
tified, an obfuscation method should be chosen
according to the needs of the users.

Text de-identification systems may include a
linker component to produce global pseudonyms,
consistent on a document level. The idea is to chain
three processes: a named entity recognition, an en-
tity linking, and a substitution engine (Francopoulo
and Schaub, 2020).

Another approach, adversarial anonymisation
(Staab et al., 2024), uses LLMs to iteratively para-
phrase text until no PII can be inferred from it.

3 System Design

The Anonymise tool consists of four distinct com-
ponents (see Figure 1):

* Frontend (GU]I) is the part of the application
facing the user and running in a web browser.
The frontend allows the user to upload a docu-
ment, select a pseudonym generation strategy,
review results, and download the processed
document.

* Rest API module provides access to the tool
in a machine-readable way and serves as a
backend for the frontend part of the tool. This
module also converts document to and from
the internal format used by the tool.

* Named entity recognizer (NER) module
identifies PII spans in the document. For PII
detection it uses a fine-tuned pre-trained lan-
guage model together with a list of regular
expressions.

* Pseudonymisation module replaces the en-
tities detected by the NER with suitable
pseudonyms.

Named Entity
Recognizer

ML-based NER

O GUI RESTAPI
Web Browser 0 Backend Server 0

Rule-based NER

Dictionary-based

Pseudonymization module

:> ':> | Pseudonym !
i dictionary i

Linguistic

analyser Entity Linker

Figure 1: Main components of the Anonymise de-
identification tool.

We implement the Anonymise tool as a Docker-
ized web application that allows the user to upload
documents, process/anonymise, review result, and
download the de-identified version of the docu-
ments.

3.1 User Interface

An example snapshot of the user interface is shown
in Figure 2. The user interface consists of the doc-
ument upload screen and the editor. The editor
view contains two main sections — the overview
section on the right side and an editor section con-
sisting of two text columns on the left side (see
Figure 2). The left column of the editor section
shows the original text with the identified entities
highlighted, and the right column shows the out-
put of de-identification tool. Each mention of an
identified entity can be deleted and its category or
pseudonym can be changed. A new entity mention
may also be added here, by selecting the corre-
sponding text span and assigning NE category to it.
The de-identified document is available for down-
load, with the content shown in the ”Anonymised
preview” column.

3.2 Named Entity Recognition

An ensemble NER consists of three components:
a NER model, a rule-based module using regular
expressions (RegEx) with context words, and a list
module. The NER model is built using the Flair
framework (Schweter and Akbik, 2020) by fine-
tuning the multilingual XLM-R model (Conneau
et al., 2020) on the MultiLeg dataset (Viksna and
Skadina, 2024). It supports all the entity types pre-
sented in the MultiLeg dataset: Person, ID number,
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Figure 2: The user interface of the tool.

Location, Organization, URL, Date, Amounts, Na-
tionality, and Profession. The RegEx module is
implemented using Presidio (Mendels et al., 2018)
with custom recognizers for Estonian, Latvian, and
Lithuanian ID numbers and document codes. The
List module contains a list of pre-defined strings
which, if found in the text, are labeled as sensitive
entities. This list is intended to be editable and
extendable by the user.

3.3 Pseudonymisation

The tool supports three methods of obfuscation:
masking PIIs with asterisks, suppression using a
category name, and pseudonymisation using gram-
matically suitable substitutes. The masking method
simply masks each entity mention with a preset
number of asterisks, while suppression replaces
each entity mention with its category name.

The pseudonymisation using grammatically suit-
able substitutes is challenging for morphologically
rich languages, as the tool should provide the
pseudonym in the correct form, e.g., inflection,
gender, and number. The Stanza (Qi et al., 2020) li-
brary is used to determine the grammatical features
of each token. Since Stanza provides a separate
model for each language, the main language of
the sentence is determined using fasttext (Joulin
et al., 2016). Using a threshold of 0.33, a list of
possible languages is obtained, and if the primary
language of the document declared by the user is
among them, it is used; otherwise, the language
with the highest score is assumed to be the primary
language of the sentence. For multi-word entity
mentions, grammatical features of the headword
are used. The pseudonyms are selected from a
pre-defined list of candidate entities. The list of

substitutes was obtained from the WMT monolin-
gual news datasets (Kocmi et al., 2024) by applying
the NER and Stanza parser. Extracted named en-
tities are stored together with their grammatical
information as potential pseudonym candidates.

4 Evaluation

The Anonymise tool has been evaluated using the
MultiLeg test-set (Viksna and Skadina, 2024) for
four languages: English, Estonian, Latvian, and
Lithuanian. For comparison, the same documents
were also de-identified using a text de-identification
system from the EC NLP Services* and the MAPA
multilingual legal model’. For evaluation standard
NER measures (precision (P), Recall (R), and F,
score) were used. Results of the evaluation are
summarized in Table 1.

Both MAPA and the EC-hosted tool show poor
recall scores, as they miss most instances of some
entity types (Codes, nationalities, amounts) in this
dataset. The Code category is particularly impor-
tant because it alone allows the identification of
the document in question. Even if all other entities
are de-identified, the attacker would still be able to
identify the persons mentioned by the case number.
Both tools perform considerably better on English
data, compared to other languages. Conversely, the
Anonymise tool performs equally in all 4 languages.
Anonymise tool shows high recall, detecting over
90% of the sensitive entities, however, precision
on this dataset is comparatively lower. Anonymise
also detects and hides entities not labeled as sensi-
tive in the test set, such as EC directive codes and

*https://language-tools.ec.europa.eu/

NLPServices/NLP
Shttps://mapa-demo.pangeamt . com/
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System EN ET LT LV ALL
PR F PR F P R F PR F PR F

ECtool  0.86 0.32 046 0.63 0.28 0.39 0.74 0.28 0.40 0.70 0.32 0.44 0.73 0.29 0.42

MAPA 0.84 0.31 0.45 0.61 0.28 0.39 0.74 0.28 0.40 0.69 0.31 0.43 0.72 0.30 0.42

Anonymise 0.79 0.93 0.86 0.77 0.94 0.85 0.78 0.93 0.85 0.79 0.93 0.85 0.78 0.93 0.85

Table 1: Evaluation results on MultiLeg dataset.

European institutions. High recall in combination
with lower precision means that part of the labeled
entities are false positives (entities wrongly labeled
for de-identification). For the de-identification task,
high recall is more important than high precision
because the primary goal is to ensure that no sen-
sitive information is left unidentified and exposed.
This means that the cost of a false negative is high
(the sensitive data remains identifiable), while the
inclusion of entity linking and the graphical editor
allows the user to remove the false positives easily,
making the cost of false positives low.

Extrinsic evaluation of the Anonymise tool was
performed using the TAB benchmark dataset and
evaluation script (Pilan et al., 2022). The evaluation
results are shown in Table 2. The Anonymise tool

System  Rgiiqi ERgi ERgi Pgirgi WPirgi
Presidio 0.782 0.463 0.802 0.542 0.609
TAB 0.919 1.000 0.916 0.836 0.850
EC tool 0.796 0.500 0.781 0.726 0.680
MAPA 0.809 0.500 0.795 0.709 0.654

Anonymise 0.950 0.827 0.940 0.551 0.456

Table 2: Evaluation results of the tools on TAB test
set. Rgivqi - Token-level recall; ERg; - Entity-level re-
call on direct identifiers; ERg; - Entity-level recall on
quasi-identifiers; Pgi.q; - Weighted, token-level preci-
sion; WPg;,qi - Weighted, mention-level precision.

evaluated against the TAB ECHR test set shows
good recall on all identifiers and quasi-identifiers.
It is also second to the Longformer trained on this
dataset on the task of detecting direct identifiers.
On this dataset, precision is low, as the tool iden-
tifies categories not included in the dataset for de-
identification.

Runtime/resource metrics The tool consists of
several modules, the most resource-intensive of
which are the Flair-based NER module, the Lin-
guistic analyser, and the backend that handles file
conversion. The demo version of the tool, set up
on a Kubernetes cluster using a 4-core CPU with
16 GB of RAM, can process 100 files containing
4917 segments of text in 22 minutes.

5 Conclusions

In this paper, we presented the Anonymise tool,
a Dockerized web application that allows semi-
automated document de-identification.

Anonymise can different types of documents,
present the content marked with various PII cat-
egories to the user, suggest and apply a range of
pseudonyms, and save the de-identified text into
source document format.

The tool is able to detect 12 broad entity types
covering both direct and indirect identifiers. Eval-
uation shows that tool achieves a high recall of
over 0.93 and F; score of 0.85 on MultiLeg dataset
and token-level recall Rgiyqi of 0.95 on TAB test
set. Anonymise can be adapted to other languages
or domains by using appropriate NER models and
re-building the pseudonym dictionaries. The tool
includes a configuration page, where the user may
(un)select entity types for de-identification. A pos-
sible improvement may be the inclusion of con-
fidence thresholds, allowing the user to tune the
recall vs. precision balance. The tool can be used
through API to de-identify a large number of doc-
uments, or through web interface, where the user
can review the de-identified documents and edit
entities.
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