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Abstract

The emergence of large language models has
led to an explosion of machine-generated fake
reviews. Although distinguishing between
human and LLM-generated fake reviews is
an area of active research, progress is still
needed. One aspect which makes current LLM-
generated fake reviews easier to recognize
is that LLMs–in particular the smaller ones–
lack domain-related knowledge. The objective
of this work is to investigate whether large
language models can produce more realistic
artificial reviews when supplemented with
knowledge graph information, thus resulting in
a more challenging training dataset for human
and LLM-generated fake reviews detectors. We
propose a method for generating fake reviews
by providing knowledge graph information to
a llama model, and used it to generate a large
number of fake reviews which used to fine tune
a state-of-the-art human and LLM-generated
fake reviews detection system. Our results
show that when knowledge graph information
is provided as part of the input, the accuracy
of the model is improved by 0.24%. When
the knowledge graph is used as an embedding
layer and combined with the existing input
embedding layer, the accuracy of the detection
model is improved by 1.279%.

1 Introduction

Large Language Models (LLMs) are now able to
generate high-quality and widely used text. For
example, ChatGPT (ChatGPT, 2022) can generate
text of near-human level quality, including for the
case of creative texts such as music lyrics (Khan,
2024). But as the text-generation capabilities
of LLMs grow, so does their use to generate
misinformation, plagiarized text, and fake product
reviews (Sun et al., 2024). More and more
LLM-generated, human-like fake reviews affect
online purchasing of all types of goods, including

book buying, the type of reviews we’re studying.
Therefore, discriminating text generated by humans
from text generated by LLMs has become a major
technological challenge and societal challenge
(Prajapati et al., 2024).

Although distinguishing between human and
LLM-generated fake reviews is an area of active
research (Wu et al., 2025), progress is still needed.
In particular, it is necessary to train classifiers
on datasets in which the artificial reviews are
not so different from real reviews as to make
them easily detectable. One aspect which makes
current LLM-generated fake reviews easier to
recognize is that LLMs–in particular the smaller
ones–lack domain-related knowledge (Feng et al.,
2023) The objective of this work is to investigate
whether large language models can produce more
realistic artificial reviews when supplemented with
knowledge graph information, thus resulting in a
more challenging training dataset for human and
LLM-generated fake reviews detectors.

Two knowledge graph fusion methods are ex-
plored: Prompt Embedding and Model Embedding.
When generating new fake reviews, Prompt Em-
bedding uses the knowledge graph as the input
of the generation model, while Model Embedding
uses the knowledge graph as part of the generation
model. Our results show that that the generation
model in which the knowledge graph is fused in
the architecture can better generate fake reviews,
thereby improving the performance of the detection
model.

2 Related Work

In this Section we briefly review previous literature
on detecting LLM-generated text and on using
knowledge graphs in LLMs.
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2.1 LLM-Generated Text Detection

In recent years, the development of automatic
detection methods to identify LLM-generated texts
has become a very active area of research (Prajapati
et al., 2024). Sadasivan et al. (2023) proposed a
framework dealing with distinctive writing styles,
clever prompt design, or text paraphrasing. At the
same time, the study shows that even when a large
model is protected with a watermark, the model
is vulnerable to spoofing attacks (Sadasivan et al.,
2023). DetectGPT (Mitchell et al., 2023) computes
log-probability to detect machine-generated text,
rather than training a separate classifier or even
collecting a dataset. However, this method is
limited to white-box environments. For models
that do not provide log probabilities for calculation,
DetectGPT cannot help (Mitchell et al., 2023).
Watermark (Kirchenbauer et al., 2023) controls the
text generation process, selecting tokens marked
as ’green’. In practice, complex watermarks can
degrade text quality due to the lack of flexibility
of large language models (Kirchenbauer et al.,
2023). GLTR (Gehrmann et al., 2019) is a tool for
detecting whether text is LLM-generated. Without
using pre-training, GLTR improves the human
detection rate of fake text from 54% to 72%
(Prajapati et al., 2024). However, if non-biased
sampling is used to generate text, this method is
difficult to identify (Prajapati et al., 2024).

2.2 Graph-Based Retrieval-Augmented
Generation (RAG)

Knowledge graphs are machine-readable graph
structures that include entities, relationships, and
attributes. They store data in a structured manner
in a graph database, which can reflect the physical
objects and relationships in real life (Lavrinovics
et al., 2025).

Studies have shown that adding relevant domain
information when generating text in knowledge-
intensive tasks can effectively improve the context-
awareness of LLMs. At the same time, hallucina-
tions are reduced while keeping the original model
structure unchanged (Lewis et al., 2020; Ram et al.,
2023; Agrawal et al., 2024). Therefore, using
structured external information such as knowledge
graphs can make LLM’s output more consistent,
and provide more accurate answers (Pan et al.,
2023, 2024).

StructGPT (Jiang et al., 2023) uses knowledge
graphs and tabular data to enhance GPT’s infor-

mation extraction capabilities. Wu et al. (2023)
team textualised the content of the knowledge
graph to enhance the model performance when
performing question-answering tasks. Baek et al.
(2023) team proposed the KAPING model. This
model also uses the knowledge graph and extracts
the corresponding triples from it, and is used for
the zero-shot question answering task.

3 Methods

In this section, we explain our architecture, and
introduce the two different ways of applying
knowledge graphs that we developed.

3.1 Overall Architecture and Baselines

The task can be divided into three components:
knowledge graph creation, generation of fake
reviews to be added to the training set, and human
and LLM-generated reviews detection. First, in the
knowledge graph creation process, we generate
the corresponding knowledge graph around the
existing dataset. Then, in the generation process,
we generate the corresponding dataset based on the
existing dataset and merge the generated and old
datasets into a new dataset. Finally, in the detection
process, we use the existing efficient detection
model to detect our enhanced dataset.

Although it is possible to evaluate the quality
of fake reviews generation through text-quality
metrics (Mitchell et al., 2023; Chim et al., 2025),
ultimately, the only truly telling way to evaluate
our approach for generating fake reviews is through
the impact of these reviews on the overall detection
task. This will be our main metric.

As a detection baseline, we use the existing state-
of-the-art detection model LLM2S3 (Spiegel and
Macko, 2024a). Because LLM2S3 only provides
the architecture but not the trained model, we fine-
tuned Falcon-7B (Almazrouei et al., 2023) and
Mistral-7B (Chaplot, 2023). (Please refer to the
section 3.4 for more information about the model.)

An existing dataset of fake reviews is used as
starting point, and the detection results obtained
after training the LLM2S3 model on this dataset
are used as our baseline.

3.2 Knowledge Graph Creation

The knowledge graph is extracted out of the
datasets used in this study, the Amazon dataset
and DeRev 2018 (see Section 4.1).



676

Figure 1: The Structure of Data in Knowledge Graph.

Figure 2: Input Integration of Llama Model.

Preprocessing We first run two preprocessing
steps. First, the Amazon dataset and DeRev 2018
were merged. Second, we obtained query keywords
by keyword extraction from the reviews in the
dataset. Because there are multiple keywords,
the query results will be concatenated as the final
result.

Neo4j We use Neo4j (Neo4j, 2012) as the
storage tool for the knowledge graph. It is an
ideal graph data storage and query solution that
can be applied to a variety of fields, such as social
network analysis, knowledge graph modelling, and
healthcare.

Data Modelling The structure of the data model
can be found in Figure 1. It contains three
nodes: ”Keyword”, ”Book”, and ”Review”. The
”Keyword” node contains a string attribute ”key-
word”, whose content is the keyword itself. The
”Book” node contains a string attribute ”book-
Name”, whose content is the name of the book.
The ”Review” node contains three attributes: the
string attribute ’reviewText’, whose content is the
review body; the string attribute ’reviewSummary’,
which contains the review summary; the integer
attribute ’reviewScore’, which contains the user
rating of the purchased book.

The relationship between these nodes is as
follows. 1. ”Book” contains multiple ”Review”
from different users. 2. Each ”Review” can extract
a number of ”Keyword”. However, in the actual
model creation, in order to make retrieval more con-
venient, we changed the association relationship

among three nodes: 1. ”Book” contain multiple
”Review” from different users (CONTAIN). 2.
”Keyword” is part of ”Book” (PART OF). Here
we remove the relationship between ”Review” and
”Keyword”, and transfer this relationship to ”Book”
and ”Keyword”.

Data Import During the data import process,
we import the Amazon Customer Reviews Dataset
(Amazon, 2018) and DeRev 2018 (Fornaciari and
Poesio, 2014; Fornaciari et al., 2020) datasets
into the created data model. It should be noted
that there are certain differences in the content
of the two datasets, which affect the merging of
the data. Among them, the book names in the
two datasets are obviously different. To create a
better knowledge graph, we uniformly modify the
book name format of the Amazon dataset to the
same Upper Camel Case as DeRev 2018. Refer
to Section 4.1 for more information about the two
datasets.

3.3 Using the KG for Generation

During the generation process, we mainly use
two methods: Prompt Embedding and Model
Embedding. Both methods are implemented using
llama3.1-8B (Grattafiori et al., 2024).

Prompt Embedding This method involves mod-
ifying the input of the training model by adding
the corresponding knowledge graph content in the
Prompt. The following is an example input:
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Figure 3: The Model of LLM2S3 created by KInIT team in the SemEval-2024 competition.

Figure 4: Example of DeRev 2018. Each comment is in XML document format, which contains the title, author,
time and content of the comment. It also contains tokens generated by comments.

{ “content”: ” Generate text by giving keywords
and knowledges: keywords(keywords1, key-
words2, ...), knowledge(concatenate(knowledge1,
knowledge2, ...))”,“role”: “user” }, { “content”: ”
original text”, ”role”: ”assistant” }

This example expresses the generation of a
comment through keywords keyword1, keyword2,
etc. At the same time, it is necessary to refer to
the output of the knowledge graph. It is obvious
here that the knowledge graph is part of the model
input. Therefore, we call it Prompt Embedding. In
this way, we achieve embedding of the knowledge
graph without actually modifying the generative
model.

Model Embedding This method involves mod-
ifying the model to add additional knowledge
graphs to enhance the generation of fake reviews.
The following is an input example:

{ “content”: ” Generate text by giving keywords:
keywords(keywords1, keywords2, ...)”, “role”:
“user” }, { “content”: ” original text”, ”role”:
”assistant” }

This example shows that the model generates

fake reviews through keywords. Compared with
Prompt Embedding, the knowledge graph is miss-
ing. Here, we combine the knowledge graph with
the input layer of the Llama model. You can refer to
the figure 2. First, we embed the knowledge graph
result to get the knowledge embedding layer. Then
add it to the original Llama input embedding to
get the new Knowledge Llama3 Input embedding
layer. It should be emphasised that in the actual
construction, we did not create and add a new
knowledge graph embedding layer. We just merged
the two layers and overwrote the original input
layer.

3.4 Detection
As a detection system, we used the model de-
veloped by the KInIT team in the SemEval-2024
competition (Spiegel and Macko, 2024b), one of
the best performing systems in the competition.
The structure of the model is shown in Figure 3.
The authors used two majority votes and combined
numerical calculation metrics with large models.
First, Entropy, Rank and Binocular are calculated
for the whole dataset. Then, a new prediction result
is obtained by majority vote. The second majority
vote prediction is a combination of the prediction
result of the previous one with the prediction results
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Figure 5: Sample of Amazon Customer Reviews Dataset with tags, review text, user ratings and product categories.

of Mistral and Falcon. This system achieved fourth
place in the competition. Importantly, we fine-tune
the Falcon and Mistral models to make them more
suitable for our data types.

Finally, the datasets generated by Prompt Em-
bedding and the datasets generated by Model
Embedding are verified on LLM2S3 respectively.

4 Experiments

In this section, we introduce the dataset, experi-
mental settings, and experimental process in detail.

4.1 Datasets
We focused on book reviews, and mainly used
the Amazon Customer Reviews Dataset (Amazon,
2018) and DeRev 2018 (Fornaciari and Poesio,
2014; Fornaciari et al., 2020) as datasets.

DeRev 2018 It contains both genuine reviews
with strong evidence and fake reviews created by
users for financial gain. Figure 4 is a sample of
the DeRev dataset. gold2016 indicates the truth
or falsity of a review. 0 is false and 1 is true. It
contains 8311 high-quality, cleaned data.

Amazon Customer Reviews Dataset Figure 5
is a sample of the Amazon dataset. What we need
to pay attention to here are the REVIEW TEXT and
LABEL labels. REVIEW TEXT is the review itself,
without any false or true labels. REVIEW TEXT in-
dicates whether the review is true or not. label1
indicates false, and label2 indicates true. It
contains 21,000 items, categorised into 30 classes,
each of which contains 700 reviews.

In this experiment, we first used the entire DeRev
2018 dataset. Second, we used data items with
category ‘books’ from the Amazon dataset. The
table 1 shows some information.

4.2 Experimental Setup
First of all, we follow the 2:8 principle to split the
dataset into a test set and a training set. 20% of the
data is used as a validation set, and 80% of the data
is used as a training set.

Then, both methods take the following steps to
create a dataset.

1. Split the original reviews and get the keyword
list.

2. Get the corresponding attributes and associ-
ations in the knowledge graph based on the
keyword list.

3. Connect the knowledge graph results together.

Finally, when fine-tuning LLM2S3, only the
original dataset is used. At test time, the dataset
generated by Prompt Embedding and Model Em-
bedding will be used respectively.

4.3 Experimental Process

As previous discussed, we compare two data
generation methods, illustrated in Figures 6 and
7, respectively. First, a knowledge graph is created
and imported into the Neo4j database. Next, a
mesh structure centered on the ”Keyword” node
is generated. When generating a new dataset, use
keyword extraction on the original reviews. The
corresponding relevant review summary is then
obtained in the knowledge graph for keywords.
Because a keyword corresponds to multiple books
and multiple reviews, each time the Llama model
generates reviews, it refers to reviews with the same
keyword for different books. In this process, it is
necessary to remove repeated book reviews.

Then, when using the Prompt Embedding
method, all the knowledge is used as part of the
input prompt for the Llama model to generate
new reviews. When using the Model Embedding
method, all the knowledge is first converted to the
embedding layer and then merged with the original
input layer of Llama to generate new reviews. It
should be noted that the knowledge may be too
long, sequence embedding is required.

Finally, we use LLM2S3 as a detection model
to identify humans and LLM-generated reviews.
Because LLM2S3 has two models that need to
be fine-tuned, Mistral and Falcon, we use the
original Amazon and DeRev datasets for fine-
tuning. Because our original dataset only has
human-written reviews, we used another Llama
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Dataset Size Details
Amazon Reviews (Amazon,
2018)

350 fake and 350 truthful
reviews

Published by Amazon

DeRev 2018 (Fornaciari and
Poesio, 2014)

8311 reviews Book reviews

Table 1: Datasets for Human and LLM-generated Fake Review Detection.

Model Accuracy F1 Precision Recall
Baseline 88.5% 87.3% 90.2% 86.8%
Prompt Embedding 88.8% 88.2% 89.8% 88.6%
Model Embedding 89.8% 89.8% 87.9% 91.8%

Table 2: The Performance of Different Approaches

model to paraphrase the original two datasets to
make them machine-generated datasets. 80% of
the original data and rewritten data are used to
fine-tune the Mistral and Falcon models. When
we finally use LLM2S3 for detection. Use 20% of
the original data and 20% of the generated dataset
for verification, and also take the average multiple
times.

5 Results and Discussion

Table 2 shows the results with training LLM2S3
using datasets computed using the two approaches.
The results show that both methods have achieved
some improvement in accuracy compared to the
baseline, but the improvement with Prompt Em-
bedding is limited. The Baseline approach has the
highest precision, and the Model Embedding has
the highest accuracy, F1, and recall values.

We conducted two sets of tests on the signifi-
cance of the differences found between baseline
and the two KG embedding models: Baseline
vs Prompt Embedding, and Baseline vs Model
Embedding. Baseline and Prompt Embedding
Null Hypothesis: There is no significant difference
between the results of the Baseline and Prompt
Embedding models. Baseline and Model Em-
bedding Null Hypothesis: There is no significant
difference between the results of the Baseline and
Model Embedding models.

Table 3 shows the t and p values for the two tests.
When comparing Baseline and Prompt Embedding,
the null hypothesis holds, although barely, because
p¿0.05 (marginally). This indicates that there is
no significant difference between the Baseline and
Prompt Embedding models. When comparing
Baseline and Model Embedding, however, the null
hypothesis does not hold, because p¡0.05. This in-
dicates that there is a significant difference between
the Baseline and Model Embedding models.

Judging from the values of metrics, the results
of the three methods are very stable, which means
that the model-generated dataset and the original
dataset are also very stable. The improvement may
seem small, but it should be emphasized that the
performance of LLM2S3 is already very high, so
any improvement over that is very difficult.

6 Conclusion

In this paper we compared two methods for aug-
menting the dataset used for training a LLM-
generated text detection model by generating ad-
ditional review through a model that leverages
knowledge graph information. Our results show
that both methods achieve a small improvement in
detecting LLM-generated text over a baseline, but
embedding the knowledge graph information in the
model gives the best results.
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